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ɺʽʩʽʤʥʘʜʮʷʪʘ ʥʘʫʢʦʚʦ-ʪʝʭʥʽʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ ʩʪʫʜʝʥʪʽʚ  

ʪʘ ʘʩʧʽʨʘʥʪʽʚ çʇɽʈʉʇɽʂʊʀɺʀ ʈʆɿɺʀʊʂʋ ɯʅʌʆʈʄɸʎɯʁʅʆ-

ʊɽʃɽʂʆʄʋʅɯʂɸʎɯʁʅʀʍ ʊɽʍʅʆʃʆɻɯʁ ʊɸ ʉʀʉʊɽʄè 

 

ʉʧʽʚʛʦʣʦʚʠ: 

ɯʃʔʏɽʅʂʆ ʄ.ʖ. ï ʥʘʫʢʦʚʠʡ ʢʝʨʽʚʥʠʢ ʅʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʦʛʦ ɯʥʩʪʠʪʫʪʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʪʝʭʥʽʯʥʦʛʦ 

ʫʥʽʚʝʨʩʠʪʝʪʫ ʋʢʨʘʾʥʠ "ʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ 

ʽʤʝʥʽ ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ", ʘʢʘʜʝʤʽʢ ʅɸʅʋ, ʜ.ʪ.ʥ., ʧʨʦʬʝʩʦʨ; 

ʗʂʆʈʅʆɺ ɭ.ɸ.   ï  ʢ.ʪ.ʥ., ʧʨʦʬʝʩʦʨ ʅʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʦʛʦ ɯʥʩʪʠʪʫʪʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ; 

ʂʈɸɺʏʋʂ ɯ.ʄ.  ï  ʢ.ʶ.ʥ., ʜʦʮ., ʅʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʦʛʦ ɯʥʩʪʠʪʫʪʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ; 

ʃɽɺʏɽʅʂʆ ɯ.ʉ.ï  ʛʦʣʦʚʘ ʩʪʫʜʨʘʜʠ ʅʅ ɯʊʉ ʂʇɯ ʽʤ.ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ. 

 

ɼʦʧʦʚʽʜʘʯʽ: 

ʇʝʨʩʽʢʦʚ ʄ.ɸ.,  ʉʧʝʩʽʚʮʝʚ ɸ.ɺ., ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʂʊʋɸʃʔʅɯʉʊʔ ʉʊɺʆʈɽʅʅʗ ʊɸ ʄʆɾʃʀɺʆʉʊɯ 

ɺʀʂʆʈʀʉʊɸʅʅʗ ɭɺʈʆʇɽʁʉʔʂʆɰ ɹɸɿʀ ɼɸʅʀʍ 

ɺʈɸɿʃʀɺʆʉʊɽʁ (EUVD) ...................................................................................  409 

ɹʘʨʠʣʢʦ ɼ.ʆ., ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʅɸʃɯɿ ʄɽʊʆɼɯɺ ʇʈʆʊʀɼɯɰ ɿɸɻʈʆɿɸʄ ɯ ʊʀʇʆɺʀʄ ɸʊɸʂɸʄ 

ʅɸ ʃʆʂɸʃʔʅɯ ʄɽʈɽɾɯ .....................................................................................  410 

ʂʫʣʽʢʦʚ ɯ.ɺ., ʢʝʨ. ʉʘʙʫʨʦʚʘ ʉ.ʆ.  

ɸʅɸʃɯɿ ʇɸʈɸʄɽʊʈɯɺ ʗʂʆʉʊɯ ʆɹʉʃʋɻʆɺʋɺɸʅʅʗ ɺ ʄɽʈɽɾɸʍ 

ɼʆʉʊʋʇʋ ɼʆ ɯʅʊɽʈʅɽʊʋ ................................................................................  411 

ʉʘʚʯʝʥʢʦ ʈ.ʆ., ʐʝʩʪʦʧʘʣʦʚ ʉ.ʉ.  ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʅɸʃɯɿ ʇɽʈɽɺɸɻ ɯ ʅɽɼʆʃɯʂɯɺ ʐI-ʆʈɯɭʅʊʆɺɸʅʀʍ ʄɽʊʆɼɯɺ 

ʋʇʈɸɺʃɯʅʅʗ ʏɽʈɻɸʄʀ ɺ ʉʋʏɸʉʅʀʍ ɯʅʌʆʂʆʄʋʅɯʂɸʎɯʁʅʀʍ 

ʄɽʈɽɾɸʍ .............................................................................................................  412 

ʃʝʤʝʰʢʦ ɺ.ʆ.,  ʇʝʨʩʽʢʦʚ ʄ.ɸ., ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʅɸʃɯɿ ʈɯʐɽʅʔ ʑʆɼʆ ʇɯɼɺʀʑɽʅʅʗ ɺɯɼʄʆɺʆʉʊɯʁʂʆʉʊɯ ʋ 

ʇʈʆɻʈɸʄʅʆ-ʂʆʅʌɯɻʋʈʆɺɸʅʀʍ ʄɽʈɽɾɸʍ.............................................  413 

ɻʦʨʷʽʥʦʚʘ ʂ.ʆ. ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʅɸʃɯɿ ʉʊɯʁʂʆʉʊɯ ɯʅʌʆʂʆʄʋʅɯʂɸʎɯʁʅʆɰ ʄɽʈɽɾɯ ɿ 

ɺʀʂʆʈʀʉʊɸʅʅʗʄ ʇʈʆʊʆʂʆʃʋ ʄɸʈʐʈʋʊʀɿɸʎɯɰ EIGRP ....................  414 
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ʃʠʥʥʠʢ ɭ.ʆ. ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ. 

ɸʅɸʃɯɿ ʉʋʏɸʉʅʆɻʆ ʉʊɸʅʋ ʊɸ ʊɽʅɼɽʅʎɯʁ ʈʆɿɺʀʊʂʋ 

ʇʈʆɻʈɸʄʆɺɸʅʀʍ ʄɽʈɽɾ ..............................................................................  415 

ʊʨʫʙʝʢʦ ʄ.ʉ., ʢʝʨ. ɭʨʝʤʝʥʢʦ ʆ.ʉ.  

ɸʅɸʃɯɿ ʊɸ ʆɹˆʈʋʅʊʋɺɸʅʅʗ ɸʈʍɯʊɽʂʊʋʈʀ 

ʎɽʅʊʈɸʃɯɿʆɺɸʅʆɻʆ ʂɽʈʋɺɸʅʅʗ ʂʆʅʌɯɻʋʈɸʎɯʗʄʀ 

ʄɽʈɽɾʅʀʍ ʇʈʀʉʊʈʆɰɺ ʅɸ ɹɸɿɯ ANSIBLE ɿ ʋʈɸʍʋɺɸʅʅʗʄ 

ʇʆʃɯʊʀʂ ɹɽɿʇɽʂʀ .............................................................................................  416 

ɻʫʥʽʥ ɯ.ʆ., ʢʝʨ. ʂʫʨʜʝʯʘ ɺ.ɺ. 
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ʈɽʏɽʁ .....................................................................................................................  417 

ɹʦʨʦʚʠʢ ɸ.ʉ., ʢʝʨ. ʆʩʠʧʯʫʢ ʉ.ʆ. 
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ɼʆʉʃɯɼɾɽʅʅʗ ʄʆɾʃʀɺʆʉʊɽʁ MININET ɯ CONTAINERNET ʋ 
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STATE, TRENDS, AND FUTURE PROSPECTS OF 

TELECOMMUNICATIONS DEVELOPMENT IN 2026  

 

The impact of innovative technologies, in particular next-generation mobile 

networks (5G/6G), artificial intelligence, satellite communications, and the Internet 

of Things, on the efficiency of electronic communications has been analyzed. The 

key directions for the development of the industry have been identified, and their 

importance for ensuring infrastructure resilience and shaping a modern information 

and communication environment has been substantiated. 

 

ʉʫʯʘʩʥʠʡ ʝʪʘʧ ʨʦʟʚʠʪʢʫ ʩʫʩʧʽʣʴʩʪʚʘ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʽʥʪʝʥʩʠʚʥʦʶ 

ʮʠʬʨʦʚʽʟʘʮʽʻʶ ʚʩʽʭ ʩʬʝʨ ʜʽʷʣʴʥʦʩʪʽ, ʱʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʦʙʫʤʦʚʣʶʻ 

ʟʨʦʩʪʘʶʯʫ ʨʦʣʴ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʷʢ ʙʘʟʦʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʧʨʦʩʪʦʨʫ, ʱʦ ʟʤʽʥʶʻʪʴʩʷ ʜʠʥʘʤʽʯʥʦ 

ʰʚʠʜʢʦ. ɻʣʦʙʘʣʽʟʘʮʽʡʥʽ ʧʨʦʮʝʩʠ, ʩʪʨʽʤʢʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʜʘʥʠʭ, ʘ ʪʘʢʦʞ 

ʧʽʜʚʠʱʝʥʥʷ ʚʠʤʦʛ ʜʦ ʰʚʠʜʢʦʩʪʽ, ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ 

ʬʦʨʤʫʶʪʴ ʦʙôʻʢʪʠʚʥʫ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʧʨʦʚʘʜʞʝʥʥʷ ʽʥʥʦʚʘʮʽʡʥʠʭ 

ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʨʽʰʝʥʴ. ɯʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʩʴʦʛʦʜʥʽ 

ʚʠʩʪʫʧʘʶʪʴ ʥʝ ʣʠʰʝ ʷʢ ʟʘʩʽʙ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ, ʘ ʷʢ ʢʣʶʯʦʚʠʡ ʝʣʝʤʝʥʪ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʮʠʬʨʦʚʦʾ ʝʢʦʥʦʤʽʢʠ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʨʦʟʚʠʪʦʢ ʪʘʢʠʭ ʥʘʧʨʷʤʽʚ, 

ʷʢ ʤʦʙʽʣʴʥʠʡ ʟʚ'ʷʟʦʢ, ɯʥʪʝʨʥʝʪ ʨʝʯʝʡ, ʰʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ, ʘʚʪʦʥʦʤʥʽ ʩʠʩʪʝʤʠ 

ʪʘ ʩʫʧʫʪʥʠʢʦʚʽ ʪʝʭʥʦʣʦʛʽʾ. 

ʆʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ ʟʘʟʥʘʯʝʥʘ ʧʨʦʙʣʝʤʘʪʠʢʘ ʥʘʙʫʚʘʻ ʚ ʫʤʦʚʘʭ 

ʩʫʯʘʩʥʠʭ ʚʠʢʣʠʢʽʚ, ʟʦʢʨʝʤʘ ʜʣʷ ʋʢʨʘʾʥʠ, ʜʝ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ ʪʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʚʽʜʽʛʨʘʶʪʴ ʚʘʞʣʠʚʫ ʨʦʣʴ ʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ ʩʪʽʡʢʦʩʪʽ ʜʝʨʞʘʚʠ, ʬʫʥʢʮʽʦʥʫʚʘʥʥʽ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʦʙôʻʢʪʽʚ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʚʽʜʥʦʚʣʝʥʥʽ ʝʢʦʥʦʤʽʢʠ. 

ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ ʚ ʤʝʞʘʭ ʜʽʷʣʴʥʦʩʪʽ ʥʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʦʛʦ ʽʥʩʪʠʪʫʪʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ ʟʜʽʡʩʥʶʻʪʴʩʷ 
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ʩʠʩʪʝʤʘʪʠʯʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʪʘ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʪʝʥʜʝʥʮʽʡ ʨʦʟʚʠʪʢʫ ʛʘʣʫʟʽ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ. ɿʘ ʥʘʰʦʾ ʽʥʽʮʽʘʪʠʚʠ ʧʦʯʠʥʘʶʯʠ ʟ 2020 ʨʦʢʫ ʧʦʩʪʽʡʥʦ 

ʬʦʨʤʫʻʪʴʩʷ ʜʘʡʜʞʝʩʪ ʥʦʚʠʥ, ʫ ʷʢʦʤʫ ʚʠʩʚʽʪʣʶʶʪʴʩʷ ʢʣʶʯʦʚʽ ʧʦʜʽʾ, 

ʽʥʥʦʚʘʮʽʡʥʽ ʨʦʟʨʦʙʢʠ ʪʘ ʪʝʭʥʦʣʦʛʽʯʥʽ ʜʦʩʷʛʥʝʥʥʷ ʫ ʩʬʝʨʽ ʪʝʢʦʤʫʥʽʢʘʮʽʡ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʥʘ ʝʣʝʢʪʨʦʥʥʠʭ ʨʝʩʫʨʩʘʭ ɯʊʉ ʱʦʜʝʥʥʦ ʽʥʬʦʨʤʫʚʘʪʠ ʩʪʫʜʝʥʪʽʚ, 

ʚʠʢʣʘʜʘʯʽʚ ʽ ʥʘʫʢʦʚʮʽʚ ʟ ʢʦʥʢʨʝʪʥʠʤʠ ʟʜʦʙʫʪʢʘʤʠ ʚ ʛʘʣʫʟʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʪʘ 

ʧʝʨʩʧʝʢʪʠʚʘʤʠ ʾʾ ʨʦʟʚʠʪʢʫ. 

ɿʘ ʚʝʩʴ ʧʝʨʽʦʜ ʚʠʢʦʥʘʥʥʷ ʮʴʦʛʦ ʧʨʦʻʢʪʫ çʅʦʚʠʥ ʪʝʣʝʢʦʤʫè ʙʫʣʦ 

ʦʧʨʠʣʶʜʥʝʥʦ: 2846 ʥʦʚʠʥ. 

ɺ 2020 ʨʦʮʽ ï 333 ʥʦʚʠʥʠ, ʚ 2021 ʨʦʮʽ ï 486 ʥʦʚʠʥ, 2022 ʨʦʮʽ ï 459 

ʥʦʚʠʥ, 2023 ʨʦʮʽ ï 432 ʥʦʚʠʥ, 2024 ʨʦʮʽ ï 498 ʥʦʚʠʥ, 2025 ʨʦʮʽ ï 488 ʥʦʚʠʥ, ʘ 

ʟ ʧʦʯʘʪʢʫ 2026 ʨʦʢʫ ï 150 ʥʦʚʠʥ. ɯʥʬʦʨʤʘʮʽʷ ʦʩʪʘʥʥʽʭ ʤʽʩʷʮʽʚ ʧʨʦʝʢʪʫ 

ʚʠʢʦʨʠʩʪʘʥʘ ʜʘʣʽ ʫ ʮʴʦʤʫ ʚʠʩʪʫʧʽ ʩʪʦʩʦʚʥʦ ʩʪʘʥʫ, ʪʝʥʜʝʥʮʽʡ ʪʘ ʧʝʨʩʧʝʢʪʠʚ 

ʨʦʟʚʠʪʢʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʫ ʩʚʽʪʽ ʪʘ ʚ ʋʢʨʘʾʥʽ. 

ʄʆɹɯʃʔʅʀʁ ɿɺ'ʗɿʆʂ 5G. ʉɺɯʊʆɺʀʁ ɺʀʄɯʈ 

ʆʜʥʽʻʶ ʟ ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʪʝʥʜʝʥʮʽʡ ʦʩʪʘʥʥʽʭ ʨʦʢʽʚ ʻ ʧʝʨʝʭʽʜ ʜʦ 

ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ ʧôʷʪʦʛʦ ʧʦʢʦʣʽʥʥʷ. 5G ʩʴʦʛʦʜʥʽ ʚʞʝ ʥʝ ʩʧʨʠʡʤʘʻʪʴʩʷ ʣʠʰʝ 

ʷʢ ʯʝʨʛʦʚʝ ʦʥʦʚʣʝʥʥʷ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʷʢʝ ʟʘʙʝʟʧʝʯʫʻ ʚʠʱʫ ʰʚʠʜʢʽʩʪʴ 

ʜʦʩʪʫʧʫ ʜʦ ʽʥʪʝʨʥʝʪʫ. ʅʘʩʧʨʘʚʜʽ ʡʜʝʪʴʩʷ ʧʨʦ ʟʥʘʯʥʦ ʛʣʠʙʰʫ ʟʤʽʥʫ 

ʘʨʭʽʪʝʢʪʫʨʠ ʤʝʨʝʞ ʽ ʩʘʤʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʝʟʜʨʦʪʦʚʠʭ 

ʢʦʤʫʥʽʢʘʮʽʡ. ʗʢʱʦ ʧʦʧʝʨʝʜʥʽ ʧʦʢʦʣʽʥʥʷ ʤʝʨʝʞ ʧʝʨʝʜʫʩʽʤ ʦʨʽʻʥʪʫʚʘʣʠʩʷ ʥʘ 

ʛʦʣʦʩʦʚʠʡ ʟʚôʷʟʦʢ, ʤʦʙʽʣʴʥʠʡ ʪʨʘʬʽʢ ʪʘ ʤʫʣʴʪʠʤʝʜʽʡʥʽ ʩʝʨʚʽʩʠ ʜʣʷ ʢʽʥʮʝʚʦʛʦ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʪʦ 5G ʩʪʚʦʨʶʻ ʫʤʦʚʠ ʜʣʷ ʤʘʩʦʚʦʛʦ ʧʽʜʢʣʶʯʝʥʥʷ ʧʨʠʩʪʨʦʾʚ, 

ʧʽʜʪʨʠʤʢʠ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʩʝʨʚʽʩʽʚ, ʨʦʙʦʪʠ ʘʚʪʦʥʦʤʥʠʭ ʩʠʩʪʝʤ, 

ʜʠʩʪʘʥʮʽʡʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʦʙʣʘʜʥʘʥʥʷʤ ʪʘ ʧʦʙʫʜʦʚʠ ʮʠʬʨʦʚʠʭ ʩʝʨʝʜʦʚʠʱ 

ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ 5G ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʮʷ ʪʝʭʥʦʣʦʛʽʷ ʟʜʘʪʥʘ 

ʟʘʙʝʟʧʝʯʠʪʠ ʨʦʙʦʪʫ ʩʝʨʝʜʦʚʠʱ, ʫ ʷʢʠʭ ʥʝʦʙʭʽʜʥʝ ʤʘʡʞʝ ʤʠʪʪʻʚʝ ʨʝʘʛʫʚʘʥʥʷ 

ʩʠʩʪʝʤʠ: ʘʚʪʦʥʦʤʥʠʡ ʪʨʘʥʩʧʦʨʪ, ʧʨʦʤʠʩʣʦʚʘ ʨʦʙʦʪʠʟʘʮʽʷ, ʜʠʩʪʘʥʮʽʡʥʘ 

ʤʝʜʠʮʠʥʘ, ʩʠʩʪʝʤʠ ʚʽʜʝʦʘʥʘʣʽʪʠʢʠ, ʨʦʟʫʤʥʽ ʤʽʩʪʘ, ʢʝʨʫʚʘʥʥʷ ʤʽʩʴʢʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ ʪʘ ʽʥʰʝ. ʉʘʤʝ ʪʦʤʫ 5G ʩʴʦʛʦʜʥʽ ʩʣʽʜ ʨʦʟʛʣʷʜʘʪʠ ʥʝ ʷʢ 

ʦʢʨʝʤʠʡ ʩʝʛʤʝʥʪ ʤʦʙʽʣʴʥʦʛʦ ʨʠʥʢʫ, ʘ ʷʢ ʦʩʥʦʚʫ ʥʦʚʦʛʦ ʝʪʘʧʫ ʮʠʬʨʦʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʋ ʩʚʽʪʦʚʽʡ ʧʨʘʢʪʠʮʽ 5G ʫʞʝ ʜʘʚʥʦ ʧʝʨʝʡʰʦʚ ʚʽʜ ʩʪʘʜʽʾ ʛʫʯʥʠʭ 

ʧʨʝʟʝʥʪʘʮʽʡ ʜʦ ʩʪʘʜʽʾ ʧʨʘʢʪʠʯʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥ.̫ ʊʘʢ, SK Telecom 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʨʝʞʽ 5G ʫ ʩʬʝʨʽ ʜʠʩʪʘʥʮʽʡʥʦʾ ʤʝʜʠʮʠʥʠ ʪʘ ʩʝʨʚʽʩʽʚ 
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ʜʦʧʦʚʥʝʥʦʾ ʨʝʘʣʴʥʦʩʪʽ, ʜʝʤʦʥʩʪʨʫʶʯʠ, ʷʢ ʙʝʟʜʨʦʪʦʚʽ ʤʝʨʝʞʽ ʥʦʚʦʛʦ 

ʧʦʢʦʣʽʥʥʷ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠ ʧʽʜʭʦʜʠ ʜʦ ʦʭʦʨʦʥʠ ʟʜʦʨʦʚôʷ ʪʘ ʢʦʤʫʥʽʢʘʮʽʾ ʟ 

ʢʦʨʠʩʪʫʚʘʯʝʤ. Bosch ʽʥʪʝʛʨʫʻ 5G ʫ ʚʠʨʦʙʥʠʯʽ ʩʝʨʝʜʦʚʠʱʘ, ʜʝ ʚʽʥ ʩʪʘʻ 

ʽʥʩʪʨʫʤʝʥʪʦʤ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʪʘ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʤʘʰʠʥʘʤʠ, ʩʝʥʩʦʨʘʤʠ ʪʘ 

ʩʠʩʪʝʤʘʤʠ ʫʧʨʘʚʣʽʥʥʷ ʚ ʤʝʞʘʭ ʢʦʥʮʝʧʮʽʾ Industry 4.0. Nokia ʘʢʪʠʚʥʦ ʨʦʟʚʠʚʘʻ 

ʥʘʧʨʷʤ ʧʨʠʚʘʪʥʠʭ 5G-ʤʝʨʝʞ ʜʣʷ ʧʽʜʧʨʠʻʤʩʪʚ, ʱʦ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʜʣʷ 

ʟʘʚʦʜʽʚ, ʣʦʛʽʩʪʠʯʥʠʭ ʮʝʥʪʨʽʚ, ʩʢʣʘʜʽʚ ʽ ʪʨʘʥʩʧʦʨʪʥʠʭ ʭʘʙʽʚ, ʷʢʠʤ ʧʦʪʨʽʙʥʽ 

ʩʪʘʙʽʣʴʥʽʩʪʴ, ʥʠʟʴʢʽ ʟʘʪʨʠʤʢʠ ʪʘ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʝʨʝʜʦʚʠʱʝʤ ʟʚôʷʟʢʫ. 

ɺʦʜʥʦʯʘʩ Ericsson ʚʧʨʦʚʘʜʞʫʻ ʨʽʰʝʥʥʷ ʜʣʷ çʨʦʟʫʤʥʠʭ ʤʽʩʪè, ʜʝ 5G 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʪʨʘʥʩʧʦʨʪʥʠʤʠ ʧʦʪʦʢʘʤʠ, ʤʽʩʴʢʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ, ʩʠʩʪʝʤʘʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʡ ʩʝʨʚʽʩʘʤʠ ʤʽʩʴʢʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ. Verizon ʢʦʥʮʝʥʪʨʫʻʪʴʩʷ ʥʘ ʨʦʟʚʠʪʢʫ ʬʽʢʩʦʚʘʥʦʛʦ ʙʝʟʜʨʦʪʦʚʦʛʦ 

ʜʦʩʪʫʧʫ, ʷʢʠʡ ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʠʡ ʫ ʤʽʩʮʝʚʦʩʪʷʭ ʽʟ ʥʝʜʦʩʪʘʪʥʽʤ ʨʦʟʚʠʪʢʦʤ 

ʢʘʙʝʣʴʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. Huawei ʨʦʟʛʦʨʪʘʻ ʤʘʩʰʪʘʙʥʽ 5G-ʨʽʰʝʥʥʷ ʫ 

ʧʨʦʤʠʩʣʦʚʽʡ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʪʘ ʣʦʛʽʩʪʠʮʽ, ʚʢʣʶʯʘʶʯʠ çʨʦʟʫʤʥʽè ʧʦʨʪʠ, 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ ʩʢʣʘʜʠ ʪʘ ʧʨʦʤʠʩʣʦʚʽ ʢʣʘʩʪʝʨʠ.  

ʇʨʠʢʣʘʜ ʂʠʪʘʶ  ̒ʦʩʦʙʣʠʚʦ ʧʦʢʘʟʦʚʠʤ ʥʘ ʪʣʽ ʛʣʦʙʘʣʴʥʦʛʦ ʨʦʟʚʠʪʢʫ, ʜʝ 

5G ʫʞʝ ʤʘʻ ʧʦ-ʩʧʨʘʚʞʥʴʦʤʫ ʤʘʩʦʚʠʡ ʤʘʩʰʪʘʙ. ʊʘʤ ʤʝʨʝʞʘʤʠ ʧôʷʪʦʛʦ 

ʧʦʢʦʣʽʥʥʷ ʢʦʨʠʩʪʫʶʪʴʩʷ ʧʦʥʘʜ 1,2 ʤʽʣʴʷʨʜʘ, ʱʦ ʧʝʨʝʚʠʱʫʻ 63% ʤʦʙʽʣʴʥʠʭ 

ʘʙʦʥʝʥʪʽʚ, ʘ ʢʽʣʴʢʽʩʪʴ ʙʘʟʦʚʠʭ ʩʪʘʥʮʽʡ ʜʦʩʷʛʣʘ ʤʘʡʞʝ 5 ʤʽʣʴʡʦʥʽʚ. ʎʝ ʦʟʥʘʯʘʻ, 

ʱʦ ʚ ʥʘʡʙʽʣʴʰʠʭ ʮʠʬʨʦʚʠʭ ʝʢʦʥʦʤʽʢʘʭ ʩʚʽʪʫ 5G ʩʪʘʚ ʯʘʩʪʠʥʦʶ ʙʘʟʦʚʦʾ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʪʽʩʥʦ ʧʦʻʜʥʘʥʦʾ ʟ ʨʦʟʚʠʪʢʦʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ, 

ʦʧʪʠʯʥʦʛʦ ʜʦʩʪʫʧʫ ʪʘ ʮʠʬʨʦʚʠʭ ʧʣʘʪʬʦʨʤ. 

ɼʣʷ ʋʢʨʘʾʥʠ ʮʝʡ ʥʘʧʨʷʤ ʪʘʢʦʞ ʥʘʙʫʚʘʻ ʜʝʜʘʣʽ ʙʽʣʴʰ ʧʨʘʢʪʠʯʥʦʛʦ 

ʟʥʘʯʝʥʥʷ. ɺʘʞʣʠʚʠʤ ʤʘʨʢʝʨʦʤ ʩʪʘʣʘ ʧʦʷʚʘ ʧʽʣʦʪʥʠʭ ʟʦʥ 5G ʫ ʃʴʚʦʚʽ, 

ɹʦʨʦʜʷʥʮʽ, ʍʘʨʢʦʚʽ ʟʘ ʫʯʘʩʪʶ ʧʨʦʚʽʜʥʠʭ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ  ʂʠʾʚʩʪʘʨ, 

Vodafone ʋʢʨʘʾʥʘ ʪʘ lifecell. ʎʝ ʚʘʞʣʠʚʦ ʥʝ ʪʽʣʴʢʠ ʷʢ ʩʠʤʚʦʣʽʯʥʠʡ ʢʨʦʢ, ʘ ʷʢ 

ʩʚʽʜʯʝʥʥʷ ʚʭʦʜʞʝʥʥʷ ʫʢʨʘʾʥʩʴʢʦʛʦ ʨʠʥʢʫ ʫ ʬʘʟʫ ʨʝʘʣʴʥʦʾ ʧʽʜʛʦʪʦʚʢʠ ʜʦ 

ʥʦʚʦʛʦ ʩʪʘʥʜʘʨʪʫ. ʊʘʢʽ ʧʨʦʻʢʪʠ ʚʢʘʟʫʶʪʴ ʥʘ ʤʦʜʝʨʥʽʟʘʮʽʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʥʘ 

ʟʤʽʥʫ ʪʝʭʥʽʯʥʦʛʦ ʤʠʩʣʝʥʥʷ ʦʧʝʨʘʪʦʨʽʚ ʽ ʥʘ ʧʦʩʪʫʧʦʚʝ ʬʦʨʤʫʚʘʥʥʷ 

ʩʝʨʝʜʦʚʠʱʘ, ʚ ʷʢʦʤʫ 5G ʤʘʻ ʩʪʘʪʠ ʥʝ ʧʦʦʜʠʥʦʢʠʤ ʪʝʩʪʦʤ, ʘ ʝʣʝʤʝʥʪʦʤ 

ʜʦʚʛʦʩʪʨʦʢʦʚʦʛʦ ʨʦʟʚʠʪʢʫ. 

ʇʦʢʘʟʦʚʦ, ʱʦ ʫʢʨʘʾʥʩʴʢʽ ʦʧʝʨʘʪʦʨʠ ʚʞʝ ʥʝ ʦʙʤʝʞʫʶʪʴʩʷ ʙʘʯʝʥʥʷʤ ʩʝʙʝ 

ʷʢ ʢʣʘʩʠʯʥʠʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ. ʅʘʧʨʠʢʣʘʜ, ʂʠʾʚʩʪʘʨ 

ʨʦʟʚʠʚʘʻ ʥʝ ʣʠʰʝ ʤʦʙʽʣʴʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʘ ʡ ʭʤʘʨʥʽ ʩʝʨʚʽʩʠ, ʩʫʧʫʪʥʠʢʦʚʫ 

ʽʥʪʝʛʨʘʮʽʶ, ʮʠʬʨʦʚʽ ʨʽʰʝʥʥʷ ʜʣʷ ʙʽʟʥʝʩʫ, ʘ ʪʘʢʦʞ ʙʝʨʝ ʫʯʘʩʪʴ ʫ ʩʪʚʦʨʝʥʥʽ 

ʫʢʨʘʾʥʩʴʢʦʾ ʚʝʣʠʢʦʾ ʤʦʚʥʦʾ ʤʦʜʝʣʽ. ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʟʤʽʥʫ ʩʘʤʦʾ ʧʨʠʨʦʜʠ 
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ʪʝʣʝʢʦʤ-ʢʦʤʧʘʥʽʡ: ʚʦʥʠ ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʮʠʬʨʦʚʠʭ ʛʨʘʚʮʽʚ, 

ʷʢʽ ʧʨʘʮʶʶʪʴ ʥʘ ʩʪʠʢʫ ʟʚôʷʟʢʫ, ʭʤʘʨ, ʐɯ, ʙʝʟʧʝʢʠ ʪʘ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ. 

ʊʘʢʠʤ ʯʠʥʦʤ, 5G ʩʣʽʜ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʫ ʦʩʥʦʚʫ ʥʦʚʦʛʦ 

ʝʪʘʧʫ ʮʠʬʨʦʚʦʛʦ ʨʦʟʚʠʪʢʫ. ɼʣʷ ʋʢʨʘʾʥʠ ʮʝ ʦʟʥʘʯʘʻ ʥʝ ʧʨʦʩʪʦ ʦʥʦʚʣʝʥʥʷ 

ʪʝʣʝʢʦʤ-ʛʘʣʫʟʽ, ʘ ʩʪʚʦʨʝʥʥʷ ʧʝʨʝʜʫʤʦʚ ʜʣʷ ʨʦʟʚʠʪʢʫ ʨʦʟʫʤʥʦʾ 

ʧʨʦʤʠʩʣʦʚʦʩʪʽ, ʩʫʯʘʩʥʠʭ ʩʝʨʚʽʩʽʚ, ʮʠʬʨʦʚʦʾ ʦʙʦʨʦʥʠ ʪʘ ʩʪʽʡʢʠʭ ʤʝʨʝʞ 

ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ. 

ʉʋʇʋʊʅʀʂʆɺʀʁ ɿɺôʗɿʆʂ ʗʂ ʅʆɺʀʁ ʈɯɺɽʅʔ  

ʉʊɯʁʂʆʉʊɯ ʁ ɻʃʆɹɸʃʔʅʆɰ ʂʆʅʂʋʈɽʅʎɯɰ 

ʑʝ ʦʜʥʠʤ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʠʤ ʥʘʧʨʷʤʦʤ ʨʦʟʚʠʪʢʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʫ 2025ï2026 ʨʦʢʘʭ ʩʪʘʚ ʩʫʧʫʪʥʠʢʦʚʠʡ ʟʚôʷʟʦʢ. ʗʢʱʦ 

ʚʧʨʦʜʦʚʞ ʪʨʠʚʘʣʦʛʦ ʯʘʩʫ ʚʽʥ ʩʧʨʠʡʤʘʚʩʷ ʷʢ ʚʽʜʥʦʩʥʦ ʚʫʟʴʢʠʡ ʩʝʛʤʝʥʪ, 

ʧʨʠʟʥʘʯʝʥʠʡ ʧʝʨʝʚʘʞʥʦ ʜʣʷ ʤʦʨʩʴʢʠʭ ʧʝʨʝʚʝʟʝʥʴ, ʘʚʽʘʮʽʾ, ʚʽʜʜʘʣʝʥʠʭ 

ʪʝʨʠʪʦʨʽʡ ʘʙʦ ʚʽʡʩʴʢʦʚʠʭ ʢʦʤʫʥʽʢʘʮʽʡ, ʪʦ ʥʠʥʽ ʩʫʧʫʪʥʠʢʦʚʽ ʩʠʩʪʝʤʠ ʚʠʭʦʜʷʪʴ 

ʥʘ ʧʨʠʥʮʠʧʦʚʦ ʥʦʚʠʡ ʨʽʚʝʥʴ. ɺʦʥʠ ʧʦʯʠʥʘʶʪʴ ʚʽʜʽʛʨʘʚʘʪʠ ʜʝʜʘʣʽ ʚʘʞʣʠʚʽʰʫ 

ʨʦʣʴ ʫ ʛʣʦʙʘʣʴʥʽʡ ʮʠʬʨʦʚʽʡ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ, ʘ ʽʥʦʜʽ ï ʥʘʚʽʪʴ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ 

ʨʝʘʣʴʥʘ ʘʣʴʪʝʨʥʘʪʠʚʘ ʪʨʘʜʠʮʽʡʥʠʤ ʥʘʟʝʤʥʠʤ ʤʝʨʝʞʘʤ. 

ʅʘʡʷʩʢʨʘʚʽʰʠʤ ʧʨʠʢʣʘʜʦʤ ʮʴʦʛʦ ʻ ʨʦʟʚʠʪʦʢ ʩʠʩʪʝʤʠ SpaceX Starlink. 

ʉʘʤʝ ʚʦʥʘ ʟʨʦʙʠʣʘ ʩʫʧʫʪʥʠʢʦʚʠʡ ʽʥʪʝʨʥʝʪ ʯʘʩʪʠʥʦʶ ʧʦʚʩʷʢʜʝʥʥʦʛʦ 

ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʧʦʨʷʜʢʫ ʜʝʥʥʦʛʦ. ɸʣʝ ʱʝ ʚʘʞʣʠʚʽʰʠʤ ʻ ʥʦʚʠʡ ʝʪʘʧ, 

ʧʦʚôʷʟʘʥʠʡ ʽʟ ʥʘʧʨʷʤʦʤ Direct to Cell. ʁʦʛʦ ʩʫʪʴ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʟʚʠʯʘʡʥʽ 

ʩʤʘʨʪʬʦʥʠ ʤʦʞʫʪʴ ʚʟʘʻʤʦʜʽʷʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʽʟ ʩʫʧʫʪʥʠʢʘʤʠ, ʙʝʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʧʝʮʽʘʣʴʥʠʭ ʟʦʚʥʽʰʥʽʭ ʪʝʨʤʽʥʘʣʽʚ. ʎʝ ʢʘʨʜʠʥʘʣʴʥʦ ʟʤʽʥʶʻ 

ʩʘʤʫ ʣʦʛʽʢʫ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʘʜʞʝ ʪʝʧʝʨ ʢʦʨʠʩʪʫʚʘʯ ʧʦʪʝʥʮʽʡʥʦ ʤʦʞʝ 

ʟʘʣʠʰʘʪʠʩʷ ʥʘ ʟʚôʷʟʢʫ ʥʘʚʽʪʴ ʫ ʤʽʩʮʷʭ, ʜʝ ʧʦʚʥʽʩʪʶ ʚʽʜʩʫʪʥʻ ʥʘʟʝʤʥʝ 

ʧʦʢʨʠʪʪʷ. ɼʦ ʢʽʥʮʷ 2026 ʨʦʢʫ ʂʠʾʚʩʪʘʨ ʧʣʘʥʫʻ ʧʽʜôʻʜʥʘʪʠ ʜʦ ʩʝʨʚʽʩʫ  Direct to 

Cell ʧʦʥʘʜ 12 ʤʽʣʴʡʦʥʽʚ ʘʙʦʥʝʥʪʽʚ. 

ɼʣʷ ʋʢʨʘʾʥʠ ʮʷ ʪʝʤʘ ʤʘʻ ʦʩʦʙʣʠʚʝ ʟʥʘʯʝʥʥʷ. ʋʤʦʚʠ ʚʽʡʥʠ ʯʽʪʢʦ 

ʧʦʢʘʟʘʣʠ, ʱʦ ʩʫʧʫʪʥʠʢʦʚʠʡ ʟʚôʷʟʦʢ ʻ ʥʝ ʧʨʦʩʪʦ ʟʨʫʯʥʽʩʪʶ, ʘ ʽʥʩʪʨʫʤʝʥʪʦʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʜʝʨʞʘʚʠ, ʘʨʤʽʾ, ʙʽʟʥʝʩʫ ʪʘ ʛʨʦʤʘʜʷʥ. ʉʘʤʝ ʪʦʤʫ 

ʽʥʪʝʛʨʘʮʽʷ ʩʫʧʫʪʥʠʢʦʚʠʭ ʽ ʥʘʟʝʤʥʠʭ ʤʝʨʝʞ ʩʪʘʻ ʩʪʨʘʪʝʛʽʯʥʠʤ ʥʘʧʨʷʤʦʤ. ʋ 

ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʦʶ ʻ ʩʧʽʚʧʨʘʮʷ ʂʠʾʚʩʪʘʨʫ ʟʽ SpaceX, ʷʢʘ 

ʚʜ̔ʢʨʠʣʘ ʰʣʷʭ ʜʦ ʪʝʩʪʫʚʘʥʥʷ direct-to-cell ʩʝʨʚʽʩʽʚ ʚ ʋʢʨʘʾʥʽ. ʇʦʯʘʪʢʦʚʠʡ ʝʪʘʧ 

ʽʟ ʧʽʜʪʨʠʤʢʦʶ SMS ʫʞʝ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʚ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ ʪʘʢʦʛʦ ʧʽʜʭʦʜʫ, 

ʘ ʧʦʜʘʣʴʰʽ ʧʣʘʥʠ ʱʦʜʦ ʨʦʟʰʠʨʝʥʥʷ ʜʦ Light Data, ʛʦʣʦʩʦʚʦʛʦ ʟʚôʷʟʢʫ, 

ʪʝʢʩʪʦʚʠʭ ʜʘʥʠʭ ʪʘ ʧʦʚʥʦʮʽʥʥʦʛʦ ʤʦʙʽʣʴʥʦʛʦ ʽʥʪʝʨʥʝʪʫ ʚʢʘʟʫʶʪʴ ʥʘ 

ʧʝʨʩʧʝʢʪʠʚʫ ʩʪʚʦʨʝʥʥʷ ʷʢʽʩʥʦ ʥʦʚʦʛʦ ʛʽʙʨʠʜʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʟʚôʷʟʢʫ. 
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ʋ ʪʘʢʽʡ ʤʦʜʝʣʽ ʩʫʧʫʪʥʠʢ ʧʝʨʝʩʪʘʻ ʙʫʪʠ ʦʢʨʝʤʠʤ ʨʝʟʝʨʚʥʠʤ ʢʘʥʘʣʦʤ. ɺʽʥ 

ʩʪʘʻ ʯʘʩʪʠʥʦʶ ʟʘʛʘʣʴʥʦʾ ʤʝʨʝʞʽ, ʷʢʘ ʙʝʟʰʦʚʥʦ ʚʟʘʻʤʦʜʽʻ ʟʽ ʩʪʽʣʴʥʠʢʦʚʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ ʜʣʷ ʢʨʘʾʥʠ, ʜʝ ʟʚôʷʟʦʢ ʤʘʻ 

ʟʘʣʠʰʘʪʠʩʷ ʩʪʽʡʢʠʤ ʥʘʚʽʪʴ ʧʽʜ ʯʘʩ ʧʦʰʢʦʜʞʝʥʥʷ ʙʘʟʦʚʠʭ ʩʪʘʥʮʽʡ, ʧʝʨʝʙʦʾʚ ʟ 

ʝʣʝʢʪʨʦʞʠʚʣʝʥʥʷʤ ʘʙʦ ʚ ʨʘʡʦʥʘʭ ʽʟ ʥʝʜʦʩʪʘʪʥʽʤ ʧʦʢʨʠʪʪʷʤ. 

ɺʦʜʥʦʯʘʩ ʥʘ ʩʚʽʪʦʚʦʤʫ ʨʽʚʥʽ ʩʫʧʫʪʥʠʢʦʚʠʡ ʩʝʛʤʝʥʪ ʜʝʜʘʣʽ ʙʽʣʴʰʝ 

ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʘʨʝʥʫ ʞʦʨʩʪʢʦʾ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʢʦʥʢʫʨʝʥʮʽʾ. ɭʚʨʦʧʝʡʩʴʢʠʡ 

ʉʦʶʟ ʨʦʟʚʠʚʘʻ ʩʠʩʪʝʤʠ IRISĮ ʪʘ GovSatCom, ʷʢʽ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ 

ʻʚʨʦʧʝʡʩʴʢʘ ʟʘʭʠʱʝʥʘ ʘʣʴʪʝʨʥʘʪʠʚʘ ʘʤʝʨʠʢʘʥʩʴʢʠʤ ʨʽʰʝʥʥʷʤ. ɰʭʥʻ ʟʥʘʯʝʥʥʷ 

ʚʠʭʦʜʠʪʴ ʜʘʣʝʢʦ ʟʘ ʤʝʞʽ ʯʠʩʪʦ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʢʦʥʢʫʨʝʥʮʽʾ: ʡʜʝʪʴʩʷ ʧʨʦ 

ʩʫʚʝʨʝʥʥʽʩʪʴ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʢʦʥʪʨʦʣʴ ʥʘʜ ʟʘʭʠʱʝʥʠʤ 

ʟʚôʷʟʢʦʤ ʪʘ ʥʝʟʘʣʝʞʥʽʩʪʴ ʜʝʨʞʘʚ ʫ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʽʡ ʩʬʝʨʽ. 

ʂʨʽʤ ʪʦʛʦ, ʚ ʩʚʽʪʽ ʘʢʪʠʚʥʦ ʨʦʟʚʠʚʘʶʪʴʩʷ ʡ ʽʥʰʽ ʧʨʦʻʢʪʠ. Amazon  ʯʝʨʝʟ 

ʩʚʽʡ ʩʫʧʫʪʥʠʢʦʚʠʡ ʥʘʧʨʷʤ Project Kuiper  ʬʦʨʤʫʻ ʚʣʘʩʥʫ ʛʣʦʙʘʣʴʥʫ ʤʝʨʝʞʫ, 

ʟʘʧʫʩʢ ʷʢʦʾ ʟʘʙʝʟʧʝʯʫʶʪʴ, ʟʦʢʨʝʤʘ, Arianespace ʪʘ ʨʘʢʝʪʠ Ariane 6. Blue Origin 

ʧʨʝʜʩʪʘʚʠʣʘ ʧʨʦʻʢʪ TeraWave, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʥʘʜʰʚʠʜʢʽʩʥʠʡ ʩʫʧʫʪʥʠʢʦʚʠʡ 

ʟʚôʷʟʦʢ ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʩʝʛʤʝʥʪʘ, ʜʘʪʘ-ʮʝʥʪʨʽʚ ʪʘ ʚʽʜʜʘʣʝʥʦʾ ʮʠʬʨʦʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋ ʂʠʪʘʾ ʚʝʜʝʪʴʩʷ ʤʘʩʰʪʘʙʥʘ ʨʦʙʦʪʘ ʥʘʜ ʩʪʚʦʨʝʥʥʷʤ 

ʚʝʣʠʯʝʟʥʠʭ ʩʫʧʫʪʥʠʢʦʚʠʭ ʫʛʨʫʧʦʚʘʥʴ, ʱʦ ʪʘʢʦʞ ʩʚʽʜʯʠʪʴ ʧʨʦ ʩʪʨʘʪʝʛʽʯʥʫ 

ʚʘʞʣʠʚʽʩʪʴ ʮʴʦʛʦ ʥʘʧʨʷʤʫ. 

ʅʘ ʮʴʦʤʫ ʪʣʽ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʠʤ ʻ ʽ ʧʨʘʛʥʝʥʥʷ ʋʢʨʘʾʥʠ ʟ 2026 ʨʦʢʫ 

ʬʦʨʤʫʚʘʪʠ ʚʣʘʩʥʠʡ ʩʫʧʫʪʥʠʢʦʚʠʡ ʢʦʤʧʦʥʝʥʪ. ʂʦʤʧʘʥʽʷ STETMAN  

ʨʦʟʧʦʯʘʣʘ ʨʦʙʦʪʫ ʥʘʜ ʩʫʧʫʪʥʠʢʦʚʠʤ ʫʛʨʫʧʦʚʘʥʥʷʤ UASAT-NANO, ʘ 

ʚʠʨʦʙʥʠʯʠʤ ʧʘʨʪʥʝʨʦʤ ʥʘ ʩʪʘʨʪʦʚʦʤʫ ʝʪʘʧʽ ʚʠʩʪʫʧʘʻ ʜʘʥʩʴʢʘ ʢʦʤʧʘʥʽʷ 

GomSpace. ʉʘʤ ʬʘʢʪ ʧʦʯʘʪʢʫ ʪʘʢʦʛʦ ʧʨʦʻʢʪʫ ʤʘʻ ʚʝʣʠʢʝ ʟʥʘʯʝʥʥʷ. ɺʽʥ 

ʜʝʤʦʥʩʪʨʫʻ, ʱʦ ʋʢʨʘʾʥʘ ʧʦʩʪʫʧʦʚʦ ʧʝʨʝʭʦʜʠʪʴ ʚ̔ ʜ ʨʦʣʽ ʢʦʨʠʩʪʫʚʘʯʘ ʯʫʞʠʭ 

ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʩʪʝʤ ʜʦ ʥʘʤʽʨʫ ʬʦʨʤʫʚʘʪʠ ʚʣʘʩʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʫ 

ʩʫʧʫʪʥʠʢʦʚʫ ʦʩʥʦʚʫ. ʅʘʚʽʪʴ ʷʢʱʦ ʥʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʤʦʚʘ ʥʝ ʡʜʝ ʧʨʦ ʧʦʚʥʝ 

ʟʘʤʽʱʝʥʥʷ ʥʘʷʚʥʠʭ ʩʝʨʚʽʩʽʚ, ʮʝ ʚʘʞʣʠʚʠʡ ʩʪʨʘʪʝʛʽʯʥʠʡ ʢʨʦʢ ʫ ʥʘʧʨʷʤʽ 

ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʩʫʙôʻʢʪʥʦʩʪʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʩʫʧʫʪʥʠʢʦʚʠʡ ʟʚôʷʟʦʢ ʩʴʦʛʦʜʥʽ ʚʞʝ ʥʝ ʻ ʜʦʧʦʤʽʞʥʦʶ 

ʪʝʤʦʶ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʷʭ. ɺʽʥ ʩʪʘʻ ʦʜʥʠʤ ʽʟ ʥʘʡʜʠʥʘʤʽʯʥʽʰʠʭ ʥʘʧʨʷʤʽʚ 

ʨʦʟʚʠʪʢʫ ʛʘʣʫʟʽ, ʫ ʷʢʦʤʫ ʧʦʻʜʥʫʶʪʴʩʷ ʧʠʪʘʥʥʷ ʪʝʭʥʦʣʦʛʽʡ, ʙʝʟʧʝʢʠ, 

ʛʝʦʧʦʣʽʪʠʢʠ, ʮʠʬʨʦʚʦʛʦ ʩʫʚʝʨʝʥʽʪʝʪʫ ʡ ʜʦʩʪʫʧʥʦʩʪʽ ʢʦʤʫʥʽʢʘʮʽʡ ʜʣʷ 

ʛʨʦʤʘʜʷʥ ʪʘ ʦʨʛʘʥʽʟʘʮʽʡ. 
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ʊɽʍʅʆʃʆɻɯʗ 6G. ʂʈʆʂʀ ʅɸ ʐʃʗʍʋ ɼʆ ɿɼɯʁʉʅɽʅʅʗ 

ʇʦʢʠ 5G ʫ ʙʘʛʘʪʴʦʭ ʢʨʘʾʥʘʭ ʱʝ ʣʠʰʝ ʥʘʙʠʨʘʻ ʧʦʚʥʫ ʩʠʣʫ, ʩʚʽʪ ʫʞʝ 

ʘʢʪʠʚʥʦ ʛʦʪʫʻʪʴʩʷ ʜʦ ʥʘʩʪʫʧʥʦʛʦ ʧʦʢʦʣʽʥʥʷ ʟʚôʷʟʢʫ ï 6G. ʋ 2025ï2026 

ʨʦʢʘʭ ʮʷ ʪʝʤʘ ʩʪʘʣʘ ʧʦʤʽʪʥʦ ʢʦʥʢʨʝʪʥʽʰʦʶ: ʚʽʜ ʟʘʛʘʣʴʥʠʭ ʬʫʪʫʨʠʩʪʠʯʥʠʭ 

ʦʙʛʦʚʦʨʝʥʴ ʚʦʥʘ ʧʝʨʝʭʦʜʠʪʴ ʜʦ ʩʪʘʜʽʾ ʜʦʩʣʽʜʞʝʥʴ, ʤʽʞʥʘʨʦʜʥʦʾ 

ʩʪʘʥʜʘʨʪʠʟʘʮʽʾ, ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʠʭ ʧʣʘʪʬʦʨʤ ʽ ʧʝʨʰʠʭ ʨʝʘʣʴʥʠʭ 

ʚʠʧʨʦʙʫʚʘʥʴ. 

ɻʦʣʦʚʥʘ ʦʩʦʙʣʠʚʽʩʪʴ 6G ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʽʥ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʥʝ 

ʧʨʦʩʪʦ ʷʢ ʧʦʜʘʣʴʰʝ ʥʘʨʦʱʫʚʘʥʥʷ ʰʚʠʜʢʦʩʪʽ. ʁʜʝʪʴʩʷ ʧʨʦ ʥʦʚʠʡ ʪʠʧ 

ʤʝʨʝʞʝʚʦʾ ʘʨʭʽʪʝʢʪʫʨʠ, ʫ ʷʢʽʡ ʟʚôʷʟʦʢ, ʦʙʯʠʩʣʝʥʥʷ, ʩʝʥʩʦʨʥʽ ʩʠʩʪʝʤʠ, 

ʭʤʘʨʥʽ ʩʝʨʚʽʩʠ ʪʘ ʰʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ ʧʨʘʮʶʚʘʪʠʤʫʪʴ ʷʢ ʻʜʠʥʝ 

ʩʝʨʝʜʦʚʠʱʝ. ʇʝʨʝʜʙʘʯʘʻʪʴʩʷ, ʱʦ ʪʘʢʽ ʤʝʨʝʞʽ ʙʫʜʫʪʴ ʥʝ ʣʠʰʝ ʧʝʨʝʜʘʚʘʪʠ 

ʜʘʥʽ, ʘ ʡ ʘʢʪʠʚʥʦ ʘʥʘʣʽʟʫʚʘʪʠ ʢʦʥʪʝʢʩʪ, ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʬʽʟʠʯʥʠʤ ʩʝʨʝʜʦʚʠʱʝʤ, 

ʦʙʩʣʫʛʦʚʫʚʘʪʠ ʘʚʪʦʥʦʤʥʽ ʩʠʩʪʝʤʠ ʪʘ ʧʽʜʪʨʠʤʫʚʘʪʠ ʩʝʨʚʽʩʠ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ 

ʧʨʠʥʮʠʧʦʚʦ ʥʦʚʦʛʦ ʨʽʚʥʷ ʩʢʣʘʜʥʦʩʪʽ. 

ʋ ʮʽʡ ʩʬʝʨʽ ʚʞʝ ʧʦʤʽʪʥʽ ʢʦʥʢʨʝʪʥʽ ʢʨʦʢʠ ʟ ʙʦʢʫ ʧʨʦʚʽʜʥʠʭ ʩʚʽʪʦʚʠʭ 

ʢʦʤʧʘʥʽʡ. Ericsson ʧʨʦʚʝʣʘ ʧʝʨʰʽ ʚʠʧʨʦʙʫʚʘʥʥʷ 6G ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ 

ʯʘʩʫ, ʜʝʤʦʥʩʪʨʫʶʯʠ ʤʦʞʣʠʚʦʩʪʽ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʫ ʧʦʚʽʪʨʽ ʜʣʷ 

ʨʦʙʦʪʦʪʝʭʥʽʯʥʠʭ ʩʠʩʪʝʤ ʽ ʚʽʜʝʦʩʝʨʚʽʩʽʚ. Qualcomm ʟʘʷʚʣʷʻ ʧʨʦ ʧʽʜʛʦʪʦʚʢʫ 

ʧʝʨʝʜʢʦʤʝʨʮʽʡʥʠʭ 6G-ʧʨʠʩʪʨʦʾʚ ʫ ʥʘʡʙʣʠʞʯʽ ʨʦʢʠ, ʱʦ ʻ ʚʘʞʣʠʚʠʤ 

ʩʠʛʥʘʣʦʤ ʧʨʦ ʥʘʙʣʠʞʝʥʥʷ ʩʪʘʜʽʾ ʧʨʘʢʪʠʯʥʦʛʦ ʚʪʽʣʝʥʥʷ. Nokia ʬʦʨʤʫʻ 

ʙʘʯʝʥʥʷ ʥʦʚʦʾ ʙʝʟʜʨʦʪʦʚʦʾ ʝʢʦʩʠʩʪʝʤʠ, ʫ ʷʢʽʡ 6G ʙʫʜʝ ʪʽʩʥʦ ʧʦʚôʷʟʘʥʠʡ ʟ 

ʥʘʩʪʫʧʥʠʤʠ ʧʦʢʦʣʽʥʥʷʤʠ Wi-Fi ʪʘ ʚʠʩʦʢʦʰʚʠʜʢʽʩʥʠʤ ʦʧʪʠʯʥʠʤ ʜʦʩʪʫʧʦʤ. 

ʋ ʂʠʪʘʾ ʪʘʢʦʞ ʚʝʜʝʪʴʩʷ ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʠʚʥʘ ʨʦʙʦʪʘ ʚ ʮʴʦʤʫ ʥʘʧʨʷʤʽ. 

ʉʪʨʫʢʪʫʨʠ, ʧʦʚôʷʟʘʥʽ ʟ China Mobile ʪʘ ʽʥʰʠʤʠ ʥʘʫʢʦʚʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʤʠ 

ʮʝʥʪʨʘʤʠ, ʧʨʘʮʶʶʪʴ ʥʘʜ ʥʦʚʠʤʠ ʯʠʧʘʤʠ, ʘʨʭʽʪʝʢʪʫʨʦʶ ʤʘʡʙʫʪʥʽʭ 

ʤʝʨʝʞ, ʽʥʪʝʛʨʘʮʽʻʶ ʐɯ ʪʘ ʩʝʥʩʦʨʠʢʠ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʙʦʨʦʪʴʙʘ ʟʘ 6G ʫʞʝ 

ʬʘʢʪʠʯʥʦ ʨʦʟʧʦʯʘʣʘʩʷ ï ʥʝ ʣʠʰʝ ʷʢ ʪʝʭʥʦʣʦʛʽʯʥʝ, ʘ ʡ ʷʢ ʝʢʦʥʦʤʽʯʥʝ ʪʘ 

ʧʦʣʽʪʠʯʥʝ ʩʫʧʝʨʥʠʮʪʚʦ ʟʘ ʤʘʡʙʫʪʥʽ ʩʪʘʥʜʘʨʪʠ. 

ʈʦʟʚʠʪʦʢ 6G ʥʝ ʤʦʞʥʘ ʚʽʜʦʢʨʝʤʠʪʠ ʡ ʚʽʜ ʧʨʦʛʨʝʩʫ ʚ ʦʧʪʠʯʥʦʤʫ 

ʩʝʨʝʜʦʚʠʱʽ. ʅʘʜʚʠʩʦʢʽ ʰʚʠʜʢʦʩʪʽ, ʷʢʠʭ ʧʦʪʨʝʙʫʚʘʪʠʤʫʪʴ ʤʘʡʙʫʪʥʽ ʤʝʨʝʞʽ, 

ʥʝʤʦʞʣʠʚʦ ʙʫʜʝ ʟʘʙʝʟʧʝʯʠʪʠ ʣʠʰʝ ʟʘ ʨʘʭʫʥʦʢ ʨʘʜʽʦʜʦʩʪʫʧʫ. ʉʘʤʝ ʪʦʤʫ 

ʦʩʦʙʣʠʚʦʛʦ ʟʥʘʯʝʥʥʷ ʥʘʙʫʚʘʶʪʴ ʨʽʰʝʥʥʷ, ʧʦʜʽʙʥʽ ʜʦ ʪʠʭ, ʱʦ ʪʝʩʪʫʶʪʴ ZTE  

ʪʘ T¿rk Telekom, ʜʝ ʡʜʝʪʴʩʷ ʧʨʦ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʦʧʪʠʯʥʽ ʤʝʨʝʞʽ ʟ 

ʪʝʨʘʙʽʪʥʦʶ ʧʨʦʧʫʩʢʥʦʶ ʟʜʘʪʥʽʩʪʶ. ʊʘʢʽ ʨʽʰʝʥʥʷ ʩʚʽʜʯʘʪʴ, ʱʦ 6G ʙʫʜʝ 
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ʥʝʤʦʞʣʠʚʦ ʨʦʟʛʣʷʜʘʪʠ ʦʢʨʝʤʦ ʚʽʜ ʤʦʜʝʨʥʽʟʘʮʽʾ ʦʧʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, 

ʜʘʪʘ-ʮʝʥʪʨʽʚ ʽ ʢʨʘʡʦʚʠʭ ʦʙʯʠʩʣʝʥʴ. 

ʆʪʞʝ, 6G ï ʮʝ ʚʞʝ ʥʝ ʘʙʩʪʨʘʢʪʥʘ ʢʘʨʪʠʥʢʘ ʤʘʡʙʫʪʥʴʦʛʦ, ʘ ʧʨʦʩʪʽʨ 

ʘʢʪʠʚʥʦʾ ʧʽʜʛʦʪʦʚʢʠ ʜʦ ʥʦʚʦʛʦ ʝʪʘʧʫ ʨʦʟʚʠʪʢʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ. ɼʣʷ ʋʢʨʘʾʥʠ 

ʮʷ ʪʝʤʘ ʪʘʢʦʞ ʚʘʞʣʠʚʘ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʟʘʨʘʟ ʬʦʨʤʫʻʪʴʩʷ ʛʣʦʙʘʣʴʥʠʡ 

ʪʝʭʥʦʣʦʛʽʯʥʠʡ ʢʦʥʪʝʢʩʪ, ʜʦ ʷʢʦʛʦ ʜʦʚʝʜʝʪʴʩʷ ʘʜʘʧʪʫʚʘʪʠʩʷ. ɯ ʯʠʤ ʨʘʥʽʰʝ 

ʘʢʘʜʝʤʽʯʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʽʥʞʝʥʝʨʥʽ ʰʢʦʣʠ ʪʘ ʪʝʣʝʢʦʤ-ʢʦʤʧʘʥʽʾ ʚʢʣʶʯʘʪʴʩʷ ʚ 

ʦʩʤʠʩʣʝʥʥʷ ʮʠʭ ʧʨʦʮʝʩʽʚ, ʪʠʤ ʩʠʣʴʥʽʰʦʶ ʙʫʜʝ ʧʦʟʠʮʽʷ ʢʨʘʾʥʠ ʫ ʤʘʡʙʫʪʥʴʦʤʫ 

ʮʠʬʨʦʚʦʤʫ ʮʠʢʣʽ. 

ʐʊʋʏʅʀʁ ɯʅʊɽʃɽʂʊ. ʇɸʈɸɼʀɻʄɸ ɿɸʉʊʆʉʋɺɸʅʔ 

ʑʝ ʦʜʥʽʻʶ ʚʠʟʥʘʯʘʣʴʥʦʶ ʪʝʥʜʝʥʮʽʻʶ ʩʫʯʘʩʥʦʛʦ ʨʦʟʚʠʪʢʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʻ ʤʘʩʰʪʘʙʥʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ. ʗʢʱʦ 

ʨʘʥʽʰʝ ʤʝʨʝʞʽ ʙʫʜʫʚʘʣʠʩʷ ʟʘ ʧʝʨʝʚʘʞʥʦ ʞʦʨʩʪʢʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ ʫʧʨʘʚʣʽʥʥʷ, 

ʪʦ ʩʴʦʛʦʜʥʽ ʜʝʜʘʣʽ ʙʽʣʴʰʦʛʦ ʟʥʘʯʝʥʥʷ ʥʘʙʫʚʘʶʪʴ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʩʠʩʪʝʤʠ, 

ʟʜʘʪʥʽ ʘʥʘʣʽʟʫʚʘʪʠ ʩʠʪʫʘʮʽʶ, ʧʨʦʛʥʦʟʫʚʘʪʠ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ, ʦʧʪʠʤʽʟʫʚʘʪʠ 

ʤʘʨʰʨʫʪʠ, ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ, ʨʦʟʧʽʟʥʘʚʘʪʠ ʢʽʙʝʨʟʘʛʨʦʟʠ ʽ ʥʘʚʽʪʴ ʙʨʘʪʠ ʫʯʘʩʪʴ 

ʫ ʧʨʠʡʥʷʪʪʽ ʨʽʰʝʥʴ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʋ ʩʬʝʨʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʮʝ ʦʟʥʘʯʘʻ ʩʫʪʪʻʚʠʡ ʟʩʫʚ ʚʽʜ ʪʨʘʜʠʮʽʡʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ ʜʦ ʩʘʤʦʦʨʛʘʥʽʟʦʚʘʥʠʭ ʽ ʯʘʩʪʢʦʚʦ ʘʚʪʦʥʦʤʥʠʭ 

ʩʠʩʪʝʤ. Ericsson ʟʘʩʪʦʩʦʚʫʻ ʘʣʛʦʨʠʪʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʽ ʨʝʩʫʨʩʘʤʠ ʤʝʨʝʞʽ. Google 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʐɯ ʜʣʷ ʦʧʪʠʤʽʟʘʮʽʾ ʨʦʙʦʪʠ ʜʘʪʘ-ʮʝʥʪʨʽʚ, ʟʥʠʞʝʥʥʷ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. Huawei ʨʦʟʚʠʚʘʻ ʢʦʥʮʝʧʮʽʾ ʩʘʤʦʢʝʨʦʚʘʥʠʭ ʤʝʨʝʞ, ʷʢʽ 

ʤʦʞʫʪʴ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʟʤʽʥ ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. Nokia ʚʠʢʦʨʠʩʪʦʚʫʻ 

AI -ʨʽʰʝʥʥʷ ʜʣʷ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʘʚʘʨʽʡʥʠʭ ʩʠʪʫʘʮʽʡ ʽ ʧʝʨʝʚʘʥʪʘʞʝʥʴ. Cisco 

ʽʥʪʝʛʨʫʻ ʰʪʫʯʥʠʡ ʽʥʪʝʣʝʢʪ ʫ ʢʽʙʝʨʟʘʭʠʩʪ ʽ ʤʝʨʝʞʝʚʫ ʘʥʘʣʽʪʠʢʫ. Vodafone 

ʟʘʩʪʦʩʦʚʫʻ ʡʦʛʦ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʡ ʧʝʨʩʦʥʘʣʽʟʘʮʽʾ 

ʩʝʨʚʽʩʽʚ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʫ ʩʚʽʪʦʚʽʡ ʧʨʘʢʪʠʮʽ ʐɯ ʚʞʝ ʩʪʘʚ ʥʝ ʜʦʧʦʤʽʞʥʦʶ ʦʧʮʽʻʶ, ʘ 

ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʨʦʟʚʠʪʢʫ ʤʝʨʝʞ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ. ɺʽʥ 

ʟʘʙʝʟʧʝʯʫʻ ʥʝ ʪʽʣʴʢʠ ʪʝʭʥʽʯʥʫ ʦʧʪʠʤʽʟʘʮʽʶ, ʘ ʡ ʩʪʚʦʨʶʻ ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ 

ʧʦʷʚʠ ʥʦʚʦʾ ʣʦʛʽʢʠ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ï ʙʽʣʴʰ ʘʜʘʧʪʠʚʥʦʾ, ʧʨʦʛʥʦʟʦʚʘʥʦʾ ʪʘ 

ʛʥʫʯʢʦʾ. 
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ʋʢʨʘʾʥʘ ʚ ʮʴʦʤʫ ʧʨʦʮʝʩʽ ʪʘʢʦʞ ʜʝʤʦʥʩʪʨʫʻ ʧʦʤʽʪʥʫ ʘʢʪʠʚʥʽʩʪʴ. 

ʂʠʾʚʩʪʘʨ ʨʦʟʚʠʚʘʻ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ, ʧʨʦʛʥʦʟʫʚʘʥʥʷ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ. GlobalLogic 

ʙʝʨʝ ʫʯʘʩʪʴ ʫ ʤʽʞʥʘʨʦʜʥʠʭ ʪʝʣʝʢʦʤ-ʧʨʦʻʢʪʘʭ, ʧʦʚôʷʟʘʥʠʭ ʟ ʘʚʪʦʤʘʪʠʟʘʮʽʻʶ 

ʤʝʨʝʞ, ʘʥʘʣʽʪʠʢʦʶ ʪʘ ʦʙʨʦʙʢʦʶ ʚʝʣʠʢʠʭ ʜʘʥʠʭ. ʆʢʨʝʤʦ ʩʣʽʜ ʚʽʜʟʥʘʯʠʪʠ 

ʩʪʚʦʨʝʥʥʷ ʫʢʨʘʾʥʩʴʢʦʾ ʚʝʣʠʢʦʾ ʤʦʚʥʦʾ ʤʦʜʝʣʽ çʉʷʡʚʦè ʟʘ ʫʯʘʩʪʶ 

ʂʠʾʚʩʪʘʨʫ ʪʘ ʽʥʽʮʽʘʪʠʚ ʧʽʜ ʝʛʽʜʦʶ ʄʽʥʽʩʪʝʨʩʪʚʘ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ. 

ʊʘʢʽ ʢʨʦʢʠ ʩʚʽʜʯʘʪʴ, ʱʦ ʐɯ ʚ ʋʢʨʘʾʥʽ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʥʝ ʷʢ ʤʦʜʥʘ ʪʝʤʘ, ʘ ʷʢ 

ʨʝʘʣʴʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʧʦʩʠʣʝʥʥʷ ʮʠʬʨʦʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʆʩʦʙʣʠʚʫ ʚʘʛʫ ʤʘʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʚ ʦʙʦʨʦʥʥʽʡ 

ʩʬʝʨʽ. ʊʫʪ ʚʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʘʥʘʣʽʟʫ ʚʽʜʝʦʧʦʪʦʢʽʚ, ʘʚʪʦʤʘʪʠʯʥʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʮʽʣʝʡ, ʦʙʨʦʙʢʠ ʨʦʟʚʽʜʫʚʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʧʽʜʪʨʠʤʢʠ ʙʝʟʧʽʣʦʪʥʠʭ 

ʧʣʘʪʬʦʨʤ ʽ ʟʤʝʥʰʝʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʦʧʝʨʘʪʦʨʽʚ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʾ, ʐɯ ʪʘ defense-tech ʚ ʋʢʨʘʾʥʽ ʜʝʜʘʣʽ ʙʽʣʴʰʝ ʬʦʨʤʫʶʪʴ 

ʩʧʽʣʴʥʠʡ ʪʝʭʥʦʣʦʛʽʯʥʠʡ ʢʦʥʪʫʨ. 

ʂʨʽʤ ʦʙʦʨʦʥʥʦʾ ʛʘʣʫʟʽ, ʐɯ ʘʢʪʠʚʥʦ ʚʭʦʜʠʪʴ ʚ ʘʛʨʦʩʝʢʪʦʨ. ʂʦʤʧʘʥʽʾ 

Drone.UA, AgriEye, Profeed, Kray Technologies ʪʘ ʽʥʰʽ ʧʨʘʮʶʶʪʴ ʥʘ ʩʪʠʢʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ, ʩʝʥʩʦʨʥʠʭ ʩʠʩʪʝʤ, ʩʫʧʫʪʥʠʢʦʚʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʡ ʰʪʫʯʥʦʛʦ 

ʽʥʪʝʣʝʢʪʫ, ʩʪʚʦʨʶʶʯʠ ʨʽʰʝʥʥʷ ʜʣʷ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʚʨʦʞʘʶ, ʘʥʘʣʽʟʫ ʩʪʘʥʫ 

ˇʨʫʥʪʽʚ, ʦʧʪʠʤʽʟʘʮʽʾ ʚʥʝʩʝʥʥʷ ʜʦʙʨʠʚ ʽ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʧʦʣʴʦʚʠʭ ʧʨʦʮʝʩʽʚ. ʎʝ 

ʦʩʦʙʣʠʚʦ ʧʦʢʘʟʦʚʦ, ʦʩʢʽʣʴʢʠ ʜʝʤʦʥʩʪʨʫʻ ʚʠʭʽʜ ʐɯ ʟʘ ʤʝʞʽ ʚʫʟʴʢʦʾ ɯʊ-ʩʬʝʨʠ 

ʪʘ ʡʦʛʦ ʨʝʘʣʴʥʝ ʚʙʫʜʦʚʫʚʘʥʥʷ ʚ ʥʘʮʽʦʥʘʣʴʥʫ ʝʢʦʥʦʤʽʢʫ. 

ʈʘʟʦʤ ʽʟ ʪʠʤ ʩʪʨʽʤʢʠʡ ʨʦʟʚʠʪʦʢ ʐɯ ʩʫʧʨʦʚʦʜʞʫʻʪʴʩʷ ʽ ʟʨʦʩʪʘʥʥʷʤ 

ʟʘʥʝʧʦʢʦʻʥʴ ʱʦʜʦ ʙʝʟʧʝʢʠ, ʝʪʠʢʠ ʪʘ ʤʘʡʙʫʪʥʴʦʛʦ ʨʝʛʫʣʶʚʘʥʥʷ. ʉʘʤʝ 

ʪʦʤʫ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʠʤ ʻ ʥʝ ʣʠʰʝ ʪʝʭʥʽʯʥʝ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʩʠʩʪʝʤ, ʘ ʡ ʬʦʨʤʫʚʘʥʥʷ ʢʫʣʴʪʫʨʠ ʚʽʜʧʦʚʽʜʘʣʴʥʦʛʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ, ʜʝ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʦʻʜʥʫʻʪʴʩʷ ʟ ʙʝʟʧʝʢʦʶ, ʢʦʥʪʨʦʣʝʤ ʪʘ 

ʟʨʦʟʫʤʽʣʠʤʠ ʧʨʘʚʠʣʘʤʠ. 

ʎʀʌʈʆɺɯɿɸʎɯʗ ʋʂʈɸɰʅʀ ʗʂ ʉɽʈɽɼʆɺʀʑɽ  

ʈʆɿɺʀʊʂʋ ʊɽʃɽʂʆʄʋʅɯʂɸʎɯʁ 

ʉʫʯʘʩʥʠʡ ʨʦʟʚʠʪʦʢ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʚ ʋʢʨʘʾʥʽ ʥʝʤʦʞʣʠʚʦ ʟʨʦʟʫʤʽʪʠ 

ʧʦʟʘ ʟʘʛʘʣʴʥʠʤ ʧʨʦʮʝʩʦʤ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʜʝʨʞʘʚʠ. ʉʴʦʛʦʜʥʽ 

ʟʚôʷʟʦʢ ʦʙʩʣʫʛʦʚʫʻ ʥʝ ʣʠʰʝ ʩʧʦʞʠʚʯʽ ʧʦʪʨʝʙʠ ʥʘʩʝʣʝʥʥʷ, ʘ ʡ ʝʣʝʢʪʨʦʥʥʽ 

ʜʦʢʫʤʝʥʪʠ, ʮʠʬʨʦʚʽ ʩʝʨʚʽʩʠ, ʜʝʨʞʘʚʥʽ ʨʝʻʩʪʨʠ, ʦʩʚʽʪʥʽ ʧʣʘʪʬʦʨʤʠ, ʦʥʣʘʡʥ-

ʙʽʟʥʝʩ, ʦʙʦʨʦʥʥʽ ʨʽʰʝʥʥʷ, ʪʨʘʥʩʧʦʨʪʥʽ ʩʠʩʪʝʤʠ ʪʘ ʚʟʘʻʤʦʜʽʶ ʛʨʦʤʘʜʷʥ ʽʟ 
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ʚʣʘʜʦʶ. ʉʘʤʝ ʪʦʤʫ ʪʝʣʝʢʦʤ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʜʝʜʘʣʽ ʙʽʣʴʰʝ ʩʪʘʻ ʦʩʥʦʚʦʶ 

ʮʠʬʨʦʚʦʾ ʜʝʨʞʘʚʥʦʩʪʽ. 

ʉʠʤʚʦʣʦʤ ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʩʪʘʚ ʟʘʩʪʦʩʫʥʦʢ ɼʽʷ, ʷʢʠʡ ʽʟ ʩʝʨʚʽʩʫ 

ʝʣʝʢʪʨʦʥʥʠʭ ʜʦʢʫʤʝʥʪʽʚ ʧʝʨʝʪʚʦʨʠʚʩʷ ʥʘ ʤʘʩʰʪʘʙʥʫ ʧʣʘʪʬʦʨʤʫ ʚʟʘʻʤʦʜʽʾ 

ʛʨʦʤʘʜʷʥʠʥʘ ʟ ʜʝʨʞʘʚʦʶ. ʇʦʨʷʜ ʽʟ ʮʠʤ ʨʦʟʚʠʚʘʶʪʴʩʷ ʝʢʦʩʠʩʪʝʤʠ ɼʽʷ.City, 

ʮʠʬʨʦʚʽ ʦʩʚʽʪʥʽ ʩʝʨʚʽʩʠ, ʟʦʢʨʝʤʘ ʄʨʽʷ, ʜʝʨʞʘʚʥʽ ʭʤʘʨʥʽ ʨʽʰʝʥʥʷ, ʘ ʪʘʢʦʞ 

ʥʦʚʽ ʐɯ-ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʧʦʩʣʫʛ. ʊʘʢʠʡ ʨʦʟʚʠʪʦʢ ʦʟʥʘʯʘʻ, ʱʦ 

ʮʠʬʨʦʚʽʟʘʮʽʷ ʚ ʋʢʨʘʾʥʽ ʚʞʝ ʜʘʚʥʦ ʚʠʡʰʣʘ ʟʘ ʤʝʞʽ ʦʢʨʝʤʠʭ ʦʥʣʘʡʥ-ʩʝʨʚʽʩʽʚ ʽ 

ʧʦʩʪʫʧʦʚʦ ʧʝʨʝʭʦʜʠʪʴ ʜʦ ʬʦʨʤʫʚʘʥʥʷ ʮʽʣʽʩʥʦʾ ʮʠʬʨʦʚʦʾ ʝʢʦʩʠʩʪʝʤʠ. 

ʁʜʝʪʴʩʷ ʧʨʦ ʟʤʽʥʫ ʩʘʤʦʾ ʣʦʛʽʢʠ ʚʟʘʻʤʦʜʽʾ ʟ ʜʝʨʞʘʚʦʶ: ʚʽʜ ʜʝʨʞʘʚʠ ʚ 

ʩʤʘʨʪʬʦʥʽ ʜʦ ɸʛʝʥʪʥʦʾ ʜʝʨʞʘʚʠ ï ʜʝ ʐɯ ʘʛʝʥʪʠ ʚʠʨʽʰʫʶʪʴ ʧʨʦʙʣʝʤʠ 

ʛʨʦʤʘʜʷʥ ʪʘ ʧʽʜʧʨʠʻʤʮʽʚ ʥʝʧʦʤʽʪʥʦ, ʪʠʭʦ, ʰʚʠʜʢʦ ʘʚʪʦʤʘʪʠʯʥʦ ʟʥʘʭʦʜʷʯʠ 

ʧʦʪʨʽʙʥʽ ʨʽʰʝʥʥʷ. 

ɺʘʞʣʠʚʦ, ʱʦ ʮʝʡ ʧʨʦʮʝʩ ʥʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʫ ʚʽʜʨʠʚʽ ʚʽʜ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʛʘʣʫʟʽ. ʅʘʚʧʘʢʠ, ʩʘʤʝ ʪʝʣʝʢʦʤ-ʤʝʨʝʞʽ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʤʦʞʣʠʚʽʩʪʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʜʝʨʞʘʚʥʠʭ ʧʣʘʪʬʦʨʤ, ʜʦʩʪʫʧʥʽʩʪʴ ʮʠʬʨʦʚʠʭ 

ʧʦʩʣʫʛ ʜʣʷ ʤʽʣʴʡʦʥʽʚ ʛʨʦʤʘʜʷʥ, ʝʥʝʨʛʦʥʝʟʘʣʝʞʥʽʩʪʴ ʫ ʢʨʠʟʦʚʠʭ ʫʤʦʚʘʭ, 

ʽʥʪʝʛʨʘʮʽʶ ʟ ʻʚʨʦʧʝʡʩʴʢʠʤ ʮʠʬʨʦʚʠʤ ʧʨʦʩʪʦʨʦʤ ʽ ʨʦʙʦʪʫ ʥʦʚʠʭ ʩʝʨʚʽʩʽʚ ʥʘ 

ʙʘʟʽ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ. 

ʆʢʨʝʤʦʾ ʫʚʘʛʠ ʟʘʩʣʫʛʦʚʫʻ ʨʦʣʴ ʫʢʨʘʾʥʩʴʢʠʭ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʢʦʤʧʘʥʽʡ. 

ʅʘʧʨʠʢʣʘʜ, ʩʪʚʦʨʝʥʘ ʚʠʜʘʪʥʠʤ ʚʠʧʫʩʢʥʠʢʦʤ ɯʊʉ ʆʣʝʢʩʘʥʜʨʦʤ 

ʂʦʥʦʪʦʧʩʴʢʠʤ Ajax Systems  ʜʝʤʦʥʩʪʨʫʻ ʩʪʘʙʽʣʴʥʝ ʟʨʦʩʪʘʥʥʷ, ʚʽʜʢʨʠʚʘʻ ʥʦʚʽ 

ʚʠʨʦʙʥʠʯʽ ʤʘʡʜʘʥʯʠʢʠ, ʨʦʟʰʠʨʶʻ ʣʽʥʽʡʢʫ ʧʨʦʜʫʢʪʽʚ ʽ ʧʦʩʠʣʶʻ ʧʦʟʠʮʽʾ ʥʘ 

ʤʽʞʥʘʨʦʜʥʦʤʫ ʨʠʥʢʫ. ʎʝ ʥʝ ʧʨʦʩʪʦ ʧʨʠʢʣʘʜ ʫʩʧʽʰʥʦʛʦ ʙʽʟʥʝʩʫ, ʘ ʧʦʢʘʟʥʠʢ 

ʪʦʛʦ, ʱʦ ʚ ʋʢʨʘʾʥʽ ʬʦʨʤʫʻʪʴʩʷ ʚʣʘʩʥʝ ʪʝʭʥʦʣʦʛʽʯʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʧʦʚôʷʟʘʥʝ ʟ 

ʪʝʣʝʢʦʤʦʤ, ʙʝʟʧʝʢʦʶ, ʘʚʪʦʤʘʪʠʟʘʮʽʻʶ ʪʘ ʮʠʬʨʦʚʠʤʠ ʩʝʨʚʽʩʘʤʠ. ʊʘʢʽ ʢʦʤʧʘʥʽʾ 

ʬʘʢʪʠʯʥʦ ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʩʠʤʚʦʣ ʥʦʚʦʛʦ ʝʪʘʧʫ ʫʢʨʘʾʥʩʴʢʦʾ high-tech 

ʽʥʜʫʩʪʨʽʾ. 

ɯʅʊɽʈʅɽʊ ʈɽʏɽʁ. ʄɸʉʐʊɸɹʅɯ  

ʇʈʆɽʂʊʀ ɿɸʉʊʆʉʋɺɸʅʔ  

ʃʦʛʽʯʥʠʤ ʧʨʦʜʦʚʞʝʥʥʷʤ ʨʦʟʚʠʪʢʫ 5G, ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʩʪʝʤ ʽ 

ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʻ ʨʦʟʰʠʨʝʥʥʷ ʩʬʝʨʠ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ. ʉʴʦʛʦʜʥʽ IoT 

ʫʞʝ ʥʝ ʻ ʚʫʟʴʢʦʶ ʪʝʤʦʶ ʜʣʷ ʽʥʞʝʥʝʨʽʚ ʯʠ ʦʢʨʝʤʠʭ ʩʪʘʨʪʘʧʽʚ. ɺʽʥ 

ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʦʜʥʫ ʟ ʥʘʡʤʘʩʰʪʘʙʥʽʰʠʭ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ 

ʨʝʘʣʴʥʦʩʪʝʡ, ʜʝ ʚ ʤʝʨʝʞʽ ʚʟʘʻʤʦʜʽʶʪʴ ʥʝ ʣʠʰʝ ʣʶʜʠ, ʘ ʡ ʤʘʰʠʥʠ, ʜʘʪʯʠʢʠ, 
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ʪʨʘʥʩʧʦʨʪʥʽ ʩʠʩʪʝʤʠ, ʚʠʨʦʙʥʠʯ ̔ ʦʙʣʘʜʥʘʥʥʷ, ʤʝʜʠʯʥʽ ʧʨʠʩʪʨʦʾ, ʝʣʝʤʝʥʪʠ 

ʤʽʩʴʢʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʜʦʤʘʰʥʽ ʩʠʩʪʝʤʠ ʘʚʪʦʤʘʪʠʟʘʮʽʾ. 

ʋ ʩʚʽʪʦʚʽʡ ʧʨʘʢʪʠʮʽ IoT  ʫʞʝ ʩʪʘʚ ʦʩʥʦʚʦʶ ʜʣʷ ʙʘʛʘʪʴʦʭ ʛʘʣʫʟʝʡ. Telenor 

IoT ʧʨʘʮʶʻ ʟ ʜʝʩʷʪʢʘʤʠ ʤʽʣʴʡʦʥʽʚ ʧʽʜʢʣʶʯʝʥʠʭ ʧʨʠʩʪʨʦʾʚ. Siemens 

ʚʧʨʦʚʘʜʞʫʻ Industrial IoT ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʚʠʨʦʙʥʠʮʪʚʘ ʪʘ ʮʠʬʨʦʚʠʭ 

ʜʚʽʡʥʠʢʽʚ. General Electric ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʝʥʩʦʨʥʽ ʧʣʘʪʬʦʨʤʠ ʜʣʷ 

ʤʦʥʽʪʦʨʠʥʛʫ ʦʙʣʘʜʥʘʥʥʷ ʽ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʚʽʜʤʦʚ. Tesla  ʘʥʘʣʽʟʫʻ ʜʘʥʽ ʟ 

ʘʚʪʦʤʦʙʽʣʽʚ ʜʣʷ ʧʦʩʪʽʡʥʦʛʦ ʚʜʦʩʢʦʥʘʣʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ 

ʬʫʥʢʮʽʡ ʘʚʪʦʥʦʤʥʦʩʪʽ. ʋ ʩʬʝʨʽ ʩʫʧʫʪʥʠʢʦʚʦʛʦ IoT  ʚʘʞʣʠʚʫ ʨʦʣʴ ʚʽʜʽʛʨʘʶʪʴ 

SES, Advannotech, SKYWAVE  ʪʘ ORBCOMM, ʷʢʽ ʨʦʟʚʠʚʘʶʪʴ ʨʽʰʝʥʥʷ ʜʣʷ 

ʩʽʣʴʩʴʢʦʛʦ ʛʦʩʧʦʜʘʨʩʪʚʘ, ʧʨʦʤʠʩʣʦʚʦʩʪʽ, ʚʽʜʜʘʣʝʥʠʭ ʦʙôʻʢʪʽʚ ʽ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʅʘʡʮʽʢʘʚʽʰʝ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ IoT ʜʝʜʘʣʽ ʙʽʣʴʰʝ ʧʦʚôʷʟʘʥʠʡ ʥʝ 

ʣʠʰʝ ʟ ʢʽʣʴʢʽʩʪʶ ʧʽʜʢʣʶʯʝʥʴ, ʘ ʡ ʽʟ ʧʠʪʘʥʥʷʤʠ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʩʠʩʪʝʤ, 

ʜʦʚʛʦʪʨʠʚʘʣʦʾ ʝʢʩʧʣʫʘʪʘʮʽʾ, ʙʝʟʧʝʢʠ, ʩʫʚʝʨʝʥʽʪʝʪʫ ʜʘʥʠʭ ʽ ʤʦʞʣʠʚʦʩʪʽ 

ʛʥʫʯʢʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʧʽʜʢʣʶʯʝʥʥʷʤʠ ʚ ʨʽʟʥʠʭ ʢʨʘʾʥʘʭ. ʎʝ ʧʝʨʝʪʚʦʨʶʻ 

ɯʥʪʝʨʥʝʪ ʨʝʯʝʡ ʥʘ ʩʢʣʘʜʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʫ ʩʠʩʪʝʤʫ ʛʣʦʙʘʣʴʥʦʛʦ ʨʽʚʥʷ. 

ɺ ʋʢʨʘʾʥʽ ʨʦʟʚʠʪʦʢ IoT ʪʘʢʦʞ ʥʘʙʠʨʘʻ ʩʠʩʪʝʤʥʦʛʦ ʭʘʨʘʢʪʝʨʫ. ɽʣʝʤʝʥʪʠ 

Smart City ʫʞʝ ʚʧʨʦʚʘʜʞʫʶʪʴʩʷ ʚ ʂʠʻʚʽ, ʃʴʚʦʚʽ, ɼʥʽʧʨʽ ʪʘ ʽʥʰʠʭ ʤʽʩʪʘʭ. 

Ajax Systems ʨʦʟʚʠʚʘʻ ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ, ʷʢʽ ʻ ʷʩʢʨʘʚʠʤ 

ʧʨʠʢʣʘʜʦʤ ʧʦʻʜʥʘʥʥʷ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ, ʩʝʥʩʦʨʠʢʠ, ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʪʘ ʮʠʬʨʦʚʦʾ 

ʚʟʘʻʤʦʜʽʾ. Ecoisme ʩʪʚʦʨʶʻ ʨʽʰʝʥʥʷ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ. ɺ ʘʛʨʘʨʥʽʡ ʩʬʝʨʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʾ ʪʘ IoT ʜʦʧʦʤʘʛʘʶʪʴ ʫ 

ʢʦʥʪʨʦʣʽ ʩʪʘʥʫ ˇʨʫʥʪʽʚ, ʚʨʦʞʘʡʥʦʩʪʽ, ʟʨʦʰʝʥʥʷ ʪʘ ʝʢʦʣʦʛʽʯʥʠʭ ʧʘʨʘʤʝʪʨʽʚ. ʎʝ 

ʦʟʥʘʯʘʻ, ʱʦ IoT ʚ ʋʢʨʘʾʥʽ ʚʞʝ ʩʪʘʻ ʥʝ ʣʠʰʝ ʧʝʨʩʧʝʢʪʠʚʥʠʤ, ʘ ʮʽʣʢʦʤ 

ʧʨʘʢʪʠʯʥʠʤ ʥʘʧʨʷʤʦʤ ʨʦʟʚʠʪʢʫ. 

ʅʆɺɯ ʉʀʉʊɽʄʀ ɿɺôʗɿʂʋ ɼʃʗ ʉʌɽʈʀ  

ɹɽɿʇɽʂʀ ʊɸ ʆɹʆʈʆʅʀ ʋʂʈɸɰʅʀ 

ʆʢʨʝʤʠʤ ʽ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʠʤ ʥʘʧʨʷʤʦʤ ʨʦʟʚʠʪʢʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʻ 

ʧʦʷʚʘ ʥʦʚʠʭ ʩʠʩʪʝʤ ʟʚôʷʟʢʫ ʜʣʷ ʩʝʢʪʦʨʫ ʙʝʟʧʝʢʠ ʡ ʦʙʦʨʦʥʠ. ɺ ʫʤʦʚʘʭ 

ʩʫʯʘʩʥʦʾ ʚʽʡʥʠ ʟʚôʷʟʦʢ ʧʦʚʠʥʝʥ ʙʫʪʠ ʥʝ ʧʨʦʩʪʦ ʰʚʠʜʢʠʤ ʘʙʦ ʟʨʫʯʥʠʤ. ɺʽʥ 

ʤʘʻ ʙʫʪʠ ʟʘʭʠʱʝʥʠʤ, ʩʪʽʡʢʠʤ ʜʦ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʦʾ ʙʦʨʦʪʴʙʠ, 

ʙʘʛʘʪʦʢʘʥʘʣʴʥʠʤ, ʘʜʘʧʪʠʚʥʠʤ ʽ ʟʜʘʪʥʠʤ ʧʨʘʮʶʚʘʪʠ ʚ ʫʤʦʚʘʭ ʧʦʩʪʽʡʥʦʾ 

ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. 
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ʉʘʤʝ ʪʦʤʫ ʚ ʋʢʨʘʾʥʽ ʘʢʪʠʚʥʦ ʨʦʟʚʠʚʘʶʪʴʩʷ ʨʽʰʝʥʥʷ, ʷʢʽ ʧʦʻʜʥʫʶʪʴ 

ʦʧʪʦʚʦʣʦʢʦʥʥʽ ʡ ʨʘʜʽʦʢʘʥʘʣʠ, mesh-ʤʝʨʝʞʽ, ʩʫʧʫʪʥʠʢʦʚʠʡ ʟʚôʷʟʦʢ, 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʫ ʤʘʨʰʨʫʪʠʟʘʮʽʶ ʪʘ ʝʣʝʤʝʥʪʠ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ. ʋ ʮʴʦʤʫ 

ʧʨʦʮʝʩʽ ʙʝʨʫʪʴ ʫʯʘʩʪʴ ʷʢ ʚʽʡʩʴʢʦʚʽ ʽʥʞʝʥʝʨʠ, ʪʘʢ ʽ ʚʽʪʯʠʟʥʷʥʽ ʢʦʤʧʘʥʽʾ, ʩʝʨʝʜ 

ʷʢʠʭ General Chereshnia, UFORCE ʪʘ ʽʥʰʽ ʫʯʘʩʥʠʢʠ ʫʢʨʘʾʥʩʴʢʦʾ defense-tech 

ʝʢʦʩʠʩʪʝʤʠ. ʉʪʠʤʫʣʶʶʯʫ ʨʦʣʴ ʚʽʜʽʛʨʘʻ ʢʣʘʩʪʝʨ Brave1, ʷʢʠʡ ʩʪʘʚ ʪʦʯʢʦʶ 

ʢʦʥʮʝʥʪʨʘʮʽʾ ʦʙʦʨʦʥʥʠʭ ʽʥʥʦʚʘʮʽʡ, ʽʥʞʝʥʝʨʥʦʾ ʪʚʦʨʯʦʩʪʽ ʪʘ ʩʧʽʚʧʨʘʮʽ ʤʽʞ 

ʜʝʨʞʘʚʦʶ, ʙʽʟʥʝʩʦʤ ʽ ʨʦʟʨʦʙʥʠʢʘʤʠ. 

ʊʘʢʽ ʨʽʰʝʥʥʷ ʜʝʤʦʥʩʪʨʫʶʪʴ, ʱʦ ʩʫʯʘʩʥʠʡ ʚʽʡʩʴʢʦʚʠʡ ʟʚôʷʟʦʢ ï ʮʝ ʚʞʝ 

ʥʝ ʦʢʨʝʤʽ ʟʘʩʦʙʠ ʢʦʤʫʥʽʢʘʮʽʾ, ʘ ʩʢʣʘʜʥʘ ʤʝʨʝʞʥʘ ʩʠʩʪʝʤʘ, ʫ ʷʢʽʡ ʧʦʻʜʥʫʶʪʴʩʷ 

ʢʝʨʫʚʘʥʥʷ, ʥʘʚʽʛʘʮʽʷ, ʦʙʯʠʩʣʝʥʥʷ, ʘʚʪʦʥʦʤʥʽʩʪʴ ʽ ʟʘʭʠʩʪ. ʉʘʤʝ ʪʫʪ ʥʘʡʙʽʣʴʰ 

ʷʩʢʨʘʚʦ ʧʨʦʷʚʣʷʻʪʴʩʷ ʥʦʚʘ ʧʨʠʨʦʜʘ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʷʢ ʽʥʪʝʛʨʦʚʘʥʦʛʦ 

ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

 

ʈʆʃʔ ʉʊʋɼɽʅʊɯɺ ʋ ɿɼɯʁʉʅɽʅʅɯ  

ʊɽʃɽʂʆʄʋʅɯʂɸʎɯʁʅʀʍ ɼʆʉʃɯɼɾɽʅʔ 

ʆʢʨʝʤʦʾ ʫʚʘʛʠ ʟʘʩʣʫʛʦʚʫʻ ʟʨʦʩʪʘʥʥʷ ʨʦʣʽ ʩʪʫʜʝʥʪʩʴʢʦʾ ʤʦʣʦʜʽ ʚ 

ʩʫʯʘʩʥʦʤʫ ʪʝʭʥʦʣʦʛʽʯʥʦʤʫ ʨʦʟʚʠʪʢʫ. ʄʘʡʙʫʪʥʻ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʟʥʘʯʥʦʶ 

ʤʽʨʦʶ ʟʘʣʝʞʠʪʴ ʥʝ ʣʠʰʝ ʚʽʜ ʛʣʦʙʘʣʴʥʠʭ ʢʦʨʧʦʨʘʮʽʡ ʪʘ ʽʥʚʝʩʪʠʮʽʡ, ʘ ʡ ʚʽʜ 

ʪʦʛʦ, ʥʘʩʢʽʣʴʢʠ ʘʢʪʠʚʥʦ ʜʦ ʧʨʦʮʝʩʫ ʚʢʣʶʯʝʥʝ ʦʩʚʽʪʥʻ ʪʘ ʥʘʫʢʦʚʝ ʩʝʨʝʜʦʚʠʱʝ. 

ɺ ʋʢʨʘʾʥʽ ʮʷ ʪʝʥʜʝʥʮʽʷ ʩʪʘʻ ʜʝʜʘʣʽ ʧʦʤʽʪʥʽʰʦʶ. 

ʉʪʫʜʝʥʪʠ ʙʝʨʫʪʴ ʫʯʘʩʪʴ ʫ ʟʤʘʛʘʥʥʷʭ ʟ FPV, ʫ defense-tech ʽʥʽʮʽʘʪʠʚʘʭ, 

ʽʥʞʝʥʝʨʥʠʭ ʢʦʥʢʫʨʩʘʭ, ʥʘʫʢʦʚʠʭ ʧʨʦʻʢʪʘʭ ʽ ʤʽʞʥʘʨʦʜʥʠʭ ʚʠʩʪʘʚʢʘʭ. ʋ ʮʴʦʤʫ 

ʾʤ ʩʧʨʠʷʶʪʴ ʪʘʢʽ ʩʪʨʫʢʪʫʨʠ, ʷʢ Brave1, Ajax Systems, ʫʥʽʚʝʨʩʠʪʝʪʠ, ʧʨʦʬʽʣʴʥʽ 

ʪʝʭʥʽʯʥʽ ʮʝʥʪʨʠ ʪʘ ʽʥʥʦʚʘʮʽʡʥʽ ʧʣʘʪʬʦʨʤʠ. ʎʝ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʦ, ʦʩʢʽʣʴʢʠ 

ʬʦʨʤʫʻ ʥʦʚʠʡ ʪʠʧ ʽʥʞʝʥʝʨʥʦʾ ʢʫʣʴʪʫʨʠ ï ʧʨʠʢʣʘʜʥʦʾ, ʛʥʫʯʢʦʾ, 

ʤʽʞʜʠʩʮʠʧʣʽʥʘʨʥʦʾ ʪʘ ʦʨʽʻʥʪʦʚʘʥʦʾ ʥʘ ʨʝʘʣʴʥʽ ʟʘʧʠʪʠ ʯʘʩʫ. 

ʉʘʤʝ ʯʝʨʝʟ ʫʯʘʩʪʴ ʤʦʣʦʜʽ ʚ ʧʨʘʢʪʠʯʥʠʭ ʨʦʟʨʦʙʢʘʭ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ 

ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʨʦʟʚʠʪʢʫ ʛʘʣʫʟʽ. ʆʩʚʽʪʘ ʧʝʨʝʩʪʘʻ ʙʫʪʠ ʣʠʰʝ ʧʨʦʮʝʩʦʤ 

ʧʝʨʝʜʘʯʽ ʪʝʦʨʝʪʠʯʥʠʭ ʟʥʘʥʴ, ʘ ʜʝʜʘʣʽ ʙʽʣʴʰʝ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʩʝʨʝʜʦʚʠʱʝ 

ʬʦʨʤʫʚʘʥʥʷ ʤʘʡʙʫʪʥʽʭ ʨʦʟʨʦʙʥʠʢʽʚ, ʽʥʞʝʥʝʨʽʚ, ʜʦʩʣʽʜʥʠʢʽʚ ʽ ʧʽʜʧʨʠʻʤʮʽʚ ʫ 

ʩʬʝʨʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ. 

  



 33 

ʋɿɸɻɸʃʔʅʖʖʏɯ ʇɯɼʉʋʄʂʀ 

ʆʪʞʝ, ʘʥʘʣʽʟ ʩʫʯʘʩʥʦʛʦ ʩʪʘʥʫ ʪʘ ʪʝʥʜʝʥʮʽʡ ʨʦʟʚʠʪʢʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʫ 2026 ʨʦʮʽ ʩʚʽʜʯʠʪʴ, ʱʦ ʛʘʣʫʟʴ ʧʝʨʝʙʫʚʘʻ ʥʘ ʝʪʘʧʽ 

ʛʣʠʙʦʢʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ. ɰʾ ʨʦʟʚʠʪʦʢ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʝ ʦʜʥʠʤ ʦʢʨʝʤʠʤ 

ʯʠʥʥʠʢʦʤ, ʘ ʮʽʣʦʶ ʩʫʢʫʧʥʽʩʪʶ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʠʭ ʧʨʦʮʝʩʽʚ: ʚʧʨʦʚʘʜʞʝʥʥʷʤ 

5G, ʧʽʜʛʦʪʦʚʢʦʶ ʜʦ 6G, ʽʥʪʝʛʨʘʮʽʻʶ ʩʫʧʫʪʥʠʢʦʚʠʭ ʽ ʥʘʟʝʤʥʠʭ ʤʝʨʝʞ, 

ʤʘʩʰʪʘʙʥʠʤ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ, ʟʨʦʩʪʘʥʥʷʤ ʨʦʣʽ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ, ʮʠʬʨʦʚʽʟʘʮʽʻʶ ʜʝʨʞʘʚʠ ʪʘ ʧʦʷʚʦʶ ʥʦʚʠʭ ʩʠʩʪʝʤ ʟʚôʷʟʢʫ ʜʣʷ ʩʝʢʪʦʨʫ 

ʙʝʟʧʝʢʠ ʡ ʦʙʦʨʦʥʠ. 

ʆʩʦʙʣʠʚʽʩʪʶ ʮʴʦʛʦ ʝʪʘʧʫ ʻ ʪʝ, ʱʦ ʢʣʶʯʦʚʠʤʠ ʛʨʘʚʮʷʤʠ ʚʠʩʪʫʧʘʶʪʴ 

ʥʝ ʣʠʰʝ ʢʣʘʩʠʯʥʽ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʘ ʡ ʛʣʦʙʘʣʴʥʽ 

ʪʝʭʥʦʣʦʛʽʯʥʽ ʢʦʤʧʘʥʽʾ, ʧʨʦʤʠʩʣʦʚʽ ʢʦʨʧʦʨʘʮʽʾ, ʩʫʧʫʪʥʠʢʦʚʽ ʦʧʝʨʘʪʦʨʠ, 

ʨʦʟʨʦʙʥʠʢʠ ʐɯ, ʦʙʦʨʦʥʥʽ ʢʣʘʩʪʝʨʠ, ʫʢʨʘʾʥʩʴʢʽ high-tech ʢʦʤʧʘʥʽʾ ʪʘ ʦʩʚʽʪʥʻ 

ʩʝʨʝʜʦʚʠʱʝ. SK Telecom, Bosch, Nokia, Ericsson, Huawei, Verizon, SpaceX, 

Amazon, Blue Origin, ZTE, Qualcomm, Google, Cisco, Vodafone, Siemens, 

General Electric, Tesla, Telenor IoT, SES, ORBCOMM, Ajax Systems, 

GlobalLogic, STETMAN, GomSpace, Brave1, ʂʠʾʚʩʪʘʨ, Vodafone ʋʢʨʘʾʥʘ, 

lifecell ï ʫʩʽ ʮʽ ʩʪʨʫʢʪʫʨʠ ʧʦ-ʩʚʦʻʤʫ ʚʽʜʦʙʨʘʞʘʶʪʴ ʛʦʣʦʚʥʫ ʪʝʥʜʝʥʮʽʶ 

ʩʫʯʘʩʥʦʩʪʽ: ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʾ ʧʝʨʝʩʪʘʶʪʴ ʙʫʪʠ ʦʢʨʝʤʦʶ ʽʥʞʝʥʝʨʥʦʶ ʛʘʣʫʟʟʶ 

ʽ ʩʪʘʶʪʴ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʦʶ ʦʩʥʦʚʦʶ ʮʠʬʨʦʚʦʛʦ ʩʚʽʪʫ. 

ɼʣʷ ʋʢʨʘʾʥʠ ʮʝʡ ʧʨʦʮʝʩ ʤʘʻ ʦʩʦʙʣʠʚʫ ʩʪʨʘʪʝʛʽʯʥʫ ʚʘʛʫ. ʇʦʧʨʠ 

ʩʢʣʘʜʥʽ ʫʤʦʚʠ, ʜʝʨʞʘʚʘ ʥʝ ʣʠʰʝ ʧʨʠʩʪʦʩʦʚʫʻʪʴʩʷ ʜʦ ʛʣʦʙʘʣʴʥʠʭ ʪʝʥʜʝʥʮʽʡ, ʘ 

ʡ ʧʦʩʪʫʧʦʚʦ ʬʦʨʤʫʻ ʚʣʘʩʥʽ ʥʘʧʨʷʤʠ ʨʦʟʚʠʪʢʫ: ʨʦʟʛʦʨʪʘʻ ʮʠʬʨʦʚʫ ʜʝʨʞʘʚʫ, 

ʪʝʩʪʫʻ ʤʝʨʝʞʽ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ, ʽʥʪʝʛʨʫʻ ʩʫʧʫʪʥʠʢʦʚʠʡ ʟʚôʷʟʦʢ, ʩʪʚʦʨʶʻ 

ʧʝʨʝʜʫʤʦʚʠ ʜʣʷ ʥʘʮʽʦʥʘʣʴʥʦʾ ʩʫʧʫʪʥʠʢʦʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʐɯ ʚ ʦʙʦʨʦʥʽ, ʘʛʨʦʩʝʢʪʦʨʽ ʪʘ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʘʭ, ʧʽʜʪʨʠʤʫʻ ʩʪʫʜʝʥʪʩʴʢʽ ʡ 

ʽʥʞʝʥʝʨʥʽ ʽʥʽʮʽʘʪʠʚʠ. ʉʘʤʝ ʪʦʤʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʾ ʩʣʽʜ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʦʜʥʫ ʟ 

ʢʣʶʯʦʚʠʭ ʦʩʥʦʚ ʩʪʽʡʢʦʩʪʽ, ʙʝʟʧʝʢʠ, ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʥʝʟʘʣʝʞʥʦʩʪʽ ʪʘ 

ʤʘʡʙʫʪʥʴʦʛʦ ʨʦʟʚʠʪʢʫ ʋʢʨʘʾʥʠ. 
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ʇʆʈɯɺʅʗʅʅʗ ʊɽʍʅʆʃʆɻɯʁ UWB, BLE ʊɸ WIFI ɼʃʗ  

ɺʀʉʆʂʆʊʆʏʅʆɰ ʃʆʂɸʃɯɿɸʎɯɰ ɺ ʇʈʀʄɯʑɽʅʅʗʍ 

 

ʋ ʢʦʥʪʝʢʩʪʽ ʰʚʠʜʢʦʛʦ ʨʦʟʚʠʪʢʫ ʙʝʟʜʨʦʪʦʚʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʟʘʢʣʘʜʘʶʪʴʩʷ ʦʩʥʦʚʠ ʧʦʷʚʠ 

ʤʝʨʝʞ 6G, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʟ ʚʠʩʦʢʠʤʠ ʰʚʠʜʢʦʩʪʷʤʠ, ʥʠʟʴʢʦʶ ʟʘʪʨʠʤʢʦʶ ʪʘ 

ʪʦʯʥʦʶ ʣʦʢʘʣʽʟʘʮʽʻʶ. ʉʠʩʪʝʤʠ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ ʚ ʧʨʠʤʽʱʝʥʥʽ (IPS) ʻ ʥʝʦʙʭʽʜʥʠʤʠ ʫ 

ʩʢʣʘʜʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ, ʪʘʢʠʭ ʷʢ ʩʢʣʘʜʠ, ʘʝʨʦʧʦʨʪʠ, ʣʽʢʘʨʥʽ ʪʘ ʨʦʟʫʤʥʽ ʬʘʙʨʠʢʠ. ʋ ʮʽʡ 

ʨʦʙʦʪʽ ʧʨʝʜʩʪʘʚʣʝʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʪʝʭʥʦʣʦʛʽʡ UWB, BLE ʪʘ Wi-Fi ʜʣʷ ʪʦʯʥʦʾ 

ʣʦʢʘʣʽʟʘʮʽʾ ʚʩʝʨʝʜʠʥʽ ʧʨʠʤʽʱʝʥʴ ʰʣʷʭʦʤ ʦʮʽʥʶʚʘʥʥʷ ʧʨʠʥʮʠʧʽʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ, 

ʘʣʛʦʨʠʪʤʽʚ ʣʦʢʘʣʽʟʘʮʽʾ (ToA, TDoA, TW-ToA), ʪʦʯʥʦʩʪʽ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ, ʚʘʨʪʦʩʪʽ, 

ʥʘʜʽʡʥʦʩʪʽ ʩʠʛʥʘʣʫ ʪʘ ʯʫʪʣʠʚʦʩʪʽ ʜʦ ʧʝʨʝʰʢʦʜ. ʈʦʙʦʪʘ ʥʘʜʘʻ ʦʨʽʻʥʪʠʨʠ ʜʣʷ ʚʠʙʦʨʫ 

ʚʽʜʧʦʚʽʜʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʟʘʣʝʞʥʦ ʚʽʜ ʚʠʤʦʛ ʟʘʩʪʦʩʫʚʘʥʴ ʫ ʣʦʛʽʩʪʠʮʽ, ʦʭʦʨʦʥʽ ʟʜʦʨʦʚôʷ ʪʘ 

ʧʨʦʤʠʩʣʦʚʽʡ ʘʚʪʦʤʘʪʠʟʘʮʽʾ. 

 

In the context of the rapid development of wireless communications, the 

foundations for the emergence of 6G networks are being laid, which allow 

applications with high speeds, low latency, and precise localization. Indoor 

Positioning Systems (IPS) are essential in complex environments such as 

warehouses, airports, hospitals, and smart factories. This paper presents a 

comparative analysis of UWB, BLE, and Wi-Fi technologies for precise indoor 

localization by evaluating operating principles, localization algorithms (ToA, 

TDoA, TW-ToA), positioning accuracy, costs, signal reliability, and sensitivity to 

interference. The paper provides guidelines for selecting the appropriate 

technology depending on the requirements of applications in logistics, healthcare, 

and industrial automation. 

The rapid development of wireless communication technologies has led to the 

emergence of sixth-generation (6G) networks, which integrate advanced solutions 

such as Millimeter wave (mmWave), Terahertz communication (THz), Unmanned 

aerial vehicle (UAV), Intelligent reflecting surface (IRS) and Non-orthogonal 

multiple access (NOMA) [1], [2]. These technologies are designed to overcome the 

limitations of previous networks and to support applications that require high 

transmission speeds, low latency, and precise localization [2]. 

A field that significantly benefits from these advances is indoor localization, 

achieved through Indoor Positioning System (IPS) systems [2]. These systems 

allow the determination of the position of people or objects in indoor 

environments, where traditional positioning methods are not effective [3]. With the 

development of the Industrial Internet of Things (IIoT), IPS become essential for 
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applications such as navigation in airports and shopping centers, warehouse 

management, monitoring of equipment and patients [3], [4]. 

Indoor environments present major challenges for localization due to walls, 

furniture, and other obstacles, which generate signal variations and the occurrence 

of Non-line-of-sight (NLoS) conditions [5]. In these situations, achieving accurate 

localization requires advanced technologies and algorithms [3]. 

For the implementation of IPS, wireless technologies such as Wi-Fi, 

Bluetooth Low Energy (BLE), ZigBee, Radio-frequency identification (RFID), and 

Ultra-Wideband (UWB) have been investigated [4]. Although many of these are 

integrated into smartphones and other modern devices, their localization accuracy 

varies, most offering accuracy on the order of a few meters [6]. 

The main objective of this research is to perform a comparative analysis of 

UWB, BLE, and Wi-Fi technologies for high-precision indoor positioning systems. 

Next, we will analyze the main wireless technologies used in Indoor 

Positioning Systems (IPS), with a focus on UWB, BLE, and Wi-Fi, by comparing 

their operating principles, advantages, and limitations. 

Ultra -Wideband (UWB) is a wireless communication technology that 

operates over a very wide frequency spectrum, usually over 500 MHz to transmit 

extremely short radio pulses [5]. UWB localization systems determine the position 

of devices by measuring the propagation time of radio signals between anchors 

(anchors) and tags (tags) [6]. This technical approach allows the calculation of 

distances with remarkable precision, on the order of centimeters, eliminating errors 

caused by signal reflections in indoor spaces. Due to its high temporal resolution, 

the technology can clearly distinguish the direct signal from the interference 

caused by obstacles or walls. 

The main advantages of UWB include [6], [7]: 

- High accuracy, providing positioning precision typically between 10 and 30 

cm, a performance achieved through the use of extremely short radio pulses during 

transmission; 

- Resistance to interference and multipath effects due to the characteristics of 

short pulses, which allow differentiation of direct signals from reflections, enabling 

the receiver to clearly distinguish the direct signal from reflections caused by 

obstacles in crowded environments; 

- Low latency, which enables distance estimates to be made quickly, allowing 

real-time tracking of objects. 

UWB uses several methods for distance estimation. The main ones are Time 

of Arrival (ToA) [6], Time Difference of Arrival (TDoA) [5], and Two-Way Time 

of Arrival (TW-ToA) [7]. These methods allow the calculation of the distance 

between tags and anchors by measuring the signal propagation time, which can be 

mathematically expressed by the following relations: 

1. Time of Arrival (ToA) measures the time required for a signal to travel 

from the transmitter to the receiver (Fig. 1) [6]; 
 

,                                             (1) 
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where: 

 - the processing time of anchor j; 

 - the total time measured by tag i; 

 - the propagation time between the tag and the anchor. 

 

 

Fig. 1. ToA positioning algorithm, (a) Calculation of the signal propagation time,  

(b) Distance estimation scheme [10]. 

 

2. Two-Way Time of Arrival (TW-ToA) measures the round-trip time of the 

signal between the tag and the anchor, eliminating the need for precise clock 

synchronization [5]; 
 

                     (2) 

where: 

 and  represent the round-trip times along two paths; 

 and  are the response times of the anchor and the tag. 

3. Time Difference of Arrival (TDoA) compares the arrival times of the 

signal at multiple anchors (Fig. 2) [10]. 
 

                             (3) 
 

where: 

 and  ï the coordinates of the anchors; 

 and  ï the coordinates of the tag. 

 
Fig. 2. TDoA Positioning Algorithm [10]. 
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Wi-Fi (IEEE 802.11) is one of the most widespread wireless technologies 

and is widely used in indoor localization systems [4]. For positioning, Wi-Fi 

mainly uses signal strength measurement (RSSI) or Fingerprinting-based methods, 

where a map of indoor signals is created, and the position is determined by 

comparing the current signal with the reference map [4], [9]. 

The implementation of indoor positioning systems (IPS) based on Wi-Fi 

technology offers a number of significant strategic advantages. First, the 

widespread availability of the Wi-Fi standard, natively integrated into most modern 

devices, considerably facilitates the adoption of this solution. At the same time, the 

use of existing infrastructure entails a relatively low implementation cost, 

eliminating the need for major investments in new equipment. Last but not least, 

the system benefits from high scalability, allowing the coverage area to be easily 

expanded by simply adding new access points, thus efficiently adapting to 

continuously changing spatial requirements. 

The limitations of Wi-Fi include: 

-  Medium accuracy, characterized by a positioning error typically between 1 

and 5 meters, making the technology less suitable for applications that require high 

precision; 

-  Sensitivity to multipath effects and interference due to the presence of 

obstacles and other signal sources, which can reduce localization reliability; 

-  The need for periodic updates of Fingerprinting maps as a result of changes 

in the interior environment or equipment. 

Wi-Fi is suitable for localization in offices, educational, and commercial 

centers, where moderate accuracy is sufficient and the existing network 

infrastructure can be used. 

Bluetooth Low Energy (BLE) is a wireless technology designed for low-

energy data transmission over short distances [4]. In localization systems, BLE is 

used to determine the position of devices by measuring the signal strength (RSSI ï 

Received Signal Strength Indicator) between beacons and tags [4], [7]. 

The technology stands out for its extremely low energy consumption, 

allowing beacons to operate for extended periods without the need for frequent 

battery recharging or replacement. Additionally, the widespread adoption of the 

standard, being natively available on almost all current smartphones and tablets, 

greatly simplifies end-user adoption. This advantage is complemented by the low 

cost of equipment; BLE beacons are affordable devices, offering excellent 

scalability and allowing network densification in large spaces with an optimized 

budget. 

Although Bluetooth Low Energy (BLE) technology is extremely popular due 

to its efficiency, the implementation of BLE-based indoor positioning systems 

(IPS) faces technical limitations, such as moderate system accuracy, with typical 

localization errors ranging between 1 and 5 meters, a performance lower than niche 

technologies like UWB. This inaccuracy is largely caused by high sensitivity to 

interference and multipath propagation phenomena; architectural elements such as 

walls or metallic objects can reflect or absorb the signal, altering the received data. 

As a direct consequence, to attempt to compensate for these instabilities and 
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achieve acceptable accuracy, it becomes necessary to install a large number of 

beacons, which increases the complexity of the infrastructure and the maintenance 

effort [7], [8]. 

BLE is used for locating people and objects in shopping centers, museums, 

warehouses, and for asset monitoring in industrial environments, where very high 

precision is not required. 
 

Table 1. Comparison of the relative characteristics of Wi-Fi, BLE, and UWB. 

Technology Accuracy (m) Reliability  Scalability Security Complexity 

Wi-Fi 0.09ï7.60 Medium Good Medium Medium 

BLE 0.10ï4.92 Low Good Medium Good 

UWB 0.03ï0.30 Good Medium Medium Medium 
 

Following the comparative evaluation of these technologies, it can be 

observed that UWB represents the superior solution from a technical performance 

perspective, offering the highest accuracy and reliability for indoor positioning 

systems (IPS). Although Wi-Fi and BLE benefit from better scalability and easier 

integration into existing devices, UWB becomes the optimal choice for 

applications requiring centimeter-level accuracy and robust reliability, even if it 

involves the use of dedicated equipment. The choice of the appropriate IPS 

technology ultimately depends on the critical balance between the allocated budget 

and the specific accuracy requirements of the operating environment. 
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RESOURCE ALLOCATION IN MULTI -LEVEL WIRELESS NETWORKS  

 

The article develops a mathematical model for dynamic resource allocation in a multilayer 

wireless network. The model takes into account the interaction between the sensor, MESH and 

backbone layers and optimizes bandwidth through adaptive channel balancing. The simulation 

results confirm an improvement in spectrum utilization and an average 12% reduction in latency. 

 

ʆʩʦʙʣʠʚʽʩʪʶ ʙʘʛʘʪʦʰʘʨʦʚʠʭ ʤʝʨʝʞ ʻ ʚʟʘʻʤʦʟʘʣʝʞʥʽʩʪʴ ʤʽʞ ʾʭ ʨʽʚʥʷʤʠ. 

ʇʝʨʝʚʘʥʪʘʞʝʥʥʷ ʥʘ ʩʝʥʩʦʨʥʦʤʫ ʨʽʚʥʽ ʘʙʦ ʫ MESH-ʩʝʛʤʝʥʪʽ ʤʦʞʝ ʩʧʨʠʯʠʥʠʪʠ 

ʢʘʩʢʘʜʥʽ ʝʬʝʢʪʠ, ʱʦ ʥʝʛʘʪʠʚʥʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʤʘʛʽʩʪʨʘʣʴʥʠʡ ʢʘʥʘʣ. ʋ ʪʘʢʠʭ 

ʫʤʦʚʘʭ ʩʪʘʪʠʯʥʽ ʩʭʝʤʠ ʨʦʟʧʦʜʽʣʫ ʨʘʜʽʦʨʝʩʫʨʩʽʚ ʚʠʷʚʣʷʶʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦ 

ʝʬʝʢʪʠʚʥʠʤʠ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʥʝ ʚʨʘʭʦʚʫʶʪʴ ʜʠʥʘʤʽʯʥʫ ʟʤʽʥʫ ʽʥʪʝʥʩʠʚʥʦʩʪʽ 

ʪʨʘʬʽʢʫ ʪʘ ʧʦʪʦʯʥʽ ʫʤʦʚʠ ʨʘʜʽʦʩʝʨʝʜʦʚʠʱʘ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʚʠʥʠʢʘʻ ʥʘʫʢʦʚʘ ʟʘʜʘʯʘ ʨʦʟʨʦʙʣʝʥʥʷ ʫʟʛʦʜʞʝʥʦʾ 

ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʙʘʛʘʪʦʰʘʨʦʚʦʾ ʙʝʟʜʨʦʪʦʚʦʾ ʤʝʨʝʞʽ, ʷʢʘ ʙ ʜʦʟʚʦʣʷʣʘ 

ʘʜʘʧʪʠʚʥʦ ʨʦʟʧʦʜʽʣʷʪʠ ʜʦʩʪʫʧʥʽ ʨʘʜʽʦʨʝʩʫʨʩʠ ʤʽʞ ʾʾ ʨʽʚʥʷʤʠ ʪʘ ʟʘʙʝʟʧʝʯʫʚʘʪʠ 

ʩʪʘʙʽʣʴʥʫ ʷʢʽʩʪʴ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʚ ʫʤʦʚʘʭ ʟʤʽʥʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʋ ʩʫʯʘʩʥʠʭ ʜʦʩʣʽʜʞʝʥʥʷʭ ʚʟʘʻʤʦʜʽʷ ʤʽʞ ʩʝʥʩʦʨʥʠʤ, MESH- ʪʘ 

ʤʘʛʽʩʪʨʘʣʴʥʠʤ ʨʽʚʥʷʤʠ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʧʝʨʩʧʝʢʪʠʚʥʠʡ 

ʥʘʧʨʷʤ [1]. ʋ ʨʦʙʦʪʽ [2] ʟʘʩʪʦʩʦʚʘʥʦ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʜʣʷ ʦʧʪʠʤʽʟʘʮʽʾ ʨʽʚʥʽʚ 

PHY, MAC ʽ Network, ʦʜʥʘʢ ʙʽʣʴʰʽʩʪʴ ʤʦʜʝʣʝʡ ʦʭʦʧʣʶʶʪʴ ʣʠʰʝ ʦʢʨʝʤʽ ʨʽʚʥʽ 

ʙʝʟ ʫʨʘʭʫʚʘʥʥʷ ʧʦʚʥʦʾ ʙʘʛʘʪʦʨʽʚʥʝʚʦʾ ʩʪʨʫʢʪʫʨʠ. ʋ [3] ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʡ ʨʦʟʧʦʜʽʣ ʨʝʩʫʨʩʽʚ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ, 

ʧʨʦʪʝ ʧʽʜʭʽʜ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʟʘʛʘʣʴʥʽ ʙʝʟʜʨʦʪʦʚʽ ʩʠʩʪʝʤʠ, ʘ ʥʝ ʥʘ 

ʙʘʛʘʪʦʰʘʨʦʚʽ ʘʨʭʽʪʝʢʪʫʨʠ ʪʠʧʫ çʩʝʥʩʦʨʠïMESHïʤʘʛʽʩʪʨʘʣʴè. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʜʠʥʘʤʽʯʥʦʛʦ 

ʨʦʟʧʦʜʽʣʫ ʨʘʜʽʦʨʝʩʫʨʩʽʚ ʫ ʙʘʛʘʪʦʰʘʨʦʚʽʡ ʙʝʟʜʨʦʪʦʚʽʡ ʤʝʨʝʞʽ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ 

ʘʜʘʧʪʠʚʥʝ ʙʘʣʘʥʩʫʚʘʥʥʷ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ ʤʽʞ ʾʾ ʨʽʚʥʷʤʠ ʪʘ ʧʽʜʚʠʱʝʥʥʷ 

ʟʘʛʘʣʴʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ. 

ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʧʝʨʝʚʽʨʢʘ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ 

ʜʠʥʘʤʽʯʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʨʝʩʫʨʩʽʚ ʫ ʙʘʛʘʪʦʰʘʨʦʚʽʡ ʙʝʟʜʨʦʪʦʚʽʡ ʤʝʨʝʞʽ 

ʚʠʢʦʥʫʚʘʣʘʩʷ ʫ ʩʝʨʝʜʦʚʠʱʽ OMNeT++ 6.0.1 ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʬʨʝʡʤʚʦʨʢʫ 

INET 4.5. ɼʣʷ ʮʽʣʝʡ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʘ ʩʪʚʦʨʝʥʘ ʪʨʠʨʽʚʥʝʚʘ ʤʝʨʝʞʝʚʘ 

ʪʦʧʦʣʦʛʽʷ, ʱʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʽʜʪʚʦʨʶʻ ʩʪʨʫʢʪʫʨʫ, ʷʢʘ ʤʦʜʝʣʶʚʘʣʘʩʷ ʚ 

ʘʥʘʣʽʪʠʯʥʽʡ ʯʘʩʪʠʥʽ: ʩʝʥʩʦʨʥʠʡ ʨʽʚʝʥʴ, ʧʨʦʤʽʞʥʠʡ MESH-ʨʽʚʝʥʴ ʪʘ 
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ʤʘʛʽʩʪʨʘʣʴʥʠʡ ʨʽʚʝʥʴ ʽʟ ʜʦʩʪʫʧʦʤ ʜʦ ʩʝʨʚʝʨʘ ʟʙʦʨʫ ʪʘ ʦʙʨʦʙʢʠ ʜʘʥʠʭ. 

ɿʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʚʫʟʣʽʚ ʩʪʘʥʦʚʠʣʘ 64 ʩʝʥʩʦʨʥʽ ʧʨʠʩʪʨʦʾ, 16 MESH-ʚʫʟʣʽʚ ʪʘ 

ʦʜʠʥ ʤʘʛʽʩʪʨʘʣʴʥʠʡ ʰʣʶʟ, ʷʢʠʡ ʧʦʻʜʥʘʥʦ ʟ ʮʝʥʪʨʘʣʴʥʠʤ ʩʝʨʚʝʨʦʤ ʯʝʨʝʟ 

ʚʠʩʦʢʦʰʚʠʜʢʽʩʥʠʡ ʨʘʜʽʦʢʘʥʘʣ. ʉʝʥʩʦʨʥʽ ʚʫʟʣʠ ʙʫʣʦ ʨʦʟʪʘʰʦʚʘʥʦ ʫ 

ʢʚʘʜʨʘʪʥʽʡ ʦʙʣʘʩʪʽ 200Ĭ200 ʤ ʽʟ ʨʽʚʥʦʤʽʨʥʠʤ ʨʦʟʧʦʜʽʣʦʤ, ʧʨʠ ʮʴʦʤʫ ʩʝʨʝʜʥʷ 

ʚʽʜʩʪʘʥʴ ʤʽʞ ʩʫʩʽʜʥʽʤʠ ʚʫʟʣʘʤʠ ʩʪʘʥʦʚʠʣʘ ʧʨʠʙʣʠʟʥʦ 25 ʤ, ʱʦ ʜʦʟʚʦʣʷʣʦ 

ʟʘʙʝʟʧʝʯʠʪʠ ʨʝʘʣʽʩʪʠʯʥʫ ʱʽʣʴʥʽʩʪʴ ʤʝʨʝʞʽ ʜʣʷ ʩʮʝʥʘʨʽʾʚ ʤʦʥʽʪʦʨʠʥʛʫ 

ʬʽʟʠʯʥʠʭ ʧʘʨʘʤʝʪʨʽʚ. MESH-ʚʫʟʣʠ ʨʦʟʪʘʰʦʚʫʚʘʣʠʩʷ ʫ ʬʽʢʩʦʚʘʥʠʭ ʧʦʟʠʮʽʷʭ ʫ 

ʚʠʛʣʷʜʽ ʨʝʛʫʣʷʨʥʦʾ 4Ĭ4 ˇʨʘʪʢʠ, ʱʦ ʜʦʟʚʦʣʷʣʦ ʩʪʚʦʨʠʪʠ ʩʪʘʙʽʣʴʥʫ 

ʙʘʛʘʪʦʩʪʨʠʙʢʦʚʫ ʩʪʨʫʢʪʫʨʫ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʜʣʷ ʘʛʨʝʛʘʮʽʾ ʪʨʘʬʽʢʫ (ʨʠʩ. 1). 

ɼʣʷ ʩʝʥʩʦʨʥʦʛʦ ʨʽʚʥʷ ʚʩʪʘʥʦʚʣʶʚʘʚʩʷ ʪʨʘʬʽʢ ʪʠʧʫ Poisson ʽʟ ʩʝʨʝʜʥʴʦʶ 

ʽʥʪʝʥʩʠʚʥʽʩʪʶ ɚ1 = 8 ʧʘʢʝʪʽʚ/ʩ ʥʘ ʢʦʞʝʥ ʚʫʟʦʣ, ʨʦʟʤʽʨʦʤ ʧʘʢʝʪʘ 64 ʙʘʡʪʠ. ɺ 

ʦʢʨʝʤʠʭ ʽʥʪʝʨʚʘʣʘʭ ʤʦʜʝʣʶʚʘʥʥʷ ʥʘʢʣʘʜʘʣʠʩʷ ʧʝʨʽʦʜʠ ʧʽʜʚʠʱʝʥʦʾ 

ʽʥʪʝʥʩʠʚʥʦʩʪʽ, ʧʽʜ ʯʘʩ ʷʢʠʭ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʟʙʽʣʴʰʫʚʘʣʘʩʷ ʜʦ ɚ1 = 12 ʧʘʢʝʪʽʚ/ʩ, 

ʱʦ ʜʦʟʚʦʣʷʣʦ ʦʮʽʥʠʪʠ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʧʽʢʦʚʠʭ ʥʘʚʘʥʪʘʞʝʥʴ. 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʨʘʜʽʦʢʘʥʘʣʽʚ ʩʝʥʩʦʨʥʠʭ ʧʨʠʩʪʨʦʾʚ ʩʪʘʥʦʚʠʣʘ 250 ʢʙʽʪ/ʩ, 

ʟʘʪʨʠʤʢʘ ʧʦʰʠʨʝʥʥʷ ï 1 ʤʩ, ʘ ʨʽʚʝʥʴ ʟʘʚʘʜ ʤʦʜʝʣʶʚʘʚʩʷ ʯʝʨʝʟ SINR-ʢʘʥʘʣ 

INET ʽʟ ʚʠʧʘʜʢʦʚʠʤʠ ʢʦʣʠʚʘʥʥʷʤʠ Ñ2 ʜɹ. 

 

 
 

ʈʠʩ. 1. ʄʝʨʝʞʝʚʘ ʪʦʧʦʣʦʛʽʷ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʩʪʝʥʜʫ ʫ OMNeT++. 
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ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʧʽʜʪʚʝʨʜʠʣʦ ʢʦʨʝʢʪʥʽʩʪʴ ʽ ʧʨʘʢʪʠʯʥʫ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʨʦʟʨʦʙʣʝʥʦʾ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʜʠʥʘʤʽʯʥʦʛʦ ʨʦʟʧʦʜʽʣʫ 

ʨʝʩʫʨʩʽʚ ʫ ʙʘʛʘʪʦʰʘʨʦʚʽʡ ʙʝʟʜʨʦʪʦʚʽʡ ʤʝʨʝʞʽ. ʅʘ ʦʩʥʦʚʽ ʩʠʤʫʣʷʮʽʡ ʫ 

ʩʝʨʝʜʦʚʠʱʽ OMNeT++ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʦʧʪʠʤʽʟʘʮʽʡʥʠʡ ʤʝʭʘʥʽʟʤ, 

ʨʝʘʣʽʟʦʚʘʥʠʡ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʦʪʨʠʤʘʥʠʭ ʘʥʘʣʽʪʠʯʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ, ʟʘʙʝʟʧʝʯʫʻ 

ʟʤʝʥʰʝʥʥʷ ʩʝʨʝʜʥʴʦʾ ʟʘʪʨʠʤʢʠ ʧʘʢʝʪʽʚ ʥʘ ʚʩʽʭ ʨʽʚʥʷʭ ʤʝʨʝʞʽ, ʧʨʠʯʦʤʫ 

ʥʘʡʙʽʣʴʰʠʡ ʝʬʝʢʪ ʩʧʦʩʪʝʨʽʛʘʻʪʴʩʷ ʥʘ ʧʨʦʤʽʞʥʦʤʫ MESH-ʨʽʚʥʽ, ʷʢʠʡ ʟʘʟʥʘʻ 

ʦʩʥʦʚʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʧʨʠ ʘʛʨʝʛʘʮʽʾ ʪʨʘʬʽʢʫ. 

ɿʤʝʥʰʝʥʥʷ ʧʽʢʦʚʠʭ ʟʥʘʯʝʥʴ ʜʦʚʞʠʥʠ ʯʝʨʛʠ ʥʘ MESH-ʚʫʟʣʘʭ ʪʘ 

ʚʽʜʧʦʚʽʜʥʝ ʟʥʠʞʝʥʥʷ ʢʦʝʬʽʮʽʻʥʪʘ ʚʪʨʘʪ ʧʘʢʝʪʽʚ ʩʚʽʜʯʘʪʴ ʧʨʦ ʧʽʜʚʠʱʝʥʥʷ 

ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʜʦ ʢʦʨʦʪʢʦʯʘʩʥʠʭ ʧʝʨʝʚʘʥʪʘʞʝʥʴ ʽ ʙʽʣʴʰ ʟʙʘʣʘʥʩʦʚʘʥʝ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʘʜʽʦʨʝʩʫʨʩʽʚ. ʇʦʢʨʘʱʝʥʥʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʙʝʟ ʜʦʜʘʪʢʦʚʠʭ ʘʧʘʨʘʪʥʠʭ ʚʠʪʨʘʪ ʪʘ ʙʘʟʫʻʪʴʩʷ ʚʠʢʣʶʯʥʦ ʥʘ 

ʦʧʪʠʤʘʣʴʥʦʤʫ ʧʝʨʝʨʦʟʧʦʜʽʣʽ ʜʦʩʪʫʧʥʦʾ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ ʤʽʞ ʨʽʚʥʷʤʠ. 

ʋʟʘʛʘʣʴʥʶʶʯʠ ʦʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ, ʤʦʞʥʘ ʩʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ 

ʨʦʟʨʦʙʣʝʥʘ ʤʦʜʝʣʴ ʟʘʙʝʟʧʝʯʫʻ ʢʦʤʧʣʝʢʩʥʝ ʧʦʢʨʘʱʝʥʥʷ ʝʢʩʧʣʫʘʪʘʮʽʡʥʠʭ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʙʘʛʘʪʦʰʘʨʦʚʠʭ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞ, ʻ ʘʜʝʢʚʘʪʥʦʶ ʱʦʜʦ 

ʨʝʘʣʴʥʠʭ ʫʤʦʚ ʾʭ ʨʦʙʦʪʠ ʪʘ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʘ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʘʜʘʧʪʠʚʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʢʝʨʫʚʘʥʥʷ ʨʝʩʫʨʩʘʤʠ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ 

ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ. 
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APPLICATION OF PHASED ANTENNA ARRAYS  

IN OPERATIONAL COMMUNICATIONS EQUIPMENT  
 

The paper presents a study of the use of linear in-phase antenna arrays based on loop 

vibrators in operational ultrashort-wave radio communication systems.  

ɺ ʨʦʙʦʪʽ ʧʨʝʜʩʪʘʚʣʝʥʦ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʣʽʥʽʡʥʠʭ ʩʠʥʬʘʟʥʠʭ ʘʥʪʝʥʥʠʭ 

ʨʝʰʽʪʦʢ ʥʘ ʙʘʟʽ ʧʝʪʣʝʚʠʭ ʚʽʙʨʘʪʦʨʽʚ ʫ ʩʠʩʪʝʤʘʭ ʦʧʝʨʘʪʠʚʥʦʛʦ ʫʣʴʪʨʘʢʦʨʦʪʢʦʭʚʠʣʴʦʚʦʛʦ 

ʨʘʜʽʦʟʚôʷʟʢʫ.  
 

ʅʘ ʜʘʥʠʡ ʤʦʤʝʥʪ ʛʨʫʧʦʶ ʫʯʘʩʥʠʢʽʚ ʈʘʜʽʦʪʝʭʥʽʯʥʦʛʦ ʢʣʫʙʫ 

çʇʦʣʽʪʝʭʥʽʢè ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ ʚʧʨʦʚʘʜʞʝʥʦ ʩʠʩʪʝʤʠ ʨʝʟʝʨʚʥʦʛʦ 

ʮʠʚʽʣʴʥʦʛʦ ʨʘʜʽʦʟʚôʷʟʢʫ ʟ ʤʝʪʦʶ ʩʧʨʠʷʥʥʷ ʟʘʭʠʩʪʫ ʥʘʩʝʣʝʥʥʷ ʚ ʫʤʦʚʘʭ 

ʥʘʜʟʚʠʯʘʡʥʠʭ ʩʠʪʫʘʮʽʡ. ʆʢʨʽʤ ʦʩʥʦʚʥʦʾ ʘʥʘʣʦʛʦʚʦʾ ʜʫʧʣʝʢʩʥʦʾ ʩʠʩʪʝʤʠ 

ʨʘʜʽʦʟʚôʷʟʢʫ, ʥʘʤʠ ʩʪʚʦʨʝʥʦ ʩʠʤʧʣʝʢʩʥʠʡ ʨʝʪʨʘʥʩʣʷʪʦʨ çʇʘʧʫʛʘè ʥʘ ʯʘʩʪʦʪʽ 

145.275 ʄɻʮ. ʇʝʨʝʚʘʛʘʤʠ ʜʘʥʦʾ ʩʠʩʪʝʤʠ ʻ ʧʨʦʩʪʦʪʘ ʢʦʥʩʪʨʫʢʮʽʾ, ʦʧʝʨʘʪʠʚʥʝ 

ʨʦʟʛʦʨʪʘʥʥʷ ʦʙʣʘʜʥʘʥʥʷ ʪʘ ʥʠʟʴʢʝ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ.  

ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ ʨʝʪʨʘʥʩʣʷʪʦʨʘ çʇʘʧʫʛʘè ʧʦʣʷʛʘʻ ʚ ʧʨʠʡʦʤʽ ʩʣʘʙʢʦʛʦ 

ʩʠʛʥʘʣʫ ʚʽʜ ʤʦʙʽʣʴʥʦʾ ʩʪʘʥʮʽʾ, ʡʦʛʦ ʟʘʧʠʩʽ ʽ ʚʽʜʜʘʯʽ ʟʘʧʠʩʘʥʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʚ ʝʬʽʨ.  

ʅʘʰ ʨʝʪʨʘʥʩʣʷʪʦʨ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʨʘʜʽʦʩʪʘʥʮʽʾ Motorola GM-340 

ʩʘʤʦʨʦʙʥʦʛʦ ʤʦʜʫʣʷ ʟʘʧʠʩʫ ʽ ʚʽʜʪʚʦʨʝʥʥʷ ʛʦʣʦʩʫ, ʩʠʩʪʝʤʠ ʙʝʟʧʝʨʝʙʽʡʥʦʛʦ 

ʝʣʝʢʪʨʦʞʠʚʣʝʥʥʷ ʪʘ ʩʪʘʮʽʦʥʘʨʥʦʾ ʘʥʪʝʥʠ.  

   

ʈʠʩ. 1. ʆʙʣʘʜʥʘʥʥʷ ʨʝʪʨʘʥʩʣʷʪʦʨʘ çʇʘʧʫʛʘè. 

ɿ ʧʦʧʝʨʝʜʥʴʦʛʦ ʜʦʩʚʽʜʫ ʧʦʙʫʜʦʚʠ ʩʠʩʪʝʤ ʨʝʪʨʘʥʩʣʷʮʽʾ ʙʫʣʦ ʚʽʜʤʽʯʝʥʦ 

ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʠʥʬʘʟʥʠʭ ʘʥʪʝʥʥʠʭ ʨʝʰʽʪʦʢ ʥʘ ʦʩʥʦʚʽ 

ʧʝʪʣʝʚʠʭ ʚʽʙʨʘʪʦʨʽʚ. ɰʭ ʧʝʨʝʚʘʛʘʤʠ ʻ: 
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- ʚʠʩʦʢʠʡ ʢʦʝʬʽʮʽʻʥʪ ʧʽʜʩʠʣʝʥʥʷ; 

- ʰʠʨʦʢʘ ʜʽʘʛʨʘʤʘ ʩʧʨʷʤʦʚʘʥʦʩʪʽ (ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʧʦʢʨʠʪʪʷ ʚʝʣʠʢʦʾ 

ʪʝʨʠʪʦʨʽʾ); 

- ʟʘʭʠʩʪ ʚʽʜ ʩʪʘʪʠʯʥʦʾ ʝʣʝʢʪʨʠʢʠ ʪʘ ʤʦʞʣʠʚʽʩʪʴ ʟʘʟʝʤʣʝʥʥʷ (ʂɿ ʟʘ 

ʧʦʩʪʽʡʥʠʤ ʩʪʨʫʤʦʤ); 

- ʟʨʫʯʥʽʩʪʴ ʤʦʥʪʘʞʫ. 

ʉʘʤʝ ʪʘʢʠʡ ʪʠʧ ʘʥʪʝʥʠ ʙʫʣʦ ʚʠʨʽʰʝʥʦ ʚʠʛʦʪʦʚʠʪʠ ʜʣʷ ʥʘʰʦʛʦ ʧʨʦʻʢʪʫ. ɹʫʚ 

ʟʨʦʙʣʝʥʠʡ ʝʩʢʽʟ ʘʥʪʝʥʠ, ʘ ʪʘʢʦʞ ʧʨʦʚʝʜʝʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ MMANA-GAL. 

     

ʈʠʩ. 2. ɽʩʢʽʟ ʽ ʨʝʟʫʣʴʪʘʪʠ ʤʦʜʝʣʶʚʘʥʥʷ ʘʥʪʝʥʠ ʚ ʧʨʦʛʨʘʤʽ MMANA-GAL. 

ɽʣʝʤʝʥʪʠ ʘʥʪʝʥʠ ʚʠʢʦʥʘʥʽ ʟ ʘʣʶʤʽʥʽʻʚʦʾ ʪʨʫʙʢʠ ʜʽʘʤʝʪʨʦʤ 8 ʤʤ ʪʘ 

ʘʣʶʤʽʥʽʻʚʦʾ ʪʨʫʙʢʠ ʜʽʘʤʝʪʨʦʤ 20 ʤʤ (ʥʝʩʫʯʽ ʪʨʘʚʝʨʩʠ). ʂʦʞʥʠʡ ʚʽʙʨʘʪʦʨ ʤʘʻ 

ʭʚʠʣʴʦʚʠʡ ʦʧʽʨ ʙʣʠʟʴʢʠʡ ʜʦ 100 ʆʤ, ʱʦ ʻ ʟʨʫʯʥʠʤ ʜʣʷ ʾʭ ʦʙôʻʜʥʘʥʥʷ ʚ 

ʩʠʥʬʘʟʥʫ ʨʝʰʽʪʢʫ ʟ ʜʚʦʭ ʝʣʝʤʝʥʪʽʚ. ɿôʻʜʥʘʥʥʷ ʚʽʙʨʘʪʦʨʽʚ ʨʝʘʣʽʟʦʚʘʥʦ 

ʚʽʜʨʽʟʢʘʤʠ ʢʦʘʢʩʽʘʣʴʥʦʛʦ ʢʘʙʝʣʶ ʭʚʠʣʴʦʚʠʤ ʦʧʦʨʦʤ 75 ʆʤ ʟ ʦʜʥʘʢʦʚʠʤʠ 

ʜʦʚʞʠʥʘʤʠ, ʢʨʘʪʥʠʤʠ  ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʥʘ ʾʭ ʢʽʥʮʷʭ ʪʦʛʦ ʩʘʤʦʛʦ ʦʧʦʨʫ, ʱʦ 

ʽ ʫ ʚʽʙʨʘʪʦʨʘ. ʂʘʙʝʣʽ ʚʽʜ ʜʚʦʭ ʝʣʝʤʝʥʪʽʚ ʟôʻʜʥʘʥʽ ʧʘʨʘʣʝʣʴʥʦ ʯʝʨʝʟ 

ʢʦʘʢʩʽʘʣʴʥʠʡ ʪʨʽʡʥʠʢ ʽ ʚ ʪʦʯʮʽ ʟôʻʜʥʘʥʥʷ ʷʢ ʨʘʟ ʜʘʣʠ ʥʝʦʙʭʽʜʥʠʡ ʭʚʠʣʴʦʚʠʡ 

ʦʧʽʨ 50 ʆʤ.  

      

ʈʠʩ. 3. ɺʠʛʦʪʦʚʣʝʥʥʷ ʘʥʪʝʥʠ. 
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ɸʥʪʝʥʫ ʙʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ ʥʘ ʚʠʩʦʪʥʦʤʫ ʦʙôʻʢʪʽ ʚ ʮʝʥʪʨʽ ʤʽʩʪʘ ʂʠʻʚʘ.  

    

ʈʠʩ. 4. ʄʦʥʪʘʞ ʘʥʪʝʥʠ 

ʇʽʩʣʷ ʤʦʥʪʘʞʥʠʭ ʨʦʙʽʪ ʧʘʨʘʤʝʪʨʠ ʘʥʪʝʥʠ ʙʫʣʦ ʚʠʤʽʨʷʥʦ ʘʥʪʝʥʥʠʤ 

ʘʥʘʣʽʟʘʪʦʨʦʤ. ʄʠ ʦʪʨʠʤʘʣʠ ʟʥʘʯʝʥʥʷ ʂʉʍ ʥʝ ʙʽʣʴʰʝ 1.5 ʚ ʩʤʫʟʽ ʯʘʩʪʦʪ 

139.360-147.560 ʄɻʮ ʽ ʟʚʦʨʦʪʥʽ ʚʪʨʘʪʠ ʥʝ ʙʽʣʴʰʝ -14 ɼʙ. ɼʘʥʽ ʧʦʢʘʟʥʠʢʠ 

ʩʚʽʜʯʘʪʴ ʧʨʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʥʪʝʥʠ ʚ ʫʩʽʡ ʨʦʙʦʯʠʡ ʩʤʫʟʽ ʯʘʩʪʦʪ ʪʘ 

ʥʘʙʣʠʞʘʶʪʴʩʷ ʜʦ ʪʝʦʨʝʪʠʯʥʠʭ. ʊʘʢʦʞ ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʪʝʦʨʝʪʠʯʥʝ 

ʤʦʜʝʣʶʚʘʥʥʷ ʟʦʥʠ ʧʦʢʨʠʪʪʷ ʩʠʩʪʝʤʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʘʥʦʾ ʘʥʪʝʥʠ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ Radioplanner 3.0, ʦʪʨʠʤʘʥʦ ʰʠʨʦʢʠʡ 

ʨʘʜʽʫʩ ʧʦʢʨʠʪʪʷ ʚ ʤʝʞʘʭ ʤʽʩʪʘ ʂʠʻʚʘ ʪʘ ʂʠʾʚʩʴʢʦʾ ʦʙʣʘʩʪʽ.  

  

ʈʠʩ. 5. ʇʘʨʘʤʝʪʨʠ ʘʥʪʝʥʠ ʽ ʟʦʥʘ ʧʦʢʨʠʪʪʷ ʨʝʪʨʘʥʩʣʷʪʦʨʘ ʟ ʥʝʶ. 

 ɿʨʝʰʪʦʶ, ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʧʨʘʢʪʠʯʥʝ ʪʝʩʪʫʚʘʥʥʷ ʩʠʩʪʝʤʠ çʇʘʧʫʛʘè ʟ 

ʜʘʥʦʶ ʘʥʪʝʥʦʶ ʽʟ ʟʘʣʫʯʝʥʥʷʤ ʨʘʜʽʦʘʤʘʪʦʨʽʚ ʂʠʾʚʱʠʥʠ. ɸʙʦʥʝʥʪʠ ʚʽʜʟʥʘʯʠʣʠ 

ʚʠʩʦʢʫ ʷʢʽʩʪʴ ʟʚôʷʟʢʫ ʷʢ ʫ ʂʠʻʚʽ, ʪʘʢ ʽ ʚ ʦʙʣʘʩʪʽ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ ʜʦʮʽʣʴʥʽʩʪʴ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʠʥʬʘʟʥʠʭ ʘʥʪʝʥʥʠʭ ʨʝʰʽʪʦʢ ʥʘ ʦʩʥʦʚʽ ʧʝʪʣʝʚʠʭ ʚʽʙʨʘʪʦʨʽʚ ʚ 

ʟʘʩʦʙʘʭ ʦʧʝʨʘʪʠʚʥʦʛʦ ʨʘʜʽʦʟʚôʷʟʢʫ. ʉʠʩʪʝʤʘ ʨʝʪʨʘʥʩʣʷʮʽʾ çʇʘʧʫʛʘè ʥʘʨʘʟʽ 

ʧʨʘʮʶʻ ʚ ʤʽʩʪʽ ʂʠʻʚʽ ʟ ʤʝʪʦʶ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʚôʷʟʢʫ ʮʠʚʽʣʴʥʦʛʦ ʟʘʭʠʩʪʫ.  
 

ʃʽʪʝʨʘʪʫʨʘ 

1. Repeater BuilderÈ https://www.repeater-builder.com/rbtip/index.html 
2. ʂ.ʈʦʪʭʘʤʤʝʣʴ. çɸʥʪʝʥʥʳè, ʊʦʤ 1 (ʀʟʜʘʥʠʝ 11, ʠʩʧʨʘʚʣʝʥʥʦʝ). ʀʟʜʘʪʝʣʴʩʪʚʦ çʃɸʁʊ 

ʃʪʜè, -  ʩ. 64-65. 
3. ʂʫʧʨʽʡ ʆ.ʄ. çɸʥʪʝʥʠè ʂʦʥʩʧʝʢʪ ʣʝʢʮʽʡ, ʈʊʌ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ 2025, - ʩ. 134. 

 

https://www.repeater-builder.com/rbtip/index.html


 45 

UDC 621.39 
 

IMPROVING DIGITAL SI GNAL PROCESSING PERFORMANCE  

USING MACHINE LEARNI NG METHODS 

 

Uryvsky L.O, Makarenko A.O., Osypchuk S.O. 

Educational and Scientific Institute of Telecommunication Systems,  

Igor Sikorsky Kyiv Polytechnic Institute, Ukraine 

E-mail: serhii.osypchuk@edu.kpi.ua  

 
ʇʆʂʈɸʑɽʅʅʗ ʇʈʆɼʋʂʊʀɺʅʆʉʊɯ ʆɹʈʆɹʂʀ ʎʀʌʈʆɺʀʍ ʉʀɻʅɸʃɯɺ  

ʅɸ ʆʉʅʆɺɯ ɺʀʂʆʈʀʉʊɸʅʅʗ ʄɽʊʆɼɯɺ ʄɸʐʀʅʅʆɻʆ ʅɸɺʏɸʅʅʗ 

 

ɼʦʩʣʽʜʞʝʥʥʷ ʧʨʠʩʚʷʯʝʥʝ ʧʽʜʚʠʱʝʥʥʶ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʢʘʥʘʣʫ ʟʚô̫ ʟʢʫ ʰʣʷʭʦʤ 

ʽʥʪʝʛʨʘʮʽʾ ʤʝʪʦʜʽʚ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (ʐɯ) ʪʘ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʫ ʮʠʬʨʦʚʫ ʦʙʨʦʙʢʫ 

ʩʠʛʥʘʣʽʚ (ʎʆʉ). ʋ ʪʝʟʘʭ ʨʦʟʢʨʠʪʦ ʽʜʝʶ ʟʤʽʥʠ ʎʆʉ ʫ ʪʨʘʜʠʮʽʡʥʠʭ ʙʽʪ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʩʠʩʪʝʤ 

ʜʦ ʩʝʤʘʥʪʠʯʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ, ʱʦ ʧʝʨʝʜʙʘʯʘʻ ʨʝʢʦʥʩʪʨʫʢʮʽʶ ʟʥʘʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, ʘ ʥʝ ʣʠʰʝ 

ʙʽʪʽʚ. ʋ ʨʦʙʦʪʽ ʧʨʦʧʦʥʫʻʪʴʩʷ ʤʘʪʝʤʘʪʠʯʥʘ ʤʦʜʝʣʴ ʜʣʷ ʦʮʽʥʢʠ ʚʧʣʠʚʫ ʐɯ ʥʘ ʎʆʉ. 

The research is devoted to increasing performance of the communication channel by 

integrating artificial intelligence (AI) and machine learning (ML) methods into digital signal 

processing (DSP). The thesis reveals the idea of changing the DSP in traditional bit-oriented 

systems to semantic communication (SC), which involves reconstructing the meaning of 

information, not just bits. The paper proposes a mathematical model for assessing the impact of 

AI on the DSP. 

 

Problem statement. The fundamental goal of communication theory was to 

approach Shannonôs channel capacity limit, a theoretical ceiling that determines the 

maximum speed of error-free data transmission through a noisy channel. However, 

there has been a change in thinking recently towards introducing AI and ML to DSP, 

and view communication process not as the reproduction of bits, but as reconstruction 

of information and its meaning, i.e., its semantics. Research of the last few years is 

particularly noteworthy for DSP with AI.  

SC has evolved from a theoretical novelty to a separate engineering discipline 

and focuses on information transmission rather than data transmission. The field of 

SC is still in its infancy, offering numerous opportunities for further research. The 

article [1] systematically summarises the development of semantic information 

theory, covering a study of semantic entropy, statistical probability, logical 

probability, semantic distortion rate, semantic coding, semantic noise, and semantic 

channel capacity. 

It is important to note that SC and practical application of AI techniques mostly 

involve their use for acceptable data loss scenarios, such as video or image data 

transmission. 

Key players in the 6G race, Samsung and Nokia, have published test results on 

the topic of ñAI-Native Air Interfaceò, which shows improvement for throughput and 

coverage in 6G networks; the work òAI Capabilities in 6G Layer 2ò demonstrates the 

possibility of AI-based resource allocation and modulation in real time [2].  

Known methods of using ML and AI in SC. Deep learning-based JSCC 

(DeepJSCC) ï when digital systems stop transmitting data as soon as channel 
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conditions fall below a threshold value, DeepJSCC can be effectively applied, 

preserving semantic advantages in AI-assisted data transmission by interacting with 

digital multiposition keying schemes. Semantic-Guided Diffusion (SGD-JSCC) - using 

generative capabilities of diffusion models, it reconstructs high-quality data from 

noisy channel input data; results demonstrate satisfactory recovery performance at 

extremely low SNR. Lightweight Deep JSCC - implementation of SC on peripheral 

devices, such as the Internet of Things (IoT), requires compliance with strict 

computational constraints.  Generative AI (GenAI) - directly reconstructs transmitted 

data. This approach is particularly suitable for multimedia traffic transmission, where 

prior knowledge about the data structure (e.g., statistics of natural images) can be 

used.  

Proposed model. The proposed idea is to increase and measure productivity of 

communication channels based on the application of AI methods for DSP so AI can 

reproduce information objects such as video, images, and text on the receiving end, 

even with low-quality bit transmission through the communication channel.  

Scenario 1. While keep the same transmitter power, P, by using AI to process 

the signal on the receiving side, the following parameters can be controlled: increase 

the distance, L, which will simplify and reduce the cost of network infrastructure; 

increase the multiposition keying, M, which will increase the productivity of the 

communication channel; increase the noise-resistant coding rate, rk, which will 

increase the communication channel throughput. 

Scenario 2. While aim to keep the same transmission distance, L, by using AI 

for signal processing on the receiving side, the following parameters can be 

controlled: reduce transmitter power, P; increase the multiposition keying, M, which 

will increase the communication channel throughput; increase the noise-resistant 

coding rate, rk,  which will increase the communication channel throughput. 

Mathematical model for Scenario 1. Objective: to optimise communication 

channel parameters through intelligent signal processing on the receiving end. 

Constant parameters: P - transmitter power [W], B - channel bandwidth [Hz], N - 

spectral noise density [W/Hz]. Controllable parameters (dependent on AI operation): 

L - transmission distance [m], M ï multiposition keying size, r - coding rate, N - 

number of OFDM carriers. Mathematical description of the baseline system (without 

AI, Ŭ = 0), received signal power P : 

 P  = P Ŀ G  Ŀ G  Ŀ (ɚ/(4ˊL ))Į Ŀ L Ŵ (1) 

The signal power at the receiver depends on the losses along the path, where G , 

G  - gain coefficients of the transmitter and receiver antennas, ɚ - wavelength,  

n - attenuation factor (usually 2-4), L  - base distance. 

The base Signal-to-noise ratio (SNR ) value determines the quality of 

communication without the use of AI: 

 SNR =P /(N ĿB) (2) 

where N  - spectral noise density [W/Hz], B - channel bandwidth [Hz]. 

AI impact model. Letôs introduce the parameter Ŭ - AI efficiency coefficient, Ŭ  ɴ

[0, 1], with bounds of Ŭ = 0: no AI (baseline system); Ŭ = 1: maximal AI efficiency. 

SNR improvement function using AI via SNR: 
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 SNR_eff(Ŭ) = SNR  Ŀ G_AI(Ŭ) (3) 

where G_AI(Ŭ) is the gain function from the use of AI: 

 G_AI(Ŭ) = 1 + ɓ Ŀ Ŭ^ɔ (4) 

where ɓ - maximum gain from AI (ɓ = 3-10 dB on a linear scale), ɔ - improvement 

non-linearity index (ɔ = 0.5-2).  

Integral system performance indicator J(Ŭ) can be described as a generalised 

via maximisation of communication channel productivity: 

 max J(Ŭ) = w ĿȹL(Ŭ) + w ĿȹM(Ŭ) + w Ŀȹr (Ŭ) (5) 

where w , w , w , w  are priority weight coefficients for ȹL, ȹM, ȹr  - transmission 

distance, multiposition keying, and coding rate gains from using AI/ML. With the use 

of AI, the overall performance of the information transmission system is higher than 

in the case of a transmission system without the use of AI to reproduce the transmitted 

information.  

Key benefits of using AI/ML for DSP: 

1. Improves SNR through adaptive channel equalisation, intelligent noise 

suppression, interference compensation, optimal decoding. 

2. Exponentially reduces the probability of error due to deep learning for 

pattern recognition, contextual decoding, packet error correction. 

3. Allows to reduce the number of base stations, reduce capital expenditure on 

infrastructure, expand coverage area. 

4. Increases multiposition keying and leads to improving spectral efficiency, i 

increased data transfer rates, better use of bandwidth. 

5. Increases antinoise coding rate due to intelligent decoding with soft 

decision, adaptive error correction, contextual analysis.  

Thus, a key element of novelty is the proposed mathematical model, which 

offers a quantitative assessment of the AI impact on key communication system 

parameters under fixed transmitter power. The work has a practical value as well 

since it has a direct economic impact like infrastructure optimisation, it allows 

significant reduction in the number of base stations required to cover a given area, 

what provides significant economic benefits by reducing the capital and operating 

costs of deploying next-generation networks (e.g., 6G). Since the increase in 

performance is achieved at a fixed transmitter power, the system becomes 

proportionally more energy efficient, which is a critical factor in sustainability and 

operating costs. 
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CURRENT STATE AND DEVELOPMENT PROSPECTS OF MIMO -BASED MOBILE 

SENSOR NETWORKS IN THE CONTEXT OF EFFICIENCY IMPROVEMENT  
 

This paper explores using cooperative MIMO (C-MIMO) and virtual antenna arrays to 

improve the energy efficiency and performance of mobile sensor networks. By integrating 

dynamic channel correction, 5G/6G, Edge Computing, and AI, the system overcomes node 

constraints. Simulations using the OLEACH protocol show 80% energy retention after 1000 

cycles and a 98% Packet Delivery Ratio under strong interference. Future work will focus on 

Cell-free Massive MIMO and RIS. 
 

ʇʝʨʝʭʽʜ ʚʽʜ 5G ʜʦ ʘʨʭʽʪʝʢʪʫʨʠ 6G ʚʠʩʫʚʘʻ ʞʦʨʩʪʢʽ ʚʠʤʦʛʠ ʜʦ ʤʦʙʽʣʴʥʠʭ 

ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ, ʽʥʪʝʛʨʦʚʘʥʠʭ ʫ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ: ʥʘʜʽʡʥʽʩʪʴ ʧʝʨʝʜʘʯʽ, ʥʠʟʴʢʘ ʟʘʪʨʠʤʢʘ ʪʘ ʪʨʠʚʘʣʘ ʘʚʪʦʥʦʤʥʘ 

ʨʦʙʦʪʘ ʚʫʟʣʽʚ [3]. ʆʩʥʦʚʥʠʤʠ ʬʘʢʪʦʨʘʤʠ, ʱʦ ʦʙʤʝʞʫʶʪʴ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ 

ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʨʝʞ, ʻ ʙʘʛʘʪʦʧʨʦʤʝʥʝʚʝ ʟʘʚʤʠʨʘʥʥʷ ʪʘ ʦʙʤʝʞʝʥʽʩʪʴ 

ʝʥʝʨʛʦʨʝʩʫʨʩʫ, ʷʢʽ ʘʨʭʽʪʝʢʪʫʨʘ SISO ʥʝ ʟʜʘʪʥʘ ʧʦʜʦʣʘʪʠ ʚ ʫʤʦʚʘʭ ʚʠʩʦʢʦʾ 

ʤʦʙʽʣʴʥʦʩʪʽ [4]. ʊʝʭʥʦʣʦʛʽʷ MIMO ʚʠʨʽʰʫʻ ʮʶ ʧʨʦʙʣʝʤʫ ʯʝʨʝʟ ʧʨʦʩʪʦʨʦʚʝ 

ʨʦʟʥʝʩʝʥʥʷ ʪʘ ʤʫʣʴʪʠʧʣʝʢʩʫʚʘʥʥʷ [2], ʘ ʜʣʷ ʤʘʣʦʛʘʙʘʨʠʪʥʠʭ ʩʝʥʩʦʨʽʚ 

ʨʝʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʚʽʨʪʫʘʣʴʥʫ ʘʥʪʝʥʥʫ ʨʝʰʽʪʢʫ ʟ ʢʦʦʧʝʨʦʚʘʥʠʭ ʚʫʟʣʽʚ [1]. 

ʇʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ C-MIMO ʥʝ ʻ ʙʝʟʫʤʦʚʥʠʤ. 

ɺʦʥʦ ʚʠʤʘʛʘʻ ʚʠʨʽʰʝʥʥʷ ʩʢʣʘʜʥʦʛʦ ʢʦʤʧʨʦʤʽʩʫ ʤʽʞ ʝʢʦʥʦʤʽʻʶ ʝʥʝʨʛʽʾ ʥʘ 

ʜʘʣʴʥʶ ʧʝʨʝʜʘʯʫ ʪʘ ʜʦʜʘʪʢʦʚʠʤʠ ʝʥʝʨʛʦʚʠʪʨʘʪʘʤʠ ʥʘ ʣʦʢʘʣʴʥʫ ʢʦʤʫʥʽʢʘʮʽʶ 

ʚʩʝʨʝʜʠʥʽ ʢʣʘʩʪʝʨʘ ʪʘ ʧʽʜʚʠʱʝʥʫ ʩʢʣʘʜʥʽʩʪʴ ʦʙʨʦʙʢʠ ʩʠʛʥʘʣʽʚ ʫ ʩʭʝʤʽ MIMO 

[1]. 

ʌʫʥʢʮʽʦʥʫʚʘʥʥʷ ʤʦʙʽʣʴʥʠʭ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʯʘʩʦʚʦʶ 

ʩʝʣʝʢʪʠʚʥʽʩʪʶ ʢʘʥʘʣʫ, ʜʝ ʤʘʪʨʠʮʷ ʧʝʨʝʜʘʯʽ  ʟʘʟʥʘʻ ʟʤʽʥ ʧʨʦʪʷʛʦʤ 

ʽʥʪʝʨʚʘʣʫ ʧʝʨʝʜʘʯʽ ʦʜʥʦʛʦ ʢʘʜʨʫ. ʎʝ ʟʫʤʦʚʣʶʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʤʝʪʦʜʽʚ ʜʠʥʘʤʽʯʥʦʾ ʢʦʨʝʢʮʽʾ ʘʤʧʣʽʪʫʜʥʦ-ʬʘʟʦʚʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʩʠʛʥʘʣʽʚ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʣʷ ʤʽʥʽʤʽʟʘʮʽʾ ʧʦʭʠʙʦʢ ʜʝʪʝʢʪʫʚʘʥʥʷ [4]. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ [4], ʢʣʶʯʦʚʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʢʦʨʠʛʫʚʘʥʥʷ ʚʝʢʪʦʨʘ ʚʘʛʦʚʠʭ 

ʢʦʝʬʽʮʽʻʥʪʽʚ  ʜʣʷ ʢʦʤʧʝʥʩʘʮʽʾ ʬʘʟʦʚʦʛʦ ʟʩʫʚʫ ʪʘ ʘʤʧʣʽʪʫʜʥʠʭ ʟʘʚʤʠʨʘʥʴ. 

ʄʘʪʝʤʘʪʠʯʥʘ ʤʦʜʝʣʴ ʧʨʠʡʥʷʪʦʛʦ ʩʠʛʥʘʣʫ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʘʜʘʧʪʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ 

ʩʠʛʥʘʣʫ ʤʘʻ ʚʠʛʣʷʜ: 

mailto:timofeeevzh@gmail.com
mailto:lysenko.a.i.1952@gmail.com
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ʂʦʞʝʥ ʝʣʝʤʝʥʪ  ʢʦʨʠʛʫʻ ʬʘʟʫ  ʪʘ ʘʤʧʣʽʪʫʜʫ  ʩʠʛʥʘʣʫ -ʛʦ ʚʫʟʣʘ 

ʚʽʨʪʫʘʣʴʥʦʾ ʨʝʰʽʪʢʠ: 

 

ɻʦʣʦʚʥʦʶ ʤʝʪʦʶ ʢʦʨʝʢʮʽʾ ʻ ʥʝʡʪʨʘʣʽʟʘʮʽʷ ʜʦʧʣʝʨʽʚʩʴʢʦʛʦ ʟʩʫʚʫ ʯʘʩʪʦʪʠ 

, ʷʢʠʡ ʫ ʜʠʥʘʤʽʯʥʦʤʫ ʢʘʥʘʣʽ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

 

ɸʜʘʧʪʠʚʥʘ ʩʠʩʪʝʤʘ ʧʦʚʠʥʥʘ ʧʽʜʣʘʰʪʦʚʫʚʘʪʠ ʬʘʟʫ  ʪʘʢ, ʱʦʙ ʨʽʟʥʠʮʷ 

ʬʘʟ ʤʽʞ ʧʨʦʤʝʥʷʤʠ ʚʽʜ ʨʽʟʥʠʭ ʢʦʦʧʝʨʦʚʘʥʠʭ ʚʫʟʣʽʚ ʫ ʪʦʯʮʽ ʧʨʠʡʦʤʫ 

ʧʨʷʤʫʚʘʣʘ ʜʦ ʥʫʣʷ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʚʠʛʨʘʰ ʚʽʜ ʬʦʨʤʫʚʘʥʥʷ ʧʨʦʤʝʥʷ [4], [9]. 

ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ MIMO-ʩʠʩʪʝʤ, ʜʝ ʚʩʽ ʘʥʪʝʥʠ ʧʽʜʢʣʶʯʝʥʽ ʜʦ 

ʦʜʥʦʛʦ ʦʧʦʨʥʦʛʦ ʛʝʥʝʨʘʪʦʨʘ, ʫ Virtual MIMO ʢʦʞʝʥ ʚʫʟʦʣ ʤʘʻ ʚʣʘʩʥʫ ʩʠʩʪʝʤʫ 

ʪʘʢʪʫʚʘʥʥʷ. ʎʝ ʧʦʨʦʜʞʫʻ ʜʚʽ ʢʨʠʪʠʯʥʽ ʧʨʦʙʣʝʤʠ: ʨʦʟʭʦʜʞʝʥʥʷ ʬʘʟ ʦʧʦʨʥʠʭ 

ʩʠʛʥʘʣʽʚ ʚʫʟʣʽʚ ʪʘ ʨʦʟʙʽʞʥʽʩʪʴ ʯʘʩʪʦʪ ʜʠʩʢʨʝʪʠʟʘʮʽʾ . 

ɼʣʷ ʢʦʨʝʢʮʽʾ SFO ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʝʪʦʜ ʜʠʥʘʤʽʯʥʦʛʦ ʧʽʜʣʘʰʪʫʚʘʥʥʷ 

ʯʘʩʪʦʪʠ ʜʠʩʢʨʝʪʠʟʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʦʮʽʥʢʠ ʯʘʩʦʚʦʛʦ ʟʩʫʚʫ . ʂʦʨʝʢʮʽʷ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʰʣʷʭʦʤ ʚʚʝʜʝʥʥʷ ʢʦʤʧʝʥʩʘʮʽʡʥʦʛʦ ʽʥʪʝʨʚʘʣʫ ʘʙʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʤʝʪʦʜʽʚ ʮʠʬʨʦʚʦʛʦ ʨʝʩʝʤʧʣʽʥʛʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ [5], [6]. 

ʆʧʪʠʤʘʣʴʥʽʩʪʴ ʦʙʨʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʢʦʨʝʢʮʽʾ ʬʘʟ ʪʘ ʚʘʛ  ʦʮʽʥʶʻʪʴʩʷ 

ʟʘ ʢʨʠʪʝʨʽʻʤ ʤʽʥʽʤʽʟʘʮʽʾ ʩʝʨʝʜʥʴʦʢʚʘʜʨʘʪʠʯʥʦʾ ʧʦʤʠʣʢʠ ʤʽʞ ʧʝʨʝʜʘʥʠʤ ʪʘ 

ʧʨʠʡʥʷʪʠʤ ʩʠʛʥʘʣʘʤʠ: 

 

ɼʣʷ ʧʦʜʦʣʘʥʥʷ ʩʫʧʝʨʝʯʥʦʩʪʽ ʤʽʞ ʦʙʩʷʛʘʤʠ ʜʘʥʠʭ ʪʘ ʝʥʝʨʛʦʦʙʤʝʞʝʥʥʷʤʠ 

ʚʫʟʣʽʚ ʫ ʤʝʨʝʞʘʭ 5G/6G ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ Massive MIMO, edge computing ʪʘ 

AI. 

Massive MIMO ʫ ʧʦʻʜʥʘʥʥʽ ʟ ʘʜʘʧʪʠʚʥʠʤ ʬʦʨʤʫʚʘʥʥʷʤ ʧʨʦʤʝʥʷ 

ʜʦʟʚʦʣʷʻ ʬʦʢʫʩʫʚʘʪʠ ʚʠʧʨʦʤʽʥʶʚʘʥʫ ʝʥʝʨʛʽʶ ʫ ʚʫʟʴʢʽ ʧʨʦʤʝʥʽ, ʩʧʨʷʤʦʚʘʥʽ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʢʦʥʢʨʝʪʥʠʡ ʤʦʙʽʣʴʥʠʡ ʩʝʥʩʦʨ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʟʤʝʥʰʝʥʥʷ 

ʤʽʞʚʫʟʣʦʚʦʾ ʽʥʪʝʨʬʝʨʝʥʮʽʾ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʱʽʣʴʥʠʭ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ, ʪʘ 

ʧʽʜʚʠʱʫʻ ʩʧʝʢʪʨʘʣʴʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʟʘ ʨʘʭʫʥʦʢ ʧʨʦʩʪʦʨʦʚʦʛʦ ʨʦʟʜʽʣʝʥʥʷ 

ʢʘʥʘʣʽʚ [2], [6]. 

ʆʜʥʠʤ ʽʟ ʛʦʣʦʚʥʠʭ ʚʠʢʣʠʢʽʚ ʜʣʷ MSN ʻ ʚʠʩʦʢʘ ʦʙʯʠʩʣʶʚʘʣʴʥʘ 

ʩʢʣʘʜʥʽʩʪʴ ʘʣʛʦʨʠʪʤʽʚ MIMO-ʢʦʜʫʚʘʥʥʷ ʪʘ ʧʨʝʢʦʜʫʚʘʥʥʷ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ 

ʟʥʘʯʥʠʭ ʝʥʝʨʛʦʚʠʪʨʘʪ ʥʘ ʩʪʦʨʦʥʽ ʩʝʥʩʦʨʘ. ʇʝʨʩʧʝʢʪʠʚʥʠʤ ʨʽʰʝʥʥʷʤ ʻ 

ʢʦʥʮʝʧʮʽʷ ʦʙʯʠʩʣʶʚʘʣʴʥʦʛʦ ʨʦʟʚʘʥʪʘʞʝʥʥʷ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʢʦʨʜʦʥʥʽ 

ʦʙʯʠʩʣʝʥʥʷ. ʋ ʪʘʢʽʡ ʘʨʭʽʪʝʢʪʫʨʽ ʩʢʣʘʜʥʽ ʤʘʪʝʤʘʪʠʯʥʽ ʦʧʝʨʘʮʽʾ ʟ ʤʘʪʨʠʮʷʤʠ 
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ʢʘʥʘʣʫ  ʧʝʨʝʥʦʩʷʪʴʩʷ ʟ ʝʥʝʨʛʦʦʙʤʝʞʝʥʠʭ ʩʝʥʩʦʨʽʚ ʥʘ ʧʦʪʫʞʥʽ ʛʨʘʥʠʯʥʽ 

ʚʫʟʣʠ. ʎʝ ʜʦʟʚʦʣʷʻ ʥʝ ʣʠʰʝ ʧʨʦʜʦʚʞʠʪʠ ʪʝʨʤʽʥ ʘʚʪʦʥʦʤʥʦʾ ʨʦʙʦʪʠ ʩʝʥʩʦʨʽʚ, 

ʘʣʝ ʡ ʟʘʙʝʟʧʝʯʠʪʠ ʤʽʥʽʤʘʣʴʥʫ ʟʘʪʨʠʤʢʫ, ʥʝʦʙʭʽʜʥʫ ʜʣʷ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ 

ʢʨʠʪʠʯʥʠʭ ʦʙ'ʻʢʪʽʚ. 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʦʮʽʥʢʠ ʢʘʥʘʣʫ ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʝʨʝʜʘʯʽ ʟʥʘʯʥʦʾ 

ʢʽʣʴʢʦʩʪʽ ʧʽʣʦʪʥʠʭ ʩʠʛʥʘʣʽʚ, ʱʦ ʟʘʙʠʨʘʻ ʜʦ 15ï20% ʟʘʛʘʣʴʥʦʾ ʧʨʦʧʫʩʢʥʦʾ 

ʟʜʘʪʥʦʩʪʽ ʤʝʨʝʞʽ. ɺʧʨʦʚʘʜʞʝʥʥʷ ʥʝʡʨʦʥʥʠʭ ʤʝʨʝʞ (AI-driven MIMO) 

ʜʦʟʚʦʣʷʻ ʧʨʦʛʥʦʟʫʚʘʪʠ ʩʪʘʥ ʢʘʥʘʣʫ ʥʘ ʦʩʥʦʚʽ ʨʝʪʨʦʩʧʝʢʪʠʚʥʠʭ ʜʘʥʠʭ ʪʘ 

ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ ʜʠʥʘʤʽʢʠ ʧʝʨʝʤʽʱʝʥʥʷ ʚʫʟʣʽʚ [7]. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ 

ʩʫʪʪʻʚʦ ʟʤʝʥʰʠʪʠ ʥʘʜʤʽʨʥʽʩʪʴ ʧʽʣʦʪʥʠʭ ʩʠʛʥʘʣʽʚ, ʟʘʦʱʘʜʞʫʶʯʠ ʜʦ 20% 

ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ. 

ɼʣʷ ʛʣʠʙʦʢʦʾ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʧʨʦʚʝʜʝʥʦ ʘʥʘʣʽʟ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ 

ʤʝʪʦʜʫ ʥʘ ʙʘʟʽ ʦʧʪʠʤʽʟʦʚʘʥʦʛʦ ʧʨʦʪʦʢʦʣʫ OLEACH ʫ ʧʦʨʽʚʥʷʥʥʽ ʽʟ 

ʩʫʯʘʩʥʠʤʠ ʘʥʘʣʦʛʘʤʠ LEACH, HEED, BIRCH, B-LEACH. 

ɼʣʷ ʣʦʢʘʣʴʥʦʾ ʢʦʤʫʥʽʢʘʮʽʾ, ʜʝ ʚʫʟʣʠ ʟʥʘʭʦʜʷʪʴʩʷ ʙʣʠʟʴʢʦ ʦʜʠʥ ʜʦ 

ʦʜʥʦʛʦ, ʤʦʜʝʣʴ ʧʨʠʡʥʷʪʦʛʦ ʩʠʛʥʘʣʫ ʙʘʟʫʻʪʴʩʷ ʥʘ ʚʽʣʴʥʦʤʫ ʧʨʦʩʪʦʨʽ ʪʘ 

ʘʜʠʪʠʚʥʦʤʫ ʙʽʣʦʤʫ ʛʘʫʩʽʚʩʴʢʦʤʫ ʰʫʤʽ: 

 

ɼʣʷ ʤʘʛʽʩʪʨʘʣʴʥʦʾ ʧʝʨʝʜʘʯʽ ʥʘ ʚʝʣʠʢʽ ʚʽʜʩʪʘʥʽ ʚʨʘʭʦʚʫʻʪʴʩʷ 

ʙʘʛʘʪʦʧʨʦʤʝʥʝʚʝ ʨʝʣʝʾʚʩʴʢʝ ʟʘʚʤʠʨʘʥʥʷ ʢʘʥʘʣʫ : 

 

ɼʣʷ ʤʽʥʽʤʽʟʘʮʽʾ ʚʪʨʘʪ ʫ ʤʘʛʽʩʪʨʘʣʴʥʦʤʫ ʢʘʥʘʣʽ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʘʣʛʦʨʠʪʤ 

OLEACH ʬʦʨʤʫʻ ʚʽʨʪʫʘʣʴʥʫ ʘʥʪʝʥʥʫ ʨʝʰʽʪʢʫ, ʚʽʜʙʠʨʘʶʯʠ ʢʦʦʧʝʨʘʪʠʚʥʽ 

ʚʫʟʣʠ ʟʘ ʢʨʠʪʝʨʽʻʤ ʤʘʢʩʠʤʽʟʘʮʽʾ ʚʽʜʥʦʰʝʥʥʷ ʟʘʣʠʰʢʦʚʦʾ ʝʥʝʨʛʽʾ  ʜʦ 

ʚʽʜʩʪʘʥʽ . 

 

 
 

ʈʠʩ. 1. ʇʦʨʽʚʥʷʥʥʷ PDR ʧʨʦʪʦʢʦʣʽʚ. 

 
 

ʈʠʩ. 3. ɺʧʣʠʚ ʨʦʟʤʽʨʫ ʧʘʢʝʪʫ. 
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ʈʠʩ. 2. ɺʧʣʠʚ ʢʽʣʴʢʦʩʪʽ ʚʽʨʪʫʘʣʴʥʠʭ  

ʘʥʪʝʥ (). 

 
 

ʈʠʩ. 4. ɼʠʥʘʤʽʢʘ ʟʘʣʠʰʢʦʚʦʾ ʝʥʝʨʛʽʾ. 

 

ʇʽʜ ʯʘʩ 1000 ʮʠʢʣʽʚ ʤʦʜʝʣʶʚʘʥʥʷ, ʧʨʦʪʦʢʦʣ OLEACH ʟʙʝʨʽʛʘʻ ʙʣʠʟʴʢʦ  

8 ɼʞ (80%) ʝʥʝʨʛʽʾ. ɼʣʷ ʧʦʨʽʚʥʷʥʥʷ, ʧʨʦʪʦʢʦʣʠ LEACH, HEED ʪʘ BIRCH 

ʚʠʩʥʘʞʫʶʪʴ ʙʘʪʘʨʝʾ ʚʫʟʣʽʚ ʜʦ ʥʫʣʷ ʚʞʝ ʜʦ 300-ʛʦ ʮʠʢʣʫ. ɺʠʩʦʢʘ 

ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʽʩʪʴ OLEACH (ʜʦ 99%) ʜʦʩʷʛʘʻʪʴʩʷ ʟʘʚʜʷʢʠ ʘʣʛʦʨʠʪʤʫ 

ʨʦʡʦʚʦʛʦ ʽʥʪʝʣʝʢʪʫ (MPPSO), ʷʢʠʡ ʨʽʚʥʦʤʽʨʥʦ ʨʦʟʧʦʜʽʣʷʻ ʨʦʣʽ ʛʦʣʦʚʥʠʭ 

ʢʣʘʩʪʝʨʽʚ. 

ʈʝʟʫʣʴʪʘʪʠ ʽʤʽʪʘʮʽʡʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ, ʱʦ 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ C-MIMO ʥʘ ʙʘʟʽ ʧʨʦʪʦʢʦʣʫ OLEACH ʜʦʟʚʦʣʷʻ 

ʧʦʜʦʚʞʠʪʠ ʯʘʩ ʞʠʪʪʷ ʤʝʨʝʞʽ ʜʦ 1000 ʮʠʢʣʽʚ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ PDR ʥʘ ʨʽʚʥʽ 

98%. ʆʜʥʘʢ ʧʦʜʘʣʴʰʝ ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚ ʨʘʤʢʘʭ ʢʣʘʩʠʯʥʦʾ 

ʩʪʽʣʴʥʠʢʦʚʦʾ (ʘʙʦ ʢʣʘʩʪʝʨʥʦʾ) ʪʦʧʦʣʦʛʽʾ ʦʙʤʝʞʫʻʪʴʩʷ ʧʨʦʙʣʝʤʦʶ 

ʽʥʪʝʨʢʣʘʩʪʝʨʥʦʾ ʽʥʪʝʨʬʝʨʝʥʮʽʾ ʪʘ ʥʘʷʚʥʽʩʪʶ ʤʝʨʪʚʠʭ ʟʦʥ. 

ʂʦʥʮʝʧʮʽʷ Cell-free Massive MIMO ʧʨʦʧʦʥʫʻ ʧʦʚʥʫ ʚʽʜʤʦʚʫ ʚʽʜ ʧʦʜʽʣʫ 

ʤʝʨʝʞʽ ʥʘ ʢʣʘʩʪʝʨʠ. ʈʦʟʧʦʜʽʣʝʥʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ ʢʦʛʝʨʝʥʪʥʦ ʦʙʩʣʫʛʦʚʫʶʪʴ 

ʢʦʞʝʥ ʩʝʥʩʦʨ. ʎʝ ʜʦʟʚʦʣʷʻ ʪʨʘʥʩʬʦʨʤʫʚʘʪʠ ʰʢʽʜʣʠʚʫ ʽʥʪʝʨʬʝʨʝʥʮʽʶ ʤʽʞ 

ʢʣʘʩʪʝʨʘʤʠ ʫ ʢʦʨʠʩʥʠʡ ʩʠʛʥʘʣ, ʧʽʜʚʠʱʫʶʯʠ ʩʧʝʢʪʨʘʣʴʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ 3-5 

ʨʘʟʽʚ ʧʦʨʽʚʥʷʥʦ ʟ ʨʦʟʛʣʷʥʫʪʠʤ C-MIMO [10]. 

ʊʝʭʥʦʣʦʛʽʷ Reconfigurable Intelligent Surfaces (RIS) ʜʦʟʚʦʣʷʻ ʟʤʽʥʠʪʠ 

ʧʨʠʨʦʜʫ ʢʘʥʘʣʫ . ʈʦʟʤʽʱʝʥʥʷ RIS ʥʘ ʩʪʽʥʘʭ ʙʫʜʽʚʝʣʴ ʘʙʦ ɹʇʃɸ ʜʦʟʚʦʣʷʻ 

ʩʪʚʦʨʠʪʠ ʰʪʫʯʥʫ ʧʨʷʤʫ ʚʠʜʠʤʽʩʪʴ ʜʣʷ ʩʝʥʩʦʨʽʚ, ʱʦ ʟʥʘʭʦʜʷʪʴʩʷ ʚ ʪʽʥʽ. 

ʆʩʢʽʣʴʢʠ RIS ʻ ʧʘʩʠʚʥʠʤʠ, ʾʭ ʽʥʪʝʛʨʘʮʽʷ ʟ ʨʦʟʛʣʷʥʫʪʠʤ ʘʣʛʦʨʠʪʤʦʤ OLEACH 

ʜʦʟʚʦʣʠʪʴ ʟʥʠʟʠʪʠ ʚʠʤʦʛʠ ʜʦ ʧʦʪʫʞʥʦʩʪʽ ʧʝʨʝʜʘʚʘʯʘ ʩʝʥʩʦʨʘ  ʱʝ ʥʘ 

ʧʦʨʷʜʦʢ, ʥʘʙʣʠʞʘʶʯʠ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʦ ʪʝʦʨʝʪʠʯʥʦʛʦ 

ʤʘʢʩʠʤʫʤʫ. 
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ɺʠʩʥʦʚʢʠ. ɼʦʚʝʜʝʥʦ, ʱʦ ʪʨʘʜʠʮʽʡʥʽ ʘʨʭʽʪʝʢʪʫʨʠ SISO ʚʠʯʝʨʧʘʣʠ ʩʚʽʡ 

ʨʝʩʫʨʩ ʜʣʷ ʱʽʣʴʥʠʭ ʤʝʨʝʞ. ʂʦʥʮʝʧʮʽʷ ʢʦʦʧʝʨʘʪʠʚʥʦʛʦ MIMO ʜʦʟʚʦʣʷʻ 

ʦʙʽʡʪʠ ʬʽʟʠʯʥʽ ʦʙʤʝʞʝʥʥʷ ʤʘʣʦʛʘʙʘʨʠʪʥʠʭ ʩʝʥʩʦʨʽʚ, ʦʙ'ʻʜʥʫʶʯʠ ʾʭ ʫ 

ʚʽʨʪʫʘʣʴʥʫ ʘʥʪʝʥʥʫ ʨʝʰʽʪʢʫ, ʘ ʜʠʥʘʤʽʯʥʘ ʢʦʨʝʢʮʽʷ ʧʘʨʘʤʝʪʨʽʚ ʢʘʥʘʣʫ 

ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʠʡ ʟʚ'ʷʟʦʢ ʟ ʦʙ'ʻʢʪʘʤʠ. ʈʝʟʫʣʴʪʘʪʠ ʤʦʜʝʣʶʚʘʥʥʷ 

ʧʽʜʪʚʝʨʜʞʫʶʪʴ, ʱʦ ʘʣʛʦʨʠʪʤ OLEACH ʫ ʤʝʨʝʞʘʭ C-MIMO ʟʘʙʝʟʧʝʯʫʻ PDR 

ʥʘ ʨʽʚʥʽ 98% (SNR = ī10 ʜɹ) ʪʘ ʟʙʝʨʽʛʘʻ ʜʦ 80% ʧʦʯʘʪʢʦʚʦʾ ʝʥʝʨʛʽʾ ʧʽʩʣʷ 1000 

ʮʠʢʣʽʚ ʟʘʚʜʷʢʠ ʟʙʘʣʘʥʩʦʚʘʥʦʤʫ ʨʦʟʧʦʜʽʣʫ ʥʘʚʘʥʪʘʞʝʥʥʷ ʤʽʞ ʚʫʟʣʘʤʠ. 

ɺʧʨʦʚʘʜʞʝʥʥʷ Cell-free Massive MIMO ʪʘ RIS ʻ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʬʫʥʜʘʤʝʥʪʦʤ 

ʜʣʷ ʧʦʙʫʜʦʚʠ ʘʚʪʦʥʦʤʥʠʭ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ 6G. 
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ʆʅʊʆʃʆɻɯʏʅʆ ʂɽʈʆɺɸʅɸ ʉɽʄɸʅʊʀʏʅɸ ʅʆʈʄɸʃɯɿɸʎɯʗ ɺ 

ɹɸɻɸʊʆʇʈʆʊʆʂʆʃʔʅʀʍ ʐʃʖɿɸʍ 6G-U IOT  

 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʧʨʦʙʣʝʤʫ, ʢʦʣʠ ʙʘʛʘʪʦʧʨʦʪʦʢʦʣʴʥʽ ʰʣʶʟʠ 6G-U IoT 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʨʦʪʦʢʦʣʴʥʫ ʚʟʘʻʤʦʜʽʶ, ʘʣʝ ʥʝ ʛʘʨʘʥʪʫʶʪʴ ʫʟʛʦʜʞʝʥʦʾ ʩʝʤʘʥʪʠʢʠ ʜʘʥʠʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʢʦʤʧʘʢʪʥʠʡ ʰʘʙʣʦʥ ʰʣʶʟʫ, ʫ ʷʢʦʤʫ Protocol Agents ʟʘʚʝʨʰʫʶʪʴ 

ʧʨʦʪʦʢʦʣʴʥʽ ʟôʻʜʥʘʥʥʷ, ʘ Semantic Core ʚʠʢʦʥʫʻ ʚʠʙʽʨ device card, ʚʘʣʽʜʘʮʽʶ, ʜʝʢʦʜʫʚʘʥʥʷ, 

ʥʦʨʤʘʣʽʟʘʮʽʶ ʦʜʠʥʠʮʴ ʽ ʧʫʙʣʽʢʘʮʽʶ ʥʦʨʤʘʣʽʟʦʚʘʥʠʭ ʜʘʥʠʭ ʟ ontology-linked 

ʽʜʝʥʪʠʬʽʢʘʪʦʨʘʤʠ ʫ Unified Namespace ʯʝʨʝʟ MQTT 5.0. ʈʦʟʛʣʷʜ ʦʙʤʝʞʝʥʦ ʚʥʫʪʨʽʰʥʽʤ 

ʰʣʷʭʦʤ ʦʙʨʦʙʢʠ ʚʩʝʨʝʜʠʥʽ ʰʣʶʟʫ. ʇʦʯʘʪʢʦʚʠʡ ʤʽʢʨʦʙʝʥʯʤʘʨʢ ʥʘ Raspberry Pi 5 ʧʦʢʘʟʫʻ 

0,0175 ʤʩ ʩʝʨʝʜʥʴʦʾ in-process ʟʘʪʨʠʤʢʠ Semantic Core ʜʣʷ payload ʤʝʥʰʝ 100 ʙʘʡʪ. 
 

6G Unlicensed Internet of Things (6G-U IoT) deployments combine 

heterogeneous access protocols and vendor-specific payloads. Existing gateway 

practice usually resolves protocol connectivity but still leaves payload meaning 

tied to device-specific parsers. This paper proposes a compact gateway pattern in 

which Protocol Agents terminate protocol-specific links, while an ontology-guided 

Semantic Core performs device-card selection, validation, decoding, unit 

normalization, and publication of normalized data with ontology-linked identifiers 

into a Unified Namespace over MQTT 5.0. The study is limited to the gateway-

internal processing path. An initial Raspberry Pi 5 microbenchmark reports 0.0175 

ms mean in-process Semantic Core latency for payloads smaller than 100 bytes. 

Introduction . 

Recommendation ITU-R M.2160 identifies massive connectivity and 

pervasive intelligence as key directions for IMT-2030 [1]. In 6G unlicensed 

Internet of Things deployments, a single edge node may encounter Bluetooth Low 

Energy, LoRa, Zigbee or Thread, Wi-Fi sensing, and proprietary sensor links [1, 

2]. Existing gateway practice usually achieves protocol connectivity, but it still 

relies on device-specific parsers and locally negotiated naming conventions, which 

makes semantic consistency harder to preserve as device diversity grows [3, 4]. 

This short paper asks whether an ontology-guided semantic layer can be 

inserted at the edge with low local processing overhead while keeping protocol-

facing logic separated from normalization and controlled publication. The 

contribution is limited to a compact gateway pattern and an initial internal 

microbenchmark. 
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Architectural context and scope. 

Three requirements are particularly important in heterogeneous 6G-U 

gateways: faster onboarding of new devices, more consistent semantic unification 

(i.e., a common event representation), and governance controls that reduce 

semantic drift. Unlike works focused mainly on protocol bridging or namespace-

level messaging [3, 4], this paper focuses on gateway-internal card-guided 

semantic unification and controlled publication. The working assumptions are local 

versioned device cards, policy-based validation, MQTT 5.0 northbound, and 

optional JSON-LD export. 

Internal gateway architecture. 

 

Figure 1. Internal software architecture of the semantic gateway. 
 

The key architectural idea is to separate protocol-facing ingestion from 

ontology-guided semantic unification and controlled publication. Protocol Agents 

terminate heterogeneous links and extract transport metadata such as timestamp 

and signal strength. They forward raw payload bytes without semantic 

interpretation. The Semantic Core selects a matching versioned device card from a 

local repository when available. In this prototype, a card is a WoT Thing 

Description (TD) document with optional decoding hints. After lookup, the core 

validates the payload, decodes fields, normalizes units, maps decoded fields to 

ontology-linked terms from the referenced vocabularies, and publishes the result 

into a Unified Namespace over MQTT 5.0 if validation succeeds [5-8]. 

The default northbound representation is normalized JSON with ontology-

linked identifiers; JSON-LD remains optional. For example, a temperature-sensor 

card may decode a given raw payload into a normalized temperature value, such as 



 55 

23.4 ÁC, together with linked descriptors. Governance in this pattern includes card 

versioning, validation gates, topic and unit rules, and audit logging. Depending on 

policy, data from unknown devices or malformed payloads may be rejected before 

publication. 

Initial edge microbenchmark on raspberry PI 5. 

Only the in-process latency of the Semantic Core was measured on Raspberry 

Pi 5 to isolate the semantic-processing slice. The benchmark excludes Protocol 

Agents, broker and network transport, radio transmission, and downstream 

processing. Timings use Python time.perf_counter_ns(); the process was pinned to 

a dedicated core with the performance governor enabled. The series contains N = 

1200 iterations after a 1000-iteration warm-up, using payloads smaller than 100 

bytes and flat normalized JSON. 

Table 1. Internal Semantic Core latency on Raspberry Pi 5. 

Metric  Value 

Mean internal latency 0.0175 ms 

Median (p50) 0.0143 ms 

p95 0.0331 ms 

JSON serialization (prototype) å 6 ɛs 
 

These data indicate low local overhead of the proposed semantic unification path 

inside the Semantic Core, but they do not represent end-to-end gateway latency, 

multi-protocol contention, device-card update costs, or broker-side behavior. 

Conclusion. 

The proposed pattern separates protocol ingestion from ontology-guided 

semantic unification at the edge. Protocol Agents terminate connectivity-specific 

links, while the Semantic Core supports card-based onboarding, validation, 

decoding, normalization, and publication of normalized data with ontology-linked 

identifiers. The Raspberry Pi 5 result reflects only the internal semantic-processing 

slice. Future work should examine end-to-end latency and multi-protocol operation 

under load. 
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MACHINE LEARNING FOR OBTAINING RF FINGERPRINTING  

AND DEVICE IDENTIFICATION IN 5G AND 6G NETWORKS 
 

RF Fingerprinting and device identification are critical technologies for security and 

monitoring in 5G and 6G networks. These techniques leverage the unique hardware 

imperfections of analog components to create a ñphysical signatureò that cannot be forged. 
 

ʈʘʜʽʦʯʘʩʪʦʪʥʽ ʚʽʜʙʠʪʢʠ (RF Fingerprinting) ʪʘ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʧʨʠʩʪʨʦʾʚ ʻ 
ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ 
ʚ ʤʝʨʝʞʘʭ 5G ʪʘ 6G [1]. ʎʽ ʤʝʪʦʜʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʫʥʽʢʘʣʴʥʽ ʘʧʘʨʘʪʥʽ 
ʥʝʜʦʩʢʦʥʘʣʦʩʪʽ ʘʥʘʣʦʛʦʚʠʭ ʢʦʤʧʦʥʝʥʪʽʚ (ʪʘʢʠʭ ʷʢ ʎɸʇ, ʟʤʽʰʫʚʘʯʽ ʯʘʩʪʦʪ, 
ʧʽʜʩʠʣʶʚʘʯʽ ʧʦʪʫʞʥʦʩʪʽ ʪʦʱʦ), ʷʢʽ ʚʠʥʠʢʘʶʪʴ ʫ ʧʨʦʮʝʩʽ ʚʠʨʦʙʥʠʮʪʚʘ ʪʘ 
ʩʪʘʨʽʥʥʷ ʧʨʠʩʪʨʦʶ, ʜʣʷ ʩʪʚʦʨʝʥʥʷ çʬʽʟʠʯʥʦʛʦ ʧʽʜʧʠʩʫè, ʷʢʠʡ ʥʝʤʦʞʣʠʚʦ 
ʧʽʜʨʦʙʠʪʠ. 
ʇʨʦʮʝʩ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʧʝʨʝʜʘʚʘʯʘ ʟʘʟʚʠʯʘʡ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʦʩʥʦʚʥʠʭ 

ʝʪʘʧʽʚ: 
1. ɿʙʽʨ ʩʠʛʥʘʣʽʚ: ɿʘʭʦʧʣʝʥʥʷ ʥʝʦʙʨʦʙʣʝʥʠʭ ʩʠʥʬʘʟʥʠʭ ʪʘ ʢʚʘʜʨʘʪʫʨʥʠʭ 

(I/Q) ʚʠʙʽʨʦʢ ʧʨʠʡʥʷʪʦʛʦ ʩʠʛʥʘʣʫ. 
2. ɺʠʣʫʯʝʥʥʷ ʦʟʥʘʢ (ʚʽʜʙʠʪʢʽʚ): ʋʥʽʢʘʣʴʥʽ ʦʟʥʘʢʠ ʤʦʞʥʘ ʚʠʜʽʣʠʪʠ ʟ 

ʨʽʟʥʠʭ ʯʘʩʪʠʥ ʩʠʛʥʘʣʫ, ʟʦʢʨʝʤʘ ʟ ʡʦʛʦ ʧʝʨʝʭʽʜʥʦʾ ʘʙʦ ʩʪʘʣʦʾ ʯʘʩʪʠʥ. 
3. ʂʣʘʩʠʬʽʢʘʮʽʷ: ɺʠʢʦʨʠʩʪʘʥʥʷ ʤʦʜʝʣʝʡ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʢʦʥʢʨʝʪʥʦʛʦ ʧʝʨʝʜʘʚʘʯʘ ʥʘ ʦʩʥʦʚʽ ʚʠʣʫʯʝʥʠʭ ʦʟʥʘʢ. 
ɯʥʪʝʛʨʘʮʽʷ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ (DL  deep learning) ʨʘʜʠʢʘʣʴʥʦ ʧʽʜʚʠʱʫʻ 

ʪʦʯʥʽʩʪʴ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʚ ʩʢʣʘʜʥʠʭ ʨʘʜʽʦʯʘʩʪʦʪʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ: 
¶ ɿʛʦʨʪʢʦʚʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ (CNN): ɭ ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʤʠ ʜʣʷ 

ʦʙʨʦʙʢʠ ʩʪʨʫʢʪʫʨʦʚʘʥʠʭ ʜʘʥʠʭ, ʪʘʢʠʭ ʷʢ ʩʧʝʢʪʨʦʛʨʘʤʠ ʘʙʦ ʤʘʪʨʠʮʽ 
ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʩʪʘʥ ʢʘʥʘʣʫ (CSI  channel state information) [2]. ɸʣʛʦʨʠʪʤʠ 
ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʩʘʤʦʩʪʽʡʥʦ ʚʠʚʯʘʶʪʴ ʽʻʨʘʨʭʽʯʥʽ ʦʟʥʘʢʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ 
ʥʝʦʙʨʦʙʣʝʥʠʭ ʜʘʥʠʭ (ʥʘʧʨʠʢʣʘʜ, I/Q-ʚʠʙʽʨʦʢ ʩʠʛʥʘʣʫ). CNN ʤʦʞʫʪʴ ʙʫʪʠ 
ʥʘʚʯʝʥʽ ʨʦʟʧʽʟʥʘʚʘʪʠ ʚʙʫʜʦʚʘʥʽ ʧʽʜʧʠʩʠ ʨʽʟʥʠʭ ʙʝʟʜʨʦʪʦʚʠʭ ʧʝʨʝʜʘʚʘʯʽʚ, ʱʦ 
ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʢʦʥʢʨʝʪʥʝ ʦʙʣʘʜʥʘʥʥʷ. 

¶ ɯʜʝʥʪʠʬʽʢʘʮʽʷ çʚʙʫʜʦʚʘʥʠʭ ʧʽʜʧʠʩʽʚè: CNN ʟʜʘʪʥʽ ʚʠʚʯʘʪʠ ʚʙʫʜʦʚʘʥʽ 
ʧʽʜʧʠʩʠ ʨʽʟʥʠʭ ʧʝʨʝʜʘʚʘʯʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʢʦʥʢʨʝʪʥʝ ʘʧʘʨʘʪʥʝ 
ʦʙʣʘʜʥʘʥʥʷ. ʅʘʧʨʠʢʣʘʜ, CNN ʤʦʞʫʪʴ ʙʫʪʠ ʥʘʚʯʝʥʽ ʥʘ ʜʠʬʝʨʝʥʮʽʘʣʴʥʠʭ 
ʬʽʛʫʨʘʭ ʩʣʽʜʫ ʩʫʟʽʨ'ʷ (DCTF  differential constellation trace figure) ʜʣʷ 
ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʤʦʙʽʣʴʥʠʭ ʪʝʣʝʬʦʥʽʚ ʫ ʤʝʨʝʞʘʭ GSM ʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ [2]. 

¶ ʈʝʢʫʨʝʥʪʥʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ (RNN) ʪʘ LSTM: ɺʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ 
ʤʦʜʝʣʶʚʘʥʥʷ ʯʘʩʦʚʠʭ ʚʘʨʽʘʮʽʡ ʫ ʙʝʟʜʨʦʪʦʚʠʭ ʢʘʥʘʣʘʭ, ʱʦ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ 
ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʨʫʭʦʤʠʭ ʦʙ'ʻʢʪʽʚ ʫ ʩʮʝʥʘʨʽʷʭ V2I [3]. 
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¶ ʅʘʚʯʘʥʥʷ ʙʝʟ ʫʯʠʪʝʣʷ: ɸʣʛʦʨʠʪʤʠ ʢʣʘʩʪʝʨʠʟʘʮʽʾ (ʥʘʧʨʠʢʣʘʜ, k-means) 
ʤʦʞʫʪʴ ʛʨʫʧʫʚʘʪʠ ʧʨʠʩʪʨʦʾ ʟʘ ʾʭʥʽʤʠ ʢʦʤʫʥʽʢʘʮʽʡʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ (ʨʦʟʤʽʨ 
ʧʘʢʝʪʽʚ, ʪʘʡʤʽʥʛ, ʧʦʨʪʠ) ʥʘʚʽʪʴ ʙʝʟ ʧʦʧʝʨʝʜʥʴʦ ʨʦʟʤʽʯʝʥʠʭ ʜʘʥʠʭ. 
ʂʨʽʤ ʘʧʘʨʘʪʥʠʭ ʦʩʦʙʣʠʚʦʩʪʝʡ, ʚʽʜʙʠʪʢʠ ʤʦʞʫʪʴ ʙʘʟʫʚʘʪʠʩʷ ʥʘ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʭ ʢʘʥʘʣʫ, ʪʘʢʠʭ ʷʢ ʢʫʪ ʧʨʠʭʦʜʫ ʩʠʛʥʘʣʫ, ʟʘʪʨʠʤʢʘ ʪʘ ʩʧʝʢʪʨ 
ʧʦʪʫʞʥʦʩʪʽ ɼʦʧʣʝʨʘ. ʎʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʚʽʜʽʛʨʘʶʪʴ ʢʣʶʯʦʚʫ ʨʦʣʴ ʫ ʩʪʚʦʨʝʥʥʽ 
ʫʥʽʢʘʣʴʥʠʭ ʙʘʟ ʜʘʥʠʭ ʚʽʜʙʠʪʢʽʚ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʜʦʟʚʦʣʷʶʪʴ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʥʝ 
ʣʠʰʝ ʩʘʤ ʧʨʠʩʪʨʽʡ, ʘ ʡ ʡʦʛʦ ʛʝʦʛʨʘʬʽʯʥʝ ʧʦʣʦʞʝʥʥʷ ʪʘ ʩʧʝʮʠʬʽʢʫ 
ʩʝʨʝʜʦʚʠʱʘ, ʫ ʷʢʦʤʫ ʚʽʥ ʧʨʘʮʶʻ. 
ʈʦʣʴ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʢʘʥʘʣʫ ʫ ʩʪʚʦʨʝʥʥʽ ʙʘʟʠ ʚʽʜʙʠʪʢʽʚ ʧʦʣʷʛʘʻ ʚ 

ʥʘʩʪʫʧʥʦʤʫ: 
¶ ʉʪʚʦʨʝʥʥʷ ʝʪʘʣʦʥʥʠʭ ʪʦʯʦʢ ʜʣʷ ʣʦʢʘʣʽʟʘʮʽʾ: ɼʣʷ ʧʦʙʫʜʦʚʠ ʙʘʟʠ 

ʜʘʥʠʭ ʚʽʜʙʠʪʢʽʚ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ CSI, ʟ ʷʢʦʾ ʚʠʣʫʯʘʻʪʴʩʷ ʩʧʝʢʪʨ ʧʦʪʫʞʥʦʩʪʽ 
ʟʘʪʨʠʤʢʠ ʢʫʪʘ ɼʦʧʣʝʨʘ. ʎʽ ʜʘʥʽ ʧʦʨʽʚʥʶʶʪʴʩʷ ʟ ʧʦʧʝʨʝʜʥʴʦ ʟʽʙʨʘʥʠʤʠ 
ʝʪʘʣʦʥʥʠʤʠ ʪʦʯʢʘʤʠ, ʱʦ ʟʥʘʯʥʦ ʧʽʜʚʠʱʫʻ ʪʦʯʥʽʩʪʴ ʚʠʟʥʘʯʝʥʥʷ 
ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ ʧʨʠʩʪʨʦʶ [4]. 

¶ ɿʤʝʥʰʝʥʥʷ ʩʢʣʘʜʥʦʩʪʽ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ: ɺʠʢʦʨʠʩʪʘʥʥʷ ʽʥʜʠʢʘʪʦʨʘ 
ʨʽʚʥʷ ʦʪʨʠʤʘʥʦʛʦ ʩʠʛʥʘʣʫ (RSSI  received signal strength indicator) ʜʣʷ 
ʩʪʚʦʨʝʥʥʷ ʙʘʟʠ ʚʽʜʙʠʪʢʽʚ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʦʙʯʠʩʣʶʚʘʣʴʥʫ ʩʢʣʘʜʥʽʩʪʴ 
ʘʥʘʣʽʟʫ ʧʦʟʠʮʽʾ ʢʦʞʥʦʛʦ ʪʝʨʤʽʥʘʣʘ ʧʦʨʽʚʥʷʥʦ ʟ ʪʨʘʜʠʮʽʡʥʠʤʠ ʤʝʪʦʜʘʤʠ, ʱʦ 
ʙʘʟʫʶʪʴʩʷ ʥʘ ʚʠʤʽʨʶʚʘʥʥʽ ʜʘʣʴʥʦʩʪʽ ʘʙʦ ʢʫʪʽʚ. 

¶ ɺʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʩʪʦʨʦʚʠʭ ʦʟʥʘʢ: ʍʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʘʥʘʣʫ, ʪʘʢʽ ʷʢ 
ʤʘʪʨʠʮʷ ʟʘʪʨʠʤʢʠ ʢʫʪʘ, ʦʪʨʠʤʫʶʪʴʩʷ ʟ ʤʠʪʪʻʚʠʭ ʩʪʘʥʽʚ ʢʘʥʘʣʫ ʪʘ 
ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʧʨʠʩʪʨʦʾʚ ʯʝʨʝʟ ʘʣʛʦʨʠʪʤʠ 
ʢʣʘʩʪʝʨʠʟʘʮʽʾ. 

¶ ʂʘʨʪʦʛʨʘʬʫʚʘʥʥʷ ʢʘʥʘʣʽʚ (Channel Charting): ʎʝʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ 
ʚʠʚʯʘʪʠ ʛʝʦʤʝʪʨʠʯʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʭʚʠʣʴ, ʚʠʪʷʛʫʶʯʠ 
ʨʘʜʽʦʦʟʥʘʢʠ ʟ CSI. ɼʘʥʽ CSI ʨʘʟʦʤ ʽʟ ʧʦʣʦʞʝʥʥʷʤ ʢʦʨʠʩʪʫʚʘʯʘ ʚʙʫʜʦʚʫʶʪʴʩʷ 
ʫ ʚʠʩʦʢʦʚʠʤʽʨʥʽ ʩʪʨʫʢʪʫʨʠ, ʱʦ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʨʦʟʫʤʽʪʠ ʣʦʛʽʯʥʝ 
ʨʦʟʪʘʰʫʚʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚʽʜʥʦʩʥʦ ʦʩʦʙʣʠʚʦʩʪʝʡ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʩʠʛʥʘʣʫ 
ʚ ʢʦʥʢʨʝʪʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ. 
ʊʘʢʠʤ ʯʠʥʦʤ, ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʘʥʘʣʫ ʩʣʫʛʫʶʪʴ ʫʥʽʢʘʣʴʥʠʤʠ ʧʽʜʧʠʩʘʤʠ 

ʩʝʨʝʜʦʚʠʱʘ, ʷʢʽ ʚ ʧʦʻʜʥʘʥʥʽ ʟ ʘʣʛʦʨʠʪʤʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ (ʥʘʧʨʠʢʣʘʜ, 
ʛʘʫʩʩʽʚʩʴʢʦʶ ʨʝʛʨʝʩʽʻʶ ʘʙʦ KNN) ʜʦʟʚʦʣʷʶʪʴ ʩʪʚʦʨʶʚʘʪʠ ʥʘʜʽʡʥʽ ʙʘʟʠ ʜʘʥʠʭ 
ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʣʦʢʘʣʽʟʘʮʽʾ ʙʝʟʜʨʦʪʦʚʠʭ ʚʫʟʣʽʚ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʜʣʷ ʙʝʟʧʝʢʠ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ: 
1. ɹʝʟʧʝʢʘ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ (PLS): RF Fingerprinting ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ 

ʘʪʘʢʠ ʩʧʫʬʽʥʛʫ (ʽʤʽʪʘʮʽʾ ʧʨʠʩʪʨʦʾʚ) ʪʘ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ, ʨʦʟʨʽʟʥʷʶʯʠ 
ʣʝʛʽʪʠʤʥʽ ʚʫʟʣʠ ʪʘ ʟʣʦʚʤʠʩʥʠʢʽʚ ʟʘ ʾʭ ʫʥʽʢʘʣʴʥʠʤ ʈʏ-ʧʨʦʬʽʣʝʤ, ʱʦ ʻ 
ʘʚʪʦʥʦʤʥʠʤ ʜʦʧʦʚʥʝʥʥʷʤ ʜʦ ʪʨʘʜʠʮʽʡʥʦʾ ʢʨʠʧʪʦʛʨʘʬʽʾ [5]. 

2. ɼʝʪʝʢʮʽʷ ʜʨʦʥʽʚ: ɯʜʝʥʪʠʬʽʢʘʮʽʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʭ ɹʇʃɸ ʟʘ ʾʭ 
ʫʥʽʢʘʣʴʥʠʤʠ ʢʝʨʫʶʯʠʤʠ ʩʠʛʥʘʣʘʤʠ ʥʘʚʽʪʴ ʚ ʫʤʦʚʘʭ ʟʘʰʫʤʣʝʥʦʛʦ ʩʧʝʢʪʨʘ [6]. 

3. ʃʦʢʘʣʽʟʘʮʽʷ ʧʨʠʩʪʨʦʾʚ: ɺʠʢʦʨʠʩʪʘʥʥʷ CSI-ʚʽʜʙʠʪʢʽʚ ʪʘ ʩʧʝʢʪʨʽʚ ʢʫʪʘ 
ʟʘʪʨʠʤʢʠ ɼʦʧʣʝʨʘ ʜʦʟʚʦʣʷʻ ʜʦʩʷʛʘʪʠ ʚʠʩʦʢʦʾ ʪʦʯʥʦʩʪʽ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ 
ʚʩʝʨʝʜʠʥʽ ʧʨʠʤʽʱʝʥʴ [7]. 

4. ʋʧʨʘʚʣʽʥʥʷ ʩʧʝʢʪʨʦʤ: ɺʠʷʚʣʝʥʥʷ çʙʽʣʠʭ ʧʣʷʤè ʫ ʩʧʝʢʪʨʽ ʜʣʷ 
ʜʠʥʘʤʽʯʥʦʛʦ ʜʦʩʪʫʧʫ (Cognitive Radio), ʱʦ ʢʨʠʪʠʯʥʦ ʜʣʷ ʧʦʜʦʣʘʥʥʷ ʜʝʬʽʮʠʪʫ 
ʯʘʩʪʦʪ ʫ 6G [8, 9]. 
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ʋ ʪʝʭʥʦʣʦʛʽʷʭ 5G ʪʘ 6G ʚʽʜʙʠʪʢʠ ʨʘʜʽʦʩʠʛʥʘʣʫ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʷʢ 
ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʡ ʽʥʩʪʨʫʤʝʥʪ ʥʝ ʣʠʰʝ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʬʽʟʠʯʥʦʛʦ 
ʨʽʚʥʷ, ʘ ʡ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʪʦʯʥʦʩʪʽ ʣʦʢʘʣʽʟʘʮʽʾ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ ʨʦʙʦʪʠ 
ʤʝʨʝʞʝʚʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. ʊʫʪ ʦʩʥʦʚʥʠʤʠ ʥʘʧʨʷʤʢʘʤʠ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʻ: 

1. ɺʠʩʦʢʦʪʦʯʥʘ ʣʦʢʘʣʽʟʘʮʽʷ ʪʘ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ 
- ɹʘʟʠ ʜʘʥʠʭ ʚʽʜʙʠʪʢʽʚ ʜʣʷ ʥʘʚʽʛʘʮʽʾ: ɼʣʷ 5G ʩʪʚʦʨʶʶʪʴʩʷ ʙʘʟʠ ʜʘʥʠʭ, 

ʜʝ ʢʦʞʥʽʡ ʛʝʦʛʨʘʬʽʯʥʽʡ ʪʦʯʮʽ ʚʽʜʧʦʚʽʜʘʻ ʩʚʽʡ ʫʥʽʢʘʣʴʥʠʡ ʨʘʜʽʦʯʘʩʪʦʪʥʠʡ 
ʚʽʜʙʠʪʦʢ (ʥʘ ʦʩʥʦʚʽ RSSI ʘʙʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʢʘʥʘʣʫ CSI). ʎʝ ʜʦʟʚʦʣʷʻ 
ʚʠʟʥʘʯʘʪʠ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ ʚʩʝʨʝʜʠʥʽ ʧʨʠʤʽʱʝʥʴ ʘʙʦ ʚ ʱʽʣʴʥʽʡ 
ʤʽʩʴʢʽʡ ʟʘʙʫʜʦʚʽ ʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ. 

- ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʧʝʢʪʨʘ ʟʘʪʨʠʤʢʠ ɼʦʧʣʝʨʘ: ʋʥʽʢʘʣʴʥʽ ʦʟʥʘʢʠ 
ʚʠʣʫʯʘʶʪʴʩʷ ʟʽ ʩʧʝʢʪʨʘ ʧʦʪʫʞʥʦʩʪʽ ʟʘʪʨʠʤʢʠ ʢʫʪʘ ɼʦʧʣʝʨʘ ʪʘ ʧʦʨʽʚʥʶʶʪʴʩʷ ʟ 
ʝʪʘʣʦʥʥʠʤʠ ʪʦʯʢʘʤʠ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʷʢʦʩʪʽ ʣʦʢʘʣʽʟʘʮʽʾ. 
2. ʆʧʪʠʤʽʟʘʮʽʷ ʪʘ ʚʠʨʽʚʥʶʚʘʥʥʷ ʧʨʦʤʝʥʽʚ (Beam Alignment) [10]. 

- mmWave ʪʘ THz ʟʚ'ʷʟʦʢ: ʋ ʩʠʩʪʝʤʘʭ 5G mmWave ʪʘ ʤʘʡʙʫʪʥʽʭ 6G 
THz-ʤʝʨʝʞʘʭ ʚʽʜʙʠʪʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʰʚʠʜʢʦʛʦ ʚʠʨʽʚʥʶʚʘʥʥʷ 
ʧʨʦʤʝʥʽʚ ʘʥʪʝʥʠ. 

- ɯʥʚʝʨʩʥʽ ʙʘʛʘʪʦʧʨʦʤʝʥʝʚʽ ʚʽʜʙʠʪʢʠ: ʄʝʪʦʜ ʽʥʚʝʨʩʥʠʭ 
ʙʘʛʘʪʦʧʨʦʤʝʥʝʚʠʭ ʚʽʜʙʠʪʢʽʚ ʜʦʧʦʤʘʛʘʻ ʧʨʦʛʥʦʟʫʚʘʪʠ ʦʧʪʠʤʘʣʴʥʠʡ ʥʘʧʨʷʤʦʢ 
ʧʨʦʤʝʥʶ ʚ ʩʮʝʥʘʨʽʷʭ V2I (ʘʚʪʦʤʦʙʽʣʴ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ), ʱʦ ʟʥʘʯʥʦ ʟʤʝʥʰʫʻ 
ʟʘʪʨʠʤʢʫ ʧʨʠ ʚʩʪʘʥʦʚʣʝʥʥʽ ʟ'ʻʜʥʘʥʥʷ. 
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ADAPTIVE METHOD FOR SECURE TRANSMISSION OF PRIVATE  

DATA AT SHORT DISTANCE WITH DEVICE PROXIMITY VERIFICATION  

 

The paper proposes an adaptive method for secure transmission of private data at a short 

distance based on a combination of short-range wireless technologies and cryptographic session 

protection. The method uses NFC as a trusted channel for initialization, Bluetooth Low Energy 

for service negotiation, and an additional proximity verification stage to reduce the risk of relay, 

spoofing, and unauthorized interception attacks. A step-by-step interaction model between 

devices is described, along with the conditions for secure session establishment. The proposed 

approach can be applied in mobile services, identification systems, access control, digital 

credentials, and concierge-oriented service scenarios where confidentiality and confirmation of 

the userôs physical presence are required. 
 

ʇʝʨʝʜʘʯʘ ʧʨʠʚʘʪʥʠʭ ʜʘʥʠʭ ʥʘ ʙʣʠʟʴʢʽʡ ʚʽʜʩʪʘʥʽ ʻ ʚʘʞʣʠʚʦʶ ʟʘʜʘʯʝʶ ʜʣʷ 

ʩʫʯʘʩʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. ʆʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ 

ʚʦʥʘ ʥʘʙʫʚʘʻ ʫ ʩʝʨʚʽʩʘʭ ʤʦʙʽʣʴʥʦʾ ʽʜʝʥʪʠʬʽʢʘʮʽʾ, ʙʝʟʢʦʥʪʘʢʪʥʦʾ ʦʧʣʘʪʠ, 

ʮʠʬʨʦʚʠʭ ʧʝʨʝʧʫʩʪʦʢ, ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʩʤʘʨʪʬʦʥʘʤʠ, ʘ 

ʪʘʢʦʞ ʫ ʩʮʝʥʘʨʽʷʭ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʜʝ ʥʝʦʙʭʽʜʥʦ ʰʚʠʜʢʦ, 

ʟʨʫʯʥʦ ʪʘ ʙʝʟʧʝʯʥʦ ʧʽʜʪʚʝʨʜʠʪʠ ʦʩʦʙʫ ʘʙʦ ʧʝʨʝʜʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʫ 

ʽʥʬʦʨʤʘʮʽʶ. ɼʦ ʪʘʢʠʭ ʩʮʝʥʘʨʽʾʚ ʤʦʞʫʪʴ ʥʘʣʝʞʘʪʠ ʩʝʨʚʽʩʠ ʜʦʩʪʫʧʫ, 

ʝʣʝʢʪʨʦʥʥʽ ʢʚʠʪʢʠ, ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʙʨʦʥʶʚʘʥʥʷ, ʧʝʨʝʜʘʯʘ ʪʦʢʝʥʽʚ, ʮʠʬʨʦʚʠʭ 

ʢʣʶʯʽʚ ʘʙʦ ʧʝʨʩʦʥʘʣʽʟʦʚʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʟʘʤʦʚʣʝʥʥʷ. 

ʆʜʥʽʻʶ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚʟʘʻʤʦʜʽʾ ʥʘ ʢʦʨʦʪʢʽʡ ʚʽʜʩʪʘʥʽ ʻ 

NFC [1]. ɺʦʥʘ ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʥʘ ʜʫʞʝ ʤʘʣʽʡ ʚʽʜʩʪʘʥʽ, ʱʦ ʩʘʤʝ 

ʧʦ ʩʦʙʽ ʟʥʠʞʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʧʝʨʝʭʦʧʣʝʥʥʷ ʪʘ ʨʦʙʠʪʴ 

ʪʝʭʥʦʣʦʛʽʶ ʟʨʫʯʥʦʶ ʜʣʷ ʰʚʠʜʢʦʾ ʽʥʽʮʽʘʣʽʟʘʮʽʾ ʜʦʚʽʨʝʥʦʾ ʚʟʘʻʤʦʜʽʾ ʤʽʞ 

ʧʨʠʩʪʨʦʷʤʠ. NFC ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʧʣʘʪʽʞʥʠʭ ʩʠʩʪʝʤʘʭ, 

ʝʣʝʢʪʨʦʥʥʠʭ ʜʦʢʫʤʝʥʪʘʭ, ʢʘʨʪʢʘʭ ʜʦʩʪʫʧʫ ʪʘ ʽʥʰʠʭ ʩʝʨʚʽʩʘʭ, ʜʝ ʚʘʞʣʠʚʠʤʠ ʻ 

ʧʨʦʩʪʦʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘ ʤʽʥʽʤʘʣʴʥʠʡ ʯʘʩ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ. 

ʈʘʟʦʤ ʽʟ ʪʠʤ ʚʠʢʦʨʠʩʪʘʥʥʷ ʣʠʰʝ ʦʜʥʦʛʦ ʙʝʟʜʨʦʪʦʚʦʛʦ ʽʥʪʝʨʬʝʡʩʫ ʥʝ 

ʟʘʚʞʜʠ ʟʘʙʝʟʧʝʯʫʻ ʜʦʩʪʘʪʥʽʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ. ɼʣʷ ʙʣʠʟʴʢʦʜʽʶʯʠʭ ʙʝʟʜʨʦʪʦʚʠʭ 

ʪʝʭʥʦʣʦʛʽʡ ʭʘʨʘʢʪʝʨʥʠʤʠ ʟʘʛʨʦʟʘʤʠ ʟʘʣʠʰʘʶʪʴʩʷ relay-ʘʪʘʢʠ, ʧʽʜʤʽʥʘ 

ʧʨʠʩʪʨʦʶ, ʧʦʚʪʦʨʥʝ ʚʽʜʪʚʦʨʝʥʥʷ ʩʣʫʞʙʦʚʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʧʝʨʝʭʦʧʣʝʥʥʷ 

ʤʝʪʘʜʘʥʠʭ ʩʝʘʥʩʫ ʪʘ ʩʧʨʦʙʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʧʦʚʪʦʨʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʚʞʝ ʦʪʨʠʤʘʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʦʩʪʫʧʫ. ɼʣʷ Bluetooth NIST [2, 3] ʦʢʨʝʤʦ 

ʨʝʢʦʤʝʥʜʫʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʫʯʘʩʥʽ ʨʝʞʠʤʠ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʰʠʬʨʫʚʘʥʥʷ, 

ʘ ʜʣʷ UWB [4] ʩʘʤʝ secure ranging ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʟʘʩʽʙ ʧʨʦʪʠʜʽʾ ʘʪʘʢʘʤ ʥʘ 
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ʚʠʟʥʘʯʝʥʥʷ ʙʣʠʟʴʢʦʩʪʽ. ʊʦʤʫ ʜʦʮʽʣʴʥʠʤ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʝ ʦʜʥʦʛʦ ʢʘʥʘʣʫ, ʘ 

ʢʦʤʙʽʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ, ʚ ʷʢʦʤʫ ʨʽʟʥʽ ʪʝʭʥʦʣʦʛʽʾ ʚʠʢʦʥʫʶʪʴ ʨʽʟʥʽ ʬʫʥʢʮʽʾ. ʋ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦʤʫ ʤʝʪʦʜʽ ʢʘʥʘʣ NFC ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʝʨʚʠʥʥʦʾ 

ʽʥʽʮʽʘʣʽʟʘʮʽʾ ʪʘ ʧʝʨʝʜʘʯʽ ʤʽʥʽʤʘʣʴʥʦʛʦ ʥʘʙʦʨʫ ʧʘʨʘʤʝʪʨʽʚ ʩʝʘʥʩʫ. ʇʽʩʣʷ ʮʴʦʛʦ 

ʬʦʨʤʫʻʪʴʩʷ ʟʘʭʠʱʝʥʠʡ ʩʣʫʞʙʦʚʠʡ ʢʘʥʘʣ ʟʘ ʜʦʧʦʤʦʛʦʶ Bluetooth Low Energy 

ʽʟ ʩʫʯʘʩʥʠʤʠ ʤʝʭʘʥʽʟʤʘʤʠ ʚʩʪʘʥʦʚʣʝʥʥʷ ʢʣʶʯʽʚ. ɼʘʣʽ ʚʠʢʦʥʫʻʪʴʩʷ ʝʪʘʧ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʬʽʟʠʯʥʦʾ ʙʣʠʟʴʢʦʩʪʽ, ʤʝʪʦʶ ʷʢʦʛʦ ʻ ʧʝʨʝʚʽʨʢʘ, ʱʦ ʧʨʠʩʪʨʽʡ-

ʦʜʝʨʞʫʚʘʯ ʜʽʡʩʥʦ ʟʥʘʭʦʜʠʪʴʩʷ ʧʦʨʫʯ, ʘ ʥʝ ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʚʽʜʜʘʣʝʥʠʤ 

ʨʝʪʨʘʥʩʣʷʪʦʨʦʤ. ɿʘ ʥʘʷʚʥʦʩʪʽ ʚʽʜʧʦʚʽʜʥʦʛʦ ʘʧʘʨʘʪʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʮʝʡ ʝʪʘʧ 

ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʠʡ ʟʘ ʜʦʧʦʤʦʛʦʶ UWB, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʪʦʯʥʽʰʝ 

ʦʮʽʥʶʚʘʥʥʷ ʜʠʩʪʘʥʮʽʾ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ.  

ʉʫʪʴ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʘʜʘʧʪʠʚʥʦʛʦ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʚ ʧʦʩʣʽʜʦʚʥʦʤʫ 

ʚʠʢʦʥʘʥʥʽ ʯʦʪʠʨʴʦʭ ʝʪʘʧʽʚ. ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʽʥʽʮʽʘʮʽʾ ʟʜʽʡʩʥʶʻʪʴʩʷ ʢʦʨʦʪʢʠʡ 

ʢʦʥʪʘʢʪʥʠʡ ʘʙʦ ʤʘʡʞʝ ʢʦʥʪʘʢʪʥʠʡ ʦʙʤʽʥ ʯʝʨʝʟ NFC. ʋ ʮʝʡ ʤʦʤʝʥʪ 

ʧʝʨʝʜʘʶʪʴʩʷ ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʩʝʩʽʾ, ʩʣʫʞʙʦʚʠʡ ʤʘʨʢʝʨ ʟʘʧʠʪʫ ʪʘ ʦʜʥʦʨʘʟʦʚʠʡ 

ʧʘʨʘʤʝʪʨ ʽʥʽʮʽʘʣʽʟʘʮʽʾ. ʅʘ ʜʨʫʛʦʤʫ ʝʪʘʧʽ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʟʘʭʠʱʝʥʦʛʦ ʢʘʥʘʣʫ BLE, ʫ ʤʝʞʘʭ ʷʢʦʛʦ ʧʨʠʩʪʨʦʾ ʫʟʛʦʜʞʫʶʪʴ ʧʘʨʘʤʝʪʨʠ 

ʰʠʬʨʫʚʘʥʥʷ, ʬʦʨʤʫʶʪʴ ʩʝʘʥʩʦʚʠʡ ʢʣʶʯ ʪʘ ʧʝʨʝʚʽʨʷʶʪʴ ʮʽʣʽʩʥʽʩʪʴ 

ʧʦʯʘʪʢʦʚʠʭ ʜʘʥʠʭ. ʅʘ ʪʨʝʪʴʦʤʫ ʝʪʘʧʽ ʚʠʢʦʥʫʻʪʴʩʷ ʧʝʨʝʚʽʨʢʘ ʨʝʘʣʴʥʦʾ 

ʙʣʠʟʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ. ʗʢʱʦ ʩʠʩʪʝʤʘ ʧʽʜʪʨʠʤʫʻ UWB, ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

ʤʝʭʘʥʽʟʤ ʪʦʯʥʦʛʦ ʚʠʤʽʨʶʚʘʥʥʷ ʜʠʩʪʘʥʮʽʾ; ʷʢʱʦ ʪʘʢʦʾ ʤʦʞʣʠʚʦʩʪʽ ʥʝʤʘʻ, 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʩʧʨʦʱʝʥʠʡ ʨʝʞʠʤ ʽʟ ʯʘʩʦʚʠʤ ʘʥʘʣʽʟʦʤ ʚʽʜʧʦʚʽʜʽ ʪʘ 

ʜʦʜʘʪʢʦʚʠʤ ʧʽʜʪʚʝʨʜʞʝʥʥʷʤ ʢʦʨʠʩʪʫʚʘʯʘ. ʅʘ ʯʝʪʚʝʨʪʦʤʫ ʝʪʘʧʽ ʟʜʽʡʩʥʶʻʪʴʩʷ 

ʧʝʨʝʜʘʯʘ ʦʩʥʦʚʥʠʭ ʧʨʠʚʘʪʥʠʭ ʜʘʥʠʭ ʫ ʟʘʰʠʬʨʦʚʘʥʦʤʫ ʚʠʛʣʷʜʽ ʟ ʢʦʥʪʨʦʣʝʤ 

ʮʽʣʽʩʥʦʩʪʽ ʪʘ ʦʙʤʝʞʝʥʥʷʤ ʯʘʩʫ ʞʠʪʪʷ ʩʝʩʽʾ. 

ɸʜʘʧʪʠʚʥʽʩʪʴ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʽʥ ʟʤʽʥʶʻ ʨʽʚʝʥʴ ʧʝʨʝʚʽʨʢʠ 

ʟʘʣʝʞʥʦ ʚʽʜ ʢʦʥʪʝʢʩʪʫ ʚʠʢʦʨʠʩʪʘʥʥʷ. ʗʢʱʦ ʧʝʨʝʜʘʻʪʴʩʷ ʤʘʣʦʯʫʪʣʠʚʘ 

ʽʥʬʦʨʤʘʮʽʷ, ʩʠʩʪʝʤʘ ʤʦʞʝ ʦʙʤʝʞʠʪʠʩʷ NFC-ʽʥʽʮʽʘʣʽʟʘʮʽʻʶ ʪʘ ʰʠʬʨʦʚʘʥʠʤ 

BLE-ʩʝʘʥʩʦʤ. ʗʢʱʦ ʞ ʽʜʝʪʴʩʷ ʧʨʦ ʧʝʨʩʦʥʘʣʴʥʽ ʜʘʥʽ, ʮʠʬʨʦʚʠʡ ʢʣʶʯ, 

ʤʝʜʠʯʥʠʡ ʟʘʧʠʩ, ʪʦʢʝʥ ʜʦʩʪʫʧʫ ʘʙʦ ʽʥʰʠʡ ʢʨʠʪʠʯʥʠʡ ʨʝʩʫʨʩ, ʚʤʠʢʘʻʪʴʩʷ 

ʨʦʟʰʠʨʝʥʠʡ ʨʝʞʠʤ ʽʟ ʧʝʨʝʚʽʨʢʦʶ ʙʣʠʟʴʢʦʩʪʽ, ʦʜʥʦʨʘʟʦʚʠʤʠ ʤʘʨʢʝʨʘʤʠ, 

ʞʦʨʩʪʢʠʤ ʪʘʡʤ-ʘʫʪʦʤ ʩʝʩʽʾ ʪʘ ʧʦʚʪʦʨʥʦʶ ʣʦʢʘʣʴʥʦʶ ʘʚʪʝʥʪʠʬʽʢʘʮʽʻʶ 

ʢʦʨʠʩʪʫʚʘʯʘ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʜʦʩʷʛʪʠ ʙʘʣʘʥʩʫ ʤʽʞ ʟʨʫʯʥʽʩʪʶ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘ ʨʽʚʥʝʤ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. 

ʋ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʫʤʦʚʫ ʙʝʟʧʝʯʥʦʛʦ ʚʩʪʘʥʦʚʣʝʥʥʷ ʩʝʩʽʾ ʤʦʞʥʘ 

ʧʦʜʘʪʠ ʷʢ (1): 

 

                                                                                                (1) 

 

ʜʝ I ï ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʽʥʽʮʽʘʣʽʟʘʮʽʾ ʯʝʨʝʟ ʢʘʥʘʣ ʙʣʠʟʴʢʦʾ ʜʽʾ, A ï ʫʩʧʽʰʥʽʩʪʴ 

ʚʟʘʻʤʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʧʨʠʩʪʨʦʾʚ, P ï ʨʝʟʫʣʴʪʘʪ ʧʝʨʝʚʽʨʢʠ ʬʽʟʠʯʥʦʾ 

ʙʣʠʟʴʢʦʩʪʽ, C ï ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ʧʝʨʝʜʘʥʠʭ ʜʘʥʠʭ, . 

ʋʤʦʚʫ S = 1 ʤʦʞʥʘ ʪʨʘʢʪʫʚʘʪʠ ʷʢ ʜʦʟʚʽʣ ʥʘ ʧʝʨʝʜʘʯʫ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ, ʪʦʜʽ ʷʢ ʟʘ ʥʝʚʠʢʦʥʘʥʥʷ ʭʦʯʘ ʙ ʦʜʥʦʛʦ ʟ ʤʥʦʞʥʠʢʽʚ ʩʝʘʥʩ 

ʧʝʨʝʨʠʚʘʻʪʴʩʷ ʘʙʦ ʧʝʨʝʚʦʜʠʪʴʩʷ ʚ ʦʙʤʝʞʝʥʠʡ ʨʝʞʠʤ. 
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ʇʝʨʝʚʘʛʦʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʻ ʟʤʝʥʰʝʥʥʷ ʨʠʟʠʢʫ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʙʝʟ ʽʩʪʦʪʥʦʛʦ ʫʩʢʣʘʜʥʝʥʥʷ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ 

ʩʮʝʥʘʨʽʶ. NFC ʟʘʙʝʟʧʝʯʫʻ ʰʚʠʜʢʠʡ ʽ ʧʨʠʨʦʜʥʠʡ ʩʪʘʨʪ ʚʟʘʻʤʦʜʽʾ ʤʽʞ 

ʧʨʠʩʪʨʦʷʤʠ. BLE ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʦʨʛʘʥʽʟʫʚʘʪʠ ʛʥʫʯʢʠʡ ʩʣʫʞʙʦʚʠʡ ʢʘʥʘʣ ʟ 

ʤʘʣʠʤ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ. ʇʝʨʝʚʽʨʢʘ ʙʣʠʟʴʢʦʩʪʽ ʧʽʜʚʠʱʫʻ ʩʪʽʡʢʽʩʪʴ ʜʦ relay-

ʘʪʘʢ, ʷʢʽ ʻ ʢʨʠʪʠʯʥʠʤʠ ʜʣʷ ʮʠʬʨʦʚʠʭ ʢʣʶʯʽʚ, ʧʝʨʝʧʫʩʪʦʢ ʽ ʩʝʨʚʽʩʽʚ ʜʦʩʪʫʧʫ. 

ɼʦʜʘʪʢʦʚʦʶ ʧʝʨʝʚʘʛʦʶ ʻ ʤʦʞʣʠʚʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ ʪʘʢʦʛʦ ʤʝʪʦʜʫ ʚ ʤʦʙʽʣʴʥʽ 

ʟʘʩʪʦʩʫʥʢʠ ʩʝʨʚʽʩʥʦʛʦ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ, ʜʝ ʚʘʞʣʠʚʦ ʧʽʜʪʚʝʨʜʞʫʚʘʪʠ ʥʝ ʣʠʰʝ 

ʣʦʛʽʯʥʫ ʘʚʪʝʥʪʠʯʥʽʩʪʴ ʟʘʧʠʪʫ, ʘ ʡ ʬʽʟʠʯʥʫ ʧʨʠʩʫʪʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʘ ʧʦʨʫʯ ʽʟ 

ʪʦʯʢʦʶ ʚʟʘʻʤʦʜʽʾ.  

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʤʝʪʦʜʫ ʧʦʣʷʛʘʻ ʚ ʤʦʞʣʠʚʦʩʪʽ ʡʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʘ ʩʝʨʚʽʩʥʠʭ ʩʠʩʪʝʤʘʭ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ. ɿʦʢʨʝʤʘ, ʪʘʢʠʡ 

ʧʽʜʭʽʜ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʚ ʮʠʬʨʦʚʠʭ ʧʝʨʝʧʫʩʪʢʘʭ, ʦʙʤʽʥʽ 

ʧʝʨʩʦʥʘʣʴʥʠʤʠ ʜʘʥʠʤʠ ʤʽʞ ʜʦʚʽʨʝʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʥʘ ʢʦʨʦʪʢʽʡ ʚʽʜʩʪʘʥʽ, 

ʩʠʩʪʝʤʘʭ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʙʨʦʥʶʚʘʥʥʷ, ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ñʨʦʟʫʤʥʦʛʦò ʜʦʩʪʫʧʫ, 

ʤʦʙʽʣʴʥʠʭ ʢʚʠʪʢʘʭ, ʘ ʪʘʢʦʞ ʫ ʢʦʥʩʴʻʨʞ-ʩʝʨʚʽʩʘʭ, ʜʝ ʥʝʦʙʭʽʜʥʦ ʙʝʟʧʝʯʥʦ 

ʧʝʨʝʜʘʪʠ ʢʦʨʠʩʪʫʚʘʮʴʢʽ ʧʘʨʘʤʝʪʨʠ ʟʘʤʦʚʣʝʥʥʷ, ʪʦʢʝʥ ʧʦʩʣʫʛʠ ʘʙʦ 

ʧʝʨʩʦʥʘʣʽʟʦʚʘʥʽ ʽʥʩʪʨʫʢʮʽʾ. ʋ ʮʠʭ ʫʤʦʚʘʭ ʧʝʨʝʚʽʨʢʘ ʨʝʘʣʴʥʦʾ ʙʣʠʟʴʢʦʩʪʽ 

ʧʨʠʩʪʨʦʶ ʩʪʘʻ ʚʘʞʣʠʚʠʤ ʝʣʝʤʝʥʪʦʤ ʜʦʚʽʨʠ ʜʦ ʮʠʬʨʦʚʦʾ ʚʟʘʻʤʦʜʽʾ. 

ʆʪʞʝ, ʫ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʘʜʘʧʪʠʚʥʠʡ ʤʝʪʦʜ ʙʝʟʧʝʯʥʦʾ ʧʝʨʝʜʘʯʽ 

ʧʨʠʚʘʪʥʠʭ ʜʘʥʠʭ ʥʘ ʙʣʠʟʴʢʽʡ ʚʽʜʩʪʘʥʽ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʧʝʨʝʚʘʛʠ NFC, BLE ʪʘ 

ʤʝʭʘʥʽʟʤʽʚ ʧʝʨʝʚʽʨʢʠ ʬʽʟʠʯʥʦʾ ʙʣʠʟʴʢʦʩʪʽ. ʄʝʪʦʜ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʟʤʝʥʰʝʥʥʷ 

ʨʠʟʠʢʫ relay-ʘʪʘʢ, ʧʽʜʤʽʥʠ ʧʨʠʩʪʨʦʶ ʪʘ ʧʦʚʪʦʨʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʣʫʞʙʦʚʠʭ 

ʧʘʨʘʤʝʪʨʽʚ, ʘ ʪʘʢʦʞ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʮʠʬʨʦʚʦʾ ʚʟʘʻʤʦʜʽʾ ʥʘ ʢʦʨʦʪʢʽʡ 

ʚʽʜʩʪʘʥʽ. ʇʝʨʩʧʝʢʪʠʚʦʶ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ ʻ ʧʦʙʫʜʦʚʘ ʽʤʽʪʘʮʽʡʥʦʾ ʤʦʜʝʣʽ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʤʝʪʦʜʫ, ʦʮʽʥʶʚʘʥʥʷ ʟʘʪʨʠʤʢʠ ʚʩʪʘʥʦʚʣʝʥʥʷ ʩʝʩʽʾ, 

ʧʦʨʽʚʥʷʥʥʷ ʙʘʟʦʚʦʛʦ ʪʘ ʨʦʟʰʠʨʝʥʦʛʦ ʨʝʞʠʤʽʚ ʟʘʭʠʩʪʫ, ʘ ʪʘʢʦʞ 

ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʘ ʧʝʨʝʚʽʨʢʘ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚ ʤʦʙʽʣʴʥʠʭ ʩʝʨʚʽʩʥʠʭ ʩʮʝʥʘʨʽʷʭ. 
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PRACTICAL STUDY OF NETWORK ARCHITECTURES  

IN CONTAINERIZED ENVIRONMENTS BASED ON SINGLE STACK  

IPV4, SINGLE STACK IPV6 AND DUAL STACK  

 

A practical study of single-stack ipv4/ipv6 and dual-stack network architectures was 

conducted on the basis of a laboratory stand in the form of a Kubernetes cluster (K3s). It was 

proven that the use of the IPv4 protocol eliminates the principle of end-to-end connectivity and 

requires the use of NAT. On the other hand, the use of the IPv6 protocol, on the contrary, returns 

the principle of end-to-end connectivity and eliminates the need to use NAT. Using the tcpdump 

network analyzer, routing of different network architectures was demonstrated: a Pod with an 

IPv4 address receives a private IP address and therefore changes it to a public one during 

routing, while IPv6 immediately receives a public IP address and does not change it during 

routing. 

 

ɺʩʪʫʧ ʪʘ ʧʨʦʙʣʝʤʘʪʠʢʘ. ʍʤʘʨʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʢʦʥʪʝʡʥʝʨʠʟʘʮʽʷ ʻ ʜʫʞʝ 

ʚʘʞʣʠʚʦʶ ʯʘʩʪʠʥʦʶ ʨʦʟʚʠʪʢʫ ʪʝʭʥʦʣʦʛʽʡ ʽ ʤʝʨʝʞ ʚ ʍʍɯ ʩʪʦʣʽʪʪʽ. ɿʘʨʘʟ ʚʦʥʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʦʩʪʽʡʥʦ, ʦʩʦʙʣʠʚʦ ʢʦʥʪʝʡʥʝʨʠʟʘʮʽʷ ʨʘʟʦʤ ʟ ʚʽʨʪʫʘʣʽʟʘʮʽʻʶ, 

ʷʢʽ ʚ ʪʘʥʜʝʤʽ ʜʦʟʚʦʣʷʶʪʴ ʥʘ ʦʜʥʦʤʫ ʧʨʠʩʪʨʦʾ ʤʘʪʠ ʚʝʣʠʯʝʟʥʫ ʢʽʣʴʢʽʩʪʴ ʜʦʜʘʪʢʽʚ 

ʪʘ ʩʠʩʪʝʤ. ɺʩʷ ʮʷ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʙʽʣʴʰʦʶ ʤʽʨʦʶ ʧʦʪʨʝʙʫʻ ʚʠʭʦʜʫ ʚ ɯʥʪʝʨʥʝʪ 

ʜʣʷ ʢʦʤʫʥʽʢʘʮʽʾ ʟ ʽʥʰʠʤʠ ʧʨʠʩʪʨʦʷʤʠ/ʜʦʜʘʪʢʘʤʠ. ɯ, ʚʽʜʧʦʚʽʜʥʦ, ʥʘ ʢʦʞʝʥ ʩʝʨʚʽʩ 

ʥʝʦʙʭʽʜʥʦ ʤʘʪʠ ʩʚʦʶ ɯʈ ʘʜʨʝʩʫ. ɺʨʘʭʦʚʫʶʯʠ ʚʠʩʦʢʫ ʱʽʣʴʥʽʩʪʴ ʨʦʟʛʦʨʪʘʥʥʷ 

ʢʦʥʪʝʡʥʝʨʽʚ ʮʝ ʩʪʚʦʨʶʻ ʚʝʣʠʯʝʟʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʘʜʨʝʩʥʠʡ ʧʨʦʩʪʽʨ ʧʨʦʪʦʢʦʣʫ 

IPv4, ʷʢʠʡ ʤʘʻ ʜʦʩʠʪʴ ʦʙʤʝʞʝʥʫ ʚ 4 294 967 296 ɯʈ ʘʜʨʝʩ, ʽ ʙʽʣʴʰʽʩʪʴ ʟ ʥʠʭ (ʷʢʽ ʻ 

ʧʫʙʣʽʯʥʠʤʠ) ʚʞʝ ʚʠʢʦʨʠʩʪʘʥʽ. ɺʨʘʭʦʚʫʶʯʠ ʨʦʟʚʠʪʦʢ ʢʦʥʪʝʡʥʝʨʠʟʦʚʘʥʠʭ 

ʪʝʭʥʦʣʦʛʽʡ ʧʨʦʮʝʩ ʚʠʯʝʨʧʘʥʥʷ ɯʈ ʘʜʨʝʩ ʟʘ ʧʨʦʪʦʢʦʣʦʤ IPv4 ʱʝ ʙʽʣʴʰʝ 

ʧʨʠʩʢʦʨʠʚʩʷ. 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤʠ ʚʠʯʝʨʧʘʥʥʷ IPv4 ʘʜʨʝʩ ʚ ʤʝʨʝʞʘʭ ʧʦʯʘʣʠ 

ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʙʘʛʘʪʦʨʽʚʥʝʚʫ ʪʨʘʥʩʣʷʮʽʶ ʤʝʨʝʞʝʚʠʭ ʘʜʨʝʩ NAT. ʇʨʦʪʝ ʮʝʡ 

ʤʝʭʘʥʽʟʤ ʧʦʨʫʰʫʻ ʢʣʘʩʠʯʥʠʡ ʧʨʠʥʮʠʧ ʥʘʩʢʨʽʟʥʦʾ ʟʚ'ʷʟʥʦʩʪʽ, ʟʥʘʯʥʦ ʫʩʢʣʘʜʥʶʻ 

ʤʦʥʽʪʦʨʠʥʛ, ʜʽʘʛʥʦʩʪʠʢʫ ʥʝʩʧʨʘʚʥʦʩʪʝʡ ʪʘ ʟʥʠʞʫʻ ʟʘʛʘʣʴʥʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ 

ʤʝʨʝʞʽ ʯʝʨʝʟ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʦʩʪʽʡʥʦʛʦ ʧʝʨʝʧʠʩʫʚʘʥʥʷ ʟʘʛʦʣʦʚʢʽʚ ʧʘʢʝʪʽʚ. ʆʢʨʽʤ 

ʮʴʦʛʦ, ʱʝ ʟ 1990-ʠʭ ʨʦʢʽʚ ʙʫʚ ʚʠʥʘʡʜʝʥʠʡ ʧʨʦʪʦʢʦʣ IPv6, ʷʢʠʡ ʧʦʚʥʽʩʪʶ 

ʧʦʚʠʥʝʥ ʙʫʚ ʚʠʨʽʰʠʪʠ ʧʠʪʘʥʥʷ ʜʝʬʽʮʠʪʫ ɯʈ ʘʜʨʝʩ ʽ ʧʦʟʙʘʚʠʪʠ ʥʝʦʙʭʽʜʥʦʩʪʽ 

ʚʠʢʦʨʠʩʪʘʥʥʷ NAT. ʇʨʦʪʝ ʧʝʨʝʭʽʜ ʥʘ ʥʦʚʽʰʠʡ ʧʨʦʪʦʢʦʣ ʚʠʷʚʠʚʩʷ ʜʦʚʦʣʽ 

ʧʨʦʙʣʝʤʘʪʠʯʥʠʤ, ʽ ʩʪʘʣʦ ʟʨʦʟʫʤʽʣʦ, ʱʦ ʤʠʪʪʻʚʦ ʧʝʨʝʙʫʜʫʚʘʪʠ ʤʝʨʝʞʽ ʥʘ ʥʦʚʠʡ 

ʧʨʦʪʦʢʦʣ ʧʨʦʩʪʦ ʥʝʤʦʞʣʠʚʦ. ʏʝʨʝʟ ʮʝ ʧʦʯʘʣʘʩʷ ʨʝʘʣʽʟʘʮʽʷ ʤʝʭʘʥʽʟʤʽʚ ʧʝʨʝʭʦʜʫ ʟ 

IPv4 ʜʦ IPv6 ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʨʘʥʩʣʷʮʽʾ ʘʜʨʝʩ, ʪʫʥʝʣʶʚʘʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ 

mailto:paa2707@ukr.net
mailto:v.b.mankivskiy@gmail.com


 63 

ʧʦʜʚʽʡʥʦʛʦ ʩʪʝʢʫ. ʆʩʢʽʣʴʢʠ ʪʨʘʥʩʣʷʮʽʷ ʘʜʨʝʩ ʧʦʨʫʰʫʻ ʧʨʠʥʮʠʧ ʥʘʩʢʨʽʟʥʦʾ 

ʟʚôʷʟʥʦʩʪʽ, ʘ ʪʫʥʝʣʶʚʘʥʥʷ ʜʦʚʦʣʽ ʩʢʣʘʜʥʦ ʨʝʘʣʽʟʦʚʫʚʘʪʠ, ʪʦ ʥʘʡʙʽʣʴʰ 

ʧʨʦʜʫʢʪʠʚʥʠʤ ʽ ʦʧʪʠʤʘʣʴʥʠʤ ʤʝʪʦʜʦʤ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʜʚʽʡʥʦʛʦ ʩʪʝʢʫ.  

ʄʝʪʦʜʠʢʘ ʝʢʩʧʝʨʠʤʝʥʪʫ. ɺ ʜʘʥʽʡ ʨʦʙʦʪʽ ʧʨʘʢʪʠʯʥʦ ʜʦʩʣʽʜʞʝʥʦ ʪʘ 

ʜʦʚʝʜʝʥʦ ʧʝʨʝʚʘʛʠ ʧʨʦʪʦʢʦʣʫ IPv6, ʪʘ ʧʦʨʽʚʥʷʥʦ ʤʝʨʝʞʝʚʽ ʘʨʭʽʪʝʢʪʫʨʠ ʥʘ 

ʧʨʠʢʣʘʜʘʭ Single Stack IPv4, Single Stack IPv6 ʪʘ Dual Stack. ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ 

ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʨʦʟʛʦʨʥʫʪʦ ʣʘʙʦʨʘʪʦʨʥʠʡ ʩʪʝʥʜ ʥʘ ʙʘʟʽ ʚʽʨʪʫʘʣʴʥʦʾ ʤʘʰʠʥʠ ʟ 

ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ Linux Ubuntu (ʚ ʩʝʨʝʜʦʚʠʱʽ Oracle VirtualBox) ʪʘ 

ʧʦʣʝʛʰʝʥʦʛʦ ʜʠʩʪʨʠʙʫʪʠʚʫ Kubernetes ï K3s. ʆʩʢʽʣʴʢʠ ɯʥʪʝʨʥʝʪ ʧʨʦʚʘʡʜʝʨ ʥʝ 

ʥʘʜʘʚʘʚ IPv6 ʘʜʨʝʩʫ ï ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʫʥʽʢʘʣʴʥʫ ʣʦʢʘʣʴʥʫ ʘʜʨʝʩʫ ULA ʟ 

ʧʨʝʬʽʢʩʦʤ fd00::/8 ʜʣʷ ʽʤʽʪʘʮʽʾ ʧʦʚʥʦʮʽʥʥʦʾ ʨʦʙʦʪʠ ʤʝʨʝʞʽ ʟ ʧʨʦʪʦʢʦʣʦʤ IPv6. 

ʊʘʢʦʞ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʪʘ ʟʤʽʥ ɯʈ ʘʜʨʝʩ ʧʨʠ ʧʝʨʝʩʠʣʘʥʥʽ ʧʘʢʝʪʽʚ 

ʙʫʣʦ ʚʠʢʦʨʠʩʪʘʥʦ ʤʝʨʝʞʝʚʠʡ ʘʥʘʣʽʟʘʪʦʨ ʪʨʘʬʽʢʫ tcpdump. 

ɸʥʘʣʽʟ ʨʝʟʫʣʴʪʘʪʽʚ. ʇʽʜ ʯʘʩ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʪʨʠ ʨʽʟʥʽ 

ʢʦʥʪʝʡʥʝʨʠ, ʷʢʽ ʧʨʘʮʶʚʘʣʠ ʟʘ ʪʨʴʦʤʘ ʨʽʟʥʠʤʠ ʤʝʨʝʞʝʚʠʤʠ ʘʨʭʽʪʝʢʪʫʨʘʤʠ: 

Single Stack IPv4 (ʣʠʰʝ IPv4 ʘʜʨʝʩʘ), Single Stack IPv6 (ʣʠʰʝ IPv6 ʘʜʨʝʩʘ) ʪʘ 

Dual Stack (ʦʜʥʦʯʘʩʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ IPv4 ʪʘ IPv6 ʘʜʨʝʩ). 

- ɸʥʘʣʽʟ ʘʨʭʽʪʝʢʪʫʨʠ Single Stack IPv4 ʧʦʢʘʟʘʚ, ʱʦ ʧʨʠ ʩʪʚʦʨʝʥʥʽ Pod-ʫ ʚʽʥ 

ʦʪʨʠʤʫʻ IPv4 ʘʜʨʝʩʫ ʟ ʧʨʠʚʘʪʥʦʛʦ ʧʫʣʫ ɯʈ ʘʜʨʝʩ (10.42.0.9). ʉʪʚʦʨʝʥʥʷ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʣʝʛʢʦ, ʽ ʧʨʘʮʶʻ ʪʘʢʠʡ  ʢʦʥʪʝʡʥʝʨ ʙʝʟ ʧʦʤʠʣʦʢ. ɸʣʝ ʧʽʜ ʯʘʩ ʩʧʨʦʙʠ 

ʧʝʨʝʚʽʨʠʪʠ ʟʚôʷʟʦʢ ʟ ɯʈ ʘʜʨʝʩʦʶ 8.8.8.8, ʤʝʨʝʞʝʚʠʡ ʘʥʘʣʽʟʘʪʦʨ ʟʘʬʽʢʩʫʚʘʚ 

ʥʘʩʪʫʧʥʠʡ ʚʠʚʽʜ: 
 

20:16:30.118101 IP 192.168.0.106 > 8.8.8.8: ICMP echo 

request...  
 

ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ɯʈ ʘʜʨʝʩʘ Pod-ʫ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

NAT ʫ ɯʈ ʘʜʨʝʩʫ ʥʘʰʦʾ ʭʦʩʪ ʤʘʰʠʥʠ 192.168.0.106, ʘ ʜʘʣʽ ʚʞʝ ɯʈ ʘʜʨʝʩʘ ʭʦʩʪ 

ʤʘʰʠʥʠ, ʷʢʘ ʪʘʢʦʞ ʥʘʣʝʞʠʪʴ ʜʦ ʧʨʠʚʘʪʥʦʛʦ ʜʽʘʧʘʟʦʥʫ ɯʈ ʘʜʨʝʩ, ʥʘ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʽ ʙʫʜʝ ʧʝʨʝʪʚʦʨʝʥʘ ʥʘ ʽʥʰʫ ɯʈ ʘʜʨʝʩʫ ʜʣʷ ʟʚôʷʟʢʫ ʟ ʟʦʚʥʽʰʥʽʤʠ 

ʧʨʠʩʪʨʦʷʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ ʘʨʭʽʪʝʢʪʫʨʘ Single Stack IPv4 ʜʝʤʦʥʩʪʨʫʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʘʛʘʪʦʨʽʚʥʝʚʦʛʦ NAT ʪʘ ʧʦʨʫʰʝʥʥʷ ʥʘʩʢʨʽʟʥʦʾ ʟʚôʷʟʥʦʩʪʽ. 

- ɸʥʘʣʽʟ ʘʨʭʽʪʝʢʪʫʨʠ Single Stack IPv6 ʧʦʢʘʟʘʚ, ʱʦ ʧʨʠ ʩʪʚʦʨʝʥʥʽ Pod-ʽʚ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʠʩʪʝʤʥʘ ʧʦʤʠʣʢʘ. ʇʨʦʮʝʩ ʧʦʩʪʽʡʥʦ ʘʚʘʨʽʡʥʦ ʟʘʚʝʨʰʫʚʘʚ ʨʦʙʦʪʫ ʽ 

ʧʝʨʝʟʘʧʠʩʫʚʘʚ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʡ ʬʘʡʣ k3s.yaml ʜʦ ʧʦʯʘʪʢʦʚʦʛʦ ʧʦʣʦʞʝʥʥʷ, 

ʥʘʚʽʪʴ ʷʢʱʦ ʡʦʛʦ ʧʝʨʝʧʠʩʘʪʠ ʚʨʫʯʥʫ. ɿʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʡ ʬʘʡʣ 

ʦʯʽʢʫʻ Pod ʟʘ ʘʜʨʝʩʦʶ [::1]:6443, ʘʣʝ ʪʘʤ ʡʦʛʦ ʥʝʤʘʻ. ɻʣʠʙʠʥʥʠʡ ʘʥʘʣʽʟ ʧʦʢʘʟʘʚ 

ʥʘʷʚʥʽʩʪʴ ʢʦʥʬʣʽʢʪʫ ʤʽʞ ʥʘʣʘʰʪʫʚʘʥʥʷʤʠ ʯʠʩʪʦʛʦ IPv6-ʢʣʘʩʪʝʨʘ ʪʘ ʤʝʨʝʞʝʚʠʤ 

ʩʪʝʢʦʤ ʆʉ ʭʦʩʪʘ, ʘ ʪʘʢʦʞ ʩʠʩʪʝʤʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ Kubernetes, ʷʢʽ 

ʧʨʦʜʦʚʞʫʶʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ IPv4 ʷʢ ʨʝʟʝʨʚʥʠʡ ʤʝʭʘʥʽʟʤ ʜʣʷ ʩʣʫʞʙʦʚʠʭ 

ʮʽʣʝʡ. 

- ɸʥʘʣʽʟ ʘʨʭʽʪʝʢʪʫʨʠ Dual Stack ʧʦʢʘʟʘʚ, ʱʦ ʧʨʠ ʩʪʚʦʨʝʥʥʽ Pod-ʫ ʚʽʥ 

ʦʪʨʠʤʫʻ IPv4 ʘʜʨʝʩʫ ʟ ʧʨʠʚʘʪʥʦʛʦ ʜʽʘʧʘʟʦʥʫ ɯʈ ʘʜʨʝʩ ʽ IPv6 ʘʜʨʝʩʫ ʟ ʧʽʜʤʝʨʝʞʽ 

fd00:42:0:0::/56, ʘ ʩʘʤʝ: 10.42.0.9 ʪʘ fd00:42::7. IPv6 ʘʜʨʝʩʘ, ʷʢʫ ʦʪʨʠʤʘʚ Pod, ʥʘ 

ʚʽʜʤʽʥʫ ʚʽʜ IPv4 ʘʜʨʝʩʠ, ʻ ʛʣʦʙʘʣʴʥʦ ʤʘʨʰʨʫʪʠʟʦʚʘʥʘ. ʉʘʤʝ ʩʪʚʦʨʝʥʥʷ ʪʘʢʦʛʦ 

ʢʣʘʩʪʝʨʘ ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʢʣʘʜʥʽʰʝ, ʘʣʝ ʧʨʘʮʶʻ ʪʘʢʦʞ ʩʪʘʙʽʣʴʥʦ ʽ ʙʝʟ ʧʦʤʠʣʦʢ. 

ʇʨʠ ʩʧʨʦʙʽ ʚʽʜʧʨʘʚʠʪʠ ʧʘʢʝʪʠ ʥʘ ʟʦʚʥʽʰʥʽʡ ʽʥʪʝʨʬʝʡʩ fd00:1:2:3::1 ʤʝʨʝʞʝʚʠʡ 
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ʘʥʘʣʽʟʘʪʦʨ ʟʘʬʽʢʩʫʚʘʚ ʥʘʩʪʫʧʥʠʡ ʚʠʚʽʜ: 

 
20:27 :34.215246 cni0  In  IP6 fd00:42::7 > fd00:1:2:3::1: 

ICMP6, echo request, id 14, seq 0, length 64  

20:27:34.215254 cni0  Out IP6 fd00:1:2:3::1 > fd00:42::7: 

ICMP6, echo reply, id 14, seq 0, length 64  
 

ʎʝ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ɯʈ ʘʜʨʝʩʘ Pod-ʫ ʥʝ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʥʘ ʽʥʰʫ ɯʈ 

ʘʜʨʝʩʫ, ʱʦ ʜʦʚʦʜʠʪʴ ʚʽʜʥʦʚʣʝʥʥʷ ʥʘʩʢʨʽʟʥʦʾ ʟʚôʷʟʥʦʩʪʽ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ 

ʧʨʦʪʦʢʦʣʫ IPv6. 

ʇʨʦʚʝʜʝʥʝ ʧʨʘʢʪʠʯʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʧʽʜʪʚʝʨʜʞʫʻ, ʱʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ IPv6 ʧʦʟʙʘʚʣʷʻ ʥʝʦʙʭʽʜʥʦʩʪʽ ʚʠʢʦʨʠʩʪʘʥʥʷ NAT ʽ ʚʽʜʥʦʚʣʶʻ 

ʧʨʠʥʮʠʧ ʥʘʩʢʨʽʟʥʦʾ ʟʚôʷʟʥʦʩʪʽ, ʱʦ ʚ ʩʚʦʶ ʯʝʨʛʫ ʧʨʠʰʚʠʜʰʫʻ ʧʝʨʝʩʠʣʘʥʥʷ 

ʧʘʢʝʪʽʚ ʪʘ ʧʦʣʝʛʰʫʻ ʥʘʣʘʰʪʫʚʘʥʥʷ ʽ ʨʦʙʦʪʫ ʤʝʨʝʞʽ. ʇʨʦʪʝ, ʦʩʢʽʣʴʢʠ ɯʈ ʘʜʨʝʩʘ 

IPv6 ʥʝ ʧʝʨʝʪʚʦʨʶʻʪʴʩʷ ʚ ʽʥʰʫ ɯʈ ʘʜʨʝʩʫ ʽ ʩʪʘʻ ʜʦʩʪʫʧʥʦʶ ʜʣʷ ʽʥʰʠʭ ʧʨʠʩʪʨʦʾʚ 

ʟʟʦʚʥʽ ï ʮʝ ʩʪʚʦʨʶʻ ʜʦʜʘʪʢʦʚʽ ʧʨʦʙʣʝʤʠ ʙʝʟʧʝʢʠ. ʊʦʤʫ ʥʝʦʙʭʽʜʥʦ ʟʘʧʨʦʚʘʜʠʪʠ 

ʥʘʜʽʡʥʽ ʤʝʨʝʞʝʚʽ ʧʦʣʽʪʠʢʠ ʙʝʟʧʝʢʠ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʧʨʦʭʦʜʞʝʥʥʶ ʥʝʙʘʞʘʥʦʛʦ 

ʪʨʘʬʽʢʫ ʜʦ ʥʘʰʦʾ ʤʝʨʝʞʽ ʪʘ ʟ ʥʘʰʦʾ ʤʝʨʝʞʽ. ʊʘʢʦʞ ʚʠʷʚʣʝʥʦ, ʱʦ ʯʝʨʝʟ 

ʥʝʜʦʩʪʘʪʥʶ ʘʜʘʧʪʘʮʽʶ ʩʠʩʪʝʤʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ ʜʦ ʩʝʨʝʜʦʚʠʱ IPv6-only, 

ʥʘʡʙʽʣʴʰ ʩʪʘʙʽʣʴʥʦʶ, ʛʥʫʯʢʦʶ ʪʘ ʨʝʢʦʤʝʥʜʦʚʘʥʦʶ ʜʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʤʦʜʝʣʣʶ 

ʥʘ ʩʴʦʛʦʜʥʽ ʟʘʣʠʰʘʻʪʴʩʷ ʘʨʭʽʪʝʢʪʫʨʘ ʧʦʜʚʽʡʥʦʛʦ ʩʪʝʢʫ. ʆʢʨʽʤ ʮʴʦʛʦ ʥʝʦʙʭʽʜʥʠʤ 

ʻ ʩʪʚʦʨʝʥʥʷ ʜʝʪʘʣʴʥʠʭ ʜʦʢʫʤʝʥʪʘʮʽʡ ʽ ʧʝʨʝʙʫʜʦʚʘ ʤʝʨʝʞ ʜʣʷ ʙʝʟʧʨʦʙʣʝʤʥʦʛʦ 

ʧʝʨʝʭʦʜʫ ʥʘ IPv6 ʙʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʈ ʘʜʨʝʩ ʟʘ ʧʨʦʪʦʢʦʣʦʤ IPv4. 

ʃʽʪʝʨʘʪʫʨʘ 

1. ʇʨʦʪʦʢʦʣ IPv4.  [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʫ: 

https://uk.wikipedia.org/wiki/IPv4 

2. ʇʨʦʪʦʢʦʣ IPv6. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʫ: 

https://www.rapidseedbox.com/uk/blog/what-is-ipv6 

3. ʑʦ ʪʘʢʝ ʢʦʥʪʝʡʥʝʨʠʟʘʮʽʷ ʪʘ ʚ ʯʦʤʫ ʾʾ ʧʝʨʝʚʘʛʠ. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ 

ʜʦ ʨʝʩʫʨʩʫ: https://gigacloud.ua/articles/shho-take-kontejneryzacziya-ta-v-chomu-yiyi -

perevagy/ 

4. çʇɯɼʍʆɼʀ ɼʆ ʉʋʄɯʉʅʆɻʆ ɺʀʂʆʈʀʉʊɸʅʅʗ ʇʈʆʊʆʂʆʃɯɺ IPV4 ʊɸ IPV6 ʋ 

ʄɽʈɽɾɯ ʇɯɼʇʈʀɭʄʉʊɺɸè, 12.09.2017, ʏʝʨʢʘʩʦʚ ɼ. ɯ. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ 

ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʫ: https://ekmair.ukma.edu.ua/server/api/core/bitstreams/a72be694-71c4-

48e8-8455-db6952a29eea/content 

5. PERFORMANCE AND SCALABILITY OF IPV4/IPV6 TRANSITION MECHANISMS 

FOR REAL-TIME APPLICATIONS December 2023 Journal of Theoretical and Applied 

Information Technology 101(23):7826-7836. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ ʜʦ 

ʨʝʩʫʨʩʫ: 

https://www.researchgate.net/publication/377408314_PERFORMANCE_AND_SCALABILI

TY_OF_IPV4IPV6_TRANSITION_MECHANISMS_FOR_REAL-TIME_APPLICATIONS 

6. IPv4/IPv6 dual-stack. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʫ:  

https://kubernetes.io/docs/concepts/services-networking/dual-stack/ 

7. IPv6-Only Kubernetes Clusters. [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ ʜʦ ʨʝʩʫʨʩʫ: 

https://www.redpill-linpro.com/techblog/2023/12/07/ipv6-only-k8s.html 

https://www.rapidseedbox.com/uk/blog/what-is-ipv6
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ʉʝʢʮʽʷ 1. ɼʦʩʪʦʚʽʨʥʽʩʪʴ ʪʘ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ 
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ANALYSIS OF RESOURCE UTILIZATION EFFICIENCY OF  

WIRELESS COMMUNICATION CHANNELS IN SENSOR NETWORKS  

 

The article analyzes the efficiency of resource utilization in low-energy wireless 

communication channels of sensor telecommunication systems. The Shannon capacity bound is 

used as a reference for evaluating the performance of signal-code constructions based on BPSK, 

QPSK, and QAM-16 modulation schemes. 

 

ʉʝʥʩʦʨʥʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ (ʉʊʉ) ʻ ʥʝʚʽʜôʻʤʥʦʶ ʯʘʩʪʠʥʦʶ 

ʢʦʥʮʝʧʮʽʾ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT). ʂʣʶʯʦʚʦʶ ʟʘʜʘʯʝʶ ʧʨʠ ʧʨʦʝʢʪʫʚʘʥʥʽ ʪʘʢʠʭ 

ʩʠʩʪʝʤ ʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʜʽʡʥʦʛʦ ʧʝʨʝʜʘʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʚ ʫʤʦʚʘʭ 

ʦʙʤʝʞʝʥʠʭ ʨʝʩʫʨʩʽʚ ʢʘʥʘʣʫ ʟʚôʷʟʢʫ [1, 2]. ɺʫʟʣʠ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʦʙʤʝʞʝʥʦʶ ʧʦʪʫʞʥʽʩʪʶ ʧʝʨʝʜʘʚʘʯʘ ʪʘ ʥʠʟʴʢʠʤ 

ʚʽʜʥʦʰʝʥʥʷʤ ʩʠʛʥʘʣ/ʰʫʤ (ɺʉʐ) h
2
 < 10. ʆʩʥʦʚʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʧʝʨʝʜʘʯʽ ʻ 

ʩʠʛʥʘʣʠ ʙʘʛʘʪʦʧʦʟʠʮʽʡʥʦʾ ʤʦʜʫʣʷʮʽʾ (ɹʇʄ): BPSK, QPSK ʪʘ QAM-16 [4].  

ʄʝʪʦʶ ʜʘʥʦʾ ʨʦʙʦʪʠ ʻ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʨʝʩʫʨʩʽʚ ʙʝʟʧʨʦʚʦʜʦʚʠʭ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʜʣʷ ʨʽʟʥʠʭ ʚʠʜʽʚ 

ʤʦʜʫʣʷʮʽʾ ʟʘ ʢʨʠʪʝʨʽʷʤʠ ʝʥʝʨʛʝʪʠʯʥʦʾ, ʯʘʩʪʦʪʥʦʾ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʦʾ 

ʝʬʝʢʪʠʚʥʦʩʪʽ. 

ɿʛʽʜʥʦ ʟ ʪʝʦʨʝʤʦʶ ʐʝʥʥʦʥʘ, ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʥʝʧʝʨʝʨʚʥʦʛʦ ʢʘʥʘʣʫ 

ʟʚ'ʷʟʢʫ ʟ ʘʜʠʪʠʚʥʠʤ ʙʽʣʠʤ ʛʘʫʩʽʚʩʴʢʠʤ ʰʫʤʦʤ (ɸɹɻʐ) ʚʠʟʥʘʯʘʻʪʴʩʷ ʚʠʨʘʟʦʤ 

[3]: 

         (1) 

 

ʜʝ C ï ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʢʘʥʘʣʫ, ʙʽʪ/ʩ; ȹF ï ʧʦʣʦʩʘ ʯʘʩʪʦʪ ʢʘʥʘʣʫ, ɻʮ;  

h
2
 = Pʩ/(N0ĿȹF) ï ʝʥʝʨʛʝʪʠʯʥʠʡ ʧʘʨʘʤʝʪʨ, ʱʦ ʚʠʟʥʘʯʘʻʪʴʩʷ ʧʦʪʫʞʥʽʩʪʶ 

ʩʠʛʥʘʣʫ Pʩ ʪʘ ʩʧʝʢʪʨʘʣʴʥʦʶ ʱʽʣʴʥʽʩʪʶ ʰʫʤʫ N0. 

ʇʨʦʜʫʢʪʠʚʥʽʩʪʴ ʜʠʩʢʨʝʪʥʦʛʦ ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ R ï ʮʝ ʬʘʢʪʠʯʥʘ ʰʚʠʜʢʽʩʪʴ 

ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ ʜʞʝʨʝʣʘ. ɼʣʷ ʩʠʛʥʘʣʫ ʟ m ʙʽʪ ʥʘ ʩʠʤʚʦʣ ʪʘ ʡʤʦʚʽʨʥʽʩʪʶ 
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ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ pb ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ [3]: 

 

        (2) 

 

ʜʝ Vs ï ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʩʠʤʚʦʣʽʚ, ʩ
ī1

; m = log2M ï ʢʽʣʴʢʽʩʪʴ ʙʽʪ ʚ 

ʩʠʤʚʦʣʽ; M ï ʢʽʣʴʢʽʩʪʴ ʧʦʟʠʮʽʡ ʩʫʟʽʨ'ʷ; H(pb) = īpbĿlog2pb ī (1īpb)Ŀlog2(1īpb) ï 

ʝʥʪʨʦʧʽʷ ʧʦʤʠʣʢʠ. 

ɼʣʷ ʦʮʽʥʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʪʨʠ ʧʦʢʘʟʥʠʢʠ [2]: 

 

        (3) 

 

ʜʝ ɖ ï ʽʥʬʦʨʤʘʮʽʡʥʘ ʝʬʝʢʪʠʚʥʽʩʪʴ (ʤʽʨʘ ʥʘʙʣʠʞʝʥʥʷ ʜʦ ʛʨʘʥʠʮʽ ʐʝʥʥʦʥʘ);  

ɓ ï ʝʥʝʨʛʝʪʠʯʥʘ ʝʬʝʢʪʠʚʥʽʩʪʴ (ʧʠʪʦʤʽ ʚʠʪʨʘʪʠ ʝʥʝʨʛʽʾ ʥʘ ʙʽʪ); ɔ ï ʯʘʩʪʦʪʥʘ 

ʝʬʝʢʪʠʚʥʽʩʪʴ (ʢʽʣʴʢʽʩʪʴ ʙʽʪ ʥʘ ʦʜʠʥʠʮʶ ʧʦʣʦʩʠ ʯʘʩʪʦʪ). 

ʅʘ ʨʠʩ. 1 ʧʦʢʘʟʘʥʦ ʟʘʣʝʞʥʽʩʪʴ ʥʦʨʤʦʚʘʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ R/ȹF ʚʽʜ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʧʘʨʘʤʝʪʨʫ h
2
 ʜʣʷ ʪʨʴʦʭ ʚʠʜʽʚ ʤʦʜʫʣʷʮʽʾ ʧʦʨʽʚʥʷʥʦ ʟ ʛʨʘʥʠʮʝʶ 

ʐʝʥʥʦʥʘ C/ȹF. 

 

ʈʠʩ. 1.  ɿʘʣʝʞʥʽʩʪʴ ʥʦʨʤʦʚʘʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ R/ȹF ʚʽʜ  

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʧʘʨʘʤʝʪʨʫ h
2
 ʜʣʷ BPSK, QPSK, QAM-16. 

 

ɿ ʨʠʩ. 1 ʚʠʜʥʦ, ʱʦ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʫʩʽʭ ʚʠʜʽʚ ʤʦʜʫʣʷʮʽʾ ʩʫʪʪʻʚʦ ʤʝʥʰʘ ʟʘ 

ʛʨʘʥʠʮʶ ʐʝʥʥʦʥʘ. ʄʦʜʫʣʷʮʽʷ BPSK ʦʙʤʝʞʝʥʘ ʤʘʢʩʠʤʘʣʴʥʦʶ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʶ R/ȹF = 1 ʙʽʪ/ʩ/ɻʮ (m = 1). QPSK ʟʘʙʝʟʧʝʯʫʻ ʚʠʱʫ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ (ʜʦ 2 ʙʽʪ/ʩ/ɻʮ) ʪʘ ʻ ʢʨʘʱʦʶ ʟʘ BPSK ʧʨʠ h
2
 < 7 ʜɹ. ʇʨʠ h

2
 > 7 

ʜɹ ʥʘʡʚʠʱʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʟʘʙʝʟʧʝʯʫʻ QAM-16, ʷʢʘ ʜʦʩʷʛʘʻ ʜʦ 4 ʙʽʪ/ʩ/ɻʮ. 
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ʅʘ ʨʠʩ. 2 ʧʨʝʜʩʪʘʚʣʝʥʦ ʟʘʣʝʞʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ɖ = R/C 

ʚʽʜ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʧʘʨʘʤʝʪʨʫ. ʎʝʡ ʧʦʢʘʟʥʠʢ ʭʘʨʘʢʪʝʨʠʟʫʻ ʩʪʫʧʽʥʴ 

ʥʘʙʣʠʞʝʥʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʢʘʥʘʣʫ ʜʦ ʪʝʦʨʝʪʠʯʥʦʾ ʛʨʘʥʠʮʽ ʐʝʥʥʦʥʘ. 
 

 

ʈʠʩ. 2. ɿʘʣʝʞʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʽʜ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʧʘʨʘʤʝʪʨʫ h
2
. 

 

ɸʥʘʣʽʟ ʨʠʩ. 2 ʧʦʢʘʟʫʻ, ʱʦ ʽʥʬʦʨʤʘʮʽʡʥʘ ʝʬʝʢʪʠʚʥʽʩʪʴ BPSK ʻ ʤʦʥʦʪʦʥʥʦ 

ʩʧʘʜʥʦʶ ʟ ʤʘʢʩʠʤʫʤʦʤ ɖmax å 0.60 ʧʨʠ h
2
 Ÿ 0. ɼʣʷ QPSK ʤʘʢʩʠʤʫʤ ɖmax å 

0.73 ʜʦʩʷʛʘʻʪʴʩʷ ʧʨʠ h
2
 å 4 ʜɹ, ʘ ʜʣʷ QAM-16 ï ɖmax å 0.77 ʧʨʠ h

2
 å 14 ʜɹ. 

ʅʘʡʙʽʣʴʰʘ ʟʤʽʥʘ ɖ ʤʘʻ ʤʽʩʮʝ ʧʨʠ ʧʝʨʝʭʦʜʽ ʚʽʜ QPSK ʜʦ QAM-16. ɾʦʜʝʥ ʟ 

ʚʠʜʽʚ ʤʦʜʫʣʷʮʽʾ ʥʝ ʜʦʩʷʛʘʻ ɖ = 1, ʱʦ ʩʚʽʜʯʠʪʴ ʧʨʦ ʥʘʷʚʥʽʩʪʴ ʨʝʟʝʨʚʽʚ 

ʧʽʜʚʠʱʝʥʥʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʟʘ ʨʘʭʫʥʦʢ ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ ʉʂʂ. 

ʅʘ ʨʠʩ. 3 ʥʘʚʝʜʝʥʦ ʟʘʣʝʞʥʽʩʪʴ ʡʤʦʚʽʨʥʦʩʪʽ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ pb ʚʽʜ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʧʘʨʘʤʝʪʨʫ h
2
 ʜʣʷ ʨʽʟʥʠʭ ʚʠʜʽʚ ʤʦʜʫʣʷʮʽʾ.  

 

ʈʠʩ. 3. ɻʨʘʬʽʢ ʟʘʣʝʞʥʦʩʪʽ ʡʤʦʚʽʨʥʦʩʪʽ ʧʦʤʠʣʦʢ ʙʽʪʫ ʚʽʜ 
2
 ʜʣʷ QPSK, QAM-16, QAM-64 

 

ɼʣʷ ʜʦʩʪʦʚʽʨʥʦʾ ʧʝʨʝʜʘʯʽ (pb Ò 10
ï6
) ʥʝʦʙʭʽʜʥʝ ɺʉʐ ʥʝ ʤʝʥʰʝ 10.5 ʜɹ 
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ʜʣʷ BPSK, 13.5 ʜɹ ʜʣʷ QPSK ʪʘ ʧʦʥʘʜ 20 ʜɹ ʜʣʷ QAM-16. ʈʝʢʦʤʝʥʜʘʮʽʾ: ʧʨʠ 

h
2
 < 10.5 ʜɹ ï ʥʝʦʙʭʽʜʥʝ ʟʘʚʘʜʦʩʪʽʡʢʝ ʢʦʜʫʚʘʥʥʷ; ʧʨʠ 10.5ï13.5 ʜɹ ï BPSK; 

ʧʨʠ 13.5ï20 ʜɹ ï QPSK; ʧʨʠ h
2
 > 20 ʜɹ ï QAM-16. ɿʘʩʪʦʩʫʚʘʥʥʷ ʢʦʜʫʚʘʥʥʷ 

ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʥʘ 20ï30% [3]. 

 

ɺʠʩʥʦʚʢʠ. ʇʨʦʚʝʜʝʥʦ ʘʥʘʣʽʟ ʝʬʝʢʪʠʚʥʦʩʪʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ 

ʙʝʟʧʨʦʚʦʜʦʚʠʭ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʟʘ ʢʨʠʪʝʨʽʷʤʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ, 

ʝʥʝʨʛʝʪʠʯʥʦʾ ʪʘ ʯʘʩʪʦʪʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ. ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʥʘʡʚʠʱʫ 

ʽʥʬʦʨʤʘʮʽʡʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʝʨʝʜ ʨʦʟʛʣʷʥʫʪʠʭ ʤʦʜʫʣʷʮʽʡ ʤʘʻ QAM-16 (ɖmax å 

0.77), ʧʨʦʪʝ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʪʦʚʽʨʥʦʩʪʽ pb Ò 10
ī6

 ʚʦʥʘ ʧʦʪʨʝʙʫʻ h
2
 > 20 

ʜɹ. ɼʣʷ ʥʠʟʴʢʦʝʥʝʨʛʝʪʠʯʥʠʭ ʢʘʥʘʣʽʚ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ (h
2
 = 10.5...13.5 ʜɹ) 

ʻʜʠʥʠʤ ʚʘʨʽʘʥʪʦʤ ʙʝʟ ʢʦʜʫʚʘʥʥʷ ʻ BPSK, ʘ ʧʨʠ h
2
 < 10.5 ʜɹ ʥʝʦʙʭʽʜʥʝ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʟʘʚʘʜʦʩʪʽʡʢʦʛʦ ʢʦʜʫʚʘʥʥʷ. ʇʦʜʘʣʴʰʝ ʧʽʜʚʠʱʝʥʥʷ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʤʦʞʣʠʚʝ ʟʘ ʨʘʭʫʥʦʢ ʩʠʥʪʝʟʫ ʦʧʪʠʤʘʣʴʥʠʭ ʩʠʛʥʘʣʴʥʦ-ʢʦʜʦʚʠʭ 

ʢʦʥʩʪʨʫʢʮʽʡ. 
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COGNITIVE CONTROL OF ITERATIVE TURBO DECODING  

IN SOFTWARE-DEFINED RADIO ACCESS NETWORKS  

 

This paper presents a cognitive approach to iterative turbo decoding in software-defined 

radio access networks (SDR-RAN). The decoding process is modeled as a controlled dynamic 

system characterized by log-likelihood ratio (LLR) statistics. Early stopping criteria based on 

LLR stability reduce the average number of iterations while preserving the target block error rate 

(BLER). A cognitive control loop incorporating KPI and SLA constraints is proposed. 
 

ʉʫʯʘʩʥʽ ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʽ ʨʘʜʽʦʩʠʩʪʝʤʠ ʪʘ ʤʝʨʝʞʽ ʨʘʜʽʦʜʦʩʪʫʧʫ 

ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ ʫʤʦʚʘʭ ʽʥʪʝʥʩʠʚʥʠʭ, ʥʝʩʪʘʮʽʦʥʘʨʥʠʭ ʽ 

ʩʪʨʫʢʪʫʨʥʦ ʨʽʟʥʦʨʽʜʥʠʭ ʟʘʚʘʜ. ɼʣʷ ʪʘʢʠʭ ʩʠʩʪʝʤ ʭʘʨʘʢʪʝʨʥʦʶ ʻ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʦʜʥʦʯʘʩʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʩʦʢʦʾ ʟʘʚʘʜʦʩʪʽʡʢʦʩʪʽ, ʦʙʤʝʞʝʥʦʾ ʟʘʪʨʠʤʢʠ 

ʦʙʨʦʙʢʠ ʪʘ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʧʨʠʡʤʘʣʴʥʦʛʦ ʪʨʘʢʪʫ. ʆʩʦʙʣʠʚʦʾ 

ʘʢʪʫʘʣʴʥʦʩʪʽ ʮʷ ʧʨʦʙʣʝʤʘ ʥʘʙʫʚʘʻ ʚ ʢʦʥʪʝʢʩʪʽ ʩʝʨʚʽʩʥʦ-ʦʨʽʻʥʪʦʚʘʥʠʭ ʚʠʤʦʛ, 

ʩʬʦʨʤʫʣʴʦʚʘʥʠʭ ʫ ʚʠʛʣʷʜʽ ʫʛʦʜ ʨʽʚʥʷ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ, ʜʝ ʬʽʟʠʯʥʠʡ ʨʽʚʝʥʴ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʻ ʥʘ ʚʠʢʦʥʘʥʥʷ ʮʽʣʴʦʚʠʭ ʧʦʢʘʟʥʠʢʽʚ ʷʢʦʩʪʽ. 

ɯʪʝʨʘʮʽʡʥʽ ʤʝʪʦʜʠ ʜʝʢʦʜʫʚʘʥʥʷ, ʟʦʢʨʝʤʘ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷ, 

ʟʘʣʠʰʘʶʪʴʩʷ ʙʘʟʦʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʧʽʜʚʠʱʝʥʥʷ ʟʘʚʘʜʦʩʪʽʡʢʦʩʪʽ ʚ ʩʠʩʪʝʤʘʭ 

ʽʟ ʢʦʜʦʚʠʤ ʟʘʭʠʩʪʦʤ. ɺʦʜʥʦʯʘʩ ʢʣʘʩʠʯʥʽ ʨʝʘʣʽʟʘʮʽʾ ʪʫʨʙʦʜʝʢʦʜʝʨʽʚ 

ʧʝʨʝʜʙʘʯʘʶʪʴ ʬʽʢʩʦʚʘʥʫ ʘʙʦ ʥʘʧʝʨʝʜ ʟʘʜʘʥʫ ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʽʪʝʨʘʮʽʡ, 

ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʨʘʮʽʦʥʘʣʴʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʫ 

ʩʧʨʠʷʪʣʠʚʠʭ ʫʤʦʚʘʭ ʢʘʥʘʣʫ ʪʘ ʜʦ ʟʨʦʩʪʘʥʥʷ ʟʘʪʨʠʤʢʠ ʦʙʨʦʙʢʠ. ʋ ʪʘʢʠʭ 

ʫʤʦʚʘʭ ʚʠʥʠʢʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʝʨʝʭʦʜʫ ʚʽʜ ʩʪʘʪʠʯʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʜʦ 

ʘʜʘʧʪʠʚʥʠʭ ʽ ʢʦʛʥʽʪʠʚʥʠʭ ʧʽʜʭʦʜʽʚ ʢʝʨʫʚʘʥʥʷ ʧʨʦʮʝʩʦʤ ʜʝʢʦʜʫʚʘʥʥʷ [1ï4]. 

ʄʝʪʦʶ ʜʦʧʦʚʽʜʽ ʻ ʬʦʨʤʘʣʽʟʘʮʽʷ ʢʦʛʥʽʪʠʚʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʢʝʨʫʚʘʥʥʷ 

ʽʪʝʨʘʮʽʡʥʠʤ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷʤ ʫ ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʠʭ ʨʘʜʽʦʩʠʩʪʝʤʘʭ 

SDR-RAN ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʜʠʥʘʤʽʢʠ ʣʦʛʘʨʠʬʤʽʯʥʠʭ ʚʽʜʥʦʰʝʥʴ 

ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʝʡ ʪʘ ʧʦʢʘʟʥʠʢʽʚ ʷʢʦʩʪʽ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ. 

ɼʣʷ ʘʥʘʣʽʟʫ ʧʨʦʮʝʩʽʚ ʧʨʠʡʦʤʫ ʪʘ ʜʝʢʦʜʫʚʘʥʥʷ ʚ SDR-RAN 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʠʩʢʨʝʪʥʘ ʤʦʜʝʣʴ ʢʘʥʘʣʫ ʟʚôʷʟʢʫ, ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʚʽʜʦʢʨʝʤʠʪʠ ʢʦʨʠʩʥʫ ʩʢʣʘʜʦʚʫ ʩʠʛʥʘʣʫ ʚʽʜ ʰʫʤʽʚ ʽ ʟʘʚʘʜ. ʊʘʢʘ ʤʦʜʝʣʴ ʻ 

ʜʦʩʪʘʪʥʴʦ ʫʥʽʚʝʨʩʘʣʴʥʦʶ ʜʣʷ ʦʧʠʩʫ ʨʽʟʥʠʭ ʩʮʝʥʘʨʽʾʚ ʧʦʰʠʨʝʥʥʷ ʩʠʛʥʘʣʽʚ ʽ 

ʟʘʙʝʟʧʝʯʫʻ ʢʦʨʝʢʪʥʠʡ ʧʝʨʝʭʽʜ ʚʽʜ ʬʽʟʠʯʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʢʘʥʘʣʫ ʜʦ ʧʦʢʘʟʥʠʢʽʚ 

ʷʢʦʩʪʽ ʜʝʢʦʜʫʚʘʥʥʷ [5,6].  
 

 (1) 
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ʜʝ:  ï ʧʨʠʡʥʷʪʠʡ ʢʦʤʧʣʝʢʩʥʠʡ ʚʽʜʣʽʢ; ï ʢʦʝʬʽʮʽʻʥʪ ʢʘʥʘʣʫ;  

 ï ʧʝʨʝʜʘʥʠʡ ʩʠʤʚʦʣ;  ï ʘʜʠʪʠʚʥʠʡ ʰʫʤ;  ï ʟʘʚʘʜʦʚʘ ʩʢʣʘʜʦʚʘ. 
 

 
(2) 

 

ʜʝ:  ï ʜʠʩʧʝʨʩʽʷ ʰʫʤʫ;  ï ʜʠʩʧʝʨʩʽʷ ʽʥʪʝʨʬʝʨʝʥʮʽʾ; M{Ŀ} ï ʤʘʪʝʤʘʪʠʯʥʝ 

ʩʧʦʜʽʚʘʥʥʷ. 
 

 
(3) 

 

ʜʝ:  ï ʢʦʜʦʚʘ ʰʚʠʜʢʽʩʪʴ;  ï ʢʽʣʴʢʽʩʪʴ ʽʪʝʨʘʮʽʡ ʜʝʢʦʜʫʚʘʥʥʷ; f(Ŀ) ï 

ʫʟʘʛʘʣʴʥʝʥʘ ʟʘʣʝʞʥʽʩʪʴ BLER ʚʽʜ ʧʘʨʘʤʝʪʨʽʚ ʢʘʥʘʣʫ ʪʘ ʜʝʢʦʜʝʨʘ. 

ʋ ʧʘʢʝʪʥʠʭ ʩʠʩʪʝʤʘʭ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʢʣʶʯʦʚʠʤ ʧʦʢʘʟʥʠʢʦʤ ʷʢʦʩʪʽ ʻ 

ʡʤʦʚʽʨʥʽʩʪʴ ʧʦʤʠʣʢʠ ʙʣʦʢʫ, ʦʩʢʽʣʴʢʠ ʥʘʚʽʪʴ ʥʝʟʥʘʯʥʘ ʢʽʣʴʢʽʩʪʴ ʙʽʪʦʚʠʭ 

ʧʦʤʠʣʦʢ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʪʨʘʪʠ ʚʩʴʦʛʦ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʙʣʦʢʘ ʪʘ 

ʽʥʽʮʽʶʚʘʥʥʷ ʧʦʚʪʦʨʥʦʾ ʧʝʨʝʜʘʯʽ. ʎʝ, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʻ ʥʘ 

ʟʘʪʨʠʤʢʫ ʪʘ ʝʬʝʢʪʠʚʥʫ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʦʢʘʟʥʠʢ 

BLER ʻ ʙʽʣʴʰ ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʠʤ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʷʢʦʩʪʽ ʩʝʨʚʽʩʫ, ʥʽʞ ʢʣʘʩʠʯʥʘ 

ʡʤʦʚʽʨʥʽʩʪʴ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ. 

ɿʽʩʪʘʚʣʝʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʷʢʦʩʪʽ ʟ ʧʘʨʘʤʝʪʨʘʤʠ ʜʝʢʦʜʫʚʘʥʥʷ ʧʦʢʘʟʫʻ, ʱʦ 

ʜʦʩʷʛʥʝʥʥʷ ʟʘʜʘʥʦʛʦ ʨʽʚʥʷ BLER ʤʦʞʣʠʚʝ ʷʢ ʰʣʷʭʦʤ ʧʦʢʨʘʱʝʥʥʷ ʫʤʦʚ 

ʢʘʥʘʣʫ, ʪʘʢ ʽ ʟʘ ʨʘʭʫʥʦʢ ʟʙʽʣʴʰʝʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʚʠʪʨʘʪ ʜʝʢʦʜʝʨʘ. ʎʝ 

ʬʦʨʤʫʻ ʧʨʠʥʮʠʧʦʚʠʡ ʢʦʤʧʨʦʤʽʩ ʤʽʞ ʟʘʚʘʜʦʩʪʽʡʢʽʩʪʶ, ʟʘʪʨʠʤʢʦʶ ʪʘ 

ʩʢʣʘʜʥʽʩʪʶ, ʷʢʠʡ ʽ ʧʦʚʠʥʝʥ ʚʨʘʭʦʚʫʚʘʪʠʩʷ ʚ ʧʨʦʮʝʩʽ ʢʦʛʥʽʪʠʚʥʦʛʦ ʢʝʨʫʚʘʥʥʷ. 

ɯʪʝʨʘʮʽʡʥʝ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷ ʙʘʟʫʻʪʴʩʷ ʥʘ ʦʙʤʽʥʽ ʤôʷʢʦʶ ʽʥʬʦʨʤʘʮʽʻʶ 

ʤʽʞ ʜʚʦʤʘ ʢʦʤʧʦʥʝʥʪʥʠʤʠ ʜʝʢʦʜʝʨʘʤʠ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʟʘ ʧʨʠʥʮʠʧʦʤ SISO 

(ʈʠʩ. 1).  
 

 
ʈʠʩ. 1. ʉʪʨʫʢʪʫʨʥʘ ʩʭʝʤʘ ʽʪʝʨʘʮʽʡʥʦʛʦ ʪʫʨʙʦʜʝʢʦʜʝʨʘ ʚ ʧʨʠʡʤʘʣʴʥʦʤʫ ʪʨʘʢʪʽ SDR-RAN. 

 

ʎʝʥʪʨʘʣʴʥʦʶ ʚʝʣʠʯʠʥʦʶ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʥʷ ʤʽʞ 

ʜʝʤʦʜʫʣʷʪʦʨʦʤ ʽ ʜʝʢʦʜʝʨʦʤ, ʻ ʣʦʛʘʨʠʬʤʽʯʥʝ ʚʽʜʥʦʰʝʥʥʷ ʧʨʘʚʜʦʧʦʜʽʙʥʦʩʪʝʡ 

ʜʣʷ ʢʦʞʥʦʛʦ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʙʽʪʘ. ʉʘʤʝ LLR ʤʽʩʪʠʪʴ ʽʥʬʦʨʤʘʮʽʶ ʥʝ ʣʠʰʝ ʧʨʦ 

ʙʽʥʘʨʥʝ ʨʽʰʝʥʥʷ, ʘʣʝ ʡ ʧʨʦ ʩʪʫʧʽʥʴ ʫʧʝʚʥʝʥʦʩʪʽ ʚ ʮʴʦʤʫ ʨʽʰʝʥʥʽ. 
 

 
(4) 
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ʜʝ: ï k-ʡ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʙʽʪ;  ï ʩʧʦʩʪʝʨʝʞʝʥʥʷ; P(Ŀ) ï ʫʤʦʚʥʘ 

ʡʤʦʚʽʨʥʽʩʪʴ. 

ʋ ʧʨʦʮʝʩʽ ʽʪʝʨʘʮʽʡʥʦʛʦ ʜʝʢʦʜʫʚʘʥʥʷ LLR ʨʦʟʢʣʘʜʘʻʪʴʩʷ ʥʘ ʢʘʥʘʣʴʥʫ, 

ʘʧʨʽʦʨʥʫ ʪʘ ʝʢʩʪʨʘʽʥʬʦʨʤʘʮʽʡʥʫ ʩʢʣʘʜʦʚʽ. ʊʘʢʘ ʜʝʢʦʤʧʦʟʠʮʽʷ ʟʘʧʦʙʽʛʘʻ 

ʧʦʚʪʦʨʥʦʤʫ ʚʨʘʭʫʚʘʥʥʶ ʪʽʻʾ ʩʘʤʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʢʦʨʝʢʪʥʫ 

ʟʙʽʞʥʽʩʪʴ ʽʪʝʨʘʮʽʡʥʦʛʦ ʧʨʦʮʝʩʫ. ɿʽ ʟʨʦʩʪʘʥʥʷʤ ʥʦʤʝʨʘ ʽʪʝʨʘʮʽʾ ʚʽʜʙʫʚʘʻʪʴʩʷ 

ʧʦʩʪʫʧʦʚʝ ʟʨʦʩʪʘʥʥʷ ʤʦʜʫʣʷ LLR ʪʘ ʩʪʘʙʽʣʽʟʘʮʽʷ ʡʦʛʦ ʟʥʘʢʘ, ʱʦ ʩʚʽʜʯʠʪʴ ʧʨʦ 

ʥʘʙʣʠʞʝʥʥʷ ʜʦ ʫʩʪʘʣʝʥʦʛʦ ʩʪʘʥʫ. 
 

 (5) 
 

ʜʝ:  ï ʘʧʦʩʪʝʨʽʦʨʥʝ LLR;  ï ʢʘʥʘʣʴʥʘ ʩʢʣʘʜʦʚʘ;  ï 

ʘʧʨʽʦʨʥʘ;  ï ʝʢʩʪʨʘʽʥʬʦʨʤʘʮʽʷ. 

ɺʘʞʣʠʚʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʪʝ, ʱʦ ʜʠʥʘʤʽʢʘ ʟʤʽʥʠ LLR ʥʝʩʝ ʚ ʩʦʙʽ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʦʪʝʥʮʽʡʥʠʡ ʚʠʛʨʘʰ ʚʽʜ ʚʠʢʦʥʘʥʥʷ ʥʘʩʪʫʧʥʦʾ ʽʪʝʨʘʮʽʾ. ʎʝ 

ʜʦʟʚʦʣʷʻ ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʽʪʝʨʘʮʽʡʥʝ ʜʝʢʦʜʫʚʘʥʥʷ ʷʢ ʢʝʨʦʚʘʥʠʡ ʜʠʥʘʤʽʯʥʠʡ 

ʧʨʦʮʝʩ, ʚʥʫʪʨʽʰʥʽʡ ʩʪʘʥ ʷʢʦʛʦ ʤʦʞʝ ʙʫʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʡ ʽ 

ʚʠʢʦʨʠʩʪʘʥʠʡ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. 
 

  (6) 
 

ʜʝ: ï LLR ʥʘ i-ʡ ʽʪʝʨʘʮʽʾ;  ï ʫʩʪʘʣʝʥʝ ʟʥʘʯʝʥʥʷ; i Ÿ Ð ï ʛʨʘʥʠʯʥʠʡ 

ʧʝʨʝʭʽʜ. 

ʅʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʠ LLR ʬʦʨʤʫʣʶʶʪʴʩʷ ʢʨʠʪʝʨʽʾ ʨʘʥʥʴʦʛʦ 

ʟʘʚʝʨʰʝʥʥʷ ʽʪʝʨʘʮʽʡ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷ. ʅʘʡʙʽʣʴʰ ʽʥʪʫʾʪʠʚʥʦ ʟʨʦʟʫʤʽʣʠʤ ʻ 

ʢʨʠʪʝʨʽʡ ʩʪʘʙʽʣʴʥʦʩʪʽ ʟʥʘʢʫ LLR, ʷʢʠʡ ʧʦʣʷʛʘʻ ʫ ʧʝʨʝʚʽʨʮʽ ʥʝʟʤʽʥʥʦʩʪʽ 

ʙʽʥʘʨʥʠʭ ʨʽʰʝʥʴ ʜʣʷ ʙʽʣʴʰʦʩʪʽ ʙʽʪʽʚ ʤʽʞ ʧʦʩʣʽʜʦʚʥʠʤʠ ʽʪʝʨʘʮʽʷʤʠ. 

ɼʦʩʷʛʥʝʥʥʷ ʪʘʢʦʛʦ ʩʪʘʥʫ ʩʚʽʜʯʠʪʴ ʧʨʦ ʚʽʜʩʫʪʥʽʩʪʴ ʧʦʜʘʣʴʰʦʛʦ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʚʠʛʨʘʰʫ (ʈʠʩ. 2). 
 

 
(7) 

 

ʜʝ: K ï ʢʽʣʴʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʙʽʪʽʚ; 1[Ŀ] ï ʽʥʜʠʢʘʪʦʨ; ɖ ï ʧʦʨʽʛ ʩʪʘʙʽʣʴʥʦʩʪʽ. 

ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʜʦ ʚʠʧʘʜʢʦʚʠʭ ʬʣʫʢʪʫʘʮʽʡ ʜʦʮʽʣʴʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʨʠʪʝʨʽʡ ʤʘʣʦʾ ʟʤʽʥʠ LLR, ʷʢʠʡ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʦʮʽʥʶʚʘʥʥʽ 

ʥʦʨʤʠ ʨʽʟʥʠʮʽ ʚʝʢʪʦʨʽʚ LLR ʤʽʞ ʽʪʝʨʘʮʽʷʤʠ. ʄʘʣʠʡ ʧʨʠʨʽʩʪ ʤôʷʢʦʾ ʽʥʬʦʨʤʘʮʽʾ 

ʦʟʥʘʯʘʻ ʥʘʩʠʯʝʥʥʷ ʧʨʦʮʝʩʫ ʜʝʢʦʜʫʚʘʥʥʷ ʪʘ ʥʝʜʦʮʽʣʴʥʽʩʪʴ ʧʦʜʘʣʴʰʠʭ 

ʦʙʯʠʩʣʝʥʴ. 
 

 
(8) 

 

ʜʝ:  ï ʝʚʢʣʽʜʦʚʘ ʥʦʨʤʘ; Ů ï ʧʦʨʽʛ ʤʘʣʦʾ ʟʤʽʥʠ;  ï ʚʝʢʪʦʨ 

/ʦʮʽʥʢʘ LLR ʥʘ i-ʡ ʽʪʝʨʘʮʽʾ. 
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ʈʠʩ. 2. ɼʠʥʘʤʽʢʘ ʟʙʽʞʥʦʩʪʽ LLR ʫ ʧʨʦʮʝʩʽ ʽʪʝʨʘʮʽʡʥʦʛʦ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷ. 

 

ʋ ʧʨʘʢʪʠʯʥʠʭ ʨʝʘʣʽʟʘʮʽʷʭ ʝʬʝʢʪʠʚʥʠʤ ʻ ʢʦʤʙʽʥʫʚʘʥʥʷ ʟʘʟʥʘʯʝʥʠʭ 

ʢʨʠʪʝʨʽʾʚ ʽʟ ʦʙʤʝʞʝʥʥʷʤ ʥʘ ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʽʪʝʨʘʮʽʡ. ʊʘʢʠʡ ʧʽʜʭʽʜ 

ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʷʢ ʧʝʨʝʜʯʘʩʥʦʾ ʟʫʧʠʥʢʠ ʚ ʩʢʣʘʜʥʠʭ ʫʤʦʚʘʭ ʢʘʥʘʣʫ, ʪʘʢ ʽ 

ʟʘʡʚʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʚʠʪʨʘʪ ʫ ʩʧʨʠʷʪʣʠʚʠʭ ʩʮʝʥʘʨʽʷʭ ʧʨʠʡʦʤʫ. 
 

 
(9) 

 

ʜʝ:  ï ʧʦʜʽʷ ʟʫʧʠʥʢʠ;  ï ʤʘʢʩʠʤʫʤ ʽʪʝʨʘʮʽʡ;  ᷈ï ʣʦʛʽʯʥʝ çɯè. 

ʂʦʛʥʽʪʠʚʥʝ ʢʝʨʫʚʘʥʥʷ ʽʪʝʨʘʮʽʡʥʠʤ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷʤ ʨʝʘʣʽʟʫʻʪʴʩʷ ʫ 

ʚʠʛʣʷʜʽ ʟʘʤʢʥʝʥʦʛʦ ʢʦʥʪʫʨʫ, ʷʢʠʡ ʚʢʣʶʯʘʻ ʝʪʘʧʠ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʘʥʘʣʽʟʫ, 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʪʘ ʘʜʘʧʪʘʮʽʾ. ʅʘ ʝʪʘʧʽ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʬʦʨʤʫʻʪʴʩʷ ʥʘʙʽʨ 

ʦʟʥʘʢ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴ ʩʪʘʥ ʢʘʥʘʣʫ ʪʘ ʟʙʽʞʥʽʩʪʴ ʜʝʢʦʜʫʚʘʥʥʷ. ɼʘʣʽ ʮʽ 

ʦʟʥʘʢʠ ʘʥʘʣʽʟʫʶʪʴʩʷ ʟ ʤʝʪʦʶ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʜʦʮʽʣʴʥʦʩʪʽ ʚʠʢʦʥʘʥʥʷ 

ʥʘʩʪʫʧʥʦʾ ʽʪʝʨʘʮʽʾ. 

ʈʽʰʝʥʥʷ ʧʨʦ ʟʤʽʥʫ ʧʘʨʘʤʝʪʨʽʚ ʜʝʢʦʜʫʚʘʥʥʷ ʘʙʦ ʧʨʦ ʟʘʚʝʨʰʝʥʥʷ ʧʨʦʮʝʩʫ 

ʧʨʠʡʤʘʻʪʴʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʚʝʢʪʦʨʫ ʧʦʢʘʟʥʠʢʽʚ ʷʢʦʩʪʽ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ ʪʘ 

ʦʙʤʝʞʝʥʴ SLA. ʊʘʢʠʡ ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʥʷ ʨʽʰʝʥʴ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ ʟ 

ʚʠʤʦʛʘʤʠ ʩʝʨʚʽʩʽʚ ʨʽʟʥʠʭ ʢʣʘʩʽʚ, ʟʦʢʨʝʤʘ ʩʮʝʥʘʨʽʾʚ ʟ ʞʦʨʩʪʢʠʤʠ 

ʦʙʤʝʞʝʥʥʷʤʠ ʥʘ ʟʘʪʨʠʤʢʫ ʘʙʦ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ. 
 

 (10) 
 

ʜʝ: BER ï ʡʤʦʚʽʨʥʽʩʪʴ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ; BLER ï ʡʤʦʚʽʨʥʽʩʪʴ ʧʦʤʠʣʢʠ ʙʣʦʢʫ; 

ï ʩʝʨʝʜʥʻ ʯʠʩʣʦ ʽʪʝʨʘʮʽʡ; D ï ʟʘʪʨʠʤʢʘ;  ï ʝʥʝʨʛʦʚʠʪʨʘʪʠ. 
 

 (11) 

 

ʜʝ: ï ʛʨʘʥʠʯʥʦ ʜʦʧʫʩʪʠʤʽ ʟʥʘʯʝʥʥʷ KPI, ʚʠʟʥʘʯʝʥʽ ʚʠʤʦʛʘʤʠ SLA. 
 

 (12) 
 

ʜʝ: ï ʤʘʢʩʠʤʫʤ ʽʪʝʨʘʮʽʡ; Ů ï ʧʦʨʽʛ early stopping; A ï ʘʣʛʦʨʠʪʤ (log-MAP 

ʘʙʦ max-log-MAP). 

ʌʦʨʤʘʣʽʟʘʮʽʷ ʟʘʜʘʯʽ ʢʦʛʥʽʪʠʚʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʜʦʟʚʦʣʷʻ ʨʦʟʛʣʷʜʘʪʠ ʾʾ ʷʢ 
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ʟʘʜʘʯʫ ʦʧʪʠʤʽʟʘʮʽʾ ʟ ʦʙʤʝʞʝʥʥʷʤʠ, ʜʝ ʮʽʣʴʦʚʘ ʬʫʥʢʮʽʷ ʚʽʜʦʙʨʘʞʘʻ ʢʦʤʧʨʦʤʽʩ 

ʤʽʞ ʟʘʚʘʜʦʩʪʽʡʢʽʩʪʶ, ʟʘʪʨʠʤʢʦʶ ʪʘ ʦʙʯʠʩʣʶʚʘʣʴʥʦʶ ʩʢʣʘʜʥʽʩʪʶ. 
 

 (13) 
 

ʜʝ: ï ʩʝʨʝʜʥʽʡ ʤʦʜʫʣʴ LLR;  ï ʜʠʩʧʝʨʩʽʷ;  ï ʧʨʠʨʽʩʪ 

ʫʧʝʚʥʝʥʦʩʪʽ. 
 

 (14) 
 

ʜʝ: , , ï ʚʘʛʦʚʽ ʢʦʝʬʽʮʽʻʥʪʠ; J ï ʽʥʪʝʛʨʘʣʴʥʠʡ ʢʨʠʪʝʨʽʡ ʢʝʨʫʚʘʥʥʷ. 

 

ɺʠʩʥʦʚʢʠ. ʋ ʜʦʧʦʚʽʜʽ ʧʦʢʘʟʘʥʦ, ʱʦ ʽʪʝʨʘʮʽʡʥʝ ʪʫʨʙʦʜʝʢʦʜʫʚʘʥʥʷ ʚ 

ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʠʭ ʨʘʜʽʦʩʠʩʪʝʤʘʭ ʜʦʮʽʣʴʥʦ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʢʝʨʦʚʘʥʠʡ 

ʜʠʥʘʤʽʯʥʠʡ ʧʨʦʮʝʩ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʪʘʪʠʩʪʠʢ LLR ʷʢ ʦʟʥʘʢ ʟʙʽʞʥʦʩʪʽ ʜʦʟʚʦʣʷʻ 

ʨʝʘʣʽʟʫʚʘʪʠ ʝʬʝʢʪʠʚʥʽ ʢʨʠʪʝʨʽʾ ʨʘʥʥʴʦʛʦ ʟʘʚʝʨʰʝʥʥʷ ʽʪʝʨʘʮʽʡ ʪʘ ʩʫʪʪʻʚʦ 

ʟʤʝʥʰʠʪʠ ʩʝʨʝʜʥʶ ʢʽʣʴʢʽʩʪʴ ʽʪʝʨʘʮʽʡ ʙʝʟ ʧʦʛʽʨʰʝʥʥʷ ʮʽʣʴʦʚʦʛʦ ʨʽʚʥʷ BLER. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʢʦʛʥʽʪʠʚʥʠʡ ʢʦʥʪʫʨ ʢʝʨʫʚʘʥʥʷ ʟʘʙʝʟʧʝʯʫʻ ʫʟʛʦʜʞʝʥʥʷ 

ʧʘʨʘʤʝʪʨʽʚ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ ʟ ʚʠʤʦʛʘʤʠ SLA ʪʘ ʩʪʚʦʨʶʻ ʧʨʘʢʪʠʯʥʫ ʦʩʥʦʚʫ ʜʣʷ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʘʜʘʧʪʠʚʥʠʭ ʽ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʢʝʨʫʚʘʥʥʷ 

ʜʝʢʦʜʫʚʘʥʥʷʤ ʫ ʩʫʯʘʩʥʠʭ SDR-RAN. 
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ANALYSIS OF ENERGY PARAMETERS  

OF NEW BARKER COMPOSITE CODES 

 

This paper examines the energy characteristics of new composite Barker, Gold and 

Kasami codes and compares them with similar characteristics of the Barker codes. 

ɺ ʨʦʙʦʪʽ ʨʦʟʛʣʷʥʫʪʦ ʝʥʝʨʛʝʪʠʯʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʥʦʚʠʭ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ, 

ɻʦʣʜʘ, ʂʘʩʘʤʽ ʽ ʧʨʦʚʝʜʝʥʦ ʾʭ ʧʦʨʽʚʥʷʥʥʷ ʟ ʘʥʘʣʦʛʽʯʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʢʦʜʽʚ ɹʘʨʢʝʨʘ. 

 

ʆʙˇʨʫʥʪʫʚʘʥʥʷ ʚʠʙʦʨʫ ʢʨʠʪʝʨʽʾʚ ʦʮʽʥʢʠ.  

ɼʣʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʷʢʦʩʪʽ ʥʦʚʠʭ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ, ɻʦʣʜʘ ʽ 

ʂʘʩʘʤʽ ʫ ʨʦʙʦʪʽ ʚʠʢʦʨʠʩʪʘʥʦ ʜʚʘ ʬʫʥʜʘʤʝʥʪʘʣʴʥʽ ʧʘʨʘʤʝʪʨʠ PSLR (Peak Side-

Lobe Ratio) ʽ ISLR (Itegrated Side-Lobe Ratio). 

PSLR (ʧʽʢʦʚʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʨʽʚʥʷ ʙʽʯʥʠʭ ʧʝʣʶʩʪʦʢ)  ʭʘʨʘʢʪʝʨʠʟʫʻ 

ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʚʠʷʚʣʷʪʠ ʩʣʘʙʢʽ ʮʽʣʽ ʥʘ ʬʦʥʽ ʩʠʣʴʥʠʭ. ʗʢʱʦ PSLR ʥʠʟʴʢʠʡ 

(ʚʝʣʠʢʝ ʚʽʜ'ʻʤʥʝ ʯʠʩʣʦ ʧʦ ʤʦʜʫʣʶ, ʥʘʧʨʠʢʣʘʜ, -30 ʜɹ), ʮʝ ʜʦʙʨʝ. ʗʢʱʦ 

ʚʠʩʦʢʠʡ (ʤʘʣʝ ʚʽʜ'ʻʤʥʝ ʯʠʩʣʦ ʧʦ ʤʦʜʫʣʶ, ʥʘʧʨʠʢʣʘʜ, ʷʢ ʜʣʷ ʥʝʟʚʘʞʝʥʦʛʦ 

ʧʨʷʤʦʢʫʪʥʦʛʦ ʚʽʢʥʘ, -13 ʜɹ), ʪʦ ʩʠʣʴʥʘ ʮʽʣʴ ʤʦʞʝ "ʟʘʩʣʽʧʠʪʠ" ʩʣʘʙʢʫ ʮʽʣʴ 

ʧʦʨʫʯ ʩʚʦʾʤʠ ʙʽʯʥʠʤʠ ʧʝʣʶʩʪʢʘʤʠ. PSLR ʟʥʘʭʦʜʠʪʴʩʷ ʷʢ ʚʽʜʥʦʰʝʥʥʷ 

ʧʦʪʫʞʥʦʩʪʽ (ʘʙʦ ʘʤʧʣʽʪʫʜʠ) ʥʘʡʚʠʱʦʾ ʙʽʯʥʦʾ ʧʝʣʶʩʪʢʠ ʜʦ ʧʦʪʫʞʥʦʩʪʽ (ʘʙʦ 

ʘʤʧʣʽʪʫʜʠ) ʛʦʣʦʚʥʦʾ ʧʝʣʶʩʪʢʠ ɸʂʌ ʟʘ ʬʦʨʤʫʣʦʶ: 

PSLRdB = 10log10( ) = 20 Ĭ log10( ),         (1) 

ʜʝ Pside_max - ʧʦʪʫʞʥʽʩʪʴ ʥʘʡʚʠʱʦʾ ʙʽʯʥʦʾ ʧʝʣʶʩʪʢʠ, ʘ Pmain_peak - ʧʦʪʫʞʥʽʩʪʴ ʫ 

ʮʝʥʪʨʽ ʛʦʣʦʚʥʦʾ ʧʝʣʶʩʪʢʠ, max |Rsidelobe| = PSL ï ʤʘʢʩʠʤʘʣʴʥʘ ʘʤʧʣʽʪʫʜʘ 

ʙʽʯʥʦʾ ʧʝʣʶʩʪʢʠ, R(0) ï ʘʤʧʣʽʪʫʜʘ ʛʦʣʦʚʥʦʾ ʧʝʣʶʩʪʢʠ.  

ISLR (ʽʥʪʝʛʨʘʣʴʥʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʨʽʚʥʷ ʙʽʯʥʠʭ ʧʝʣʶʩʪʦʢ) ʧʦʢʘʟʫʻ, ʷʢʘ 

ʯʘʩʪʠʥʘ ʝʥʝʨʛʽʾ ʩʠʛʥʘʣʫ ʥʝ ʬʦʢʫʩʫʻʪʴʩʷ ʚ ʦʩʥʦʚʥʽʡ ʮʽʣʽ, ʘ ʨʦʟʩʽʶʻʪʴʩʷ 

ʥʘʚʢʦʣʦ ʥʝʾ. ɺʠʩʦʢʝ ʟʥʘʯʝʥʥʷ ISLR (ʤʘʣʝ ʚʽʜ'ʻʤʥʝ ʯʠʩʣʦ ʧʦ ʤʦʜʫʣʶ) 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʨʦʟʤʠʪʪʷ ʟʦʙʨʘʞʝʥʥʷ ʪʘ ʚʪʨʘʪʠ ʢʦʥʪʨʘʩʪʫ, ʦʩʢʽʣʴʢʠ ʝʥʝʨʛʽʷ ʚʽʜ 

ʮʽʣʽ "ʟʘʩʚʽʯʫʻ" ʩʫʩʽʜʥʽ ʜʽʣʷʥʢʠ (ʬʦʥ). ISLR ʟʥʘʭʦʜʠʪʴʩʷ ʷʢ ʚʽʜʥʦʰʝʥʥʷ 

ʩʫʤʘʨʥʦʾ ʝʥʝʨʛʽʾ ʚʩʽʭ ʙʽʯʥʠʭ ʧʝʣʶʩʪʦʢ ʜʦ ʝʥʝʨʛʽʾ ʛʦʣʦʚʥʦʾ ʧʝʣʶʩʪʢʠ ʟʘ 

ʬʦʨʤʫʣʦʶ: 

mailto:maksimov46@ukr.net
mailto:andr.y@ukr.net


 75 

ISLRdB = 10 Ĭ log10 ( ),                               (2) 

ʘʙʦ 

ISLRdB = 10Ĭlog10 ( ),                                  (3) 

ʜʝ N - ʜʦʚʞʠʥʘ ʢʦʜʦʚʦʾ ʧʦʩʣʽʜʦʚʥʦʩʪʽ, R(k) ð ʟʥʘʯʝʥʥʷ ʘʧʝʨʽʦʜʠʯʥʦʾ 

ʘʚʪʦʢʦʨʝʣʷʮʽʡʥʦʾ ʬʫʥʢʮʽʾ ʧʨʠ ʟʩʫʚʽ (ʣʘʛʫ) k, R(0) ð ʘʤʧʣʽʪʫʜʘ ʛʦʣʦʚʥʦʛʦ ʧʽʢʫ 

(ʧʨʠ k=0), ʷʢʘ ʟʘʚʞʜʠ ʜʦʨʽʚʥʶʻ N, |R(0)|
2
 - ʝʥʝʨʛʽʷ ʛʦʣʦʚʥʦʛʦ ʧʽʢʫ, |R(k)|

2 
- 

ʩʫʤʘ ʢʚʘʜʨʘʪʽʚ ʘʤʧʣʽʪʫʜ ʫʩʽʭ ʙʽʯʥʠʭ ʧʝʣʶʩʪʦʢ, Esidelobes ï ʝʥʝʨʛʽʷ ʙʽʯʥʠʭ 

ʧʝʣʶʩʪʦʢ, Emain ï ʝʥʝʨʛʽʷ ʛʦʣʦʚʥʦʛʦ ʧʽʢʫ.  

ɺ ʨʦʙʦʪʽ ʧʨʦʚʝʜʝʥʦ ʨʦʟʨʘʭʫʥʦʢ ʧʘʨʘʤʝʪʨʽʚ PSLR ʽ ISLR ʥʦʚʠʭ 

ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ, ɻʦʣʜʘ ʽ ʂʘʩʘʤʽ ʥʘ ʦʩʥʦʚʽ ʜʠʩʢʨʝʪʥʠʭ 

ʘʚʪʦʢʦʨʝʣʷʮʽʡʥʠʭ ʬʫʥʢʮʽʡ ʜʘʥʠʭ ʢʦʜʽʚ, ʥʘʚʝʜʝʥʠʭ ʚ [1, 2]. ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ 

ʢʽʣʴʢʽʩʥʘ ʦʮʽʥʢʘ ʷʢʦʩʪʽ ʮʠʭ ʢʦʜʽʚ ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ ʢʦʜʘʤʠ ɹʘʨʢʝʨʘ [3]. 

 

ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ, ɻʦʣʜʘ ʽ ʂʘʩʘʤʽ. 

ʆʙ'ʻʢʪʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʩʪʘʣʠ 8 ʛʨʫʧ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ʜʦʚʞʠʥʦʶ 

ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ 121, 77 (ʘ,ʙ), 49, 33 (ʘ,ʙ), 21 (ʘ,ʙ) ʽ ʜʚʽ ʛʨʫʧʠ ʢʦʜʽʚ ɻʦʣʜʘ ʽ 

ʂʘʩʘʤʽ ʜʦʚʞʠʥʦʶ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ 63, ʚ ʢʦʞʥʽʡ ʛʨʫʧʽ ʧʦ ʯʦʪʠʨʠ ʢʦʜʠ. 

ʂʦʤʧʦʟʠʪʥʽ ʢʦʜʠ ʩʬʦʨʤʦʚʘʥʦ ʰʣʷʭʦʤ ʢʨʦʥʝʢʝʨʽʚʩʴʢʦʛʦ ʜʦʙʫʪʢʫ ʙʘʟʦʚʠʭ 

ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ ɹʘʨʢʝʨʘ, ʷʢʽ ʤʘʶʪʴ ʦʜʥʘʢʦʚʽ ʘʚʪʦʢʦʨʝʣʷʮʽʡʥʽ ʬʫʥʢʮʽʾ. ɼʣʷ 

ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ʚʚʝʜʝʥʦ ʥʘʩʪʫʧʥʽ ʧʦʟʥʘʯʝʥʥʷ: ɸ ï ʢʘʥʦʥʽʯʥʘ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ɹʘʨʢʝʨʘ, ɺ ï ʽʥʚʝʨʩʥʘ ʧʦʩʣʽʜʦʚʥʽʩʪʴ, ʉ- ʜʟʝʨʢʘʣʴʥʘ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ, D ï ʽʥʚʝʨʩʥʘ ʜʟʝʨʢʘʣʴʥʘ ʧʦʩʣʽʜʦʚʥʽʩʪʴ. ʈʦʟʨʘʭʦʚʘʥʽ ʟʥʘʯʝʥʥʷ 

PSLR ʪʘ ISLR ʜʣʷ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣʠʮʽ 1, ʜʣʷ ʢʦʜʽʚ ɻʦʣʜʘ ʽ 

ʂʘʩʘʤʽ ʚʽʜʧʦʚʽʜʥʦ ʚ ʪʘʙʣʠʮʷʭ 2, 3. ʇʦʨʽʚʥʷʣʴʥʽ ʟʥʘʯʝʥʥʷ PSLR ʪʘ ISLR ʜʣʷ 

ʢʘʥʦʥʽʯʥʠʭ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ ɹʘʨʢʝʨʘ 3, 7 ʽ 11 ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣʠʮʽ 3.  

 

ʊʘʙʣʠʮʷ 1. PSLR ʪʘ ISLR ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ.  

 

N 

ʧ/ʧ 

ɺʘʨʽʘʥʪ 

121 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

ɺʘʨʽʘʥʪ 

77ʘ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

ɺʘʨʽʘʥʪ 

77ʙ 

PSLR(

ʜɹ) 

ISLR 

(ʜɹ) 

1. 
C11 x A11 

D11 x B11 

-20.83 -7.82 C11 x A7 

D11 x B7 

-16.9 -6,88 C7 x A11 

D7 x B11 

-16,9 -6,88 

2. 

C11 x B11 

D11 x 

A11 

-20,83 -7.82 
C11 x B7 

D11 x A7 

-16.9 -6,88 
C7 x B11 

D7 x A11 

-16,9 -6,88 

3. 
A11 x C11 

B11 x D11 

-20,83 -7.82 A11 x C7 

B11 x D7 

-16.9 -6,88 A7 x C11 

B7 x D11 

-16,9 -6,88 

4. 

A11 x 

D11 B11 x 

C11 

-20,83 -7.82 
A11 x D7 

B11 x C7 

-16.9 -6,88 
A7 x D11 

B7 x C11 

-16,9 -6,88 
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N 

ʧ/ʧ 
ɺʘʨʽʘʥʪ 49 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

ɺʘʨʽʘʥʪ 

33ʘ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

ɺʘʨʽʘʥʪ 

33ʙ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

1. 
ʉ7 ʭ ɸ7  

D7 ʭ ɺ7 

-16,9 -6,11 ʉ11 ʭ ɸ3 

D11 ʭ ɺ3 

-9,54 -4,9 ʉ3 ʭ A11 

D3 ʭ B11 

-9,54 -4,9 

2. 
D7 ʭ ɸ7  

ʉ7 ʭ ɺ7 

-16,9 -6,11 D11 ʭ ɸ3 

ʉ11 ʭ ɺ3 

-9,54 -4,9 D3 ʭ ɸ11 

ʉ3 ʭ B11 

-9,54 -4,9 

3. 
ɸ7 ʭ ʉ7  

ɺ7 ʭ D7 

-16,9 -6,11 ɸ11 ʭ ʉ3 

ɺ11 ʭ D3 

-9,54 -4,9 ɸ3 ʭ C11 

ɺ3 ʭ D11 

-9,54 -4,9 

4. 
ɺ7 ʭ ʉ7  

ɸ7 ʭ D7 

-16,9 -6,11 ɺ11 ʭ ʉ3 

ɸ11 ʭ D3 

-9,54 -4,9 ɺ3 ʭ C11 

ɸ3 ʭ D11 

-9,54 -4,9 

N 

ʧ/ʧ 

ɺʘʨʽʘʥʪ 

21ʘ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

ɺʘʨʽʘʥʪ 

21ʙ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

   

1. 
ʉ7 ʭ ɸ3  

D7 ʭ ɺ3 

-9,54 -4,3 ʉ3 ʭ A7  

D3 ʭ B7 

-9,54 -4,3    

2. 
D7 ʭ ɸ3  

ʉ7 ʭ ɺ3 

-9,54 -4,3 D3 ʭ ɸ7  

ʉ3 ʭ B7 

-9,54 -4,3    

3. 
ɸ7 ʭ ʉ3  

ɺ7 ʭ D3 

-9,54 -4,3 ɸ3 ʭ C7  

ɺ3 ʭ D7 

-9,54 -4,3    

4. 
ɺ7 ʭ ʉ3  

ɸ7 ʭ D3 

-9,54 -4,3 ɺ3 ʭ C7  

ɸ3 ʭ D7 

-9,54 -4,3    

 

ʊʘʙʣʠʮʷ 2. PSLR ʪʘ ISLR ʢʦʜʽʚ ɻʦʣʜʘ                        ʊʘʙʣʠʮʷ 3. PSLR ʪʘ ISLR ʢʦʜʽʚ ʂʘʩʘʤʽ 

N 

ʧ/ʧ 
ʂʦʜʠ ɻʦʣʜʘ 

PSLR 

(ʜɹ) 

ISLR 

(ʜɹ) 

 N 

ʧ/ʧ 
ʂʦʜʠ ʂʘʩʘʤʽ PSLR ISLR 

1. Gold 63-1 -10.88 0.75  1. Kasami 63-1 -13.71 -0.88 

2. Gold 63-2 -9.14 2.05  2. Kasami 63-2 -13.71 -0.36 

3. Gold 63-3 -13.06 -1.57  3. Kasami 63-3 -15.16 -1.67 

4. Gold 63-4 -10.88 0.71  4. Kasami 63-4 -13.71 -0.09 

 

 

ʊʘʙʣʠʮʷ 3. PSLR ʪʘ ISLR ʢʘʥʦʥʽʯʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ. 

 ʂʦʜʠ ɹʘʨʢʝʨʘ   

3 +1 +1 ī1 ī9.54 ʜɹ ī6.53 ʜɹ 

7 +1 +1 +1 ī1 ī1 +1 ī1 ī16.90 ʜɹ ī9.12 ʜɹ 

11 +1 +1 +1 ī1 ī1 ī1 +1 ī1 ī1 +1 ī1 ī20.83 ʜɹ ī10.83 ʜɹ 

 

ɺʠʩʥʦʚʢʠ. 

1. ʇʦʨʽʚʥʷʥʥʷ PSLR ʥʦʚʠʭ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ ʟ ʚʽʜʧʦʚʽʜʥʠʤʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʢʣʘʩʠʯʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ ʧʦʢʘʟʫʻ, ʱʦ  

- PSLR ʜʝʷʢʠʭ ʥʦʚʠʭ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ʩʧʽʚʧʘʜʘʶʪʴ ʤʽʞ ʩʦʙʦʶ (ʜʣʷ 

21ʘ, 21ʙ, 33ʘ, 33ʙ PSLR = -9,54; ʜʣʷ 49, 77ʘ, 77ʙ PSLR = -16,9; ʜʣʷ 121  

PSLR = -20,83). ʇʦʷʩʥʶʻʪʴʩʷ ʪʠʤ, ʱʦ ʫ ʚʢʣʘʜʝʥʠʭ ʢʦʜʘʭ ɹʘʨʢʝʨʘ PSLR 

ʚʠʟʥʘʯʘʻʪʴʩʷ  ʥʘʡʢʦʨʦʪʰʠʤ ʟ ʢʦʤʧʦʥʝʥʪʽʚ; 

- ʥʘʡʢʨʘʱʠʡ ʨʝʟʫʣʴʪʘʪ ʧʦʢʘʟʘʚ ʢʦʤʧʦʟʠʪʥʠʡ ʢʦʜ N=121 (11x11): ʧʨʠ 

ʤʘʢʩʠʤʘʣʴʥʽʡ ʙʽʯʥʽʡ ʧʝʣʶʩʪʮʽ PSL=11, ʡʦʛʦ ʧʘʨʘʤʝʪʨ PSLR ʩʢʣʘʚ -20,83 ʜɹ, 

ʱʦ ʚʢʘʟʫʻ ʥʘ ʤʦʞʣʠʚʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʫ ʚʠʩʦʢʦʪʦʯʥʠʭ ʩʠʩʪʝʤʘʭ;  
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- ʢʦʤʧʦʟʠʪʥʽ ʢʦʜʠ N=77 ʪʘ N=49 ʤʘʶʪʴ ʨʽʚʝʥʴ PSLR = -16,90 ʜɹ, ʱʦ 

ʩʚʽʜʯʠʪʴ ʧʨʦ ʚʠʩʦʢʫ ʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʠʜʫʰʝʥʥʷ ʟʘʚʘʜ, ʷʢʘ ʩʪʘʥʦʚʠʪʴ ʨʽʚʥʦ 1/7 

ʚʽʜ ʘʤʧʣʽʪʫʜʠ ʩʠʛʥʘʣʫ; 

- ʢʦʨʦʪʢʽ ʢʦʤʧʦʟʠʪʥʽ ʢʦʜʠ N=33 ʪʘ N=21 ʤʘʶʪʴ ʨʽʚʝʥʴ  

PSLR = -9,54 ʜɹ, ʱʦ ʚʢʘʟʫʻ ʥʘ ʾʭʥʶ ʦʙʤʝʞʝʥʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʚʠʩʦʢʦʪʦʯʥʠʭ 

ʩʠʩʪʝʤʘʭ. 

2. ʇʦʨʽʚʥʷʥʥʷ ɯSLR ʥʦʚʠʭ ʢʦʤʧʦʟʠʪʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ ʟ ʚʽʜʧʦʚʽʜʥʠʤʠ 

ʧʘʨʘʤʝʪʨʘʤʠ ʢʣʘʩʠʯʥʠʭ ʢʦʜʽʚ ɹʘʨʢʝʨʘ ʧʦʢʘʟʫʻ, ʱʦ ʚʩʽ ʚʦʥʠ ʧʦʩʪʫʧʘʶʪʴʩʷ ʾʤ, 

ʪʦʙʪʦ ʤʘʶʪʴ ʙʽʣʴʰʫ çʟʘʰʫʤʣʝʥʽʩʪʴè. ʊʘʢ, ʜʣʷ ʢʣʘʩʠʯʥʦʛʦ ʢʦʜʫ ɹʘʨʢʝʨʘ 3 

ɯSLR ʩʪʘʥʦʚʠʪʴ -6.53 ʜɹ, ʚ ʪʦʡ ʯʘʩ ʷʢ ʜʣʷ ʢʦʜʽʚ 21ʘ,ʙ -4,3 ʜɹ, 33ʘ,ʙ -4,9 ʜɹ, 49 

ɯSLR = -6,11ʜɹ; ʜʣʷ ʢʣʘʩʠʯʥʦʛʦ ʢʦʜʫ ɹʘʨʢʝʨʘ 7 ɯSLR ʩʪʘʥʦʚʠʪʴ -9,12 ʜɹ, ʚ 

ʪʦʡ ʯʘʩ ʷʢ ʜʣʷ ʢʦʜʫ 77ʘ,ʙ ɯSLR = -6,88 ʜɹ; ʜʣʷ ʢʣʘʩʠʯʥʦʛʦ ʢʦʜʫ ɹʘʨʢʝʨʘ  

11 ɯSLR ʩʪʘʥʦʚʠʪʴ ī10.83 ʜɹ, ʚ ʪʦʡ ʯʘʩ ʷʢ ʜʣʷ ʢʦʜʫ 121 ɯSLR = -7,82 ʜɹ.  

3. ʂʦʜʠ ɻʦʣʜʘ (N=63) ʧʦʢʘʟʘʣʠ ʟʥʘʯʥʠʡ ʨʦʟʢʠʜ ʧʘʨʘʤʝʪʨʽʚ. ʅʘʡʢʨʘʱʠʡ 

ʨʝʟʫʣʴʪʘʪ PSLR ʩʢʣʘʚ -13,06 ʜɹ, ʧʨʦʪʝ ʥʘʡʛʽʨʰʠʡ ʜʦʩʷʛʘʻ -9,14 ʜɹ. ʉʫʪʪʻʚʦʶ 

ʧʨʦʙʣʝʤʦʶ ʻ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʽʥʪʝʛʨʘʣʴʥʦʛʦ ʰʫʤʫ (ISLR ʜʦ 2,05 ʜɹ), ʱʦ 

ʩʚʽʜʯʠʪʴ ʧʨʦ ʟʥʘʯʥʝ ʝʥʝʨʛʝʪʠʯʥʝ ʟʘʩʤʽʯʝʥʥʷ ʢʘʥʘʣʫ ʙʽʯʥʠʤʠ ʧʝʣʶʩʪʢʘʤʠ. 

4. ʇʦʩʣʽʜʦʚʥʦʩʪʽ ʂʘʩʘʤʽ (N=63): ʚʠʷʚʠʣʠʩʷ ʩʪʘʙʽʣʴʥʽʰʠʤʠ ʟʘ ʢʦʜʠ 

ɻʦʣʜʘ. ɰʭʥʽʡ ʥʘʡʢʨʘʱʠʡ ʧʦʢʘʟʥʠʢ PSLR ʩʢʣʘʚ -15,16 ʜɹ. ʎʝ ʥʘ 2,1 ʜɹ ʢʨʘʱʝ, 

ʥʽʞ ʫ ʢʦʜʽʚ ɻʦʣʜʘ. 

5. ʂʦʜʠ ɻʦʣʜʘ (N=63) ʽ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʂʘʩʘʤʽ (N=63) ʟʥʘʯʥʦ 

ʧʦʩʪʫʧʘʶʪʴʩʷ ʥʦʚʦʤʫ ʢʦʤʧʦʟʠʪʥʦʤʫ ʢʦʜʫ N=49 (PSLR = -16,90 ʜɹ,  

ɯSLR = -6,11 ʜɹ). 
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OPTIMIZATION OF RELIABILITY INDICATORS IN A  

COMMUNICATION CHANNEL WITH MULTI -POSITION  

MANIPULATION AT A FIXED ENERGY RESOURCE  

 

This paper investigates the strategic selection of modulation types to enhance bit error rate 

performance under strict power constraints. By utilizing a developed nomogram based on Fink 

and Proakis models, the study demonstrates how transitioning to higher-order modulations can 

effectively "trade" spectral efficiency for significant reliability gains without increasing 

transmitter power.  

 

ʅʘ ʩʫʯʘʩʥʦʤʫ ʝʪʘʧʽ ʨʦʟʚʠʪʢʫ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʧʝʨʝʭʦʜʦʤ ʜʦ ʩʪʘʥʜʘʨʪʽʚ 5G ʪʘ ʨʦʟʨʦʙʢʦʶ ʢʦʥʮʝʧʮʽʡ 6G, ʢʣʶʯʦʚʦʶ 

ʧʨʦʙʣʝʤʦʶ ʟʘʣʠʰʘʻʪʴʩʷ ʤʘʢʩʠʤʘʣʴʥʦ ʝʬʝʢʪʠʚʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʙʤʝʞʝʥʠʭ 

ʨʝʩʫʨʩʽʚ ʨʘʜʽʦʢʘʥʘʣʫ. ɽʚʦʣʶʮʽʷ ʮʠʬʨʦʚʠʭ ʩʠʩʪʝʤ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʥʝʨʦʟʨʠʚʥʦ 

ʧʦʚ'ʷʟʘʥʘ ʟ ʧʦʰʫʢʦʤ ʢʦʤʧʨʦʤʽʩʫ ʤʽʞ ʰʚʠʜʢʽʩʪʶ ʧʝʨʝʜʘʯʽ, ʟʘʡʤʘʥʦʶ ʩʤʫʛʦʶ 

ʯʘʩʪʦʪ ʪʘ ʟʘʚʘʜʦʩʪʽʡʢʽʩʪʶ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʢʣʘʜʥʠʭ ʩʠʛʥʘʣʴʥʦ-ʢʦʜʦʚʠʭ 

ʢʦʥʩʪʨʫʢʮʽʡ (ʉʂʂ) ʜʦʟʚʦʣʷʻ ʤʘʥʽʧʫʣʶʚʘʪʠ ʧʘʨʘʤʝʪʨʘʤʠ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ ʜʣʷ 

ʘʜʘʧʪʘʮʽʾ ʜʦ ʜʠʥʘʤʽʯʥʠʭ ʫʤʦʚ ʧʦʰʠʨʝʥʥʷ ʭʚʠʣʴ.  

ʆʩʦʙʣʠʚʦʾ ʚʘʛʠ ʥʘʙʫʚʘʻ ʧʠʪʘʥʥʷ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ, ʦʩʢʽʣʴʢʠ ʙʽʣʴʰʽʩʪʴ 

ʩʫʯʘʩʥʠʭ ʘʙʦʥʝʥʪʩʴʢʠʭ ʪʝʨʤʽʥʘʣʽʚ ʤʘʶʪʴ ʦʙʤʝʞʝʥʠʡ ʨʝʩʫʨʩ ʘʚʪʦʥʦʤʥʦʛʦ 

ʞʠʚʣʝʥʥʷ. ʊʨʘʜʠʮʽʡʥʠʡ ʧʽʜʭʽʜ ʜʦ ʧʨʦʝʢʪʫʚʘʥʥʷ ʩʠʩʪʝʤ ʟʚ'ʷʟʢʫ ʯʘʩʪʦ 

ʨʦʟʛʣʷʜʘʻ ʧʽʜʚʠʱʝʥʥʷ ʧʦʟʠʮʽʡʥʦʩʪʽ ʤʦʜʫʣʷʮʽʾ (ʄ) ʚʠʢʣʶʯʥʦ ʷʢ ʽʥʩʪʨʫʤʝʥʪ 

ʥʘʨʦʱʫʚʘʥʥʷ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ. ʇʨʦʪʝ, ʟʘ ʫʤʦʚʠ ʬʽʢʩʦʚʘʥʦʛʦ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʙʶʜʞʝʪʫ ʩʠʩʪʝʤʠ, ʟʤʽʥʘ ʚʠʜʫ ʤʘʥʽʧʫʣʷʮʽʾ ʤʦʞʝ ʚʠʩʪʫʧʘʪʠ 

ʧʦʪʫʞʥʠʤ ʟʘʩʦʙʦʤ ʢʝʨʫʚʘʥʥʷ ʜʦʩʪʦʚʽʨʥʽʩʪʶ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ. 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʜʘʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʟʫʤʦʚʣʝʥʘ ʥʝʦʙʭʽʜʥʽʩʪʶ ʨʦʟʨʦʙʢʠ 

ʤʝʪʦʜʠʢʠ, ʷʢʘ ʙ ʜʦʟʚʦʣʷʣʘ ʧʽʜʚʠʱʫʚʘʪʠ ʷʢʽʩʪʴ ʟʚ'ʷʟʢʫ (ʤʽʥʽʤʽʟʫʚʘʪʠ 

ʡʤʦʚʽʨʥʽʩʪʴ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ) ʙʝʟ ʜʦʜʘʪʢʦʚʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʧʽʜʩʠʣʶʚʘʯʽ 

ʧʦʪʫʞʥʦʩʪʽ, ʱʦ ʻ ʢʨʠʪʠʯʥʠʤ ʜʣʷ ʚʠʩʦʢʦʥʘʚʘʥʪʘʞʝʥʠʭ ʪʘ ʘʚʪʦʥʦʤʥʠʭ ʩʠʩʪʝʤ.  

ʌʫʥʜʘʤʝʥʪʘʣʴʥʠʤ ʧʦʢʘʟʥʠʢʦʤ ʷʢʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʜʠʩʢʨʝʪʥʠʭ 

ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ ʻ ʡʤʦʚʽʨʥʽʩʪʴ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ (Bit Error Rate, BER), ʷʢʘ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʽʜʥʦʰʝʥʥʷ ʝʥʝʨʛʽʾ ʩʠʛʥʘʣʫ, ʱʦ ʧʨʠʧʘʜʘʻ ʥʘ 



 79 

ʦʜʠʥ ʙʽʪ, ʜʦ ʩʧʝʢʪʨʘʣʴʥʦʾ ʱʽʣʴʥʦʩʪʽ ʧʦʪʫʞʥʦʩʪʽ ʰʫʤʫ (Eb/N0, ʘʙʦ h
2
). ʋ ʜʘʥʽʡ 

ʨʦʙʦʪʽ ʜʣʷ ʘʥʘʣʽʪʠʯʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʪʘ ʧʦʙʫʜʦʚʠ ʥʦʤʦʛʨʘʤʠ ʙʫʣʦ ʦʙʨʘʥʦ 

ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʽ ʤʘʪʝʤʘʪʠʯʥʽ ʤʦʜʝʣʽ, ʱʦ ʚʨʘʭʦʚʫʶʪʴ ʩʧʝʮʠʬʽʢʫ ʨʽʟʥʠʭ 

ʚʠʜʽʚ ʤʘʥʽʧʫʣʷʮʽʾ.  

ɼʣʷ ʙʽʥʘʨʥʦʾ ʬʘʟʦʚʦʾ ʤʘʥʽʧʫʣʷʮʽʾ (BPSK), ʷʢʘ ʻ ʝʪʘʣʦʥʦʤ ʟʘʚʘʜʦʩʪʽʡʢʦʩʪʽ 

ʩʝʨʝʜ ʥʝʟʘʚʘʜʦʩʪʽʡʢʠʭ ʢʦʜʽʚ, ʚʠʢʦʨʠʩʪʘʥʦ ʤʦʜʝʣʴ ʟʘ ʃ. ʌʽʥʢʦʤ. ʎʷ ʤʦʜʝʣʴ 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʘʥʘʣʽʟʽ ʽʥʪʝʛʨʘʣʘ ʡʤʦʚʽʨʥʦʩʪʽ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʥʘʡʚʠʱʫ ʪʦʯʥʽʩʪʴ 

ʦʮʽʥʢʠ ʜʣʷ ʩʠʩʪʝʤ ʽʟ ʧʨʦʪʠʣʝʞʥʠʤʠ ʩʠʛʥʘʣʘʤʠ:  

                                  (1) 

ʜʝ F(x) ð ʬʫʥʢʮʽʷ ʃʘʧʣʘʩʘ, h
2 
ð ʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ, ʘ M ʚʠʟʥʘʯʘʻ 

ʢʽʣʴʢʽʩʪʴ ʤʦʞʣʠʚʠʭ ʩʪʘʥʽʚ ʩʠʛʥʘʣʫ.  

ʇʨʠ ʧʝʨʝʭʦʜʽ ʜʦ ʢʚʘʜʨʘʪʫʨʥʠʭ ʤʝʪʦʜʽʚ (QPSK) ʪʘ ʙʘʛʘʪʦʧʦʟʠʮʽʡʥʠʭ 

ʘʤʧʣʽʪʫʜʥʦ-ʢʚʘʜʨʘʪʫʨʥʠʭ ʤʦʜʫʣʷʮʽʡ (QAM-16, QAM-64) ʩʢʣʘʜʥʽʩʪʴ 

ʩʠʛʥʘʣʴʥʦʛʦ ʩʫʟʽʨ'ʷ ʚʠʤʘʛʘʻ ʚʨʘʭʫʚʘʥʥʷ ʛʝʦʤʝʪʨʠʯʥʦʾ ʚʽʜʩʪʘʥʽ ʤʽʞ ʪʦʯʢʘʤʠ ʫ 

ʧʨʦʩʪʦʨʽ ʩʠʛʥʘʣʽʚ. ʋ ʮʠʭ ʚʠʧʘʜʢʘʭ ʟʘʩʪʦʩʦʚʘʥʦ ʬʦʨʤʫʣʠ ɼʞ. ʇʨʦʢʽʩʘ, ʷʢʽ 

ʘʜʝʢʚʘʪʥʦ ʦʧʠʩʫʶʪʴ ʧʦʚʝʜʽʥʢʫ BER ʚ ʢʘʥʘʣʘʭ ʟ ʘʜʠʪʠʚʥʠʤ ʙʽʣʠʤ ʛʘʫʩʩʦʚʠʤ 

ʰʫʤʦʤ (AWGN):  

- ɼʣʷ QPSK (ʯʦʪʠʨʠʧʦʟʠʮʽʡʥʘ ʬʘʟʦʚʘ ʤʘʥʽʧʫʣʷʮʽʷ):  

                                       (2)  

- ɼʣʷ ʚʠʩʦʢʦʧʦʟʠʮʽʡʥʠʭ ʩʠʩʪʝʤ QAM-M:  

                                    (3)  

ɺʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʪʝʦʨʝʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʻ ʪʝ, ʱʦ ʧʨʠ ʟʤʽʥʽ ʚʠʜʫ 

ʤʦʜʫʣʷʮʽʾ ʟʤʽʥʶʻʪʴʩʷ ʢʽʣʴʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʘ ʧʝʨʝʥʦʩʠʪʴʩʷ ʦʜʥʠʤ 

ʩʠʤʚʦʣʦʤ. ʎʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʣʦʛʘʨʠʬʤʽʯʥʦʾ ʟʤʽʥʠ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʨʝʩʫʨʩʫ, ʱʦ 

ʧʨʠʧʘʜʘʻ ʥʘ ʩʠʤʚʦʣ, ʧʨʠ ʥʝʟʤʽʥʥʽʡ ʧʦʪʫʞʥʦʩʪʽ ʧʝʨʝʜʘʚʘʯʘ. ʎʷ ʟʘʣʝʞʥʽʩʪʴ 

ʦʧʠʩʫʻʪʴʩʷ ʷʢ ɝ ρπÌÇ ὓ), ʜʝ M ð ʢʽʣʴʢʽʩʪʴ ʙʽʪ, ʱʦ ʢʦʜʫʶʪʴʩʷ ʦʜʥʠʤ 

ʩʠʤʚʦʣʦʤ (ʧʦʟʠʮʽʡʥʽʩʪʴ). ʉʘʤʝ ʮʝʡ ʬʽʟʠʯʥʠʡ ʝʬʝʢʪ ʻ ʦʩʥʦʚʦʶ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ 

çʝʥʝʨʛʝʪʠʯʥʦʛʦ ʤʘʥʝʚʨʫè, ʷʢʠʡ ʜʦʩʣʽʜʞʫʻʪʴʩʷ ʫ ʜʘʥʽʡ ʨʦʙʦʪʽ. ʆʪʨʠʤʘʥʠʡ 

ʨʝʟʫʣʴʪʘʪ ʧʽʩʣʷ ʨʦʟʨʘʭʫʥʢʽʚ ʤʦʞʝʤʦ ʩʧʦʩʪʝʨʽʛʘʪʠ ʥʘ ʨʠʩ.1.  

ɻʦʣʦʚʥʘ ʥʘʫʢʦʚʘ ʥʦʚʠʟʥʘ ʪʘ ʫʥʽʢʘʣʴʥʽʩʪʴ ʧʨʝʜʩʪʘʚʣʝʥʦʛʦ ʧʽʜʭʦʜʫ 

ʧʦʣʷʛʘʻ ʫ ʚʠʷʚʣʝʥʥʽ ʤʦʞʣʠʚʦʩʪʽ ʧʦʢʨʘʱʝʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʜʦʩʪʦʚʽʨʥʦʩʪʽ 

ʚʠʢʣʶʯʥʦ ʟʘ ʨʘʭʫʥʦʢ ʚʘʨʽʘʮʽʾ ʩʪʨʫʢʪʫʨʠ ʩʠʛʥʘʣʫ ʧʨʠ ʥʝʟʤʽʥʥʦʤʫ ʨʽʚʥʽ 

ʚʠʭʽʜʥʦʾ ʧʦʪʫʞʥʦʩʪʽ. ɺ ʨʘʤʢʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʨʦʟʨʦʙʣʝʥʦ ʩʧʝʮʽʘʣʽʟʦʚʘʥʫ 
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ʥʦʤʦʛʨʘʤʫ ʚ ʩʝʨʝʜʦʚʠʱʽ MATLAB, ʷʢʘ ʽʥʪʝʛʨʫʻ ʧʦʢʘʟʥʠʢʠ BER ʜʣʷ 

ʯʦʪʠʨʴʦʭ ʪʠʧʽʚ ʤʦʜʫʣʷʮʽʾ (BPSK, QPSK, QAM-16, QAM-64).  

ʄʝʪʦʜʠʢʘ ʜʦʩʣʽʜʞʝʥʥʷ ʙʘʟʫʚʘʣʘʩʷ ʥʘ ʥʘʩʪʫʧʥʦʤʫ ʣʦʛʽʯʥʦʤʫ ʣʘʥʮʶʞʢʫ 

ʧʝʨʝʪʚʦʨʝʥʴ:  

1. ɺʩʪʘʥʦʚʣʶʻʪʴʩʷ ʙʘʟʦʚʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʨʽʚʝʥʴ ʜʣʷ ʥʘʡʧʨʦʩʪʽʰʦʾ 

ʤʦʜʫʣʷʮʽʾ (BPSK, ʄ = 1). ʅʘʧʨʠʢʣʘʜ, ʧʨʠ Eb/N0 =7. 9 ʜɹ (ʪʦʯʢʘ ç0è) ʩʠʩʪʝʤʘ 

ʟʘʙʝʟʧʝʯʫʻ Pb = 10
-5
.  

2. ʇʨʠ ʟʤʽʥʽ ʚʠʜʫ ʤʘʥʽʧʫʣʷʮʽʾ ʥʘ QPSK (M = 2) ʘʚʪʦʤʘʪʠʯʥʦ ʚʽʜʙʫʚʘʻʪʴʩʷ 

ʧʨʠʨʽʩʪ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʨʝʩʫʨʩʫ ʥʘ ʩʠʤʚʦʣ ʥʘ ρπÌÇ ς σ ̅ˎ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʨʦʙʦʯʘ ʪʦʯʢʘ ʥʘ ʥʦʤʦʛʨʘʤʽ ʟʤʽʱʫʻʪʴʩʷ ʜʦ ʧʦʟʥʘʯʢʠ 10,9 ʜɹ (ʪʦʯʢʘ ç1è).  

3. ɸʥʘʣʽʟ ʥʦʤʦʛʨʘʤʠ ʧʦʢʘʟʫʻ, ʱʦ ʧʨʠ 10,9 ʜɹ ʤʦʜʫʣʷʮʽʷ QPSK 

ʟʘʙʝʟʧʝʯʫʻ Pb = 10
-6
, ʱʦ ʻ ʥʘ ʧʦʨʷʜʦʢ ʢʨʘʱʠʤ ʧʦʢʘʟʥʠʢʦʤ ʟʘʚʘʜʦʩʪʽʡʢʦʩʪʽ 

ʧʦʨʽʚʥʷʥʦ ʟ ʚʠʭʽʜʥʠʤ ʩʪʘʥʦʤ.  

 

 
 

ʈʠʩ. 1. ʅʦʤʦʛʨʘʤʘ ʟʘʣʝʞʥʦʩʪʽ ʧʦʢʘʟʥʠʢʫ ʩʠʛʥʘʣ/ʰʫʤ ʜʦ ʟʥʘʯʝʥʴ  

ʡʤʦʚʽʨʥʦʩʪʽ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ ʫ ʢʘʥʘʣʽ ʟʚôʷʟʢʫ ʟʽ ʟʤʽʥʥʦʶ ʝʥʝʨʛʝʪʠʢʦʶ 

 

ɸʥʘʣʦʛʽʯʥʽ ʨʦʟʨʘʭʫʥʢʠ ʜʣʷ ʚʠʱʠʭ ʧʦʨʷʜʢʽʚ QAM-16 ʧʽʜʪʚʝʨʜʠʣʠ 

ʟʘʢʦʥʦʤʽʨʥʽʩʪʴ: ʧʝʨʝʭʽʜ ʜʦ QAM-16 ʜʦʜʘʻ 6 ʜɹ ʜʦ ʙʘʟʦʚʦʛʦ ʨʽʚʥʷ (13,9 ʜɹ ï 

ʪʦʯʢʘ ç2è), ʱʦ ʪʘʢʦʞ ʜʦʟʚʦʣʷʻ ʫʪʨʠʤʫʚʘʪʠ ʚʠʩʦʢʫ ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʥʘ ʨʽʚʥʽ . ʎʝ 

ʜʦʚʦʜʠʪʴ, ʱʦ ʟʘ ʨʘʭʫʥʦʢ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʚʠʙʦʨʫ ʚʠʜʫ ʤʦʜʫʣʷʮʽʾ ʤʦʞʥʘ ʥʝ 
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ʣʠʰʝ ʥʘʨʦʱʫʚʘʪʠ ʰʚʠʜʢʽʩʪʴ, ʘ ʡ ʩʫʪʪʻʚʦ çʝʢʦʥʦʤʠʪʠè ʧʦʪʫʞʥʽʩʪʴ, 

ʜʦʩʷʛʘʶʯʠ ʚʠʱʦʾ ʷʢʦʩʪʽ ʟʚôʷʟʢʫ ʯʝʨʝʟ ʪʦʡ ʩʘʤʠʡ ʝʥʝʨʛʝʪʠʯʥʠʡ ʨʝʩʫʨʩ. ʇʨʠ 

ʮʴʦʤʫ, ʷʢʱʦ ʤʠ ʧʝʨʝʡʜʝʤʦ ʜʦ QAM-64 (15,7 ʜɹ ï ʪʦʯʢʘ ç2è), ʪʦ ʧʦʢʘʟʥʠʢ 

ʡʤʦʚʽʨʥʦʩʪʽ ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ ʢʦʣʠʚʘʪʠʤʝʪʴʩʷ ʤʽʞ 10
-3

 ʪʘ 10
-4
, ʱʦ ʦʟʥʘʯʘʻ, ʱʦ 

ʟʘʢʦʥʦʤʽʨʥʽʩʪʴ ʚʠʢʦʥʫʻʪʴʩʷ ʣʠʰʝ ʜʦ ʧʝʚʥʦʛʦ ʤʦʤʝʥʪʫ ʽ ʚʘʞʣʠʚʦ ʟʚʝʨʪʘʪʠ 

ʫʚʘʛʫ, ʷʢʠʡ ʧʦʢʘʟʥʠʢ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ ʙʝʨʝʪʴʩʷ, ʷʢ ʚʠʭʽʜʥʠʡ. ʏʠʤ 

ʙʽʣʴʰʝ ʟʥʘʯʝʥʥʷ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ ʙʝʨʝʪʴʩʷ ʥʘ ʝʪʘʧʽ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʤʦʜʫʣʷʮʽʾ BPSK, ʪʠʤ ʙʽʣʴʰʝ ʤʦʞʣʠʚʦʩʪʝʡ ʧʦʢʨʘʱʫʚʘʪʠ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, 

ʝʥʝʨʛʝʪʠʢʫ ʪʘ ʟʘʚʘʜʦʩʪʽʡʢʽʩʪʴ ʟʘ ʨʘʭʫʥʦʢ ʟʤʽʥʠ ʤʦʜʫʣʷʮʽʾ.  

ɺʠʩʥʦʚʢʠ. 

1. ɺ ʭʦʜʽ ʥʘʫʢʦʚʦʾ ʨʦʙʦʪʠ ʥʘ ʦʩʥʦʚʽ ʧʦʻʜʥʘʥʥʷ ʤʘʪʝʤʘʪʠʯʥʠʭ ʤʦʜʝʣʝʡ ʃ. 

ʌʽʥʢʘ ʪʘ ɼʞ. ʇʨʦʢʽʩʘ ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʧʨʝʮʠʟʽʡʥʠʡ ʨʦʟʨʘʭʫʥʢʦʚʠʡ ʽʥʩʪʨʫʤʝʥʪ 

ʫ ʚʠʛʣʷʜʽ ʥʦʤʦʛʨʘʤʠ (ʨʠʩ.1). ɺʦʥʘ ʜʦʟʚʦʣʷʻ ʧʨʦʚʦʜʠʪʠ ʤʠʪʪʻʚʠʡ 

ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʝʥʝʨʛʝʪʠʯʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʨʽʟʥʠʭ ʤʝʪʦʜʽʚ 

ʙʘʛʘʪʦʧʦʟʠʮʽʡʥʦʾ ʤʘʥʽʧʫʣʷʮʽʾ ʚ ʰʠʨʦʢʦʤʫ ʜʽʘʧʘʟʦʥʽ ʟʥʘʯʝʥʴ ʜʦʩʪʦʚʽʨʥʦʩʪʽ 

(ʚʽʜ 10
-2

 ʜʦ 10
-6
).  

2. ɺʩʪʘʥʦʚʣʝʥʦ ʪʘ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ ʧʽʜʪʚʝʨʜʞʝʥʦ, ʱʦ ʘʜʘʧʪʠʚʥʠʡ ʚʠʙʽʨ 

ʧʦʟʠʮʽʡʥʦʩʪʽ ʩʠʛʥʘʣʫ ʜʦʟʚʦʣʷʻ ʨʝʘʣʽʟʫʚʘʪʠ ʩʪʨʘʪʝʛʽʶ ʧʦʢʨʘʱʝʥʥʷ 

ʟʘʚʘʜʦʩʪʽʡʢʦʩʪʽ ʙʝʟ ʟʘʣʫʯʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʝʥʝʨʛʝʪʠʯʥʠʭ ʚʠʪʨʘʪ. ʌʽʟʠʯʥʦʶ 

ʦʩʥʦʚʦʶ ʮʴʦʛʦ ʷʚʠʱʘ ʻ ʣʦʛʘʨʠʬʤʽʯʥʝ ʟʨʦʩʪʘʥʥʷ ʝʥʝʨʛʝʪʠʯʥʦʾ ʚʘʛʠ ʩʠʤʚʦʣʫ 

ʧʨʠ ʧʝʨʝʭʦʜʽ ʜʦ ʚʠʱʠʭ ʧʦʨʷʜʢʽʚ ʤʦʜʫʣʷʮʽʾ.  

3. ɼʦʚʝʜʝʥʦ, ʱʦ ʩʪʨʘʪʝʛʽʯʥʠʡ çʤʘʥʝʚʨè ʚʽʜ BPSK ʜʦ QPSK ʘʙʦ QAM-16 

ʧʨʠ ʬʽʢʩʦʚʘʥʽʡ ʧʦʪʫʞʥʦʩʪʽ ʧʝʨʝʜʘʚʘʯʘ ʟʘʙʝʟʧʝʯʫʻ ʟʥʠʞʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ 

ʙʽʪʦʚʦʾ ʧʦʤʠʣʢʠ ʥʘ ʦʜʠʥ ʧʦʨʷʜʦʢ (ʟ 10
-5

 ʜʦ 10
-6
), ʱʦ ʝʢʚʽʚʘʣʝʥʪʥʦ ʩʫʪʪʻʚʦʤʫ 

ʧʽʜʚʠʱʝʥʥʶ ʥʘʜʽʡʥʦʩʪʽ ʢʘʥʘʣʫ.  

4. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʤʘʶʪʴ ʧʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʨʦʟʨʦʙʢʠ 

ʘʣʛʦʨʠʪʤʽʚ ʘʜʘʧʪʠʚʥʦʾ ʤʦʜʫʣʷʮʽʾ ʚ ʩʫʯʘʩʥʠʭ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʦʧʪʠʤʽʟʫʚʘʪʠ ʨʦʙʦʪʫ ʩʠʩʪʝʤ ʟʚ'ʷʟʢʫ ʚ 

ʫʤʦʚʘʭ ʥʠʟʴʢʦʾ ʝʥʝʨʛʝʪʠʢʠ ʘʙʦ ʞʦʨʩʪʢʠʭ ʦʙʤʝʞʝʥʴ ʥʘ ʚʠʧʨʦʤʽʥʶʚʘʥʫ 

ʧʦʪʫʞʥʽʩʪʴ, ʱʦ ʩʧʨʠʷʻ ʧʦʜʦʚʞʝʥʥʶ ʪʝʨʤʽʥʫ ʝʢʩʧʣʫʘʪʘʮʽʾ ʘʚʪʦʥʦʤʥʠʭ 

ʧʨʠʩʪʨʦʾʚ ʪʘ ʟʤʝʥʰʝʥʥʶ ʟʘʛʘʣʴʥʦʛʦ ʨʽʚʥʷ ʽʥʪʝʨʬʝʨʝʥʮʽʾ ʚ ʝʬʽʨʽ.  
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OPTIMIZATION OF MAS PROTOCOL PARAMETERS  

IN WIRED AND WIRELESS NETWORKS  

 

The article proposes an adaptive method for optimizing MAC protocol parameters for 

wired and wireless telecommunication networks, which takes into account the stochastic nature 

of the channel contention process and variable traffic intensity. The developed mathematical 

model is based on a Markov description of access to the environment and is extended by a 

Markov decision process (MDP), which allows for the formation of an optimal policy for 

controlling protocol parameters. Such a formalization provides the possibility of adaptively 

changing the contention window and waiting time in accordance with the predicted network 

characteristics. 

 

ʉʫʯʘʩʥʽ ʜʨʦʪʦʚʽ ʪʘ ʙʝʟʜʨʦʪʦʚʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ 

ʫʤʦʚʘʭ ʟʥʘʯʥʦʾ ʜʠʥʘʤʽʯʥʦʩʪʽ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʚʠʩʦʢʦʾ ʱʽʣʴʥʦʩʪʽ ʚʫʟʣʽʚ ʪʘ 

ʩʪʦʭʘʩʪʠʯʥʦʾ ʧʨʠʨʦʜʠ ʪʨʘʬʽʢʫ. ɿʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʽʜʢʣʶʯʝʥʠʭ ʧʨʠʩʪʨʦʾʚ, 

ʨʦʟʚʠʪʦʢ ʽʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT), ʙʝʟʜʨʦʪʦʚʠʭ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ ʥʦʚʦʛʦ 

ʧʦʢʦʣʽʥʥʷ (IEEE 802.11ax/be) ʪʘ ʧʨʦʤʠʩʣʦʚʠʭ Ethernet-ʩʠʩʪʝʤ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʩʫʪʪʻʚʦʛʦ ʫʩʢʣʘʜʥʝʥʥʷ ʧʨʦʮʝʩʽʚ ʜʦʩʪʫʧʫ ʜʦ ʩʧʽʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ 

ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ [1]. ʋ ʪʘʢʠʭ ʫʤʦʚʘʭ ʝʬʝʢʪʠʚʥʽʩʪʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ MAC-

ʨʽʚʥʷ ʩʪʘʻ ʢʣʶʯʦʚʠʤ ʬʘʢʪʦʨʦʤ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʝʦʙʭʽʜʥʦʾ ʷʢʦʩʪʽ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ (QoS) [2], ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʥʘ ʮʴʦʤʫ ʨʽʚʥʽ ʟʜʽʡʩʥʶʻʪʴʩʷ 

ʢʦʦʨʜʠʥʘʮʽʷ ʜʦʩʪʫʧʫ ʚʫʟʣʽʚ ʜʦ ʢʘʥʘʣʫ ʟʚôʷʟʢʫ. 

ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ ʘʢʪʫʘʣʴʥʠʤ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʘʪʝʤʘʪʠʯʥʠʭ ʤʦʜʝʣʝʡ, ʷʢʽ 

ʜʦʟʚʦʣʷʶʪʴ ʬʦʨʤʘʣʴʥʦ ʦʧʠʩʘʪʠ ʧʨʦʮʝʩ ʜʦʩʪʫʧʫ ʜʦ ʩʝʨʝʜʦʚʠʱʘ ʷʢ 

ʩʪʦʭʘʩʪʠʯʥʫ ʩʠʩʪʝʤʫ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ ʘʜʘʧʪʠʚʥʝ ʢʝʨʫʚʘʥʥʷ ʧʘʨʘʤʝʪʨʘʤʠ 

MAC-ʧʨʦʪʦʢʦʣʫ. ʆʜʥʠʤ ʽʟ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʨʦʟʚôʷʟʘʥʥʷ ʮʽʻʾ ʟʘʜʘʯʽ 

ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ (Markov Decision 

Process, MDP), ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʬʦʨʤʫʚʘʪʠ ʦʧʪʠʤʘʣʴʥʽ ʧʦʣʽʪʠʢʠ ʢʝʨʫʚʘʥʥʷ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʷʢ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʩʠʩʪʝʤʠ, ʪʘʢ ʽ ʤʦʞʣʠʚʠʭ ʤʘʡʙʫʪʥʽʭ ʟʤʽʥ [3]. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʩʪʦʭʘʩʪʠʯʥʦʾ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ 

ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ MAC-ʧʨʦʪʦʢʦʣʽʚ ʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞʘʭ, ʷʢʘ 

ʟʘʙʝʟʧʝʯʫʻ ʟʤʝʥʰʝʥʥʷ ʟʘʪʨʠʤʢʠ ʧʘʢʝʪʽʚ, ʟʥʠʞʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʢʦʣʽʟʽʡ ʪʘ 

ʩʪʘʙʽʣʽʟʘʮʽʶ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ ʚ ʫʤʦʚʘʭ ʟʤʽʥʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ 
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ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ MAC-ʧʨʦʪʦʢʦʣʽʚ ʫ ʜʨʦʪʦʚʠʭ ʽ ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ 

ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʩʝʨʽʶ ʯʠʩʝʣʴʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʫ ʩʝʨʝʜʦʚʠʱʽ OMNeT++ 6.0 ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʬʨʝʡʤʚʦʨʢʫ INET 4.5. ʄʝʪʦʶ ʤʦʜʝʣʶʚʘʥʥʷ ʙʫʣʦ ʚʠʟʥʘʯʠʪʠ 

ʚʧʣʠʚ ʘʜʘʧʪʠʚʥʦʛʦ ʚʠʙʦʨʫ ʚʽʢʥʘ ʟʤʘʛʘʥʥʷ W
*
 ʪʘ ʦʧʪʠʤʘʣʴʥʦʛʦ ʯʘʩʫ 

ʦʯʽʢʫʚʘʥʥʷ T
*
wait, ʦʪʨʠʤʘʥʠʭ ʥʘ ʦʩʥʦʚʽ MDP-ʬʦʨʤʘʣʽʟʘʮʽʾ, ʥʘ ʢʣʶʯʦʚʽ 

ʧʦʢʘʟʥʠʢʠ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʤʝʨʝʞʽ: ʩʝʨʝʜʥʶ ʟʘʪʨʠʤʢʫ ʧʘʢʝʪʽʚ, ʽʤʦʚʽʨʥʽʩʪʴ 

ʢʦʣʽʟʽʾ ʪʘ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ ʢʘʥʘʣʫ. ʉʝʨʝʜʦʚʠʱʝ ʜʦʩʪʫʧʫ ʜʦ ʨʘʜʽʦʢʘʥʘʣʫ 

ʤʦʜʝʣʶʚʘʣʦʩʷ ʟʘ ʧʨʠʥʮʠʧʦʤ IEEE 802.11g ʟ ʧʘʨʘʤʝʪʨʘʤʠ PHY, ʥʘʙʣʠʞʝʥʠʤʠ 

ʜʦ ʨʝʘʣʴʥʠʭ ʧʨʦʤʠʩʣʦʚʠʭ ʪʘ WLAN-ʩʠʩʪʝʤ. ʇʘʨʘʤʝʪʨʠ ʦʧʪʠʤʽʟʦʚʘʥʦʾ ʩʭʝʤʠ 

(ʨʦʟʤʽʨ ʚʽʢʥʘ ʟʤʘʛʘʥʥʷ W
*
 ʪʘ ʯʘʩ ʦʯʽʢʫʚʘʥʥʷ T

*
wait) ʙʫʣʠ ʚʠʢʦʨʠʩʪʘʥʽ ʷʢ ʚʭʽʜʥʽ 

ʟʥʘʯʝʥʥʷ ʫ ʤʦʜʝʣʶʚʘʥʥʽ OMNeT++. 

ʉʠʤʫʣʷʮʽʡʥʠʡ ʩʮʝʥʘʨʽʡ ʩʢʣʘʜʘʚʩʷ ʟ ʪʦʧʦʣʦʛʽʾ ʟ 20 ʚʫʟʣʽʚ, ʷʢʽ 

ʨʦʟʪʘʰʦʚʫʚʘʣʠʩʷ ʥʘ ʧʣʦʱʠʥʽ ʨʦʟʤʽʨʦʤ 150Ĭ150 ʤ, ʧʨʠʯʦʤʫ ʚʩʽ ʚʫʟʣʠ 

ʧʝʨʝʜʘʚʘʣʠ ʜʘʥʽ ʚ ʨʝʞʠʤʽ saturated load. ɼʣʷ ʜʨʦʪʦʚʦʛʦ ʩʮʝʥʘʨʽʶ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʝʢʚʽʚʘʣʝʥʪʥʠʡ ʤʦʜʝʣʴʦʚʘʥʠʡ Ethernet-ʩʝʛʤʝʥʪ ʽʟ CSMA/CD 

ʟ ʪʠʧʦʚʦʶ ʰʚʠʜʢʽʩʪʶ 100 ʄʙʽʪ/ʩ. ɯʥʪʝʥʩʠʚʥʽʩʪʴ ʛʝʥʝʨʘʮʽʾ ʪʨʘʬʽʢʫ l 

ʚʘʨʽʶʚʘʣʘʩʷ ʚ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 50 ʜʦ 300 ʧʘʢʝʪʽʚ/ʩ, ʱʦ ʜʦʟʚʦʣʷʣʦ ʚʽʜʪʚʦʨʠʪʠ 

ʨʦʙʦʪʫ ʤʝʨʝʞʽ ʷʢ ʫ ʨʝʞʠʤʽ ʩʣʘʙʢʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʪʘʢ ʽ ʫ ʨʝʞʠʤʽ ʤʘʡʞʝ 

ʥʘʩʠʯʝʥʦʛʦ ʢʘʥʘʣʫ. ɼʣʷ ʢʦʞʥʦʾ ʪʦʯʢʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʩʠʤʫʣʷʮʽʷ ʚʠʢʦʥʫʚʘʣʘʩʷ 

ʫʧʨʦʜʦʚʞ 150 ʩʝʢʫʥʜ, ʱʦ ʟʘʙʝʟʧʝʯʫʚʘʣʦ ʩʪʘʪʠʩʪʠʯʥʫ ʩʪʽʡʢʽʩʪʴ ʦʪʨʠʤʘʥʠʭ 

ʩʧʦʩʪʝʨʝʞʝʥʴ. 

ʋ ʝʢʩʧʝʨʠʤʝʥʪʽ ʜʦʩʣʽʜʞʫʚʘʣʘʩʷ ʩʝʨʝʜʥʷ ʟʘʪʨʠʤʢʘ ʧʘʢʝʪʽʚ ʧʨʠ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʙʘʟʦʚʦʾ ʩʭʝʤʠ ʜʦʩʪʫʧʫ ʪʘ ʦʧʪʠʤʽʟʦʚʘʥʦʛʦ MAC-ʧʨʦʪʦʢʦʣʫ. 

ʈʝʟʫʣʴʪʘʪʠ ʥʘʚʝʜʝʥʦ ʥʘ ʨʠʩ. 1. ʅʘ ʛʨʘʬʽʢʫ ʯʽʪʢʦ ʚʠʜʥʦ, ʱʦ ʟʘʧʨʦʧʦʥʦʚʘʥʘ 

ʩʭʝʤʘ ʜʝʤʦʥʩʪʨʫʻ ʥʠʞʯʫ ʟʘʪʨʠʤʢʫ ʚ ʫʩʴʦʤʫ ʜʽʘʧʘʟʦʥʽ ʥʘʚʘʥʪʘʞʝʥʴ. ʇʨʠ 

ʟʙʽʣʴʰʝʥʥʽ ʛʝʥʝʨʘʮʽʾ ʪʨʘʬʽʢʫ ʜʦ 250 ʧʘʢʝʪʽʚ/ʩ ʙʘʟʦʚʠʡ ʧʨʦʪʦʢʦʣ ʜʦʩʷʛʘʻ 

ʩʝʨʝʜʥʴʦʾ ʟʘʪʨʠʤʢʠ 9,1 ʤʩ, ʪʦʜʽ ʷʢ ʦʧʪʠʤʽʟʦʚʘʥʘ ʩʭʝʤʘ ʟʘʙʝʟʧʝʯʫʻ 7,8 ʤʩ, ʱʦ 

ʩʪʘʥʦʚʠʪʴ ʧʦʢʨʘʱʝʥʥʷ ʥʘ 14,2%. ʊʘʢʠʡ ʨʝʟʫʣʴʪʘʪ ʻ ʧʨʷʤʠʤ ʥʘʩʣʽʜʢʦʤ 

ʦʧʪʠʤʘʣʴʥʦʛʦ ʚʠʙʦʨʫ W
*
 ʽ ʟʤʝʥʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʚʪʦʨʥʠʭ ʧʨʦʧʦʟʠʮʽʡ 

ʜʦʩʪʫʧʫ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʘʥʘʣʽʪʠʯʥʽ ʚʠʩʥʦʚʢʠ ʤʘʪʝʤʘʪʠʯʥʦʾ 

ʤʦʜʝʣʽ ʪʘ ʜʝʤʦʥʩʪʨʫʶʪʴ, ʱʦ ʬʦʨʤʘʣʽʟʘʮʽʷ ʥʘ ʦʩʥʦʚʽ MDP ʟʘʙʝʟʧʝʯʫʻ ʩʫʪʪʻʚʝ 

ʟʤʝʥʰʝʥʥʷ ʟʘʪʨʠʤʢʠ ʡ ʟʨʦʩʪʘʥʥʷ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ ʤʝʨʝʞʽ. ɿʘʚʜʷʢʠ 

ʘʜʘʧʪʠʚʥʦʤʫ ʚʠʙʦʨʫ ʧʘʨʘʤʝʪʨʽʚ ʜʦʩʪʫʧʫ ʤʝʨʝʞʘ ʟʜʘʪʥʘ ʧʽʜʪʨʠʤʫʚʘʪʠ 

ʩʪʘʙʽʣʴʥʫ ʨʦʙʦʪʫ ʥʘʚʽʪʴ ʫ ʟʦʥʽ ʚʠʩʦʢʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʱʦ ʨʦʙʠʪʴ 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʜʣʷ ʚʧʨʦʚʘʜʞʝʥʥʷ ʫ ʩʫʯʘʩʥʽ ʜʨʦʪʦʚʽ ʪʘ 

ʙʝʟʜʨʦʪʦʚʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ. 
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ʈʠʩ. 1. ɿʘʣʝʞʥʽʩʪʴ ʩʝʨʝʜʥʴʦʾ ʟʘʪʨʠʤʢʠ ʚʽʜ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ  

ʧʨʠ ʙʘʟʦʚʦʤʫ ʪʘ ʦʧʪʠʤʽʟʦʚʘʥʦʤʫ MAC-ʧʨʦʪʦʢʦʣʘʭ. 

 

ʇʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʘʣʦ, ʱʦ ʧʦʻʜʥʘʥʥʷ ʘʥʘʣʽʪʠʯʥʦʾ ʤʦʜʝʣʽ 

ʜʦʩʪʫʧʫ ʜʦ ʩʝʨʝʜʦʚʠʱʘ ʟ ʤʘʨʢʦʚʩʴʢʠʤ ʧʨʦʮʝʩʦʤ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʬʦʨʤʫʻ 

ʫʟʘʛʘʣʴʥʝʥʠʡ ʧʽʜʭʽʜ ʜʦ ʦʧʪʠʤʽʟʘʮʽʾ ʧʘʨʘʤʝʪʨʽʚ MAC-ʧʨʦʪʦʢʦʣʽʚ ʫ ʜʨʦʪʦʚʠʭ ʽ 

ʙʝʟʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ. ʄʦʜʝʣʴ ʚʨʘʭʦʚʫʻ ʩʪʦʭʘʩʪʠʯʥʠʡ ʭʘʨʘʢʪʝʨ ʟʤʘʛʘʥʥʷ ʟʘ 

ʢʘʥʘʣ, ʟʘʣʝʞʥʽʩʪʴ ʽʤʦʚʽʨʥʦʩʪʽ ʢʦʣʽʟʽʡ ʚʽʜ ʧʘʨʘʤʝʪʨʽʚ backoff ʪʘ ʚʧʣʠʚ 

ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ ʥʘ ʩʪʘʥ ʤʝʨʝʞʽ, ʱʦ ʜʦʟʚʦʣʠʣʦ ʚʠʟʥʘʯʠʪʠ ʦʧʪʠʤʘʣʴʥʽ 

ʟʥʘʯʝʥʥʷ ʚʽʢʥʘ ʟʤʘʛʘʥʥʷ ʽ ʯʘʩʫ ʦʯʽʢʫʚʘʥʥʷ ʜʣʷ ʤʽʥʽʤʽʟʘʮʽʾ ʟʘʪʨʠʤʢʠ. 
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ANALYSIS OF THE IMPACT OF TRAFFIC HETEROGENEITY  

ON DELAY IN TELECOMMUNICATION NETWORKS  

 

The article proposes a mathematical approach to delay analysis based on a G/G/1 type 

model, in which traffic heterogeneity is taken into account through the effective coefficient of 

variation of inter-return intervals and the Hurst parameter. Analytical dependencies are obtained 

that demonstrate a nonlinear increase in the average delay with increasing burstiness and the 

degree of self-similarity of the flow. Simulation modeling is carried out in the OMNeT++ 

environment, the results of which confirmed the adequacy of analytical estimates and showed 

that self-similar traffic forms the most critical operating modes of the system with an avalanche-

like increase in delay at high loads. 

 

ʉʫʯʘʩʥʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ ʫʤʦʚʘʭ ʟʥʘʯʥʦʾ 

ʨʽʟʥʦʨʽʜʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʱʦ ʟʫʤʦʚʣʝʥʦ ʩʪʨʽʤʢʠʤ ʨʦʟʚʠʪʢʦʤ 

ʤʫʣʴʪʠʤʝʜʽʡʥʠʭ ʩʝʨʚʽʩʽʚ, ʭʤʘʨʥʠʭ ʧʣʘʪʬʦʨʤ, ʤʦʙʽʣʴʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʪʘ 

ʩʠʩʪʝʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ. ʋ ʤʝʞʘʭ ʦʜʥʽʻʾ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʜʥʦʯʘʩʥʦ 

ʮʠʨʢʫʣʶʶʪʴ ʧʦʪʦʢʠ ʨʽʟʥʦʾ ʩʪʘʪʠʩʪʠʯʥʦʾ ʧʨʠʨʦʜʠ: ʨʝʛʫʣʷʨʥʽ ʧʦʪʦʢʠ ʜʘʥʠʭ, 

ʩʪʦʭʘʩʪʠʯʥʽ ʧʨʦʮʝʩʠ ʟ ʚʠʧʘʜʢʦʚʠʤʠ ʽʥʪʝʨʚʘʣʘʤʠ ʥʘʜʭʦʜʞʝʥʥʷ ʧʘʢʝʪʽʚ, 

bursty-ʧʦʪʦʢʠ ʟʽ ʩʧʣʝʩʢʘʤʠ ʽʥʪʝʥʩʠʚʥʦʩʪʽ, ʘ ʪʘʢʦʞ ʩʘʤʦʧʦʜʽʙʥʽ ʧʨʦʮʝʩʠ, ʱʦ 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʜʦʚʛʦʪʨʠʚʘʣʦʶ ʢʦʨʝʣʷʮʽʻʶ. 

ʅʘʷʚʥʽʩʪʴ ʪʘʢʠʭ ʧʦʪʦʢʽʚ ʟʥʘʯʥʦ ʫʩʢʣʘʜʥʶʻ ʘʥʘʣʽʟ ʧʦʚʝʜʽʥʢʠ ʤʝʨʝʞʝʚʠʭ 

ʚʫʟʣʽʚ ʪʘ ʩʠʩʪʝʤ ʤʘʩʦʚʦʛʦ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ. ʂʣʘʩʠʯʥʽ ʘʥʘʣʽʪʠʯʥʽ ʤʦʜʝʣʽ, ʱʦ 

ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʫʘʩʦʥʽʚʩʴʢʠʭ ʧʨʠʧʫʱʝʥʥʷʭ, ʧʝʨʝʜʙʘʯʘʶʪʴ ʥʝʟʘʣʝʞʥʽʩʪʴ 

ʤʽʞʧʨʠʙʫʪʢʦʚʠʭ ʽʥʪʝʨʚʘʣʽʚ ʪʘ ʝʢʩʧʦʥʝʥʮʽʡʥʠʡ ʭʘʨʘʢʪʝʨ ʥʘʜʭʦʜʞʝʥʥʷ ʟʘʷʚʦʢ. 

ʆʜʥʘʢ ʫ ʩʫʯʘʩʥʠʭ ʤʝʨʝʞʘʭ ʮʽ ʧʨʠʧʫʱʝʥʥʷ ʯʘʩʪʦ ʧʦʨʫʰʫʶʪʴʩʷ, ʦʩʢʽʣʴʢʠ 

ʨʝʘʣʴʥʠʡ ʪʨʘʬʽʢ ʜʝʤʦʥʩʪʨʫʻ ʥʝʨʝʛʫʣʷʨʥʽʩʪʴ, ʢʦʨʝʣʴʦʚʘʥʽʩʪʴ ʪʘ ʬʨʘʢʪʘʣʴʥʽ 

ʚʣʘʩʪʠʚʦʩʪʽ [1]. 

ʆʩʦʙʣʠʚʦʾ ʫʚʘʛʠ ʧʦʪʨʝʙʫʶʪʴ bursty- ʪʘ self-similar-ʧʦʪʦʢʠ, ʷʢʽ ʬʦʨʤʫʶʪʴ 

ʟʥʘʯʥʽ ʢʦʨʦʪʢʦʯʘʩʥʽ ʧʽʢʦʚʽ ʥʘʚʘʥʪʘʞʝʥʥʷ. ʊʘʢʽ ʧʨʦʮʝʩʠ ʭʘʨʘʢʪʝʨʥʽ ʜʣʷ 

ʚʽʜʝʦʩʪʨʠʤʽʥʛʫ, ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ, ʩʝʨʚʽʩʽʚ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʪʘ IoT-ʧʨʠʩʪʨʦʾʚ. 

ɯʛʥʦʨʫʚʘʥʥʷ ʮʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʜʦʦʮʽʥʢʠ ʟʘʪʨʠʤʦʢ ʫ ʤʝʨʝʞʽ 

ʪʘ ʧʦʤʠʣʢʦʚʦʾ ʦʮʽʥʢʠ ʾʾ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ. ʋ ʩʠʩʪʝʤʘʭ ʽʟ ʚʠʩʦʢʠʤ 

ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʮʝ ʤʦʞʝ ʩʧʨʠʯʠʥʠʪʠ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʚʫʟʣʽʚ ʪʘ ʜʝʛʨʘʜʘʮʽʶ 

ʷʢʦʩʪʽ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ [2]. 

ɼʦʩʣʽʜʞʝʥʥʷ ʦʩʪʘʥʥʽʭ ʨʦʢʽʚ ʧʽʜʪʚʝʨʜʞʫʶʪʴ, ʱʦ ʬʨʘʢʪʘʣʴʥʽʩʪʴ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʻ ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʬʘʢʪʦʨʽʚ ʬʦʨʤʫʚʘʥʥʷ ʟʘʪʨʠʤʦʢ ʫ 
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ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ [3]. ʉʘʤʦʧʦʜʽʙʥʽ ʧʦʪʦʢʠ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ 

ʧʘʨʘʤʝʪʨʦʤ ʍʝʨʩʪʘ ʪʘ ʤʘʶʪʴ ʚʣʘʩʪʠʚʽʩʪʴ ʜʦʚʛʦʪʨʠʚʘʣʦʾ ʟʘʣʝʞʥʦʩʪʽ, ʱʦ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʙʽʣʴʰʝʥʥʷ ʜʠʩʧʝʨʩʽʾ ʧʨʦʮʝʩʫ ʥʘ ʚʝʣʠʢʠʭ ʯʘʩʦʚʠʭ ʽʥʪʝʨʚʘʣʘʭ. 

ʋʥʘʩʣʽʜʦʢ ʮʴʦʛʦ ʚ ʩʠʩʪʝʤʽ ʤʦʞʫʪʴ ʚʠʥʠʢʘʪʠ ʟʥʘʯʥʽ ʯʝʨʛʠ ʥʘʚʽʪʴ ʟʘ ʚʽʜʥʦʩʥʦ 

ʧʦʤʽʨʥʦʾ ʩʝʨʝʜʥʴʦʾ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʧʦʪʦʢʫ. 

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʟʥʘʯʥʫ ʢʽʣʴʢʽʩʪʴ ʜʦʩʣʽʜʞʝʥʴ ʫ ʮʽʡ ʛʘʣʫʟʽ, ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʤʝʪʦʜʫ ʦʮʽʥʶʚʘʥʥʷ ʚʧʣʠʚʫ ʨʽʟʥʦʨʽʜʥʦʩʪʽ ʪʨʘʬʽʢʫ ʥʘ ʟʘʪʨʠʤʢʫ ʚ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʜʦʩʽ ʥʝ ʩʬʦʨʤʦʚʘʥʦ. ʊʦʤʫ ʨʦʟʨʦʙʣʝʥʥʷ 

ʫʟʘʛʘʣʴʥʝʥʦʛʦ ʧʽʜʭʦʜʫ, ʷʢʠʡ ʙʠ ʧʦʻʜʥʫʚʘʚ ʧʫʘʩʦʥʽʚʩʴʢʽ, bursty- ʪʘ self-similar-

ʤʦʜʝʣʽ ʪʨʘʬʽʢʫ, ʻ ʘʢʪʫʘʣʴʥʠʤ ʥʘʫʢʦʚʠʤ ʟʘʚʜʘʥʥʷʤ. 

ʄʝʪʦʶ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʫʟʘʛʘʣʴʥʝʥʦʛʦ ʘʥʘʣʽʪʠʢʦ-

ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʤʝʪʦʜʫ ʦʮʽʥʶʚʘʥʥʷ ʚʧʣʠʚʫ ʨʽʟʥʦʨʽʜʥʠʭ ʪʠʧʽʚ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʥʘ ʩʝʨʝʜʥʶ ʟʘʪʨʠʤʢʫ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ. 

ɼʣʷ ʦʧʠʩʫ ʧʨʦʮʝʩʫ ʥʘʜʭʦʜʞʝʥʥʷ ʟʘʷʚʦʢ ʜʦ ʩʠʩʪʝʤʠ ʚʚʝʜʝʤʦ ʬʫʥʢʮʽʶ 

A(t), ʱʦ ʚʠʟʥʘʯʘʻ ʢʽʣʴʢʽʩʪʴ ʧʘʢʝʪʽʚ, ʷʢʽ ʥʘʜʽʡʰʣʠ ʜʦ ʤʦʤʝʥʪʫ ʯʘʩʫ t. ʉʝʨʝʜʥʷ 

ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʧʦʪʦʢʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ 

.       (1) 

ɼʣʷ ʧʫʘʩʦʥʽʚʩʴʢʦʛʦ ʧʦʪʦʢʫ ʤʽʞʧʨʠʙʫʪʢʦʚʽ ʽʥʪʝʨʚʘʣʠ ʤʘʶʪʴ 

ʝʢʩʧʦʥʝʥʮʽʡʥʠʡ ʨʦʟʧʦʜʽʣ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʥʝʟʘʣʝʞʥʽʩʪʴ ʥʘʜʭʦʜʞʝʥʴ. ʋ ʮʴʦʤʫ 

ʚʠʧʘʜʢʫ ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ ʤʽʞʧʨʠʙʫʪʢʦʚʠʭ ʽʥʪʝʨʚʘʣʽʚ ʜʦʨʽʚʥʶʻ ʦʜʠʥʠʮʽ, 

ʱʦ ʚʽʜʧʦʚʽʜʘʻ ʚʽʜʥʦʩʥʦ ʨʝʛʫʣʷʨʥʦʤʫ ʭʘʨʘʢʪʝʨʫ ʧʨʦʮʝʩʫ. 

Bursty-ʪʨʘʬʽʢ ʤʦʞʥʘ ʦʧʠʩʘʪʠ ʜʚʦʭʩʪʘʥʥʦʶ ʤʦʜʝʣʣʶ ʪʠʧʫ On/Off, ʫ ʷʢʽʡ 

ʩʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪʴ ʤʽʞ ʬʘʟʘʤʠ ʘʢʪʠʚʥʦʩʪʽ ʪʘ ʧʘʩʠʚʥʦʩʪʽ. ʇʽʜ ʯʘʩ ʘʢʪʠʚʥʦʾ 

ʬʘʟʠ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʥʘʜʭʦʜʞʝʥʴ ʟʥʘʯʥʦ ʟʨʦʩʪʘʻ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʷʚʠ 

ʢʦʨʦʪʢʦʯʘʩʥʠʭ ʩʧʣʝʩʢʽʚ ʪʨʘʬʽʢʫ. ʉʝʨʝʜʥʷ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʪʘʢʦʛʦ ʧʨʦʮʝʩʫ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʪʨʠʚʘʣʦʩʪʝʡ ʘʢʪʠʚʥʦʾ ʪʘ ʧʘʩʠʚʥʦʾ ʬʘʟ. 

ɼʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʩʘʤʦʧʦʜʽʙʥʦʛʦ ʪʨʘʬʽʢʫ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʬʨʘʢʪʘʣʴʥʠʡ 

ʧʨʦʮʝʩ ʽʟ ʧʘʨʘʤʝʪʨʦʤ ʍʝʨʩʪʘ H. ʉʘʤʦʧʦʜʽʙʥʽʩʪʴ ʦʟʥʘʯʘʻ ʩʪʘʪʠʩʪʠʯʥʫ 

ʽʥʚʘʨʽʘʥʪʥʽʩʪʴ ʧʨʦʮʝʩʫ ʚʽʜʥʦʩʥʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʯʘʩʫ, ʱʦ ʧʨʦʷʚʣʷʻʪʴʩʷ ʫ 

ʩʪʝʧʝʥʝʚʦʤʫ ʟʨʦʩʪʘʥʥʽ ʜʠʩʧʝʨʩʽʾ ʘʛʨʝʛʦʚʘʥʦʛʦ ʪʨʘʬʽʢʫ. 

ʋʟʘʛʘʣʴʥʝʥʠʡ ʚʭʽʜʥʠʡ ʧʦʪʽʢ ʤʦʞʥʘ ʧʦʜʘʪʠ ʷʢ ʩʫʤʫ ʪʨʴʦʭ ʢʦʤʧʦʥʝʥʪ: 

,     (2) 

ʜʝ ɚP, ɚB ʪʘ ɚF ʚʽʜʧʦʚʽʜʘʶʪʴ ʧʫʘʩʦʥʽʚʩʴʢʽʡ, bursty ʪʘ ʬʨʘʢʪʘʣʴʥʽʡ ʩʢʣʘʜʦʚʠʤ. 

ɼʣʷ ʘʥʘʣʽʟʫ ʟʘʪʨʠʤʦʢ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʦʜʝʣʴ ʩʠʩʪʝʤʠ ʤʘʩʦʚʦʛʦ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʪʠʧʫ G/G/1. ʉʝʨʝʜʥʽʡ ʯʘʩ ʦʯʽʢʫʚʘʥʥʷ ʚ ʯʝʨʟʽ ʤʦʞʥʘ ʦʮʽʥʠʪʠ 

ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʧʨʦʢʩʠʤʘʮʽʾ ʇʦʣʣʘʯʝʢʘïʍʽʥʯʠʥʘ 

,      (3) 

ʜʝ ɟ ï ʢʦʝʬʽʮʽʻʥʪ ʟʘʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʠ,  ï ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ 

ʤʽʞʧʨʠʙʫʪʢʦʚʠʭ ʽʥʪʝʨʚʘʣʽʚ,  ï ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ ʯʘʩʫ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ. 

ʎʷ ʬʦʨʤʫʣʘ ʜʝʤʦʥʩʪʨʫʻ, ʱʦ ʟʘʪʨʠʤʢʘ ʟʘʣʝʞʠʪʴ ʥʝ ʣʠʰʝ ʚʽʜ 

ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʧʦʪʦʢʫ, ʘʣʝ ʡ ʚʽʜ ʡʦʛʦ ʩʪʘʪʠʩʪʠʯʥʦʾ ʩʪʨʫʢʪʫʨʠ. ɿʨʦʩʪʘʥʥʷ 
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ʚʘʨʽʘʪʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ ʘʙʦ ʧʦʷʚʘ ʜʦʚʛʦʪʨʠʚʘʣʦʾ ʢʦʨʝʣʷʮʽʾ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʟʥʘʯʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʩʝʨʝʜʥʴʦʛʦ ʯʘʩʫ ʦʯʽʢʫʚʘʥʥʷ. 

ɼʣʷ ʩʫʤʘʨʥʦʛʦ ʨʽʟʥʦʨʽʜʥʦʛʦ ʧʦʪʦʢʫ ʝʬʝʢʪʠʚʥʠʡ ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ 

ʤʦʞʥʘ ʧʦʜʘʪʠ ʷʢ ʟʚʘʞʝʥʫ ʩʫʤʫ ʢʦʝʬʽʮʽʻʥʪʽʚ ʚʘʨʽʘʮʽʾ ʦʢʨʝʤʠʭ ʢʦʤʧʦʥʝʥʪ. 

ʊʘʢʠʤ ʯʠʥʦʤ ʚʨʘʭʦʚʫʻʪʴʩʷ ʚʧʣʠʚ ʨʽʟʥʠʭ ʪʠʧʽʚ ʪʨʘʬʽʢʫ ʥʘ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ. 

ʎʷ ʬʦʨʤʫʣʘ ʜʝʤʦʥʩʪʨʫʻ, ʱʦ ʟʘʪʨʠʤʢʘ ʟʘʣʝʞʠʪʴ ʥʝ ʣʠʰʝ ʚʽʜ 

ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʧʦʪʦʢʫ, ʘʣʝ ʡ ʚʽʜ ʡʦʛʦ ʩʪʘʪʠʩʪʠʯʥʦʾ ʩʪʨʫʢʪʫʨʠ. ɿʨʦʩʪʘʥʥʷ 

ʚʘʨʽʘʪʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ ʘʙʦ ʧʦʷʚʘ ʜʦʚʛʦʪʨʠʚʘʣʦʾ ʢʦʨʝʣʷʮʽʾ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʟʥʘʯʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʩʝʨʝʜʥʴʦʛʦ ʯʘʩʫ ʦʯʽʢʫʚʘʥʥʷ. 

ɼʣʷ ʩʫʤʘʨʥʦʛʦ ʨʽʟʥʦʨʽʜʥʦʛʦ ʧʦʪʦʢʫ ʝʬʝʢʪʠʚʥʠʡ ʢʦʝʬʽʮʽʻʥʪ ʚʘʨʽʘʮʽʾ 

ʤʦʞʥʘ ʧʦʜʘʪʠ ʷʢ ʟʚʘʞʝʥʫ ʩʫʤʫ ʢʦʝʬʽʮʽʻʥʪʽʚ ʚʘʨʽʘʮʽʾ ʦʢʨʝʤʠʭ ʢʦʤʧʦʥʝʥʪ. 

ʊʘʢʠʤ ʯʠʥʦʤ ʚʨʘʭʦʚʫʻʪʴʩʷ ʚʧʣʠʚ ʨʽʟʥʠʭ ʪʠʧʽʚ ʪʨʘʬʽʢʫ ʥʘ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ. 

ɼʣʷ ʧʝʨʝʚʽʨʢʠ ʘʥʘʣʽʪʠʯʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʧʨʦʚʝʜʝʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʚ 

ʩʝʨʝʜʦʚʠʱʽ OMNeT++. ʋ ʤʝʞʘʭ ʝʢʩʧʝʨʠʤʝʥʪʫ ʨʦʟʛʣʷʜʘʣʘʩʷ ʩʠʩʪʝʤʘ 

ʤʘʩʦʚʦʛʦ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʟ ʦʜʥʠʤ ʦʙʩʣʫʛʦʚʫʶʯʠʤ ʚʫʟʣʦʤ ʪʘ ʜʠʩʮʠʧʣʽʥʦʶ 

ʯʝʨʛʠ FIFO. ɹʫʣʦ ʩʠʥʪʝʟʦʚʘʥʦ ʪʨʠ ʪʠʧʠ ʧʦʪʦʢʽʚ: ʧʫʘʩʦʥʽʚʩʴʢʠʡ ʪʨʘʬʽʢ; 

bursty-ʧʦʪʽʢ ʪʠʧʫ On/Off; ʩʘʤʦʧʦʜʽʙʥʠʡ ʪʨʘʬʽʢ. 

ʋʩʽ ʧʦʪʦʢʠ ʤʘʣʠ ʦʜʥʘʢʦʚʫ ʩʝʨʝʜʥʶ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʥʘʜʭʦʜʞʝʥʴ, ʱʦ 

ʜʦʟʚʦʣʠʣʦ ʜʦʩʣʽʜʠʪʠ ʩʘʤʝ ʚʧʣʠʚ ʩʪʘʪʠʩʪʠʯʥʦʾ ʩʪʨʫʢʪʫʨʠ ʪʨʘʬʽʢʫ ʥʘ 

ʟʘʪʨʠʤʢʫ. 

ʅʘ ʧʝʨʰʦʤʫ ʝʪʘʧʽ ʝʢʩʧʝʨʠʤʝʥʪʫ ʜʦʩʣʽʜʞʫʚʘʚʩʷ ʚʧʣʠʚ ʢʦʝʬʽʮʽʻʥʪʘ 

ʚʘʨʽʘʮʽʾ ʤʽʞʧʨʠʙʫʪʢʦʚʠʭ ʽʥʪʝʨʚʘʣʽʚ ʥʘ ʩʝʨʝʜʥʶ ʟʘʪʨʠʤʢʫ. ʈʝʟʫʣʴʪʘʪʠ 

ʧʦʢʘʟʘʣʠ, ʱʦ ʟʽ ʟʙʽʣʴʰʝʥʥʷʤ ʚʘʨʽʘʪʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ ʟʘʪʨʠʤʢʘ ʟʨʦʩʪʘʻ 

ʥʝʣʽʥʽʡʥʦ. ʇʨʠ ʧʝʨʝʭʦʜʽ ʚʽʜ ʧʫʘʩʦʥʽʚʩʴʢʦʛʦ ʧʦʪʦʢʫ ʜʦ bursty-ʧʨʦʮʝʩʫ ʩʝʨʝʜʥʷ 

ʟʘʪʨʠʤʢʘ ʟʙʽʣʴʰʫʻʪʴʩʷ ʧʨʠʙʣʠʟʥʦ ʚʜʚʽʯʽ. 

ɼʨʫʛʠʡ ʝʪʘʧ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʚ ʧʨʠʩʚʷʯʝʥʠʡ ʘʥʘʣʽʟʫ ʚʧʣʠʚʫ ʧʘʨʘʤʝʪʨʘ 

ʍʝʨʩʪʘ. ɹʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʧʨʠ ʟʙʽʣʴʰʝʥʥʽ ʟʥʘʯʝʥʥʷ H ʧʦʥʘʜ 0,75 ʩʝʨʝʜʥʷ 

ʟʘʪʨʠʤʢʘ ʧʦʯʠʥʘʻ ʨʽʟʢʦ ʟʨʦʩʪʘʪʠ. ʎʝ ʧʦʷʩʥʶʻʪʴʩʷ ʥʘʷʚʥʽʩʪʶ ʜʦʚʛʦʪʨʠʚʘʣʦʾ 

ʢʦʨʝʣʷʮʽʾ, ʷʢʘ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʬʦʨʤʫʚʘʥʥʷ ʚʘʞʢʠʭ ʭʚʦʩʪʽʚ ʨʦʟʧʦʜʽʣʫ ʪʘ ʧʦʷʚʠ 

ʪʨʠʚʘʣʠʭ ʧʝʨʽʦʜʽʚ ʚʠʩʦʢʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʅʘ ʪʨʝʪʴʦʤʫ ʝʪʘʧʽ ʧʨʦʚʝʜʝʥʦ ʧʦʨʽʚʥʷʥʥʷ ʟʘʪʨʠʤʦʢ ʜʣʷ ʪʨʴʦʭ ʪʠʧʽʚ 

ʪʨʘʬʽʢʫ ʧʨʠ ʟʤʽʥʽ ʢʦʝʬʽʮʽʻʥʪʘ ʟʘʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʠ. ʅʘʡʤʝʥʰʽ ʟʘʪʨʠʤʢʠ 

ʩʧʦʩʪʝʨʽʛʘʣʠʩʷ ʜʣʷ ʧʫʘʩʦʥʽʚʩʴʢʦʛʦ ʧʦʪʦʢʫ. Bursty-ʪʨʘʬʽʢ ʜʝʤʦʥʩʪʨʫʚʘʚ 

ʧʦʤʽʨʥʝ ʟʨʦʩʪʘʥʥʷ ʟʘʪʨʠʤʦʢ, ʪʦʜʽ ʷʢ ʩʘʤʦʧʦʜʽʙʥʠʡ ʧʦʪʽʢ ʧʨʠʟʚʦʜʠʚ ʜʦ 

ʣʘʚʠʥʦʧʦʜʽʙʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʯʘʩʫ ʦʯʽʢʫʚʘʥʥʷ ʧʨʠ ʥʘʙʣʠʞʝʥʥʽ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʜʦ ʢʨʠʪʠʯʥʦʛʦ ʨʽʚʥʷ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ (ʨʠʩ. 1) ʧʦʢʘʟʘʣʠ, ʱʦ ʩʪʘʪʠʩʪʠʯʥʘ ʩʪʨʫʢʪʫʨʘ 

ʪʨʘʬʽʢʫ ʻ ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʬʘʢʪʦʨʽʚ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ ʟʘʪʨʠʤʢʫ ʚ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ. ʅʘʚʽʪʴ ʟʘ ʦʜʥʘʢʦʚʦʾ ʩʝʨʝʜʥʴʦʾ ʽʥʪʝʥʩʠʚʥʦʩʪʽ 

ʨʽʟʥʽ ʪʠʧʠ ʧʦʪʦʢʽʚ ʬʦʨʤʫʶʪʴ ʧʨʠʥʮʠʧʦʚʦ ʨʽʟʥʽ ʨʝʞʠʤʠ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʩʠʩʪʝʤʠ. 

ɿʦʢʨʝʤʘ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ: ʧʫʘʩʦʥʽʚʩʴʢʠʡ ʪʨʘʬʽʢ ʟʘʙʝʟʧʝʯʫʻ ʥʘʡʤʝʥʰʽ 

ʟʘʪʨʠʤʢʠ ʟʘʚʜʷʢʠ ʨʝʛʫʣʷʨʥʦʩʪʽ ʧʨʦʮʝʩʫ; bursty-ʧʦʪʦʢʠ ʩʧʨʠʯʠʥʷʶʪʴ ʟʥʘʯʥʽ 

ʢʦʨʦʪʢʦʯʘʩʥʽ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʠ; ʩʘʤʦʧʦʜʽʙʥʠʡ ʪʨʘʬʽʢ ʤʦʞʝ 

ʟʙʽʣʴʰʫʚʘʪʠ ʟʘʪʨʠʤʢʫ ʫ ʢʽʣʴʢʘ ʨʘʟʽʚ ʯʝʨʝʟ ʜʦʚʛʦʪʨʠʚʘʣʫ ʢʦʨʝʣʷʮʽʶ. 
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ɽʢʩʧʝʨʠʤʝʥʪʘʣʴʥʽ ʨʝʟʫʣʴʪʘʪʠ ʫʟʛʦʜʞʫʶʪʴʩʷ ʟ ʘʥʘʣʽʪʠʯʥʠʤʠ ʦʮʽʥʢʘʤʠ ʪʘ 

ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʨʘʭʫʚʘʥʥʷ ʨʽʟʥʦʨʽʜʥʦʩʪʽ ʪʨʘʬʽʢʫ ʧʨʠ ʘʥʘʣʽʟʽ 

QoS ʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞʘʭ. 
 

 
 

ʈʠʩ. 1. ʇʦʨʽʚʥʷʥʥʷ ʟʘʪʨʠʤʢʠ ʜʣʷ Poisson, Bursty ʪʘ  

Self-similar ʪʨʘʬʽʢʫ ʧʨʠ ʦʜʥʘʢʦʚʽʡ ʽʥʪʝʥʩʠʚʥʦʩʪʽ. 

 

ɺʠʩʥʦʚʢʠ. ʋ ʨʦʙʦʪʽ ʜʦʩʣʽʜʞʝʥʦ ʚʧʣʠʚ ʨʽʟʥʦʨʽʜʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ 

ʥʘ ʟʘʪʨʠʤʢʫ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ. ɿʘʧʨʦʧʦʥʦʚʘʥʦ ʫʟʘʛʘʣʴʥʝʥʫ 

ʤʘʪʝʤʘʪʠʯʥʫ ʤʦʜʝʣʴ, ʷʢʘ ʧʦʻʜʥʫʻ ʧʫʘʩʦʥʽʚʩʴʢʽ, bursty ʪʘ ʩʘʤʦʧʦʜʽʙʥʽ 

ʢʦʤʧʦʥʝʥʪʠ ʪʨʘʬʽʢʫ ʪʘ ʜʦʟʚʦʣʷʻ ʦʮʽʥʶʚʘʪʠ ʾʭʥʽʡ ʚʧʣʠʚ ʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʯʝʨʛʠ. 

ʇʨʦʚʝʜʝʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʚ ʩʝʨʝʜʦʚʠʱʽ OMNeT++ ʧʽʜʪʚʝʨʜʠʣʦ 

ʘʥʘʣʽʪʠʯʥʽ ʨʝʟʫʣʴʪʘʪʠ ʪʘ ʧʦʢʘʟʘʣʦ, ʱʦ ʟʘʪʨʠʤʢʘ ʚ ʤʝʨʝʞʽ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʝ 

ʣʠʰʝ ʩʝʨʝʜʥʴʦʶ ʽʥʪʝʥʩʠʚʥʽʩʪʶ ʧʦʪʦʢʫ, ʘʣʝ ʡ ʡʦʛʦ ʩʪʘʪʠʩʪʠʯʥʦʶ ʩʪʨʫʢʪʫʨʦʶ. 

ʆʩʦʙʣʠʚʦ ʟʥʘʯʥʠʡ ʚʧʣʠʚ ʤʘʶʪʴ bursty- ʪʘ self-similar-ʧʨʦʮʝʩʠ, ʷʢʽ ʬʦʨʤʫʶʪʴ 

ʚʠʩʦʢʽ ʢʦʝʬʽʮʽʻʥʪʠ ʚʘʨʽʘʮʽʾ ʪʘ ʜʦʚʛʦʪʨʠʚʘʣʫ ʢʦʨʝʣʷʮʽʶ. 
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PREDICTIVE ROUTING IN DRONE SWAGS   
 

The paper proposes a predictive routing model for drone swarm MESH networks, which 

takes into account future topology changes, the probability of maintaining communication 

channels, and the predicted packet transmission delay. Unlike traditional approaches, the model 

provides the choice of more stable routes in conditions of high node mobility. The simulation 

results in the OMNeT++/INET environment confirmed the reduction of average delay, increase 

of Packet Delivery Ratio, and increase of the proportion of stable routes compared to the OLSR 

protocol. 

 

ʈʦʻʚʽ ʩʠʩʪʝʤʠ ʙʝʟʧʽʣʦʪʥʠʭ ʣʽʪʘʣʴʥʠʭ ʘʧʘʨʘʪʽʚ (UAV) ʘʢʪʠʚʥʦ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʫ ʟʘʜʘʯʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʪʝʨʠʪʦʨʽʡ, ʧʦʰʫʢʦʚʦ-ʨʷʪʫʚʘʣʴʥʠʭ 

ʦʧʝʨʘʮʽʷʭ, ʝʢʦʣʦʛʽʯʥʦʤʫ ʢʦʥʪʨʦʣʽ, ʚʽʡʩʴʢʦʚʽʡ ʨʦʟʚʽʜʮʽ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʽ ʟʚôʷʟʢʫ 

ʫ ʚʘʞʢʦʜʦʩʪʫʧʥʠʭ ʨʘʡʦʥʘʭ. ʆʜʥʽʻʶ ʟ ʢʣʶʯʦʚʠʭ ʩʢʣʘʜʦʚʠʭ ʪʘʢʠʭ ʩʠʩʪʝʤ ʻ 

ʙʝʟʜʨʦʪʦʚʘ MESH-ʤʝʨʝʞʘ, ʱʦ ʜʦʟʚʦʣʷʻ ʜʨʦʥʘʤ ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ ʙʝʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʆʩʦʙʣʠʚʽʩʪʶ ʪʘʢʠʭ ʤʝʨʝʞ ʻ ʚʠʩʦʢʘ ʤʦʙʽʣʴʥʽʩʪʴ ʚʫʟʣʽʚ ʪʘ ʰʚʠʜʢʘ 

ʟʤʽʥʘ ʪʦʧʦʣʦʛʽʾ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʧʽʜʪʨʠʤʘʥʥʷ ʩʪʘʙʽʣʴʥʠʭ ʤʘʨʰʨʫʪʽʚ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. ʊʨʘʜʠʮʽʡʥʽ ʧʨʦʪʦʢʦʣʠ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʟʦʢʨʝʤʘ OLSR ʘʙʦ AODV, 

ʧʨʠʡʤʘʶʪʴ ʨʽʰʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʤʝʨʝʞʽ. ʋ ʤʝʨʝʞʘʭ ʜʨʦʥʽʚ 

ʪʘʢʠʡ ʧʽʜʭʽʜ ʚʠʷʚʣʷʻʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦ ʝʬʝʢʪʠʚʥʠʤ, ʦʩʢʽʣʴʢʠ ʚʞʝ ʯʝʨʝʟ 

ʢʦʨʦʪʢʠʡ ʧʨʦʤʽʞʦʢ ʯʘʩʫ ʪʦʧʦʣʦʛʽʷ ʤʦʞʝ ʽʩʪʦʪʥʦ ʟʤʽʥʠʪʠʩʷ. 

ʅʘʩʣʽʜʢʦʤ ʮʴʦʛʦ ʻ ʯʘʩʪʽ ʧʝʨʝʧʦʙʫʜʦʚʠ ʤʘʨʰʨʫʪʽʚ, ʟʙʽʣʴʰʝʥʥʷ ʟʘʪʨʠʤʦʢ 

ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʽ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʜʦʩʪʘʚʢʠ ʜʘʥʠʭ. ʊʦʤʫ ʘʢʪʫʘʣʴʥʠʤ 

ʥʘʧʨʷʤʦʤ ʜʦʩʣʽʜʞʝʥʴ ʻ ʧʨʦʛʥʦʟʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʤʘʨʰʨʫʪʠʟʘʮʽʷ, ʷʢʘ 

ʚʨʘʭʦʚʫʻ ʤʘʡʙʫʪʥʽ ʟʤʽʥʠ ʪʦʧʦʣʦʛʽʾ ʤʝʨʝʞʽ ʪʘ ʜʦʟʚʦʣʷʻ ʦʙʠʨʘʪʠ ʙʽʣʴʰ 

ʩʪʘʙʽʣʴʥʽ ʤʘʨʰʨʫʪʠ. 

ʇʨʦʙʣʝʤʘ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʚ ʤʝʨʝʞʘʭ UAV ʘʢʪʠʚʥʦ ʜʦʩʣʽʜʞʫʻʪʴʩʷ ʫ 

ʥʘʫʢʦʚʽʡ ʣʽʪʝʨʘʪʫʨʽ. ʋ ʨʦʙʦʪʘʭ [1ï2] ʚʠʢʦʥʘʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ 

ʪʨʘʜʠʮʽʡʥʠʭ ʧʨʦʪʦʢʦʣʽʚ MANET-ʤʝʨʝʞ ʫ ʩʮʝʥʘʨʽʷʭ ʽʟ ʚʠʩʦʢʦʶ ʤʦʙʽʣʴʥʽʩʪʶ 

ʚʫʟʣʽʚ. ʇʦʢʘʟʘʥʦ, ʱʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʪʘʢʠʭ ʧʨʦʪʦʢʦʣʽʚ ʩʫʪʪʻʚʦ ʟʥʠʞʫʻʪʴʩʷ ʟʽ 

ʟʨʦʩʪʘʥʥʷʤ ʰʚʠʜʢʦʩʪʽ ʨʫʭʫ ʜʨʦʥʽʚ. 

ʋ ʥʠʟʮʽ ʩʫʯʘʩʥʠʭ ʨʦʙʽʪ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʦʛʥʦʟʫʚʘʥʥʷ 

ʨʫʭʫ UAV ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʤʘʨʰʨʫʪʽʚ. ʅʘʧʨʠʢʣʘʜ, ʫ [3] 

ʟʘʩʪʦʩʦʚʘʥʦ ʤʦʜʝʣʽ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʪʨʘʻʢʪʦʨʽʡ ʥʘ ʦʩʥʦʚʽ Kalman-ʬʽʣʴʪʨʽʚ ʪʘ 

ʤʦʜʝʣʝʡ GaussïMarkov. ʊʘʢʽ ʧʽʜʭʦʜʠ ʜʦʟʚʦʣʷʶʪʴ ʟʤʝʥʰʠʪʠ ʢʽʣʴʢʽʩʪʴ 

ʧʝʨʝʙʫʜʦʚ ʤʘʨʰʨʫʪʽʚ, ʦʜʥʘʢ ʥʝ ʚʨʘʭʦʚʫʶʪʴ ʟʘʪʨʠʤʢʠ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʪʘ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʚʫʟʣʠ ʤʝʨʝʞʽ. 
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ɯʥʰʽ ʜʦʩʣʽʜʞʝʥʥʷ [4] ʨʦʟʛʣʷʜʘʶʪʴ ʦʮʽʥʶʚʘʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʢʘʥʘʣʽʚ 

ʟʚôʷʟʢʫ ʘʙʦ ʘʥʘʣʽʟ ʷʢʦʩʪʽ ʩʠʛʥʘʣʫ RSSI. ʆʜʥʘʢ ʮʽ ʤʝʪʦʜʠ ʯʘʩʪʦ ʥʝ ʧʦʻʜʥʫʶʪʴ 

ʛʝʦʤʝʪʨʠʯʥʝ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʟ ʦʮʽʥʢʦʶ ʟʘʪʨʠʤʦʢ ʫ ʤʝʨʝʞʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʙʽʣʴʰʽʩʪʴ ʽʩʥʫʶʯʠʭ ʧʽʜʭʦʜʽʚ ʚʨʘʭʦʚʫʻ ʣʠʰʝ ʦʢʨʝʤʽ 

ʘʩʧʝʢʪʠ ʟʘʜʘʯʽ, ʪʦʜʽ ʷʢ ʢʦʤʧʣʝʢʩʥʘ ʤʦʜʝʣʴ, ʱʦ ʧʦʻʜʥʫʻ ʧʨʦʛʥʦʟ ʨʫʭʫ, 

ʩʪʘʙʽʣʴʥʽʩʪʴ ʢʘʥʘʣʽʚ ʪʘ ʟʘʪʨʠʤʢʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʟʘʣʠʰʘʻʪʴʩʷ 

ʥʝʜʦʩʪʘʪʥʴʦ ʜʦʩʣʽʜʞʝʥʦʶ. 

ʆʩʥʦʚʦʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʻ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʤʘʡʙʫʪʥʴʦʛʦ 

ʧʦʣʦʞʝʥʥʷ ʚʫʟʣʽʚ ʤʝʨʝʞʽ ʥʘ ʦʩʥʦʚʽ ʥʘʚʽʛʘʮʽʡʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʨʦʥʽʚ. 

ʅʘʡʧʨʦʩʪʽʰʘ ʤʦʜʝʣʴ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʤʦʞʝ ʙʫʪʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʫ ʚʠʛʣʷʜʽ 

ʣʽʥʽʡʥʦʾ ʝʢʩʪʨʘʧʦʣʷʮʽʾ 
 

,     (1) 
 

ʜʝ  ï ʧʦʪʦʯʥʠʡ ʚʝʢʪʦʨ ʧʦʣʦʞʝʥʥʷ,  ï ʚʝʢʪʦʨ ʰʚʠʜʢʦʩʪʽ, ʘ  ï 

ʛʦʨʠʟʦʥʪ ʧʨʦʛʥʦʟʫ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʻ ʙʘʟʦʚʠʤ ʜʣʷ ʜʨʦʥʽʚ ʟʽ ʩʣʘʙʢʠʤ 

ʤʘʥʝʚʨʫʚʘʥʥʷʤ. ɼʣʷ ʨʝʘʣʴʥʠʭ ʨʦʻʚʠʭ ʛʨʫʧ, ʜʝ ʯʘʩʪʦ ʚʽʜʙʫʚʘʶʪʴʩʷ ʘʢʪʠʚʥʽ 

ʟʤʽʥʠ ʢʫʨʩʫ, ʙʘʞʘʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʫʪʦʯʥʝʥʫ ʤʦʜʝʣʴ, ʱʦ ʚʨʘʭʦʚʫʻ 

ʧʨʠʩʢʦʨʝʥʥʷ: 
 

,     (2) 

 

ʜʝ  ï ʦʮʽʥʢʘ ʧʨʠʩʢʦʨʝʥʥʷ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʪʦʯʥʽʩʪʴ 

ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʪʨʘʻʢʪʦʨʽʾ. 

ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ 

ʤʦʜʝʣʶʚʘʥʥʷ ʫ ʩʝʨʝʜʦʚʠʱʽ OMNeT++/INET. ʋ ʩʠʤʫʣʷʮʽʾ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʘʩʷ 

ʨʦʻʚʘ ʤʝʨʝʞʘ ʟ 30 ʜʨʦʥʽʚ, ʱʦ ʧʝʨʝʤʽʱʫʚʘʣʠʩʷ ʫ ʟʦʥʽ 1000Ĭ1000 ʤ ʽʟ 

ʰʚʠʜʢʽʩʪʶ ʚʽʜ 5 ʜʦ 20 ʤ/ʩ. 

ʇʦʨʽʚʥʷʥʥʷ ʧʨʦʚʦʜʠʣʦʩʷ ʟ ʙʘʟʦʚʠʤ ʧʨʦʪʦʢʦʣʦʤ OLSR (ʨʠʩ. 1) ʟʘ ʪʘʢʠʤʠ 

ʤʝʪʨʠʢʘʤʠ: 

ï  ʩʝʨʝʜʥʷ ʟʘʪʨʠʤʢʘ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ; 

ï  Packet Delivery Ratio; 

ï  ʩʪʘʙʽʣʴʥʽʩʪʴ ʤʘʨʰʨʫʪʽʚ; 

ï  ʩʝʨʝʜʥʷ ʜʦʚʞʠʥʘ ʤʘʨʰʨʫʪʫ. 

ʈʝʟʫʣʴʪʘʪʠ ʝʢʩʧʝʨʠʤʝʥʪʽʚ ʧʦʢʘʟʘʣʠ, ʱʦ ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʘʣʛʦʨʠʪʤ 

ʜʦʟʚʦʣʷʻ: 

ï  ʟʤʝʥʰʠʪʠ ʩʝʨʝʜʥʶ ʟʘʪʨʠʤʢʫ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʥʘ 10ï13%; 

ï  ʧʽʜʚʠʱʠʪʠ Packet Delivery Ratio ʥʘ 7ï9%; 

ï  ʟʙʽʣʴʰʠʪʠ ʯʘʩʪʢʫ ʩʪʘʙʽʣʴʥʠʭ ʤʘʨʰʨʫʪʽʚ ʧʨʠʙʣʠʟʥʦ ʥʘ 20%; 

ï  ʟʤʝʥʰʠʪʠ ʩʝʨʝʜʥʶ ʜʦʚʞʠʥʫ ʤʘʨʰʨʫʪʽʚ. 

ʇʦʢʨʘʱʝʥʥʷ ʧʦʷʩʥʶʻʪʴʩʷ ʪʠʤ, ʱʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʦʙʠʨʘʻ ʰʣʷʭʠ, ʷʢʽ 

ʟʘʣʠʰʘʪʠʤʫʪʴʩʷ ʩʪʘʙʽʣʴʥʠʤʠ ʧʨʦʪʷʛʦʤ ʥʘʡʙʣʠʞʯʦʛʦ ʯʘʩʫ, ʱʦ ʟʤʝʥʰʫʻ 

ʡʤʦʚʽʨʥʽʩʪʴ ʨʦʟʨʠʚʫ ʟôʻʜʥʘʥʴ. 

ʋ ʨʦʙʦʪʽ ʨʦʟʨʦʙʣʝʥʦ ʧʨʦʛʥʦʟʥʦ-ʦʨʽʻʥʪʦʚʘʥʫ ʤʦʜʝʣʴ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʜʣʷ 

ʨʦʻʚʠʭ MESH-ʤʝʨʝʞ ʜʨʦʥʽʚ, ʷʢʘ ʚʨʘʭʦʚʫʻ ʤʘʡʙʫʪʥʶ ʢʦʥʬʽʛʫʨʘʮʽʶ ʪʦʧʦʣʦʛʽʾ 

Ĕ( ) ( ) ( )i i ir t t r t v t t+D = + D

( )ir t ( )iv t tD

21
Ĕ( ) ( ) ( ) ( )

2
i i i ir t t r t v t t a t t+D = + D + D

( )ia t
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ʪʘ ʩʪʦʭʘʩʪʠʯʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʝʪʨʠʢʘ 

ʤʘʨʰʨʫʪʫ ʧʦʻʜʥʫʻ ʦʮʽʥʶʚʘʥʥʷ ʟʘʪʨʠʤʢʠ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʪʘ ʡʤʦʚʽʨʥʦʩʪʽ 

ʟʙʝʨʝʞʝʥʥʷ ʢʘʥʘʣʫ. 

 

 
 

ʈʠʩ.1. ɻʨʘʬʽʢ ʟʘʣʝʞʥʦʩʪʽ ʩʝʨʝʜʥʴʦʾ ʟʘʪʨʠʤʢʠ ʚʽʜ ʰʚʠʜʢʦʩʪʽ  

ʜʨʦʥʽʚ ʫ ʧʦʨʽʚʥʷʥʥʽ ʜʚʦʭ ʤʝʪʦʜʽʚ. 
 

ʈʝʟʫʣʴʪʘʪʠ ʤʦʜʝʣʶʚʘʥʥʷ ʫ ʩʝʨʝʜʦʚʠʱʽ OMNeT++ ʧʦʢʘʟʘʣʠ ʩʫʪʪʻʚʝ 

ʧʦʢʨʘʱʝʥʥʷ ʦʩʥʦʚʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʤʝʨʝʞʽ ʧʦʨʽʚʥʷʥʦ ʟ 

ʧʨʦʪʦʢʦʣʦʤ OLSR. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʟʘʪʨʠʤʢʫ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʧʽʜʚʠʱʠʪʠ ʩʪʘʙʽʣʴʥʽʩʪʴ ʤʘʨʰʨʫʪʽʚ ʽ ʧʦʢʨʘʱʠʪʠ ʷʢʽʩʪʴ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʚ ʫʤʦʚʘʭ ʚʠʩʦʢʦʾ ʤʦʙʽʣʴʥʦʩʪʽ ʚʫʟʣʽʚ. 

ʇʝʨʝʚʘʛʦʶ ʤʝʪʦʜʫ ʻ ʤʦʞʣʠʚʽʩʪʴ ʽʥʪʝʛʨʘʮʽʾ ʫ ʥʘʷʚʥʽ ʩʪʝʢ-ʘʨʭʽʪʝʢʪʫʨʠ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʙʝʟ ʤʦʜʠʬʽʢʘʮʽʾ ʬʽʟʠʯʥʦʛʦ ʘʙʦ ʢʘʥʘʣʴʥʦʛʦ ʨʽʚʥʷ. ʎʝ ʨʦʙʠʪʴ 

ʧʽʜʭʽʜ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʫ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤʘʭ ʟʚôʷʟʢʫ ʥʘ 

ʦʩʥʦʚʽ ʨʦʻʚʠʭ ʛʨʫʧ ʙʝʟʧʽʣʦʪʥʠʭ ʣʽʪʘʣʴʥʠʭ ʘʧʘʨʘʪʽʚ. 
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ENSURING RESILIENCE OF ELECTRONIC COMMUNICATIONS  

NETWORKS: INTEGRATION OF RESERVATION PROTOCOLS 

 AND OUT-OF-BAND MONITORING  
 

A comprehensive approach to ensuring fault tolerance of electronic communications 

networks is considered. A new concept of combining classic network redundancy protocols with 

an innovative system of independent Out-of-Band monitoring based on the ESP32 

microcontroller is proposed. It is noted that ensuring the continuity of node access to external 

networks and the possibility of implementing a real-time administrator notification system using 

the Telegram API are provided. 

 

ɹʝʟʧʝʨʝʙʽʡʥʘ ʨʦʙʦʪʘ  ʤʝʨʝʞ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʻ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʦʶ ʫʤʦʚʦʶ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʫʯʘʩʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ. ɿʘʙʝʟʧʝʯʝʥʥʷ 

ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʜʦʩʪʫʧʥʦʩʪʽ (High Availability) ʚʠʤʘʛʘʻ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʥʘʜʽʡʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ ʩʪʝʢʘ TCP/IP. 

ʊʨʘʜʠʮʽʡʥʽ ʧʽʜʭʦʜʠ ʚʠʢʦʥʫʶʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʪʨʘʬʽʢʫ ʫ ʨʘʟʽ ʟʙʦʶ 

ʦʩʥʦʚʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. ʇʨʦʪʝ, ʨʘʟʦʤ ʟ ʤʝʨʝʞʝʶ  ʩʪʘʶʪʴ ʥʝʧʨʘʮʝʟʜʘʪʥʠʤʠ 

ʩʠʩʪʝʤʠ In-Band ʤʦʥʽʪʦʨʠʥʛʫ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʩʚʦʻʯʘʩʥʝ ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʽʥʮʠʜʝʥʪʠ. ʊʦʤʫ ʧʦʻʜʥʘʥʥʷ ʢʣʘʩʠʯʥʠʭ ʤʝʨʝʞʝʚʠʭ ʧʨʦʪʦʢʦʣʽʚ ʨʝʟʝʨʚʫʚʘʥʥʷ ʟ 

ʩʠʩʪʝʤʦʶ ʥʝʟʘʣʝʞʥʦʛʦ Out-of-Band ʤʦʥʽʪʦʨʠʥʛʫ ʥʘ ʙʘʟʽ ʤʽʢʨʦʢʦʥʪʨʦʣʝʨʘ 

ESP32 ʻ ʥʦʚʠʤ ʨʽʰʝʥʥʷʤ ʧʨʦʙʣʝʤʠ [2].  

ʆʩʥʦʚʦʶ ʥʘʜʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʻ ʜʫʙʣʶʚʘʥʥʷ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʽʚ, 

ʪʦʤʫ. ʧʨʠ ʧʨʦʻʢʪʫʚʘʥʥʽ ʤʝʨʝʞʽ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʦʧʦʣʦʛʽʶ ʟ ʜʚʦʤʘ 

ʘʙʦ ʙʽʣʴʰʝ ʨʝʟʝʨʚʥʠʤʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʘʭʠʩʪ ʚʽʜ 

ʘʧʘʨʘʪʥʠʭ ʟʙʦʾʚ ʪʘ ʦʙʨʠʚʽʚ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ (ʨʠʩ.1). 
 

 
 

ʈʠʩ. 1. ʈʝʟʝʨʚʫʚʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ VRRP [1]. 

mailto:olehkn1@gmail.com
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ʂʣʶʯʦʚʠʤ ʘʩʧʝʢʪʦʤ ʘʨʭʽʪʝʢʪʫʨʠ ʻ ʪʝ, ʷʢ ʩʘʤʝ ʢʽʥʮʝʚʽ ʭʦʩʪʠ ʪʘ ʾʭ ʰʣʶʟ 

ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ï ʽʥʪʝʨʬʝʡʩ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ï ʚʟʘʻʤʦʜʽʶʪʴ ʫ ʧʨʦʩʪʦʨʽ. 

ʇʨʠ ʮʴʦʤʫ ʚʘʞʣʠʚʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʽʥʰʘ 

ʦʢʨʝʤʘ ʣʦʢʘʣʴʥʘ ʤʝʨʝʞʘ (LAN) ʧʽʜʢʣʶʯʝʥʘ ʜʦ ʽʥʰʦʛʦ ʬʽʟʠʯʥʦʛʦ ʽʥʪʝʨʬʝʡʩʫ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ. ʎʝ ʛʘʨʘʥʪʫʻ ʝʬʝʢʪʠʚʥʠʡ ʧʦʜʽʣ ʰʠʨʦʢʦʤʦʚʥʠʭ ʜʦʤʝʥʽʚ ʪʘ 

ʧʽʜʚʠʱʫʻ ʟʘʛʘʣʴʥʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʽ ʙʝʟʧʝʢʫ. 

ʄʦʜʝʣʶʚʘʥʥʷ ʪʘʢʦʾ ʤʝʨʝʞʽ ʚ ʩʝʨʝʜʦʚʠʱʘʭ-ʩʠʤʫʣʷʪʦʨʘʭ (ʥʘʧʨʠʢʣʘʜ, 

GNS3 [3]) ʜʦʟʚʦʣʷʻ ʥʘʣʘʰʪʫʚʘʪʠ ʪʘ ʧʝʨʝʚʽʨʠʪʠ ʨʦʙʦʪʫ ʧʨʦʪʦʢʦʣʽʚ ʜʠʥʘʤʽʯʥʦʾ 

ʤʘʨʰʨʫʪʠʟʘʮʽʾ (OSPF, EIGRP) ʪʘ ʩʽʤʝʡʩʪʚʘ ʧʨʦʪʦʢʦʣʽʚ ʨʝʟʝʨʚʫʚʘʥʥʷ ʧʝʨʰʦʛʦ 

ʧʝʨʝʭʦʜʫ (FHRP ï ʥʘʧʨʠʢʣʘʜ, HSRP ï Hot Standby Router Protocol ʘʙʦ VRRP 

ï Virtual Router Redundancy Protocol). ɿʛʽʜʥʦ ʨʠʩ.1 ʨʦʫʪʝʨʠ A, B ʽ C 

ʫʪʚʦʨʶʶʪʴ VRRP group, ʱʦ ʥʘʟʠʚʘʻʪʴʩʷ VRRP virtual router. IP-ʘʜʨʝʩʘ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʨʦʫʪʝʨʘ ʪʘ ʩʘʤʘ, ʷʢʘ ʥʘʣʘʰʪʦʚʘʥʘ ʥʘ ʽʥʪʝʨʬʝʡʩʽ ʨʦʫʪʝʨʘ A 

(10.0.0.1). ʇʨʠ ʮʴʦʤʫ ʨʦʫʪʝʨ A ʥʝʩʝ ʨʦʣʴ master virtual router (ñʛʦʣʦʚʥʠʡ 

ʚʽʨʪʫʘʣʴʥʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨò) ʚʽʜʦʤʫ ʪʘʢʦʞ ʷʢ IP address owner (ñʚʣʘʩʥʠʢ 

IPò). ʈʦʫʪʝʨʠ B ʪʘ C ʥʝʩʫʪʴ ʨʦʣʽ backup virtual routers (ñʟʘʧʘʩʥʽ ʚʽʨʪʫʘʣʴʥʽ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʠò). ʂʦʣʠ ʚʽʜʤʦʚʣʷʻ master-ʨʦʫʪʝʨ A, backup-ʨʦʫʪʝʨ, ʷʢʠʡ 

ʥʘʣʘʰʪʦʚʘʥʠʡ ʟ ʥʘʡʙʽʣʴʰʠʤ ʧʨʽʦʨʠʪʝʪʦʤ, ʩʪʘʻ master-ʨʦʫʪʝʨʦʤ. ʂʦʣʠ ʨʦʫʪʝʨ 

A (ʢʦʣʠʰʥʽʡ master) ʚʽʜʥʦʚʣʶʻʪʴʩʷ, ʚʽʥ ʟʥʦʚʫ ʦʪʨʠʤʫʻ ʨʦʣʴ master-ʨʦʫʪʝʨʘ  

[1]. 

ʇʨʠ ʚʠʭʦʜʽ ʟ ʣʘʜʫ ʦʩʥʦʚʥʦʛʦ ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ ʤʝʨʝʞʘ ʘʚʪʦʤʘʪʠʯʥʦ 

ʧʝʨʝʙʫʜʦʚʫʻ ʤʘʨʰʨʫʪʠ. ʆʜʥʘʢ, ʥʘʣʘʰʪʫʚʘʥʥʷ ʩʘʤʠʭ ʣʠʰʝ ʧʨʠʩʪʨʦʾʚ ʥʝ 

ʚʠʨʽʰʫʻ ʧʨʦʙʣʝʤʫ ʤʠʪʪʻʚʦʛʦ ʽʥʬʦʨʤʫʚʘʥʥʷ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʥʘ ʧʨʠʢʣʘʜʥʦʤʫ 

ʨʽʚʥʽ ʤʦʜʝʣʽ TCP/IP ʧʨʦ ʪʝ, ʱʦ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʧʝʨʝʡʰʣʘ ʚ ʨʝʞʠʤ ʨʝʟʝʨʚʥʦʛʦ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. 

ɼʣʷ ʫʩʫʥʝʥʥʷ ʥʝʜʦʣʽʢʽʚ ʚʠʢʣʶʯʥʦ ʧʨʦʛʨʘʤʥʦʛʦ In-Band ʤʦʥʽʪʦʨʠʥʛʫ ʫ 

ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʽʥʥʦʚʘʮʽʡʥʫ ʢʦʥʮʝʧʮʽʶ ï ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʧʘʨʘʪʥʠʭ 

ʟʘʩʦʙʽʚ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT) ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʥʝʟʘʣʝʞʥʦʛʦ ʢʘʥʘʣʫ ʫʧʨʘʚʣʽʥʥʷ 

ʪʘ ʩʧʦʩʪʝʨʝʞʝʥʥʷ (Out-of-Band, OOB). ʉʫʪʴ ʧʽʜʭʦʜʫ ʧʦʣʷʛʘʻ ʫ ʚʧʨʦʚʘʜʞʝʥʥʽ 

ʤʽʢʨʦʢʦʥʪʨʦʣʝʨʘ ESP32 ʷʢ ʘʚʪʦʥʦʤʥʦʛʦ ʧʨʠʩʪʨʦʶ ʤʦʥʽʪʦʨʠʥʛʫ ʩʪʘʥʫ 

ʤʝʨʝʞʝʚʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. 

ʄʽʢʨʦʢʦʥʪʨʦʣʝʨ ESP32 [2], ʟʘʚʜʷʢʠ ʥʘʷʚʥʦʩʪʽ ʚʙʫʜʦʚʘʥʠʭ ʤʦʜʫʣʽʚ 

ʟʚ'ʷʟʢʫ ʪʘ ʰʠʨʦʢʠʤ ʤʦʞʣʠʚʦʩʪʷʤ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʧʝʨʠʬʝʨʽʾ, ʟʜʘʪʥʠʡ 

ʚʽʜʩʪʝʞʫʚʘʪʠ ʬʽʟʠʯʥʠʡ ʪʘ ʣʦʛʽʯʥʠʡ ʩʪʘʥ ʤʝʨʝʞʝʚʠʭ ʧʨʠʩʪʨʦʾʚ (ʢʦʥʪʨʦʣʴ 

ʞʠʚʣʝʥʥʷ, ʦʧʠʪʫʚʘʥʥʷ ʧʦʨʪʽʚ). ʁʦʛʦ ʛʦʣʦʚʥʘ ʧʝʨʝʚʘʛʘ ï ʧʦʚʥʘ ʥʝʟʘʣʝʞʥʽʩʪʴ 

ʚʽʜ ʦʩʥʦʚʥʦʾ ʤʝʨʝʞʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 
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ʋ ʨʘʟʽ ʬʽʢʩʘʮʽʾ ʟʙʦʶ ʦʩʥʦʚʥʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʘʙʦ ʜʝʛʨʘʜʘʮʽʾ ʢʘʥʘʣʫ 

ʟʚ'ʷʟʢʫ, ESP32 ʦʙʨʦʙʣʷʻ ʮʽ ʜʘʥʽ ʪʘ ʛʝʥʝʨʫʻ ʪʨʠʛʝʨ. ʅʘ ʧʨʠʢʣʘʜʥʦʤʫ ʨʽʚʥʽ 

(Application layer) ʩʪʝʢʘ TCP/IP ʧʨʠʩʪʨʽʡ ʽʥʽʮʽʶʻ ʙʝʟʧʝʯʥʝ HTTPS-ʟ'ʻʜʥʘʥʥʷ ʽ 

ʤʠʪʪʻʚʦ ʚʽʜʧʨʘʚʣʷʻ ʪʝʢʩʪʦʚʝ ʩʧʦʚʽʱʝʥʥʷ ʯʝʨʝʟ API ʤʝʩʝʥʜʞʝʨʘ Telegram 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʠʩʪʝʤʥʦʤʫ ʘʜʤʽʥʽʩʪʨʘʪʦʨʫ [4]. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʛʽʙʨʠʜʥʘ ʩʠʩʪʝʤʘ ʤʘʻ ʨʷʜ ʩʫʪʪʻʚʠʭ ʧʝʨʝʚʘʛ: 

- ɺʠʩʦʢʘ ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ: ʄʝʨʝʞʘ ʟʜʘʪʥʘ ʜʦ ʩʘʤʦʚʽʜʥʦʚʣʝʥʥʷ ʟʘʚʜʷʢʠ 

ʧʨʦʪʦʢʦʣʘʤ ʨʝʟʝʨʚʫʚʘʥʥʷ ʰʣʶʟʫ. 

- ɸʙʩʦʣʶʪʥʘ ʥʝʟʘʣʝʞʥʽʩʪʴ ʤʦʥʽʪʦʨʠʥʛʫ: ʉʧʦʚʽʱʝʥʥʷ ʚʽʜʧʨʘʚʣʷʶʪʴʩʷ 

ʥʘʚʽʪʴ ʫ ʚʠʧʘʜʢʫ ʧʦʚʥʦ ʾ ʥʝʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʦʩʥʦʚʥʦʛʦ ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ 

ʧʽʜʧʨʠʻʤʩʪʚʘ (ESP32 ʚʠʢʦʨʠʩʪʦʚʫʻ ʥʝʟʘʣʝʞʥʠʡ ʢʘʥʘʣ, ʥʘʧʨʠʢʣʘʜ, 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʦʢʨʝʤʦʾ ʨʝʟʝʨʚʥʦʾ Wi-Fi ʤʝʨʝʞʽ ʘʙʦ ʟʦʚʥʽʰʥʴʦʛʦ 4G-ʤʦʜʫʣʷ). 

- ʐʚʠʜʢʽʩʪʴ ʨʝʘʢʮʽʾ (Real-time alerting): ɸʜʤʽʥʽʩʪʨʘʪʦʨ ʤʠʪʪʻʚʦ ʦʪʨʠʤʫʻ 

ʜʝʪʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʟʙʽʡ ʥʘ ʤʦʙʽʣʴʥʠʡ ʧʨʠʩʪʨʽʡ, ʱʦ ʟʥʘʯʥʦ ʟʤʝʥʰʫʻ 

ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ (MTTR ï Mean Time To Restore). 

- ʄʘʩʰʪʘʙʦʚʘʥʽʩʪʴ: ʄʦʞʣʠʚʽʩʪʴ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʩʝʥʩʦʨʽʚ ʜʦ 

ESP32 ʜʣʷ ʢʦʥʪʨʦʣʶ ʬʽʟʠʯʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʩʝʨʚʝʨʥʦʾ ʢʽʤʥʘʪʠ (ʪʝʤʧʝʨʘʪʫʨʘ, 

ʚʦʣʦʛʽʩʪʴ). 

ɺʠʩʥʦʚʢʠ. 

ʋ ʭʦʜʽ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʜʦʚʝʜʝʥʦ, ʱʦ ʢʣʘʩʠʯʥʽ ʤʝʪʦʜʠ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʥʘ ʙʘʟʽ ʩʪʘʥʜʘʨʪʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʪʘ 

ʨʝʟʝʨʚʫʚʘʥʥʷ ʤʦʞʫʪʴ ʙʫʪʠ ʟʥʘʯʥʦ ʚʜʦʩʢʦʥʘʣʝʥʽ.  

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ Out-of-Band ʩʠʩʪʝʤʠ ʥʘ 

ʙʘʟʽ ʤʽʢʨʦʢʦʥʪʨʦʣʝʨʘ ESP32 ʪʘ ʽʥʪʝʛʨʘʮʽʻʶ ʟ Telegram ʬʦʨʤʫʻ ʢʦʤʧʣʝʢʩʥʠʡ 

ʧʽʜʭʽʜ, ʷʢʠʡ ʥʝ ʣʠʰʝ ʛʘʨʘʥʪʫʻ ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʨʦʙʦʪʠ ʢʽʥʮʝʚʠʭ ʭʦʩʪʽʚ, ʘʣʝ ʡ 

ʟʘʙʝʟʧʝʯʫʻ ʧʨʦʘʢʪʠʚʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʤʽʥʽʤʽʟʫʶʯʠ ʧʦʪʝʥʮʽʡʥʽ 

ʬʽʥʘʥʩʦʚʽ ʚʪʨʘʪʠ ʚʽʜ ʧʨʦʩʪʦʾʚ ʦʙʣʘʜʥʘʥʥʷ. 
 

ʃʽʪʝʨʘʪʫʨʘ: 
 

1. ʑʦ ʪʘʢʝ VRRP. ï [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ: 

https://microsin.net/adminstuff/cisco/vrrp.html 

2. ɼʦʢʫʤʝʥʪʘʮʽʷ ʧʣʘʪʬʦʨʤʠ ESP32. ï  [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ: 

https://docs.espressif.com/ 

3. ʆʬʽʮʽʡʥʘ ʜʦʢʫʤʝʥʪʘʮʽʷ GNS3 ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʚʽʜʤʦʚʦʩʪʽʡʢʠʭ ʤʝʨʝʞ. ï [ɽʣʝʢʪʨʦʥʥʠʡ 

ʨʝʩʫʨʩ] ï ʈʝʞʠʤ ʜʦʩʪʫʧʫ: https://docs.gns3.com/ 

4. Telegram Bot API: ʇʨʠʢʣʘʜʥʠʡ ʨʽʚʝʥʴ ʨʦʟʨʦʙʢʠ. ï [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] ï ʈʝʞʠʤ 

ʜʦʩʪʫʧʫ: https://core.telegram.org/bots/api 

 

https://microsin.net/adminstuff/cisco/vrrp.html
https://docs.espressif.com/
https://docs.gns3.com/
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COMPARATIVE ANALYSIS OF OF0 AND MRHOF OBJECTIVE FUNCTIONS  

IN THE RPL PROTOCOL FOR INTERNET OF THINGS NETWORKS 

 

The RPL (Routing Protocol for Low-Power and Lossy Networks) is widely used 

in Internet of Things (IoT) deployments due to its energy efficiency and suitability for 

constrained environments. A key component of RPL is the Objective Function (OF), 

which determines route selection and DODAG formation. This paper presents a 

comparative analysis of two standardized objective functions, OF0 and MRHOF, 

focusing on their impact on packet delivery ratio, latency, energy consumption, and 

routing stability under different channel conditions. The obtained results allow 

identifying appropriate deployment scenarios for each objective function in practical IoT 

systems. 

ʇʨʦʪʦʢʦʣ RPL (Routing Protocol for Low-Power and Lossy Networks) ʰʠʨʦʢʦ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʩʠʩʪʝʤʘʭ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT) ʟʘʚʜʷʢʠ ʩʚʦʾʡ 

ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʪʘ ʧʨʠʜʘʪʥʦʩʪʽ ʜʣʷ ʦʙʤʝʞʝʥʠʭ ʩʝʨʝʜʦʚʠʱ. ʂʣʶʯʦʚʠʤ 

ʢʦʤʧʦʥʝʥʪʦʤ RPL ʻ ʮʽʣʴʦʚʘ ʬʫʥʢʮʽʷ (OF ï Objective Function), ʷʢʘ ʚʠʟʥʘʯʘʻ ʚʠʙʽʨ 

ʤʘʨʰʨʫʪʫ ʪʘ ʬʦʨʤʫʚʘʥʥʷ DODAG. ʋ ʮʽʡ ʩʪʘʪʪʽ ʧʨʝʜʩʪʘʚʣʝʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ 

ʜʚʦʭ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʮʽʣʴʦʚʠʭ ʬʫʥʢʮʽʡ, OF0 ʪʘ MRHOF, ʟ ʘʢʮʝʥʪʦʤ ʥʘ ʾʭʥʽʡ 

ʚʧʣʠʚ ʥʘ ʢʦʝʬʽʮʽʻʥʪ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʽʚ, ʟʘʪʨʠʤʢʫ, ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʘ ʩʪʘʙʽʣʴʥʽʩʪʴ 

ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʟʘ ʨʽʟʥʠʭ ʫʤʦʚ ʢʘʥʘʣʫ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʜʦʟʚʦʣʷʶʪʴ ʚʠʟʥʘʯʠʪʠ 

ʚʽʜʧʦʚʽʜʥʽ ʩʮʝʥʘʨʽʾ ʨʦʟʛʦʨʪʘʥʥʷ ʜʣʷ ʢʦʞʥʦʾ ʦʙ'ʻʢʪʠʚʥʦʾ ʬʫʥʢʮʽʾ ʚ ʧʨʘʢʪʠʯʥʠʭ 

ʩʠʩʪʝʤʘʭ IoT. 

 

RPL ï ʮʝ ʧʨʦʪʦʢʦʣ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʤʝʨʝʞ IoT ʪʘ 

ʙʝʟʜʨʦʪʦʚʠʭ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ, ʜʝ ʚʫʟʣʠ ʤʘʶʪʴ ʦʙʤʝʞʝʥʽ ʨʝʩʫʨʩʠ (ʝʥʝʨʛʽʷ, ʧʘʤôʷʪʴ, 

ʦʙʯʠʩʣʶʚʘʣʴʥʘ ʧʦʪʫʞʥʽʩʪʴ). ɺʽʥ ʬʦʨʤʫʻ ʪʦʧʦʣʦʛʽʶ ʫ ʚʠʛʣʷʜʽ DODAG (Destination 

Oriented Directed Acyclic Graph), ʫ ʷʢʽʡ ʚʫʟʣʠ ʧʝʨʝʜʘʶʪʴ ʜʘʥʽ ʜʦ ʢʦʨʝʥʝʚʦʛʦ ʚʫʟʣʘ. 

ɿʘʛʘʣʴʥʠʡ ʚʠʛʣʷʜ DODAG ʥʘʚʝʜʝʥʠʡ ʥʘ ʨʠʩ. 1. 

ɺʠʙʽʨ ʦʧʪʠʤʘʣʴʥʦʛʦ ʤʘʨʰʨʫʪʫ ʚ RPL ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ Objective 

Function (OF) ï ʘʣʛʦʨʠʪʤʫ, ʷʢʠʡ ʚʠʟʥʘʯʘʻ: ʦʙʯʠʩʣʝʥʥʷ Rank ʚʫʟʣʘ (R - ʣʦʛʽʯʥʘ 

ʚʽʜʩʪʘʥʴ ʚʫʟʣʘ ʜʦ ʢʦʨʝʥʷ DODAG); ʚʠʙʽʨ ʢʨʘʱʦʛʦ ʙʘʪʴʢʽʚʩʴʢʦʛʦ ʚʫʟʣʘ (preferred 

parent); ʦʧʪʠʤʘʣʴʥʠʡ ʤʘʨʰʨʫʪ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

ʋ ʩʪʘʥʜʘʨʪʽ RPL ʧʝʨʝʜʙʘʯʝʥʦ ʜʚʽ ʦʩʥʦʚʥʽ ʮʽʣʴʦʚʽ ʬʫʥʢʮʽʾ: OF0 (Objective 

Function Zero) ʪʘ MRHOF (Minimum Rank with Hysteresis Objective Function).  
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ʈʠʩ. 1. ɿʘʛʘʣʴʥʠʡ ʚʠʛʣʷʜ DODAG. 

 

OF0 ʬʦʨʤʫʻ ʤʘʨʰʨʫʪʠ ʥʘ ʦʩʥʦʚʽ ʤʽʥʽʤʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʧʝʨʝʭʦʜʽʚ ʜʦ 

ʢʦʨʝʥʝʚʦʛʦ ʚʫʟʣʘ, ʪʦʙʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʨʠʢʫ hop-count. ʃʦʛʽʯʥʘ ʚʽʜʩʪʘʥʴ ʚʽʜ 

ʙʫʜʴ-ʷʢʦʛʦ ʚʫʟʣʘ ʜʦ ʢʦʨʝʥʝʚʦʛʦ ʚʫʟʣʘ  ʜʣʷ OFO ʦʙʯʠʩʣʶʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

, 

ʜʝ:  ï rank ʙʘʪʴʢʽʚʩʴʢʦʛʦ ʚʫʟʣʘ;  ï ʤʽʥʽʤʘʣʴʥʠʡ ʢʨʦʢ rank (ʟʘʟʚʠʯʘʡ 

256). 

ʊʘʢʠʤ ʯʠʥʦʤ:  

ʊʘʢʠʡ ʧʽʜʭʽʜ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʥʠʟʴʢʦʶ ʦʙʯʠʩʣʶʚʘʣʴʥʦʶ ʩʢʣʘʜʥʽʩʪʶ ʪʘ 

ʤʽʥʽʤʘʣʴʥʠʤ ʩʣʫʞʙʦʚʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ, ʦʜʥʘʢ ʥʝ ʚʨʘʭʦʚʫʻ ʷʢʽʩʪʴ ʨʘʜʽʦʢʘʥʘʣʽʚ, ʱʦ 

ʤʦʞʝ ʧʨʠʟʚʦʜʠʪʠ ʜʦ ʚʠʙʦʨʫ ʥʝʩʪʘʙʽʣʴʥʠʭ ʜʽʣʷʥʦʢ ʤʘʨʰʨʫʪ ʫ ʩʝʨʝʜʦʚʠʱʘʭ ʽʟ 

ʧʝʨʝʰʢʦʜʘʤʠ. 

MRHOF, ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ OF0, ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʨʠʢʫ ETX (Expected 

Transmission Count), ʷʢʘ ʚʨʘʭʦʚʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʫ ʪʘ ʦʮʽʥʶʻ 

ʦʯʽʢʫʚʘʥʫ ʢʽʣʴʢʽʩʪʴ ʧʝʨʝʜʘʯ. ɼʦʜʘʪʢʦʚʠʡ ʤʝʭʘʥʽʟʤ ʛʽʩʪʝʨʝʟʠʩʫ ʟʤʝʥʰʫʻ ʯʘʩʪʦʪʫ 

ʧʝʨʝʤʠʢʘʥʥʷ ʤʽʞ ʙʘʪʴʢʽʚʩʴʢʠʤʠ ʚʫʟʣʘʤʠ, ʱʦ ʩʧʨʠʷʻ ʧʽʜʚʠʱʝʥʥʶ ʩʪʘʙʽʣʴʥʦʩʪʽ 

ʤʘʨʰʨʫʪʠʟʘʮʽʾ. ɺʦʜʥʦʯʘʩ ʚʠʢʦʨʠʩʪʘʥʥʷ ETX ʟʙʽʣʴʰʫʻ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʚʠʪʨʘʪʠ ʪʘ 

ʤʦʞʝ ʚʧʣʠʚʘʪʠ ʥʘ ʟʘʪʨʠʤʢʫ ʧʝʨʝʜʘʯʽ. ʄʝʪʨʠʢʘ ETXi ʜʣʷ ʢʦʞʥʦʾ ʜʽʣʷʥʢʠ ʤʘʨʰʨʫʪʫ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

, 

ʜʝ: dfi ï ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ ʧʝʨʝʜʘʯʽ; dri ï ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʧʽʜʪʚʝʨʜʞʝʥʥʷ. 

ʉʫʤʘʨʥʘ ʤʝʪʨʠʢʘ ʤʘʨʰʨʫʪʫ ʜʣʷ MRHOF ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

 

ɺʫʟʦʣ ʦʙʠʨʘʻ ʤʘʨʰʨʫʪ ʟ ʤʽʥʽʤʘʣʴʥʠʤ ʟʥʘʯʝʥʥʷʤ PathCost. 

ʎʽʣʴʦʚʘ ʬʫʥʢʮʽʷ MRHOF ʜʣʷ ʫʥʠʢʥʝʥʥʷ ʯʘʩʪʦʛʦ ʧʝʨʝʤʠʢʘʥʥʷ ʙʘʪʴʢʽʚʩʴʢʦʛʦ 

ʚʫʟʣʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʦʨʽʛ ʧʝʨʝʤʠʢʘʥʥʷ ʤʘʨʰʨʫʪʫ: 

, 

ʜʝ: H ï ʧʦʨʽʛ ʟʘ ʛʽʩʪʝʨʝʟʠʩʦʤ. 

ʇʨʠʥʮʠʧ ʬʦʨʤʫʚʘʥʥʷ DODAG ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ OF0 ʪʘ MRHOF ʧʦʢʘʟʘʥʦ ʥʘ 

ʨʠʩ. 2. 
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ʈʠʩ. 2. ʌʦʨʤʫʚʘʥʥʷ DODAG ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ OF0 ʪʘ MRHOF. 

 

ɼʣʷ ʜʦʩʣʽʜʞʝʥʥʷ ʚʧʣʠʚʫ ʮʽʣʴʦʚʠʭ ʬʫʥʢʮʽʡ ʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʤʝʨʝʞʽ 

ʚʠʢʦʥʘʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʫ ʩʝʨʝʜʦʚʠʱʽ Cooja ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ Contiki. 

ʇʘʨʘʤʝʪʨʠ ʤʦʜʝʣʶʚʘʥʥʷ ʥʘʚʝʜʝʥʽ ʚ ʪʘʙʣ. 1. 

ʊʘʙʣʠʮʷ 1. ʇʘʨʘʤʝʪʨʠ ʤʦʜʝʣʶʚʘʥʥʷ. 

ʇʘʨʘʤʝʪʨ ɿʥʘʯʝʥʥʷ 

ʂʽʣʴʢʽʩʪʴ ʚʫʟʣʽʚ 30 

ʂʽʣʴʢʽʩʪʴ ʢʦʨʝʥʝʚʠʭ ʚʫʟʣʽʚ 1 

ɯʥʪʝʨʚʘʣ ʛʝʥʝʨʘʮʽʾ ʪʨʘʬʽʢʫ 1 ʧʘʢʝʪ/30 ʩ 

ʊʠʧ ʪʨʘʬʽʢʫ UDP 

ʄɸʉ-ʨʽʚʝʥʴ ɯɽɽɽ 802.15.4 

ʈʘʜʽʦʤʦʜʝʣʴ UDGM 

ʊʨʠʚʘʣʽʩʪʴ ʝʢʩʧʝʨʠʤʝʥʪʫ 3600 c 
 

ɼʦʩʣʽʜʞʫʚʘʥʥʷ ʧʨʦʚʦʜʠʣʦʩʴ ʜʣʷ ʜʚʦʭ ʩʮʝʥʘʨʽʾʚ: 1. ʉʪʘʙʽʣʴʥʠʡ ʢʘʥʘʣ (Packet 

loss å 5%); 2. ʂʘʥʘʣ ʟ ʟʘʚʘʜʘʤʠ (Packet loss 15ï25%). 

ʋ ʷʢʦʩʪʽ ʧʦʢʘʟʥʠʢʽʚ ʝʬʝʢʪʠʚʥʦʩʪʽ ʦʮʽʥʶʚʘʣʠʩʷ ʢʦʝʬʽʮʽʻʥʪ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʽʚ 

(PDR), ʩʝʨʝʜʥʷ ʥʘʩʢʨʽʟʥʘ ʟʘʪʨʠʤʢʘ (End-to-End Delay), ʩʫʤʘʨʥʝ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ 

ʚʫʟʣʽʚ (Power Consumption) ʪʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʤʘʨʰʨʫʪʫ (Parent Switching). ʈʝʟʫʣʴʪʘʪʠ 

ʜʦʩʣʽʜʞʝʥʴ ʧʨʝʜʩʪʘʚʣʝʥʽ ʚ ʪʘʙʣ. 2. 

ʋ ʩʪʘʙʽʣʴʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʦʙʠʜʚʽ ʮʽʣʴʦʚʽ ʬʫʥʢʮʽʾ ʜʝʤʦʥʩʪʨʫʶʪʴ ʚʠʩʦʢʠʡ 

ʨʽʚʝʥʴ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʽʚ. ʈʽʟʥʠʮʷ ʩʪʘʥʦʚʠʪʴ ʙʣʠʟʴʢʦ 1%. 

ʊʘʙʣʠʮʷ 2. ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʴ. 

ʇʘʨʘʤʝʪʨ 

ʉʮʝʥʘʨʽʡ 

ʉʪʘʙʽʣʴʥʠʡ ʢʘʥʘʣ ʂʘʥʘʣ ʟ ʟʘʚʘʜʘʤʠ 

OF0 MRHOF OF0 MRHOF 

PDR, % 97 98 82 93 

End-to-End Delay, ʤʩ 120 130 240 170 

Parent Switching 12 8 47 15 

Power Consumption, % 100 102 135 110 
 

ʋ ʩʝʨʝʜʦʚʠʱʽ ʟ ʟʘʚʘʜʘʤʠ MRHOF ʜʝʤʦʥʩʪʨʫʻ ʩʫʪʪʻʚʦ ʢʨʘʱʠʡ ʨʝʟʫʣʴʪʘʪ ʟʘ 

PDR (ʥʘ 11% ʚʠʱʝ). ʎʝ ʧʦʷʩʥʶʻʪʴʩʷ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʨʠʢʠ ETX, ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʦʙʠʨʘʪʠ ʢʘʥʘʣʠ ʟ ʤʝʥʰʦʶ ʢʽʣʴʢʽʩʪʶ ʧʦʚʪʦʨʥʠʭ ʧʝʨʝʜʘʯ. 

ʋ ʩʪʘʙʽʣʴʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ OF0 ʤʘʻ ʥʝʟʥʘʯʥʦ ʤʝʥʰʫ ʟʘʪʨʠʤʢʫ ʯʝʨʝʟ 

ʧʨʦʩʪʽʰʫ ʣʦʛʽʢʫ ʚʠʙʦʨʫ ʤʘʨʰʨʫʪʫ. 
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ɺ ʫʤʦʚʘʭ ʟʘʚʘʜ OF0 ʜʝʤʦʥʩʪʨʫʻ ʟʥʘʯʥʝ ʟʙʽʣʴʰʝʥʥʷ ʟʘʪʨʠʤʢʠ ʯʝʨʝʟ ʧʦʚʪʦʨʥʽ 

ʧʝʨʝʜʘʯʽ ʪʘ ʯʘʩʪʫ ʟʤʽʥʫ ʙʘʪʴʢʽʚʩʴʢʦʛʦ ʚʫʟʣʘ. MRHOF ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʰʠʡ 

ʤʘʨʰʨʫʪ, ʱʦ ʟʤʝʥʰʫʻ ʩʝʨʝʜʥʽʡ ʯʘʩ ʜʦʩʪʘʚʢʠ ʧʘʢʝʪʘ ʥʘ 70 ʤʩ. 

OF0 ʜʝʤʦʥʩʪʨʫʻ ʟʥʘʯʥʦ ʙʽʣʴʰʫ ʢʽʣʴʢʽʩʪʴ ʧʝʨʝʙʫʜʦʚ ʤʘʨʰʨʫʪʫ, ʦʩʦʙʣʠʚʦ ʚ 

ʥʝʩʪʘʙʽʣʴʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ. 

MRHOF ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʭʘʥʽʟʤ ʛʽʩʪʝʨʝʟʠʩʫ, ʱʦ ʟʘʧʦʙʽʛʘʻ ʯʘʩʪʠʤ ʟʤʽʥʘʤ 

ʤʘʨʰʨʫʪʫ ʧʨʠ ʥʝʟʥʘʯʥʠʭ ʢʦʣʠʚʘʥʥʷʭ ʤʝʪʨʠʢʠ ʢʘʥʘʣʫ. ʎʝ ʟʥʠʞʫʻ ʢʦʥʪʨʦʣʴʥʠʡ 

ʪʨʘʬʽʢ ʪʘ ʩʪʘʙʽʣʽʟʫʻ ʪʦʧʦʣʦʛʽʶ ʤʝʨʝʞʽ. 

ʋ ʩʪʘʙʽʣʴʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʦʙʦʭ 

ʬʫʥʢʮʽʡ ʧʨʘʢʪʠʯʥʦ ʦʜʥʘʢʦʚʝ. 

ʋ ʤʝʨʝʞʽ ʟ ʟʘʚʘʜʘʤʠ OF0 ʚʠʪʨʘʯʘʻ ʥʘ 25% ʙʽʣʴʰʝ ʝʥʝʨʛʽʾ ʯʝʨʝʟ  

ʧʦʚʪʦʨʥʽ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ, ʯʘʩʪʽ ʧʝʨʝʙʫʜʦʚʠ DODAG ʪʘ ʟʙʽʣʴʰʝʥʠʡ ʢʦʥʪʨʦʣʴʥʠʡ 

ʪʨʘʬʽʢ. MRHOF ʪʠʤ ʯʘʩʦʤ ʜʝʤʦʥʩʪʨʫʻ ʢʨʘʱʫ ʜʦʚʛʦʩʪʨʦʢʦʚʫ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʽʩʪʴ. 

 

ɺʠʩʥʦʚʢʠ: 

1. OF0 ʻ ʙʘʟʦʚʦʶ ʪʘ ʥʘʡʧʨʦʩʪʽʰʦʶ ʮʽʣʴʦʚʦʶ ʬʫʥʢʮʽʻʶ RPL, ʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʨʠʢʫ ʢʽʣʴʢʦʩʪʽ ʧʝʨʝʭʦʜʽʚ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʘʨʰʨʫʪʫ. 

2. MRHOF ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʪʨʠʢʫ ETX, ʱʦ ʜʦʟʚʦʣʷʻ ʚʨʘʭʦʚʫʚʘʪʠ ʷʢʽʩʪʴ 

ʢʘʥʘʣʫ ʟʚôʷʟʢʫ. 

3. ʋ ʙʽʣʴʰʦʩʪʽ ʜʦʩʣʽʜʞʝʥʴ MRHOF ʜʝʤʦʥʩʪʨʫʻ ʢʨʘʱʽ ʧʦʢʘʟʥʠʢʠ: 

- ʚʠʱʠʡ Packet Delivery Ratio 

- ʤʝʥʰʫ ʟʘʪʨʠʤʢʫ ʧʝʨʝʜʘʯʽ 

- ʩʪʘʙʽʣʴʥʽʰʫ ʤʘʨʰʨʫʪʠʟʘʮʽʶ. 

4. OF0 ʤʘʻ ʧʝʨʝʚʘʛʫ ʫ ʧʨʦʩʪʦʪʽ ʪʘ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ, ʘʣʝ ʧʦʩʪʫʧʘʻʪʴʩʷ ʟʘ 

ʥʘʜʽʡʥʽʩʪʶ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʜʣʷ ʩʫʯʘʩʥʠʭ IoT-ʤʝʨʝʞ ʽʟ ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʚʫʟʣʽʚ ʪʘ 

ʥʝʩʪʘʙʽʣʴʥʠʤʠ ʢʘʥʘʣʘʤʠʟʚôʷʟʢʫ ʜʦʮʽʣʴʥʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ MRHOF, ʪʦʜʽ ʷʢ OF0 

ʙʽʣʴʰʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʧʨʦʩʪʠʭ ʪʘ ʤʘʣʠʭ ʤʝʨʝʞ. 
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APPLICATION OF MACHINE LEARNING METHODS FOR PROACTIVE  

AVAILABILITY ASSURANCE OF INTERNET OF THINGS SYSTEMS  

 

The problem of ensuring the availability of Internet of Things (IoT) systems in the context 

of the growing number of distributed denial-of-service (DDoS) attacks is analyzed. The use of 

machine learning algorithms for proactive anomaly detection in network traffic and threat 

neutralization prior to system failure is considered. 

ʇʨʦʘʥʘʣʽʟʦʚʘʥʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʪʫʧʥʦʩʪʽ ʩʠʩʪʝʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT) ʚ ʫʤʦʚʘʭ 

ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʨʦʟʧʦʜʽʣʝʥʠʭ ʘʪʘʢ ʪʠʧʫ ñʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽò (DDoS). 

ʈʦʟʛʣʷʥʫʪʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʨʦʘʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʫ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ ʪʘ ʥʝʡʪʨʘʣʽʟʘʮʽʾ ʟʘʛʨʦʟ ʜʦ ʤʦʤʝʥʪʫ ʚʽʜʤʦʚʠ ʩʠʩʪʝʤʠ. 

 

ɿʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʾ ʜʦʩʪʫʧʥʦʩʪʽ (Availability) ʻ ʦʜʥʽʻʶ ʟ 

ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʩʢʣʘʜʦʚʠʭ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ 

(IoT). ɿʽ ʩʪʨʽʤʢʠʤ ʟʙʽʣʴʰʝʥʥʷʤ ʢʽʣʴʢʦʩʪʽ ʧʽʜʢʣʶʯʝʥʠʭ ʩʤʘʨʪ-ʧʨʠʩʪʨʦʾʚ, ʚʽʜ 

ʧʦʙʫʪʦʚʠʭ ʜʘʪʯʠʢʽʚ ʜʦ ʧʨʦʤʠʩʣʦʚʠʭ ʢʦʥʪʨʦʣʝʨʽʚ, ʟʨʦʩʪʘʻ ʽ ʧʦʚʝʨʭʥʷ ʜʣʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʢʽʙʝʨʘʪʘʢ. ɿʘ ʦʮʽʥʢʘʤʠ, ʫ 2021 ʨʦʮʽ ʯʝʨʝʟ ɯʥʪʝʨʥʝʪ ʙʫʣʦ 

ʧʽʜʢʣʶʯʝʥʦ ʧʨʠʙʣʠʟʥʦ 10,07 ʤʽʣʴʷʨʜʘ ʧʨʠʩʪʨʦʾʚ ɯʦʊ, ʘ ʜʦ 2030 ʨʦʢʫ ʮʝ ʯʠʩʣʦ 

ʜʦʩʷʛʥʝ 24,1 ʤʽʣʴʷʨʜʘ [1]. ʄʽʞ ʮʠʤʠ ʚʟʘʻʤʦʧʦʚ'ʷʟʘʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ 

ʧʝʨʝʜʘʻʪʴʩʷ ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ, ʪʦʤʫ ʻ ʘʢʪʫʘʣʴʥʠʤ ʽ ʚʘʞʣʠʚʠʤ 

ʟʘʙʝʟʧʝʯʠʪʠ ʟʘʭʠʩʪ ʮʴʦʛʦ ʧʦʪʦʢʫ ʜʘʥʠʭ ʚʽʜ ʢʽʙʝʨʘʪʘʢ. ʅʘʡʙʽʣʴʰʦʶ ʟʘʛʨʦʟʦʶ 

ʜʣʷ ʜʦʩʪʫʧʥʦʩʪʽ IoT-ʽʥʬʨʘʩʪʨʫʢʪʫʨ ʻ ʨʦʟʧʦʜʽʣʝʥʽ ʘʪʘʢʠ ʪʠʧʫ ñʚʽʜʤʦʚʘ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽò (DDoS). 

ʉʧʝʮʠʬʽʢʘ ʧʨʠʩʪʨʦʾʚ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʧʦʣʷʛʘʻ ʚ ʾʭʥʽʡ ʦʙʤʝʞʝʥʽʡ 

ʦʙʯʠʩʣʶʚʘʣʴʥʽʡ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʥʠʟʴʢʦʤʫ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʽ. ʏʝʨʝʟ ʮʝ 

ʪʨʘʜʠʮʽʡʥʽ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ʪʘ ʩʢʣʘʜʥʽ ʤʝʭʘʥʽʟʤʠ ʫʧʨʘʚʣʽʥʥʷ 

ʜʦʩʪʫʧʦʤ ʯʘʩʪʦ ʥʝʤʦʞʣʠʚʦ ʨʝʘʣʽʟʫʚʘʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʢʽʥʮʝʚʠʭ ʚʫʟʣʘʭ. 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʮʽʻʾ ʧʨʦʙʣʝʤʠ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ (Machine Learning, ML), ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʧʝʨʝʡʪʠ ʚʽʜ 

ʨʝʘʢʪʠʚʥʦʛʦ ʜʦ ʧʨʦʘʢʪʠʚʥʦʛʦ ʟʘʭʠʩʪʫ. ʋ ʢʦʥʪʝʢʩʪʽ ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ 

DDoS-ʘʪʘʢ ʫ IoT-ʩʠʩʪʝʤʘʭ ʨʽʟʥʠʮʷ ʤʽʞ ʨʝʘʢʪʠʚʥʠʤ ʽ ʧʨʦʘʢʪʠʚʥʠʤ ʧʽʜʭʦʜʘʤʠ 

ʚʠʟʥʘʯʘʻ, ʢʦʣʠ ʩʘʤʝ ʩʠʩʪʝʤʘ ʨʝʘʛʫʻ ʥʘ ʟʘʛʨʦʟʫ. ʇʨʠ ʨʝʘʢʪʠʚʥʦʤʫ ʚʠʷʚʣʝʥʥʽ 

ʩʠʩʪʝʤʘ ʨʝʘʛʫʻ ʚʞʝ ʧʽʩʣʷ ʧʦʯʘʪʢʫ ʘʪʘʢʠ ʘʙʦ ʧʽʩʣʷ ʧʦʷʚʠ ʷʚʥʠʭ ʦʟʥʘʢ 

ʧʨʦʙʣʝʤʠ, ʪʘʢʠʭ ʷʢ ʬʽʢʩʘʮʽʷ ʨʽʟʢʦʛʦ ʟʨʦʩʪʘʥʥʷ ʪʨʘʬʽʢʫ, ʧʦʷʚʘ ʜʝʛʨʘʜʘʮʽʾ 
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mailto:srv300333@gmail.com


 100 

ʩʝʨʚʽʩʫ (ʟʘʪʨʠʤʢʠ, ʚʽʜʤʦʚʠ), ʩʧʨʘʮʶʚʘʥʥʷ ʥʘ ʩʠʛʥʘʪʫʨʠ ʧʨʠʩʪʨʦʷʤʠ IDS/IPS. 

ʇʨʦʘʢʪʠʚʥʝ ʚʠʷʚʣʝʥʥʷ ʧʝʨʝʜʙʘʯʘʻ ʘʙʦ ʚʠʷʚʣʷʻ ʘʪʘʢʫ ʜʦ ʪʦʛʦ, ʷʢ ʚʦʥʘ ʚʧʣʠʥʝ 

ʥʘ ʜʦʩʪʫʧʥʽʩʪʴ ʩʠʩʪʝʤʠ. ʇʨʠ ʮʴʦʤʫ ʩʠʩʪʝʤʘʤʠ ʥʘ ʙʘʟʽ ML ʘʥʘʣʽʟʫʶʪʴʩʷ 

ʧʦʚʝʜʽʥʢʦʚʽ ʧʘʪʝʨʥʠ ʪʨʘʬʽʢʫ, ʚʠʷʚʣʷʶʪʴʩʷ ʘʥʦʤʘʣʽʾ, ʧʨʦʛʥʦʟʫʻʪʴʩʷ ʨʦʟʚʠʪʦʢ 

ʘʪʘʢʠ, ʩʠʩʪʝʤʘ ʙʣʦʢʫʻ ʘʙʦ ʦʙʤʝʞʫʻ ʪʨʘʬʽʢ ʟʘʟʜʘʣʝʛʽʜʴ. 

ʇʨʦʮʝʩ ʚʧʨʦʚʘʜʞʝʥʥʷ ML ʜʣʷ ʟʘʭʠʩʪʫ ʜʦʩʪʫʧʥʦʩʪʽ IoT ʟʘʟʚʠʯʘʡ 

ʨʦʟʛʦʨʪʘʻʪʴʩʷ ʥʘ ʨʽʚʥʽ ʛʨʘʥʠʯʥʠʭ ʰʣʶʟʽʚ (Edge Gateways) [3] ʘʙʦ ʭʤʘʨʥʠʭ 

ʢʦʥʪʨʦʣʝʨʽʚ ʽ ʚʢʣʶʯʘʻ ʟʙʽʨ ʤʝʪʨʠʢ ʪʨʘʬʽʢʫ, ʧʦʧʝʨʝʜʥʶ ʦʙʨʦʙʢʫ ʜʘʥʠʭ, 

ʚʠʜʽʣʝʥʥʷ ʢʣʶʯʦʚʠʭ ʦʟʥʘʢ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʶ ʪʨʘʬʽʢʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʥʘʚʯʝʥʦʾ 

ʤʦʜʝʣʽ (ʨʠʩ. 1). 

 

 
 

ʈʠʩ. 1. ʉʪʨʫʢʪʫʨʥʘ ʩʭʝʤʘ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ DDoS-ʘʪʘʢ ʥʘ ʙʘʟʽ ML ʫ ʤʝʨʝʞʽ IoT. 

 

ʄʝʪʦʜʠ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʜʘʥʠʭ ʪʘ ʤʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ DDoS-ʘʪʘʢ [1,2,3]. ʋ ʮʠʭ 

ʤʝʪʦʜʘʭ ʥʘʙʽʨ ʜʘʥʠʭ ʟʙʠʨʘʻʪʴʩʷ ʟ ʩʠʤʫʣʷʮʽʾ ʘʙʦ ʨʝʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʘʪʘʢʠ; 

ʧʦʪʽʤ ʥʘʤʘʛʘʶʪʴʩʷ ʚʠʜʽʣʠʪʠ ʦʧʝʨʘʪʠʚʥʽ ʦʟʥʘʢʠ ʟ ʥʝʦʙʨʦʙʣʝʥʠʭ ʜʘʥʠʭ, ʧʽʩʣʷ 

ʯʦʛʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʘʣʛʦʨʠʪʤʠ ML ʜʣʷ ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ ʚʠʷʚʣʝʥʥʷ. ɺ 

ʢʽʥʮʽ ʦʮʽʥʶʻʪʴʩʷ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʤʦʜʝʣʽ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʯʠ ʧʽʜʭʦʜʠʪʴ ʚʦʥʘ 

ʜʣʷ ʚʠʷʚʣʝʥʥʷ DDoS-ʘʪʘʢ.  

ʇʦʰʠʨʝʥʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ DDoS-

ʘʪʘʢ ʻ ʥʘʩʪʫʧʥʽ [2]: 

Å ʅʘʾʚʥʠʡ ɹʘʡʻʩʽʚʩʴʢʠʡ ʘʣʛʦʨʠʪʤ ï ʜʣʷ ʥʘʚʯʘʥʥʷ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟ 

ʫʯʠʪʝʣʝʤ, ʟʘʩʥʦʚʘʥʠʡ ʥʘ ʪʝʦʨʝʤʽ ɹʘʡʻʩʘ ʪʘ ʧʨʠʧʫʩʢʘʻ, ʱʦ ʦʟʥʘʢʠ ʻ 

ʥʝʟʘʣʝʞʥʠʤʠ. 

Å SVM: Supported Vector Machine (ʄʘʰʠʥʘ ʟ ʧʽʜʪʨʠʤʢʦʶ ʚʝʢʪʦʨʽʚ) ï ʮʝ 

ʤʦʜʝʣʴ ʥʘʚʯʘʥʥʷ ʟ ʫʯʠʪʝʣʝʤ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʣʛʦʨʠʪʤ ʢʣʘʩʠʬʽʢʘʮʽʾ ʜʣʷ 

ʟʘʜʘʯ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟ ʜʚʦʤʘ ʢʣʘʩʘʤʠ. 

Å AdaBoost: ɸʣʛʦʨʠʪʤ ʘʜʘʧʪʠʚʥʦʛʦ ʧʽʜʚʠʱʝʥʥʷ ï ʮʝ ʘʣʛʦʨʠʪʤ ʘʥʩʘʤʙʣʶ 

ʥʘʚʯʘʥʥʷ, ʷʢʠʡ ʥʘʚʯʘʻʪʴʩʷ ʥʘ ʥʝʜʦʣʽʢʘʭ ʩʣʘʙʢʠʭ ʘʣʛʦʨʠʪʤʽʚ ʽ ʥʘʤʘʛʘʻʪʴʩʷ 

ʦʧʪʠʤʽʟʫʚʘʪʠ ʾʭ, ʽ ʧʦʩʪʫʧʦʚʦ ʟʨʦʙʠʪʠ ʾʭ ʥʘʜʽʡʥʠʤʠ ʢʣʘʩʠʬʽʢʘʪʦʨʘʤʠ. ʋ 

ʢʦʞʥʽʡ ʽʪʝʨʘʮʽʾ ʢʣʘʩʠʬʽʢʘʪʦʨ ʩʪʘʻ ʢʨʘʱʠʤ, ʱʦ ʻ ʡʦʛʦ ʛʦʣʦʚʥʦʶ ʧʝʨʝʚʘʛʦʶ 

ʥʘʜ ʚʠʧʘʜʢʦʚʠʤʠ ʧʨʦʛʥʦʟʘʤʠ. 

Å XGBoost: Xtreme Gradient Boosting ï ʮʝ ʘʣʛʦʨʠʪʤ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʷʢʠʡ 

ʥʘʤʘʛʘʻʪʴʩʷ ʦʧʪʠʤʽʟʫʚʘʪʠ ʪʦʯʥʽʩʪʴ ʤʦʜʝʣʽ, ʤʽʥʽʤʽʟʫʶʯʠ ʧʦʤʠʣʢʫ ʚ ʢʦʞʥʽʡ 

ʽʪʝʨʘʮʽʾ. 
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Å KNN: K-Nearest Neighbors (K-ʥʘʡʙʣʠʞʯʽ ʩʫʩʽʜʠ) ï ʮʝ ʘʣʛʦʨʠʪʤ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʟ ʫʯʠʪʝʣʝʤ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻ k-ʥʘʡʙʣʠʞʯʠʭ ʥʘʚʯʘʣʴʥʠʭ 

ʝʢʟʝʤʧʣʷʨʠ ʷʢ ʚʭʽʜʥʽ ʜʘʥʽ. 

Å Random Forest (ɺʠʧʘʜʢʦʚʠʡ ʣʽʩ) ï ʮʝ ʤʝʪʦʜ ʘʥʩʘʤʙʣʶ ʥʘʚʯʘʥʥʷ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ, ʷʢʠʡ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʥʘʙʦʨʫ ʜʝʨʝʚ ʨʽʰʝʥʴ, ʷʢʽ ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ 

ʚʠʙʠʨʘʶʪʴʩʷ ʜʣʷ ʥʘʚʯʘʥʥʷ; ʽ ʟʨʝʰʪʦʶ, ʦʩʪʘʪʦʯʥʝ ʛʦʣʦʩʫʚʘʥʥʷ ʙʫʜʝ 

ʨʝʟʫʣʴʪʘʪʦʤ ʫʩʽʭ ʮʠʭ ʜʝʨʝʚ. 

ʉʝʨʝʜ ʥʘʡʝʬʝʢʪʠʚʥʽʰʠʭ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

DDoS-ʘʪʘʢ ʚʠʜʽʣʷʶʪʴ ʤʝʪʦʜ ʦʧʦʨʥʠʭ ʚʝʢʪʦʨʽʚ (SVM), Random Forest ʪʘ 

ʰʪʫʯʥʽ ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ [1,2,3]. ɺʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʥʘʚʯʘʥʥʷ ʙʝʟ ʫʯʠʪʝʣʷ, 

ʟʦʢʨʝʤʘ ʢʣʘʩʪʝʨʠʟʘʮʽʾ (K-means, DBSCAN), ʜʦʟʚʦʣʷʻ ʚʠʷʚʣʷʪʠ ʘʪʘʢʠ 

ʥʫʣʴʦʚʦʛʦ ʜʥʷ [2]. 

ʇʝʨʝʥʝʩʝʥʥʷ ML-ʤʦʜʝʣʝʡ ʥʘ edge-ʨʽʚʝʥʴ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʟʘʪʨʠʤʢʫ 

ʚʠʷʚʣʝʥʥʷ  ʘʪʘʢʠ, ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʜʦ ʧʽʢʦʚʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʧʨʦʛʥʦʟʫʚʘʪʠ 

DDoS-ʧʘʪʝʨʥʠ ʽ ʧʨʠʰʚʠʜʰʠʪʠ ʨʝʘʢʮʽʶ, ʱʦ ʜʘʻ ʟʤʦʛʫ ʙʣʦʢʫʚʘʪʠ ʘʪʘʢʫ ʜʦ ʾʾ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʽ ʟʘʙʝʟʧʝʯʠʪʠ ʜʦʩʪʫʧʥʽʩʪʴ ɯʦʊ-ʧʨʠʩʪʨʦʾʚ. 

ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʦʯʥʦʩʪʽ ʚʠʷʚʣʝʥʥʷ DDoS-ʘʪʘʢ ʢʨʘʱʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ ʛʣʠʙʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ Deep Learning (LSTM-Long 

Short-Term Memory, CNN-Convolutional Neural Networks), ʘʣʝ ʚʦʥʠ ʻ 

ʨʝʩʫʨʩʦʟʘʪʨʘʪʥʠʤʠ. ʊʘʢʽ ʛʽʙʨʠʜʥʽ ʤʦʜʝʣʽ CNN-LSTM ʧʦʻʜʥʫʶʪʴ ʟʛʦʨʪʢʦʚʽ 

ʥʝʡʨʦʥʥʽ ʤʝʨʝʞʽ (CNN) ʜʣʷ ʧʨʦʩʪʦʨʦʚʦʛʦ ʚʠʣʫʯʝʥʥʷ ʦʟʥʘʢ ʟ ʤʝʨʝʞʘʤʠ ʜʦʚʛʦʾ 

ʢʦʨʦʪʢʦʯʘʩʥʦʾ ʧʘʤ'ʷʪʽ (LSTM) ʜʣʷ  ʧʦʩʣʽʜʦʚʥʦʛʦ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʯʘʩʦʚʠʭ 

ʦʙʨʘʟʽʚ.  

ɺ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʥʘʡʢʨʘʱʝ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʘʣʛʦʨʠʪʤʠ Random 

Forest (ʚʠʧʘʜʢʦʚʦʛʦ ʣʽʩʫ) ʽ Decision Trees (ʜʝʨʝʚ ʨʽʰʝʥʴ) [4]. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʤʦʞʥʘ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʽʥʪʝʛʨʘʮʽʷ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʚ ʘʨʭʽʪʝʢʪʫʨʫ ʩʠʩʪʝʤ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʻ ʚʘʞʣʠʚʠʤ ʢʨʦʢʦʤ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʾʭʥʴʦʾ ʜʦʩʪʫʧʥʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ ʜʦ ʩʫʯʘʩʥʠʭ ʢʽʙʝʨʟʘʛʨʦʟ. 
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COMPARATIVE ANALYSIS OF PON STANDARDS IN  

THE DESIGN OF SMART CITY ACCESS NETWORKS  
 

The rapid evolution of the smart city environment requires a new perspective on how 

telecommunications infrastructure is built. Outdated access networks, originally designed for 

typical consumer needs, are unable to support critical city services such as high-definition video 

surveillance, digital medicine, and 5G/6G transportation. This report presents the results of 

research into various standards for building fiber optic access networks in order to find the most 

acceptable one for meeting the technological infrastructure requirements of a smart city. 

ʐʚʠʜʢʘ ʝʚʦʣʶʮʽʷ ʩʝʨʝʜʦʚʠʱʘ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ ʚʠʤʘʛʘʻ ʥʦʚʦʛʦ ʧʦʛʣʷʜʫ ʥʘ ʪʝ, ʷʢ 

ʙʫʜʫʻʪʴʩʷ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ. ɿʘʩʪʘʨʽʣʽ ʤʝʨʝʞʽ ʜʦʩʪʫʧʫ, ʩʧʦʯʘʪʢʫ 

ʨʦʟʨʦʙʣʝʥʽ ʜʣʷ ʪʠʧʦʚʠʭ ʧʦʪʨʝʙ ʩʧʦʞʠʚʘʯʽʚ, ʥʝ ʚ ʟʤʦʟʽ ʧʽʜʪʨʠʤʫʚʘʪʠ ʪʘʢʽ ʚʘʞʣʠʚʽ ʤʽʩʴʢʽ 

ʧʦʩʣʫʛʠ, ʷʢ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʚʠʩʦʢʦʾ ʯʽʪʢʦʩʪʽ, ʮʠʬʨʦʚʘ ʤʝʜʠʮʠʥʘ ʪʘ ʪʨʘʥʩʧʦʨʪ 5G/6G. 

ʋ ʮʽʡ ʜʦʧʦʚʽʜʽ ʧʨʝʜʩʪʘʚʣʝʥʽ ʨʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʴ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʪʘʥʜʘʨʪʽʚ ʧʦʙʫʜʦʚʠ 

ʦʧʪʦʚʦʣʦʢʦʥʥʠʭ ʤʝʨʝʞ ʜʦʩʪʫʧʫ ʟ ʤʝʪʦʶ ʧʦʰʫʢʫ ʥʘʡʙʽʣʴʰ ʧʨʠʡʥʷʪʥʦʛʦ ʜʣʷ ʟʘʜʦʚʦʣʝʥʥʷ 

ʚʠʤʦʛ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ. 

 

ɹʫʨʭʣʠʚʠʡ ʨʦʟʚʠʪʦʢ ʢʦʥʮʝʧʮʽʾ Smart City ʩʪʘʚʠʪʴ ʟʘ ʤʝʪʫ ʜʣʷ ʽʥʞʝʥʝʨʽʚ 

ʜʦʢʦʨʽʥʥʦ ʧʝʨʝʛʣʷʜʘʪʠ ʟʚʠʯʥʽ ʧʽʜʭʦʜʠ ʜʦ ʨʦʟʙʫʜʦʚʠ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʫʯʘʩʥʠʭ ʤʽʩʪ. ʅʘ ʧʨʘʢʪʠʮʽ ʚʠʷʚʣʷʻʪʴʩʷ, ʱʦ ʧʦʩʪʽʡʥʝ 

ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ IoT-ʧʨʠʩʪʨʦʾʚ (ʜʘʪʯʠʢʽʚ, ʩʝʥʩʦʨʽʚ ʪʦʱʦ), ʤʘʩʦʚʝ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʢʘʤʝʨ ʚʽʜʝʦʥʘʛʣʷʜʫ ʚʠʩʦʢʦʾ ʯʽʪʢʦʩʪʽ (4K ʪʘ ʚʠʱʝ) ʪʘ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʭ ʪʨʘʥʩʧʦʨʪʥʠʭ ʩʠʩʪʝʤ ʬʦʨʤʫʶʪʴ ʘʙʩʦʣʶʪʥʦ 

ʥʦʚʽ ʚʠʢʣʠʢʠ ʜʣʷ ʤʝʨʝʞ ʜʦʩʪʫʧʫ. ʗʢʱʦ ʽʩʪʦʨʠʯʥʦ ʪʨʘʜʠʮʽʡʥʽ ʤʝʨʝʞʽ 

ʧʨʦʻʢʪʫʚʘʣʠʩʷ ʧʝʨʝʚʘʞʥʦ ʧʽʜ ʧʦʩʣʫʛʠ Triple Play (ʦʙô̒ ʜʥʘʥʽ ʚ ʦʜʠʥ ʧʦʪʽʢ: 

ʽʥʪʝʨʥʝʪ, ʪʝʣʝʙʘʯʝʥʥʷ ʪʘ ʪʝʣʝʬʦʥ), ʜʝ ʛʦʣʦʚʥʠʤ ʙʫʚ ʩʘʤʝ ʩʧʦʞʠʚʘʯ ʢʦʥʪʝʥʪʫ, 

ʪʦ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ñʈʦʟʫʤʥʦʛʦ ʤʽʩʪʘò (Smart City) ʚʠʤʘʛʘʻ ʩʪʘʙʽʣʴʥʦʾ ʪʘ 

ʰʚʠʜʢʦʾ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʫ ʟʚʦʨʦʪʥʦʤʫ ʥʘʧʨʷʤʢʫ ð ʚʽʜ ʩʘʤʠʭ ʧʨʠʩʪʨʦʾʚ ʜʦ 

ʮʝʥʪʨʽʚ ʦʙʨʦʙʢʠ. 

ʂʣʶʯʦʚʦʶ ʧʨʦʙʣʝʤʦʶ ʥʘ ʩʴʦʛʦʜʥʽʰʥʽʡ ʜʝʥʴ ʩʪʘʣʘ ʢʘʨʜʠʥʘʣʴʥʘ ʟʤʽʥʘ 

ʧʨʦʬʽʣʶ ʪʨʘʬʽʢʫ. ʉʫʯʘʩʥʠʤ ʤʽʩʴʢʠʤ ʤʝʨʝʞʘʤ ʜʦʚʦʜʠʪʴʩʷ ʛʝʥʝʨʫʚʘʪʠ ʪʘ 

ʦʙʨʦʙʣʷʪʠ ʚʝʣʠʯʝʟʥʽ ʦʙʩʷʛʠ ʚʠʩʭʽʜʥʦʛʦ ʧʦʪʦʢʫ (upstream). ʎʝ ʩʪʦʩʫʻʪʴʩʷ 

ʙʝʟʧʝʨʝʨʚʥʦʾ ʪʨʘʥʩʣʷʮʽʾ 4K/8K ʚʽʜʝʦ ʟ ʢʘʤʝʨ ʙʝʟʧʝʢʠ, ʩʠʩʪʝʤ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʦʙʣʠʯ (ʧʨʠʢʣʘʜ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʚ ʋʢʨʘʾʥʽ ʚʽʜʦʤʠʡ ʟʘ ʥʘʟʚʦʶ ñɹʝʟʧʝʯʥʝ ʤʽʩʪʦò), 

ʧʦʩʪʽʡʥʦʾ ʪʝʣʝʤʝʪʨʽʾ ʟ ʜʘʪʯʠʢʽʚ ʪʘ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʤʝʜʠʯʥʠʭ ʜʘʥʠʭ ʜʣʷ 

ʩʠʩʪʝʤ e-Health. ɼʦ ʪʦʛʦ ʞ, ʥʘ ʧʝʨʰʠʡ ʧʣʘʥ ʚʠʭʦʜʷʪʴ ʧʘʨʘʤʝʪʨʠ ʷʢʦʩʪʽ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ (Quality of Service, QoS), ʦʩʦʙʣʠʚʦ ʤʽʥʽʤʽʟʘʮʽʷ ʟʘʪʨʠʤʢʠ 

(latency) ʪʘ ʜʞʠʪʝʨʘ (jitter). ɼʣʷ ʩʠʩʪʝʤ ʢʝʨʫʚʘʥʥʷ ʜʦʨʦʞʥʽʤ ʨʫʭʦʤ ʫ 
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mailto:nvi2010@ukr.net


 103 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʯʠ ʟʘʩʪʦʩʫʥʢʽʚ ʪʘʢʪʠʣʴʥʦʛʦ ʽʥʪʝʨʥʝʪʫ ʙʫʜʴ-ʷʢʽ ʟʘʪʨʠʤʢʠ ʻ 

ʧʨʦʩʪʦ ʥʝʧʨʠʧʫʩʪʠʤʠʤʠ ʪʘ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʟʘʡʚʠʭ ʚʠʪʨʘʪ ʘʙʦ, ʥʘʚʽʪʴ, 

ʪʨʘʛʽʯʥʠʭ ʥʘʩʣʽʜʢʽʚ (ʘʚʘʨʽʾ ʥʘ ʜʦʨʦʛʘʭ, ʥʝ ʩʧʨʘʮʶʚʘʥʥʷ ʞʠʪʪʻʚʦ-ʥʝʦʙʭʽʜʥʠʭ 

ʜʘʪʯʠʢʽʚ ʪʦʱʦ). 

ʅʘ ʩʴʦʛʦʜʥʽ ʥʘʡ ʧʦʰʠʨʝʥʦʶ ʻ ʛʨʫʧʘ ʪʝʭʥʦʣʦʛʽʡ ʧʦʙʫʜʦʚʠ ʤʝʨʝʞ ʜʦʩʪʫʧʫ 

ʥʘ ʦʩʥʦʚʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʘʩʠʚʥʠʭ ODN (Optical Distribution Network). 

ʋʟʘʛʘʣʴʥʝʥʘ ʩʪʨʫʢʪʫʨʘ ʪʘʢʦʾ ʤʝʨʝʞʽ ʥʘʚʝʜʝʥʘ ʥʘ ʨʠʩ. 1. 

 
ʈʠʩ. 1.ʋʟʘʛʘʣʴʥʝʥʘ ʩʪʨʫʢʪʫʨʘ ʤʝʨʝʞʽ ʜʦʩʪʫʧʫ PON. 

 

ʂʣʘʩʠʯʥʽ ʩʪʘʥʜʘʨʪʠ ʧʘʩʠʚʥʠʭ ʦʧʪʠʯʥʠʭ ʤʝʨʝʞ, ʟʦʢʨʝʤʘ ʪʘʢʦʛʦ ʩʪʘʥʜʘʨʪʫ 

ʷʢ GPON (ITU-T G.984) ʤʘʶʪʴ ʩʫʪʪʻʚʽ ʦʙʤʝʞʝʥʥʷ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ 

ʩʫʯʘʩʥʠʭ ʧʨʦʻʢʪʘʭ ʫʨʙʘʥʽʩʪʠʢʠ. ɸʩʠʤʝʪʨʠʯʥʽʩʪʴ ʾʭʥʴʦʾ ʩʤʫʛʠ (2,5 ɻʙʽʪ/ʩ ʚʥʠʟ 

(download) ʪʘ ʣʠʰʝ 1,25 ɻʙʽʪ/ʩ ʚʛʦʨʫ (upload)) ʩʫʪʪʻʚʦ ʦʙʤʝʞʫʻ ʧʝʨʝʧʫʩʢʥʫ 

ʩʧʨʦʤʦʞʥʽʩʪʴ, ʱʦʡʥʦ ʦʧʝʨʘʪʦʨ ʥʘʤʘʛʘʻʪʴʩʷ ʧʽʜʢʣʶʯʠʪʠ ʩʝʛʤʝʥʪʠ 

ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʘʙʦ ʧʫʙʣʽʯʥʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ Wi-Fi 6. ʆʢʨʽʤ ʪʦʛʦ, ʩʘʤ 

ʤʝʭʘʥʽʟʤ ʜʠʥʘʤʽʯʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʩʤʫʛʠ (Dynamic Bandwidth Allocation, DBA) 

ʚ ʤʝʨʝʞʘʭ GPON ʛʝʥʝʨʫʻ ʜʦʜʘʪʢʦʚʽ ʤʽʣʽʩʝʢʫʥʜʠ ʟʘʪʨʠʤʢʠ, ʱʦ ʚ ʮʽʣʦʤʫ ʻ 

ʢʨʠʪʠʯʥʠʤ, ʷʢʱʦ ʙʨʘʪʠ ʜʦ ʫʚʘʛʠ ʨʦʟʚʠʪʦʢ Smart City. ʏʝʨʝʟ ʮʝ ʤʝʨʝʞʽ GPON 

ʪʝʭʥʽʯʥʦ ʥʝʤʦʞʣʠʚʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʥʘʜʽʡʥʝ ʪʨʘʥʩʧʦʨʪʥʝ ʩʝʨʝʜʦʚʠʱʝ 

(Mobile Backhaul/Fronthaul) ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʙʘʟʦʚʠʭ ʩʪʘʥʮʽʡ 5G, ʘ ʪʘʢʦʞ ʜʣʷ 

ʽʥʰʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʦʙô̒ ʢʪʽʚ, ʜʝ ʜʽʶʪʴ ʜʦʩʠʪʴ ʞʦʨʩʪʢʽ ʚʠʤʦʛʠ ʜʦ 

ʟʘʪʨʠʤʢʠ (< 1 ʤʩ). 

ɺʠʨʽʰʝʥʥʷ ʮʠʭ ʧʨʦʙʣʝʤ ʤʦʞʣʠʚʝ ʟʘ ʨʘʭʫʥʦʢ ʧʝʨʝʭʦʜʫ ʜʦ ʤʝʨʝʞ ʥʘ ʙʘʟʽ 

ʩʠʤʝʪʨʠʯʥʠʭ ʩʪʘʥʜʘʨʪʽʚ 10G-PON ̔ ʚʠʱʝ. ʅʘʡʙʽʣʴʰ ʟʙʘʣʘʥʩʦʚʘʥʠʤ ʪʘ 

ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʩʪʘʥʜʘʨʪʦʤ ʜʣʷ ʧʦʙʫʜʦʚʠ ʦʧʦʨʥʦʾ ʤʝʨʝʞʽ ʜʦʩʪʫʧʫ Smart City 

ʥʘ ʩʴʦʛʦʜʥʽʰʥʽʡ ʜʝʥʴ ʻ ʩʪʘʥʜʘʨʪ XGS-PON (ITU-T G.9807.1).  

ʊʘʢʠʡ ʩʪʘʥʜʘʨʪ ʷʢ XGS-PON ʥʘʜʘʻ ʟʤʦʛʫ ʨʝʘʣʽʟʫʚʘʪʠ ʤʝʭʘʥʽʟʤ 

ʩʧʽʚʽʩʥʫʚʘʥʥʷ (Coexistence, CEx) ʟ ʽʩʥʫʶʯʠʤʠ ʤʝʨʝʞʘʤʠ GPON. ʎʝ ʩʪʘʻ 

ʤʦʞʣʠʚʠʤ ʟʘ ʨʘʭʫʥʦʢ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʽʟʥʠʭ ʩʧʝʢʪʨʘʣʴʥʠʭ ʚʽʢʦʥ. ɼʣʷ GPON: 

1490 ʥʤ (downstream) / 1310 ʥʤ (upstream), ʘ ʜʣʷ XGS-PON: 1577 ʥʤ 
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(downstream) / 1270 ʥʤ (upstream). ɿʘʩʪʦʩʫʚʘʥʥʷ ʧʘʩʠʚʥʠʭ ʝʣʝʤʝʥʪʽʚ 

ʩʧʽʚʽʩʥʫʚʘʥʥʷ (Coexistence Element, CEx) ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʪʦʨʘʤ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚʞʝ ʨʦʟʛʦʨʥʫʪʫ ʦʧʪʠʯʥʫ ʨʦʟʧʦʜʽʣʴʯʫ ʤʝʨʝʞʫ ʜʣʷ ʪʦʛʦ, ʱʦʙ 

ʟʘʙʝʟʧʝʯʠʪʠ ʦʜʥʦʯʘʩʥʝ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʷʢ ʧʦʙʫʪʦʚʠʭ ʘʙʦʥʝʥʪʽʚ (ʥʘ 

ʰʚʠʜʢʦʩʪʷʭ GPON), ʪʘʢ ʽ ʢʨʠʪʠʯʥʠʭ ʝʣʝʤʝʥʪʽʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʨʦʟʫʤʥʦʛʦ 

ʤʽʩʪʘ (ʥʘ ʰʚʠʜʢʦʩʪʷʭ 10G). ʎʝ ʟʥʘʯʥʦ ʦʧʪʠʤʽʟʫʻ ʢʘʧʽʪʘʣʴʥʽ ʚʠʪʨʘʪʠ (CAPital 

EXpenditure, CAPEX) ʧʨʠ ʤʦʜʝʨʥʽʟʘʮʽʾ ʤʽʩʴʢʠʭ ʤʝʨʝʞ, ʱʦ ʻ ʥʝʘʙʠʷʢ ʚʠʛʽʜʥʦ 

ʜʣʷ ʦʧʝʨʘʪʦʨʽʚ ʟʚô̫ ʟʢʫ ʧʽʜ ʯʘʩ ʧʨʦʻʢʪʫʚʘʥʥʷ ʪʘ ʧʦʙʫʜʦʚʠ ʤʝʨʝʞ. 

ɼʣʷ ʦʙˇʨʫʥʪʫʚʘʥʥʷ ʚʠʙʦʨʫ ʩʘʤʝ ʮʽʻʾ ʪʝʭʥʦʣʦʛʽʾ, ʙʫʣʦ ʩʬʦʨʤʦʚʘʥʦ 

ʩʠʩʪʝʤʫ ʢʽʣʴʢʽʩʥʠʭ ʢʨʠʪʝʨʽʾʚ ʦʮʽʥʢʠ ʩʪʘʥʜʘʨʪʽʚ PON, ʱʦ ʚʢʣʶʯʘʻ: ʧʨʦʧʫʩʢʥʫ 

ʟʜʘʪʥʽʩʪʴ ʢʘʥʘʣʽʚ ʧʝʨʝʜʘʯʽ, ʢʦʝʬʽʮʽʻʥʪ ʩʠʤʝʪʨʽʾ (ʚʽʜʥʦʰʝʥʥʷ ʰʚʠʜʢʦʩʪʽ 

ʚʠʩʭʽʜʥʦʛʦ ʧʦʪʦʢʫ ʜʦ ʥʠʟʭʽʜʥʦʛʦ), ʤʘʢʩʠʤʘʣʴʥʠʡ ʢʦʝʬʽʮʽʻʥʪ ʨʦʟʛʘʣʫʞʝʥʥʷ 

(ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ), ʨʽʚʝʥʴ ʚʥʝʩʝʥʠʭ ʟʘʪʨʠʤʦʢ (latency) ʪʘ ʧʽʜʪʨʠʤʫʚʘʥʠʡ 

ʦʧʪʠʯʥʠʡ ʙʶʜʞʝʪ.  

ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʩʪʘʥʜʘʨʪʽʚ PON ʟʘ ʚʠʟʥʘʯʝʥʠʤʠ ʢʽʣʴʢʽʩʥʠʤʠ 

ʢʨʠʪʝʨʽʷʤʠ ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣ. 1. 
 

ʊʘʙʣʠʮʷ 1. ʇʦʨʽʚʥʷʥʷ ʩʪʘʥʜʘʨʪʽʚ PON ʜʣʷ ʤʝʨʝʞ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ 

ʉʪʘʥʜʘʨʪ 
ʐʚʠʜʢʽʩʪʴ 

(Down/Up), 

ɻʙʽʪ/ʩ 

ʂʦʝʬʽʮʽʻʥʪ 

ʩʠʤʝʪʨʽʾ 

ʄʘʢʩ. 

ʢʦʝʬʽʮʽʻʥʪ 

ʨʦʟʛʘʣʫʞʝʥʥʷ 

ɿʘʪʨʠʤʢʘ DBA 

(Latency), ʤʩ 

ʆʧʪʠʯʥʠʡ 

ʙʶʜʞʝʪ (ʢʣʘʩ 

N1/N2), ʜɹ 

GPON (G.984) 2,5 / 1,25 0,5 1:64 (ʤʘʢʩ. 

1:128) 1,5 ï 2 28 / 31 

XG-PON 

(G.987) 10 / 2,5 0,25 1:128 1 ï 1,5 29 / 31 

XGS-PON 

(G.9807.1) 10 / 10 1 1:128 (ʜʦ 1:256) < 1 29 / 31 

NG-PON2 

(G.989) 40 / 40 1 1:256 < 1 29 / 31 (ʜʦ 35) 

50G-PON 

(G.9804) 50 / 25 (50) 0,5 ï 1 1:128+ < 0,5 29 / 32 

 

ʗʢ ʩʚʽʜʯʘʪʴ ʢʽʣʴʢʽʩʥʽ ʜʘʥʽ (ʪʘʙʣ. 1), ʢʣʘʩʠʯʥʠʡ GPON ʜʝʤʦʥʩʪʨʫʻ 

ʢʦʝʬʽʮʽʻʥʪ ʩʠʤʝʪʨʽʾ 0,5 ʪʘ ʟʘʪʨʠʤʢʠ ʧʦʥʘʜ 1,5 ʤʩ. ʱʦ ʥʝ ʚʽʜʧʦʚʽʜʘʻ ʚʠʤʦʛʘʤ 

ʱʦʜʦ ʧʽʜʢʣʶʯʝʥʥʷ ʩʠʩʪʝʤ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ (CCTV), ʙʘʟʦʚʠʭ ʩʪʘʥʮʽʡ 5G 

ʪʘ ʝʣʝʤʝʥʪʽʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ Smart City, ʜʝ ʚʠʤʘʛʘʻʪʴʩʷ ʟʘʪʨʠʤʢʘ ʤʝʥʰʝ 1 ʤʩ. 

ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʥʴʦʛʦ ʩʪʘʥʜʘʨʪ XGS-PON ʟʘʙʝʟʧʝʯʫʻ ʽʜʝʘʣʴʥʠʡ ʢʦʝʬʽʮʽʻʥʪ 

ʩʠʤʝʪʨʽʾ (1), ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ 10 ɻʙʽʪ/ʩ ʪʘ ʤʽʥʽʤʘʣʴʥʽ ʟʘʪʨʠʤʢʠ (<1 ʤʩ). 

ʇʨʠ ʮʴʦʤʫ ʜʦʩʷʛʘʶʪʴʩʷ ʚʽʜʤʽʥʥʽ ʧʦʢʘʟʥʠʢʠ ʦʧʪʠʯʥʦʛʦ ʙʶʜʞʝʪʫ ʥʘ ʨʽʚʥʽ 29-

31 ʜɹ. ɺʩʝ ʮʝ ʜʦʟʚʦʣʷʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ XGS-PON ʥʘ ʚʞʝ ʽʩʥʫʶʯʠʭ ʧʘʩʠʚʥʠʭ 

ʦʧʪʠʯʥʠʭ ʤʝʨʝʞʘʭ (ODN) ʙʝʟ ʾʭ ʬʽʟʠʯʥʦʾ ʧʝʨʝʙʫʜʦʚʠ, ʱʦ ʚ ʩʚʦʶ ʯʝʨʛʫ 

ʩʫʪʪʻʚʦ ʦʧʪʠʤʽʟʫʻ ʢʘʧʽʪʘʣʴʥʽ ʚʠʪʨʘʪʠ. 

ɹʽʣʴʰ ʩʫʯʘʩʥʽ ʪʝʭʥʦʣʦʛʽʾ, ʪʘʢʽ ʷʢ NG-PON2 (ITU-T G.989, ʱʦ ʙʘʟʫʻʪʴʩʷ 

ʥʘ ʛʽʙʨʠʜʥʦʤʫ ʯʘʩʦʚʦʤʫ ʪʘ ʭʚʠʣʴʦʚʦʤʫ ʤʫʣʴʪʠʧʣʝʢʩʫʚʘʥʥʽ TWDM) ʪʘ 

50GPON (ITU-T G.9804), ʜʝʤʦʥʩʪʨʫʶʪʴ ʢʨʘʱʽ ʧʦʢʘʟʥʠʢʠ ʧʨʦʧʫʩʢʥʦʾ 

ʟʜʘʪʥʦʩʪʽ, ʧʨʦʪʝ ʾʭ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʘ ʜʘʥʦʤʫ ʝʪʘʧʽ ʜʦʮʽʣʴʥʦ ʨʦʟʛʣʷʜʘʪʠ ʣʠʰʝ 

ʜʣʷ ʦʩʦʙʣʠʚʦ ʥʘʚʘʥʪʘʞʝʥʠʭ ʤʘʛʽʩʪʨʘʣʴʥʠʭ ʚʫʟʣʽʚ, ʘʙʦ ʷʢ ʩʝʨʝʜʥʴʦ ʜʦʩʷʞʥʘ 

ʧʝʨʩʧʝʢʪʠʚʘ, ʚʨʘʭʦʚʫʶʯʠ ʪʦʡ ʬʘʢʪ, ʱʦ ʚʦʥʠ ʻ ʧʦʢʠ ʱʦ ʜʦʚʦʣʽ ʟʘʪʨʘʪʥʠʤʠ ʟ 

ʪʦʯʢʠ ʟʦʨʫ ʢʘʧʽʪʘʣʴʥʠʭ ʚʢʣʘʜʝʥʴ. 



 105 

ʋ ʨʝʟʫʣʴʪʘʪʽ ʧʨʦʚʝʜʝʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʧʘʩʠʚʥʽ 

ʦʧʪʠʯʥʽ ʤʝʨʝʞʽ ʻ ʦʜʥʠʤ ʽʟ ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʭ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʨʽʰʝʥʴ ʜʣʷ 

ʧʦʙʫʜʦʚʠ ʤʝʨʝʞ ʜʦʩʪʫʧʫ ʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʨʦʟʫʤʥʦʛʦ ʤʽʩʪʘ. ʆʩʥʦʚʥʽ 

ʨʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ: 

1. ʊʝʭʥʦʣʦʛʽʷ PON ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ, 

ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʽʩʪʴ ʪʘ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʤʝʨʝʞʽ. 

2. ʉʪʘʥʜʘʨʪ GPON ʻ ʝʢʦʥʦʤʽʯʥʦ ʜʦʮʽʣʴʥʠʤ ʨʽʰʝʥʥʷʤ ʜʣʷ ʙʘʟʦʚʠʭ 

ʩʝʨʚʽʩʽʚ ʰʠʨʦʢʦʩʤʫʛʦʚʦʛʦ ʜʦʩʪʫʧʫ (ʚ ʦʩʥʦʚʥʦʤʫ ʞʠʪʣʦʚʠʡ ʩʝʢʪʦʨ). 

3. ʉʪʘʥʜʘʨʪʠ XG-PON ʪʘ XGS-PON ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʥʘʯʥʦ ʚʠʱʫ 

ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ, ʥʠʟʴʢʫ ʟʘʪʨʠʤʢʫ ʽ ʢʨʘʱʝ ʚʽʜʧʦʚʽʜʘʶʪʴ ʚʠʤʦʛʘʤ 

ʩʫʯʘʩʥʠʭ ʮʠʬʨʦʚʠʭ ʩʝʨʚʽʩʽʚ. 

4. ʅʘʡʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʥʘʧʨʷʤʦʤ ʨʦʟʚʠʪʢʫ ʤʝʨʝʞ ʜʦʩʪʫʧʫ ʜʣʷ 

Smart City ʻ ʚʧʨʦʚʘʜʞʝʥʥʷ XGS-PON ʪʘ ʧʦʜʘʣʴʰʠʡ ʧʝʨʝʭʽʜ ʜʦ ʤʝʨʝʞ ʥʦʚʦʛʦ 

ʧʦʢʦʣʽʥʥʷ NG-PON2 ʪʘ 50GPON. 
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ANALYSIS OF COMMUNICATION TECHNOLOGIES OF INTERNET  

OF THINGS NETWORKS IN THE SMART CITY CONCEPT  

 

The development of Smart City infrastructure depends on reliable, efficient and scalable 

communication technologies for Internet of Things (IoT) networks. This work analyzes access 

technologies such as short-range wireless (Wi-Fi, Bluetooth, Zigbee), Low Power Wide Area 

Networks (LPWAN), cellular IoT (NB-IoT, LTE-M, 5G) and wired solutions. Technical 

parameters including range, bandwidth, latency, power consumption and deployment costs are 

compared. The study shows that no single technology fits all Smart City scenarios; instead, 

hybrid architectures are optimal for different service requirements. 

 

ʂʦʥʮʝʧʮʽʷ Smart City ʧʝʨʝʜʙʘʯʘʻ ʽʥʪʝʛʨʘʮʽʶ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ 

ʪʝʭʥʦʣʦʛʽʡ ʫ ʤʽʩʴʢʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʫʧʨʘʚʣʽʥʥʷ 

ʨʝʩʫʨʩʘʤʠ, ʙʝʟʧʝʢʠ ʪʘ ʷʢʦʩʪʽ ʞʠʪʪʷ ʥʘʩʝʣʝʥʥʷ. ʎʝʥʪʨʘʣʴʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ 

ʪʘʢʠʭ ʩʠʩʪʝʤ ʻ ɯʥʪʝʨʥʝʪ ʨʝʯʝʡ (IoT) - ʤʝʨʝʞʘ ʩʝʥʩʦʨʽʚ ʽ ʧʨʠʩʪʨʦʾʚ, ʱʦ 

ʟʙʠʨʘʶʪʴ, ʧʝʨʝʜʘʶʪʴ ʽ ʦʙʨʦʙʣʷʶʪʴ ʜʘʥʽ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʣʷ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʥʷ. ɸʨʭʽʪʝʢʪʫʨʘ ɯʦʊ ʜʣʷ Smart City ʥʘʚʝʜʝʥʘ ʥʘ ʨʠʩ. 1. 
 

 
 

ʈʠʩ. 1. ɸʨʭʽʪʝʢʪʫʨʘ ɯʦʊ ʜʣʷ Smart City. 

IoT-ʤʝʨʝʞʽ ʩʫʯʘʩʥʦʛʦ ʤʽʩʪʘ 

ʦʭʦʧʣʶʶʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ 

ʟʘʩʪʦʩʫʚʘʥʥʷ: ʤʦʥʽʪʦʨʠʥʛ ʜʦʚʢʽʣʣʷ, 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʝ ʦʩʚʽʪʣʝʥʥʷ, ʢʝʨʫʚʘʥʥʷ 

ʪʨʘʥʩʧʦʨʪʦʤ, ʨʦʟʫʤʥʽ ʣʽʯʠʣʴʥʠʢʠ 

ʝʥʝʨʛʽʾ ʪʘ ʚʦʜʠ, ʘ ʪʘʢʦʞ ʙʝʟʧʝʢʫ 

ʤʽʩʴʢʠʭ ʦʙôʻʢʪʽʚ. ʂʣʶʯʦʚʠʤ 

ʟʘʚʜʘʥʥʷʤ ʧʨʠ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʝʨʝʞ 

ɯʦʊ ʻ ʚʠʙʽʨ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʾ, 

ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʦʧʪʠʤʘʣʴʥʠʡ ʙʘʣʘʥʩ 

ʤʽʞ ʪʝʭʥʽʯʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʪʘ 

ʫʤʦʚʘʤʠ ʝʢʩʧʣʫʘʪʘʮʽʾ. 

 

ʆʩʥʦʚʥʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ɯʦʊ  ʫ Smart City ʻ: ʥʠʟʴʢʝ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ; ʤʦʞʣʠʚʽʩʪʴ ʧʽʜʢʣʶʯʝʥʥʷ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ; ʰʠʨʦʢʝ 

ʧʦʢʨʠʪʪʷ; ʚʠʩʦʢʘ ʥʘʜʽʡʥʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ; ʥʠʟʴʢʘ ʚʘʨʪʽʩʪʴ ʦʙʣʘʜʥʘʥʥʷ; 

ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʤʝʨʝʞʽ. 

ɯʩʥʫʻ ʮʽʣʘ ʥʠʟʢʘ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʤʝʨʝʞʘʭ 

ɯʦʊ, ʧʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʟ ʷʢʠʭ ʻ ʙʝʟʧʨʦʚʦʜʦʚʠʤʠ. ʉʝʨʝʜ ʙʝʟʧʨʦʚʦʜʦʚʠʭ 

ʪʝʭʥʦʣʦʛʽʡ ʨʦʟʨʽʟʥʷʶʪʴ ʘʚʪʦʥʦʤʥʽ ʪʝʭʥʦʣʦʛʽʾ ʙʣʠʟʴʢʦʛʦ, ʜʘʣʴʥʴʦʛʦ ʨʘʜʽʫʩʫ ʜʽʾ ʪʘ 

ʩʪʽʣʴʥʠʢʦʚʽ ʪʝʭʥʦʣʦʛʽʾ. 

mailto:edelweys05@gmail.com
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ʉʝʨʝʜ ʥʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʭ ʪʝʭʥʦʣʦʛʽʡ IoT ʚʠʜʽʣʷʶʪʴ: 

Wi-Fi ï ʪʝʭʥʦʣʦʛʽʷ ʙʣʠʟʴʢʦʛʦ ʨʘʜʽʫʩʫ ʜʽʾ ʟ ʚʠʩʦʢʦʶ ʰʚʠʜʢʽʩʪʶ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ; 

Bluetooth Low Energy (BLE)  ï ʪʝʭʥʦʣʦʛʽʷ ʙʣʠʟʴʢʦʛʦ ʨʘʜʽʫʩʫ ʜʽʾ ʟ ʥʠʟʴʢʠʤ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ; 

ZigBee ï ʪʝʭʥʦʣʦʛʽʷ ʜʣʷ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʟ mesh-ʪʦʧʦʣʦʛʽʻʶ; 

LoRaWAN  ï LPWAN-ʪʝʭʥʦʣʦʛʽʷ ʜʣʷ ʧʝʨʝʜʘʯʽ ʥʝʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʜʘʥʠʭ ʥʘ 

ʚʝʣʠʢʽ ʚʽʜʩʪʘʥʽ; 

NB-IoT  ʪʘ LTE -M  ï ʩʪʘʥʜʘʨʪʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʦʧʪʠʤʽʟʦʚʘʥʽ ʜʣʷ IoT. 

ʂʦʞʥʘ ʟ ʮʠʭ ʪʝʭʥʦʣʦʛʽʡ ʤʘʻ ʩʚʦʾ ʧʝʨʝʚʘʛʠ ʪʘ ʦʙʤʝʞʝʥʥʷ, ʱʦ ʚʠʟʥʘʯʘʻ ʾʭ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʫ ʨʽʟʥʠʭ ʩʬʝʨʘʭ ʤʽʩʴʢʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ɼʘʣʽ ʥʘʚʝʜʝʥʦ ʩʪʠʩʣʠʡ ʘʥʘʣʽʟ ʧʦʰʠʨʝʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʤʝʨʝʞ 

ɯʦʊ. 

Wi-Fi. ʊʝʭʥʦʣʦʛʽʷ Wi-Fi ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ (ʜʦ 

ʩʦʪʝʥʴ ʄʙʽʪ/ʩ) ʽ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʤʝʨʝʞʘʭ ʟ ʚʝʣʠʢʦʶ ʧʨʦʧʫʩʢʥʦʶ 

ʟʜʘʪʥʽʩʪʶ. ʇʨʦʪʝ ʾʾ ʦʩʥʦʚʥʠʤʠ ʥʝʜʦʣʽʢʘʤʠ ʻ ʟʥʘʯʥʝ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʘ ʦʙʤʝʞʝʥʘ 

ʜʘʣʴʥʽʩʪʴ ʟʚôʷʟʢʫ. 

ʋ ʩʠʩʪʝʤʘʭ Smart City Wi-Fi ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ: 

- ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ; 

- ʩʠʩʪʝʤ ʙʝʟʧʝʢʠ; 

- ʧʽʜʢʣʶʯʝʥʥʷ ʧʨʠʩʪʨʦʾʚ ʫ ʨʦʟʫʤʥʠʭ ʙʫʜʽʚʣʷʭ. 

Bluetooth Low Energy. Bluetooth Low Energy ʻ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʶ ʪʝʭʥʦʣʦʛʽʻʶ 

ʢʦʨʦʪʢʦʛʦ ʨʘʜʽʫʩʫ ʜʽʾ. ɺʦʥʘ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʥʦʩʠʤʠʭ ʧʨʠʩʪʨʦʷʭ, 

ʩʠʩʪʝʤʘʭ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʪʝʭʥʦʣʦʛʽʷʭ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ ʫ 

ʧʨʠʤʽʱʝʥʥʷʭ. 

ʆʩʥʦʚʥʦʶ ʧʝʨʝʚʘʛʦʶ BLE ʻ ʜʫʞʝ ʥʠʟʴʢʝ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, ʱʦ ʜʦʟʚʦʣʷʻ 

ʧʨʠʩʪʨʦʷʤ ʧʨʘʮʶʚʘʪʠ ʚʽʜ ʙʘʪʘʨʝʾ ʧʨʦʪʷʛʦʤ ʢʽʣʴʢʦʭ ʨʦʢʽʚ. 

ZigBee. ZigBee ʙʘʟʫʻʪʴʩʷ ʥʘ ʩʪʘʥʜʘʨʪʽ IEEE 802.15.4 ʽ ʧʽʜʪʨʠʤʫʻ mesh-

ʪʦʧʦʣʦʛʽʶ ʤʝʨʝʞʽ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʥʘʜʽʡʥʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʄʘʻ ʥʠʟʴʢʠʡ 

ʨʽʚʝʥʴ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ. 

ʎʷ ʪʝʭʥʦʣʦʛʽʷ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ: 

- ʩʠʩʪʝʤʘʭ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʙʫʜʽʚʝʣʴ; 

- ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞʘʭ; 

- ʩʠʩʪʝʤʘʭ ʝʥʝʨʛʦʤʝʥʝʜʞʤʝʥʪʫ. 

LPWAN ʪʝʭʥʦʣʦʛʽʾ. LPWAN-ʪʝʭʥʦʣʦʛʽʾ, ʟʦʢʨʝʤʘ LoRaWAN , 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʝʣʠʢʦʶ ʜʘʣʴʥʽʩʪʶ ʟʚôʷʟʢʫ ʪʘ ʥʠʟʴʢʠʤ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ. 

ɺʦʥʠ ʜʦʟʚʦʣʷʶʪʴ ʧʽʜʢʣʶʯʘʪʠ ʪʠʩʷʯʽ ʧʨʠʩʪʨʦʾʚ ʜʦ ʦʜʥʽʻʾ ʤʝʨʝʞʽ. 

LoRaWAN ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ: 

- ʤʦʥʽʪʦʨʠʥʛʫ ʥʘʚʢʦʣʠʰʥʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ; 

- ʫʧʨʘʚʣʽʥʥʷ ʚʫʣʠʯʥʠʤ ʦʩʚʽʪʣʝʥʥʷʤ; 

- ʩʠʩʪʝʤ ʨʦʟʫʤʥʦʛʦ ʧʘʨʢʫʚʘʥʥʷ. 

ʄʦʙʽʣʴʥʽ ʪʝʭʥʦʣʦʛʽʾ IoT. ʉʫʯʘʩʥʽ ʩʪʘʥʜʘʨʪʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʪʘʢʽ ʷʢ  

NB-IoT  ʪʘ LTE -M, ʟʘʙʝʟʧʝʯʫʶʪʴ ʰʠʨʦʢʝ ʧʦʢʨʠʪʪʷ ʪʘ ʚʠʩʦʢʫ ʥʘʜʽʡʥʽʩʪʴ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. 

ʆʩʥʦʚʥʠʤʠ ʧʝʨʝʚʘʛʘʤʠ ʮʠʭ ʪʝʭʥʦʣʦʛʽʡ ʻ: 

- ʚʠʢʦʨʠʩʪʘʥʥʷ ʽʩʥʫʶʯʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ; 

- ʧʽʜʪʨʠʤʢʘ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ; 

- ʩʪʘʙʽʣʴʥʠʡ ʟʚôʷʟʦʢ ʫ ʤʽʩʴʢʠʭ ʫʤʦʚʘʭ. 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʘ ʪʘʙʣʠʮʷ ʧʦʨʽʚʥʷʥʥʷ ʢʣʶʯʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʦʩʪʫʧʫ (ʜʽʘʧʘʟʦʥ, 
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ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ, ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, ʟʘʩʪʦʩʫʚʘʥʥʷ). 

ʊʘʙʣʠʮʷ 1. ʇʦʨʽʚʥʷʥʥʷ ʢʣʶʯʦʚʠʭ ʧʘʨʘʤʝʪʨʽʚ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʤʝʨʝʞ ɯʦʊ. 

Standard Band Range Speed Delay 
Power 

Consumption 
Topology Application  

Wi-Fi 2,4 / 5 ɻɻʮ 
ʜʦ 100 

ʤ 

ʜʦ 600 

ʄʙʽʪ/ʩ 

10ï50 

ʤʩ 
ʚʠʩʦʢʝ 

ʟʽʨʢʘ 

(Star) 

ɺʽʜʝʦʩʧʦʩʪʝʨʝʞʝ

ʥʥʷ, ʩʠʩʪʝʤʠ 

ʙʝʟʧʝʢʠ, ʨʦʟʫʤʥʽ 

ʙʫʜʽʚʣʽ 

BLE  2,4 ɻɻʮ 
10ï100 

ʤ 

ʜʦ 2 

ʄʙʽʪ/ʩ 

3ï10 

ʤʩ 
ʜʫʞʝ ʥʠʟʴʢʝ 

ʟʽʨʢʘ, 

mesh 

ʅʦʩʠʤʽ ʧʨʠʩʪʨʦʾ, 

ʤʝʜʠʯʥʽ ʜʘʪʯʠʢʠ, 

ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ 

ZigBee 

2,4 ɻɻʮ 

(ʪʘʢʦʞ 

868/915 ʄɻʮ) 

10ï100 

ʤ 

ʜʦ 250 

ʢʙʽʪ/ʩ 

15ï30 

ʤʩ 
ʥʠʟʴʢʝ 

mesh, 

tree, star 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ 

ʙʫʜʽʚʝʣʴ, 

ʩʝʥʩʦʨʥʽ ʤʝʨʝʞʽ 

LoRaWAN  
868 ʄɻʮ 

(ɭʚʨʦʧʘ) 
2ï15 ʢʤ 

0,3ï50 

ʢʙʽʪ/ʩ 

100ï

1000 

ʤʩ 

ʜʫʞʝ ʥʠʟʴʢʝ 

ʟʽʨʢʘ 

(Star-of-

stars) 

ɽʢʦʣʦʛʽʯʥʠʡ 

ʤʦʥʽʪʦʨʠʥʛ, 

ʨʦʟʫʤʥʝ 

ʦʩʚʽʪʣʝʥʥʷ 

NB-IoT  

ʣʽʮʝʥʟʦʚʘʥʠʡ 

ʩʧʝʢʪʨ LTE 

(å700ï900 

ʄɻʮ) 

ʜʦ 10ï

15 ʢʤ 

ʜʦ 250 

ʢʙʽʪ/ʩ 

1,5ï

10 ʩ 
ʥʠʟʴʢʝ 

ʟʽʨʢʘ 

(ʯʝʨʝʟ 

ʙʘʟʦʚʽ 

ʩʪʘʥʮʽʾ) 

ʈʦʟʫʤʥʽ 

ʣʽʯʠʣʴʥʠʢʠ, 

ʄʽʩʴʢʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ 

LTE -M 

(Cat-M1) 
LTE (License)  

ʜʦ 10 

ʢʤ 

ʜʦ 1 

ʄʙʽʪ/ʩ 

50ï

100 

ʤʩ 

ʩʝʨʝʜʥʻ 
ʟʽʨʢʘ 

(cellular) 

ʊʨʘʥʩʧʦʨʪʥʽ 

ʩʠʩʪʝʤʠ, 

ʣʦʛʽʩʪʠʢʘ, ʪʨʝʢʽʥʛ 

 

ʋʢʨʘʾʥʩʴʢʽ ʤʽʩʪʘ ʚʞʝ ʧʦʯʠʥʘʶʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʪʝʭʥʦʣʦʛʽʾ IoT ʥʘ 

ʧʨʠʢʣʘʜʽ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʠʭ ʪʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʨʽʰʝʥʴ. ɿʦʢʨʝʤʘ, ʫ ʂʠʻʚʽ 

ʨʦʟʛʦʨʥʫʪʦ ʤʽʩʪʦʙʫʜʽʚʝʣʴʥʫ IoT-ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʟ ʯʠʩʣʝʥʥʠʤʠ LoRaWAN-

ʰʣʶʟʘʤʠ: ʟʘ ʜʘʥʠʤʠ ʂʄɼɸ, ʫ ʚʩʽʭ ʨʘʡʦʥʘʭ ʤʽʩʪʘ ʚʩʪʘʥʦʚʣʝʥʦ ʙʣʠʟʴʢʦ 295 ʙʘʟʦʚʠʭ 

ʩʪʘʥʮʽʡ (LoRa-ʰʣʶʟʽʚ) ʜʣʷ ʟʙʦʨʫ ʜʘʥʠʭ ʽʟ ʜʘʪʯʠʢʽʚ. ɿʘʚʜʷʢʠ LoRaWAN ʩʝʥʩʦʨʠ 

ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ ʟ ʜʫʞʝ ʥʠʟʴʢʠʤ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ, ʷʢ ʧʽʜʢʨʝʩʣʠʣʠ ʢʝʨʽʚʥʠʢʠ 

ʤʽʩʴʢʦʾ ɯʊ-ʩʣʫʞʙʠ. ʑʝ ʦʜʠʥ ʢʝʡʩ ï çʨʦʟʫʤʥʽ ʩʤʽʪʪʻʚʽ ʙʘʢʠè: ʫʣʴʪʨʘʟʚʫʢʦʚʽ ʜʘʪʯʠʢʠ 

ʚʠʟʥʘʯʘʶʪʴ ʥʘʧʦʚʥʝʥʽʩʪʴ ʢʦʥʪʝʡʥʝʨʽʚ ʪʘ ʤʦʞʣʠʚʝ ʟʘʛʦʨʷʥʥʷ, ʧʝʨʝʜʘʶʯʠ ʜʘʥʽ ʧʦ 

LoRaWAN ʥʘ ʩʝʨʚʝʨ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʧʪʠʤʽʟʫʚʘʪʠ ʛʨʘʬʽʢʠ ʚʠʚʦʟʫ ʩʤʽʪʪʷ ʽ ʝʢʦʥʦʤʠʪʠ 

ʧʘʣʠʚʦ. ʊʘʢʦʞ ʢʦʤʧʘʥʽʷ lifecell ʽʟ ʢʦʤʧʘʥʽʻʶ IoT-Ukraine ʨʝʘʣʽʟʫʚʘʣʘ ʧʨʦʻʢʪ 

çʨʦʟʫʤʥʦʛʦè ʚʦʜʦʢʘʥʘʣʫ ʫ ʃʫʮʴʢʫ ï ʦʙʣʽʢ ʚʦʜʠ ʯʝʨʝʟ LoRaWAN. 

ɯʥʰʽ ʧʨʠʢʣʘʜʠ: ʫ ʂʠʻʚʽ, ʃʴʚʦʚʽ ʪʘ ɺʽʥʥʠʮʽ ʚʧʨʦʚʘʜʞʝʥʦ ʩʠʩʪʝʤʠ çʨʦʟʫʤʥʦʛʦ 

ʦʩʚʽʪʣʝʥʥʷè ï LED-ʣʽʭʪʘʨʽ ʟʽ ʨʫʭʦʚʠʤʠ ʩʝʥʩʦʨʘʤʠ ʜʣʷ ʝʢʦʥʦʤʽʾ ʝʥʝʨʛʽʾ. ʍʦʯʘ ʚ 

ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʙʝʟʜʨʦʪʦʚʘ ʪʝʭʥʦʣʦʛʽʷ ʟʚôʷʟʢʫ (ʥʘʧʨʠʢʣʘʜ, ZigBee ʘʙʦ LoRa) ʤʦʞʝ 

ʙʫʪʠ ʟʘʜʽʷʥʘ ʜʣʷ ʢʝʨʫʚʘʥʥʷ ʣʽʭʪʘʨʷʤʠ, ʦʩʥʦʚʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʯʘʩʪʦ ʟʘʙʝʟʧʝʯʫʻ 

ʧʨʦʚʦʜʦʚʝ ʞʠʚʣʝʥʥʷ (PoE) ʪʘ ʨʘʜʽʦʧʫʣʴʪʠ. ʂʠʾʚ ʪʘʢʦʞ ʤʘʻ çSafe Cityè ï ʩʠʩʪʝʤʫ 

ʢʘʤʝʨ ʟ ʨʦʟʧʽʟʥʘʚʘʥʥʷʤ ʦʙʣʠʯʴ ʽ ʥʦʤʝʨʽʚ ʘʚʪʦ, ʜʣʷ ʷʢʦʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ Ethernet- 

ʪʘ ʤʦʙʽʣʴʥʽ ʢʘʥʘʣʠ. ɺʘʞʣʠʚʠʤ ʬʘʢʪʦʨʦʤ ʻ ʪʝ, ʱʦ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ 

(Vodafone, lifecell) ʚʞʝ ʟʘʧʫʩʪʠʣʠ NB-IoT ʚ ʋʢʨʘʾʥʽ, ʱʦ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʧʽʜʢʣʶʯʝʥʥʷ ʤʘʩʦʚʠʭ ʣʽʯʠʣʴʥʠʢʽʚ ʽ ʪʨʝʢʝʨʽʚ ʯʝʨʝʟ ʩʪʽʣʴʥʠʢʦʚʫ ʤʝʨʝʞʫ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʩʫʯʘʩʥʠʡ ʫʢʨʘʾʥʩʴʢʠʡ ʜʦʩʚʽʜ ʩʚʽʜʯʠʪʴ ʧʨʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʛʽʙʨʠʜʥʠʭ ʧʽʜʭʦʜʽʚ. LoRaWAN-ʤʝʨʝʞʽ ʨʦʟʛʦʨʪʘʶʪʴʩʷ ʘʜʤʽʥʽʩʪʨʘʮʽʻʶ ʤʽʩʪ ʘʙʦ 

ʩʧʽʣʴʥʦʪʘʤʠ (ʥʘʧʨʠʢʣʘʜ, IoT-Ukraine), ʟʘʙʝʟʧʝʯʫʶʯʠ ʝʬʝʢʪʠʚʥʝ ʰʠʨʦʢʝ ʧʦʢʨʠʪʪʷ 

ʜʣʷ ʩʝʥʩʦʨʽʚ ʜʦʚʢʽʣʣʷ ʪʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋ ʤʽʨʫ ʨʦʟʚʠʪʢʫ 4G/5G-ʤʝʨʝʞ ʪʘ 

ʚʧʨʦʚʘʜʞʝʥʥʶ NB-IoT/LTE-M, ʦʯʽʢʫʻʪʴʩʷ ʧʽʜʢʣʶʯʝʥʥʷ çʚʘʞʢʠʭè ʣʽʯʠʣʴʥʠʢʽʚ ʽ 
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ʪʨʝʢʝʨʽʚ ʯʝʨʝʟ ʤʦʙʽʣʴʥʽ ʤʝʨʝʞʽ. ʇʦʨʫʯ ʟ ʙʝʟʧʨʦʚʦʜʦʚʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ, ʧʨʦʚʦʜʦʚʽ 

ʩʠʩʪʝʤʠ Ethernet ʽ PLC ʣʠʰʘʶʪʴʩʷ ʦʩʥʦʚʦʶ ʜʣʷ ʚʠʩʦʢʦʥʘʜʽʡʥʠʭ ʩʠʩʪʝʤ 

(ʪʨʘʥʩʧʦʨʪʥʘ ʪʝʣʝʤʝʪʨʽʷ, ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ). 

ʆʪʞʝ ʚ ʨʦʙʦʪʽ ʧʨʦʚʝʜʝʥʦ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʜʦʩʪʫʧʫ ʜʣʷ ʤʝʨʝʞ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʫ ʨʘʤʢʘʭ ʢʦʥʮʝʧʮʽʾ Smart City. ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ: ʪʝʭʥʦʣʦʛʽʾ 

ʢʦʨʦʪʢʦʛʦ ʨʘʜʽʫʩʫ ʜʽʾ (BLE, ZigBee) ʝʬʝʢʪʠʚʥʽ ʜʣʷ ʣʦʢʘʣʴʥʠʭ ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ; 

Wi-Fi ʟʘʙʝʟʧʝʯʫʻ ʚʠʩʦʢʫ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʘʣʝ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʟʥʘʯʥʠʤ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ; LPWAN-ʪʝʭʥʦʣʦʛʽʾ (LoRaWAN, NB-IoT) ʻ ʦʧʪʠʤʘʣʴʥʠʤʠ ʜʣʷ 

ʩʠʩʪʝʤ ʟ ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʩʝʥʩʦʨʽʚ ʪʘ ʥʠʟʴʢʦʶ ʰʚʠʜʢʽʩʪʶ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ; 

ʅʘʡʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʧʽʜʭʦʜʦʤ ʻ ʽʥʪʝʛʨʘʮʽʷ ʨʽʟʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʫ ʻʜʠʥʫ IoT-

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

ʈʝʢʦʤʝʥʜʘʮʽʾ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʴ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ: 

1. ʂʦʤʙʽʥʫʚʘʪʠ ʪʝʭʥʦʣʦʛʽʾ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʚʠʧʘʜʢʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ ï ʥʘʧʨʠʢʣʘʜ, 

ʜʣʷ ʤʝʨʝʞʽ çʨʦʟʫʤʥʠʭè ʣʽʯʠʣʴʥʠʢʽʚ ʝʥʝʨʛʽʾ ʯʠ ʚʦʜʠ NB-IoT ʻ ʜʦʮʽʣʴʥʽʰʠʤ, ʘ ʜʣʷ 

ʤʘʩʰʪʘʙʥʦʛʦ ʤʽʩʴʢʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʷʢʦʩʪʽ ʧʦʚʽʪʨʷ ʘʙʦ ʦʩʚʽʪʣʝʥʥʷ ï LoRaWAN;  

2. ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚʽʜʢʨʠʪʽ ʩʪʘʥʜʘʨʪʠ ʪʘ ʧʨʦʪʦʢʦʣʠ (IPv6 ʥʘ IoT, IEEE 

802.15.4, 3GPP Release 13+), ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʩʫʤʽʩʥʽʩʪʴ ʨʽʟʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ;  

3. ɿʘʙʝʟʧʝʯʠʪʠ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʽ ʙʝʟʧʝʢʫ ʤʝʨʝʞ ï ʥʘ ʦʧʝʨʘʪʦʨʘʭ LPWAN 

ʧʦʢʣʘʜʘʪʠ ʧʦʣʽʪʠʢʫ ʰʠʬʨʫʚʘʥʥʷ/ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʦʥʦʚʣʶʚʘʪʠ ʧʨʦʰʠʚʢʠ;  

4. ɿʘʦʭʦʯʫʚʘʪʠ ʩʪʚʦʨʝʥʥʷ ʤʽʩʴʢʠʭ IoT-ʤʘʡʜʘʥʯʠʢʽʚ (ʥʘʧʨʠʢʣʘʜ, ʧʽʣʦʪʥʠʭ ʟʦʥ 

ʽʟ ʨʽʟʥʠʭ ʪʝʭʥʦʣʦʛʽʡ) ʽ ʥʘʚʯʘʣʴʥʠʭ ʧʣʘʪʬʦʨʤ, ʱʦʙ ʬʘʭʽʚʮʽ ʪʘ ʧʽʜʧʨʠʻʤʮʽ ʤʦʛʣʠ 

ʚʘʣʽʜʫʚʘʪʠ ʨʽʰʝʥʥʷ. 

ʈʝʘʣʽʟʘʮʽʷ ʪʘʢʠʭ ʧʽʜʭʦʜʽʚ ʜʦʧʦʤʦʞʝ ʫʢʨʘʾʥʩʴʢʠʤ ʤʽʩʪʘʤ ʥʝ ʣʠʰʝ 

ʤʦʜʝʨʥʽʟʫʚʘʪʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʟʘʨʘʟ, ʘʣʝ ʡ ʟʘʙʝʟʧʝʯʠʪʠ ʛʦʪʦʚʥʽʩʪʴ ʜʦ ʮʠʬʨʦʚʦʾ 

ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʚ ʤʘʡʙʫʪʥʴʦʤʫ, ʨʦʙʣʷʯʠ ʤʽʩʪʘ ʙʽʣʴʰ ʩʪʽʡʢʠʤʠ, ʝʢʦʣʦʛʽʯʥʠʤʠ ʪʘ 

ʟʨʫʯʥʠʤʠ ʜʣʷ ʤʝʰʢʘʥʮʽʚ. 
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IMPLEMENTATION OF ZERO TRUST ARCHITECTURE  

AND SEGMENTATION FOR PROTECTING INTERNET OF THINGS 

INFRASTRUCTURE AT THE DATA LINK LAYER  

 

The main vulnerabilities of Internet of Things devices are analyzed and the need to 

transition from traditional perimeter defense to a zero-trust architecture is justified. Practical 

methods for ensuring network resilience at the data link layer through microsegmentation, 

isolation of inactive ports, and the implementation of intelligent local traffic analysis systems to 

protect against cyberattacks are proposed. 

 

ɽʚʦʣʶʮʽʷ ʛʣʦʙʘʣʴʥʦʾ ʤʝʨʝʞʽ ʧʨʠʟʚʝʣʘ ʜʦ ʩʪʨʽʤʢʦʛʦ ʨʦʟʚʠʪʢʫ ʝʢʦʩʠʩʪʝʤʠ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ, ʜʝ ʢʦʤʫʥʽʢʘʮʽʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʚʪʦʥʦʤʥʦ ʪʘ ʙʝʟʧʝʨʝʨʚʥʦ. ʅʘ 

ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ, ʢʽʥʮʝʚʽ ʚʫʟʣʠ ɯʦʊ ʤʘʶʪʴ 

ʢʨʠʪʠʯʥʽ ʦʙʤʝʞʝʥʥʷ ʱʦʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʝʥʝʨʛʦʞʠʚʣʝʥʥʷ, ʱʦ 

ʫʥʝʤʦʞʣʠʚʣʶʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʚʥʦʮʽʥʥʠʭ ʚʙʫʜʦʚʘʥʠʭ ʟʘʩʦʙʽʚ 

ʢʨʠʧʪʦʛʨʘʬʽʯʥʦʛʦ ʟʘʭʠʩʪʫ ʘʙʦ ʩʢʣʘʜʥʠʭ ʘʥʪʠʚʽʨʫʩʥʠʭ ʧʨʦʛʨʘʤ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʥʘ ʧʨʠʩʪʨʦʷʭ. ʎʝ ʬʦʨʤʫʻ ʜʠʚʥʫ ʩʠʪʫʘʮʽʶ, ʢʦʣʠ ʥʘʡʙʽʣʴʰ ʤʘʩʦʚʠʡ ʩʝʛʤʝʥʪ 

ʤʝʨʝʞʽ ʻ ʚʦʜʥʦʯʘʩ ʽ ʥʘʡʙʽʣʴʰ ʚʨʘʟʣʠʚʠʤ, ʱʦ ʚʠʤʘʛʘʻ ʧʝʨʝʥʝʩʝʥʥʷ ʦʩʥʦʚʥʦʾ 

ʚʘʛʠ ʩʠʩʪʝʤ ʙʝʟʧʝʢʠ ʟ ʢʽʥʮʝʚʠʭ ʧʨʠʩʪʨʦʾʚ ʥʘ ʨʽʚʝʥʴ ʢʦʤʫʪʘʮʽʡʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʂʣʘʩʠʯʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ, ʷʢʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ʦʭʦʨʦʥʽ ʟʦʚʥʽʰʥʴʦʛʦ 

ʧʝʨʠʤʝʪʨʘ, ʚʠʷʚʠʣʠʩʷ ʥʝʜʦʩʪʘʪʥʴʦ ʝʬʝʢʪʠʚʥʠʤʠ ʜʣʷ ʧʦʩʪʽʡʥʦ ʟʤʽʥʶʚʘʥʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ ʩʤʘʨʪ-ʩʠʩʪʝʤ. ʉʫʯʘʩʥʠʤ ʩʪʘʥʜʘʨʪʦʤ ʙʝʟʧʝʢʠ ʩʪʘʻ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʘʨʭʽʪʝʢʪʫʨʠ ʥʫʣʴʦʚʦʾ ʜʦʚʽʨʠ (Zero Trust), ʷʢʘ ʢʝʨʫʻʪʴʩʷ ʧʨʠʥʮʠʧʦʤ 

ʚʽʜʩʫʪʥʦʩʪʽ ʘʚʪʦʤʘʪʠʯʥʦʾ ʜʦʚʽʨʠ ʜʦ ʙʫʜʴ-ʷʢʦʛʦ ʚʫʟʣʘ, ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʡʦʛʦ 

ʬʽʟʠʯʥʦʛʦ ʨʦʟʪʘʰʫʚʘʥʥʷ ʚ ʣʦʢʘʣʴʥʽʡ ʤʝʨʝʞʽ [1]. ʇʦʙʫʜʦʚʘ ʘʨʭʽʪʝʢʪʫʨʠ 

ʥʫʣʴʦʚʦʾ ʜʦʚʽʨʠ ZT-IoT (ʨʠʩ.1) ʚʢʣʶʯʘʻ ʪʘʢʽ ʢʣʶʯʦʚʽ ʢʦʤʧʦʥʝʥʪʠ [1]:  

- ʙʣʦʢ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʱʦʜʦ ʧʦʣʽʪʠʢ ï ʮʝʥʪʨʘʣʴʥʠʡ ʩʫʙ'ʻʢʪ, 

ʚʽʜʧʦʚʽʜʘʣʴʥʠʡ ʟʘ ʦʮʽʥʢʫ ʟʘʧʠʪʽʚ ʥʘ ʢʦʥʪʝʢʩʪʥʠʡ ʜʦʩʪʫʧ ʪʘ ʚʠʜʘʯʫ ʜʦʟʚʦʣʽʚ 

ʜʦʩʪʫʧʫ ʥʘ ʦʩʥʦʚʽ ʽʜʝʥʪʠʬʽʢʘʮʽʾ, ʧʦʚʝʜʽʥʢʠ ʪʘ ʤʝʪʘʜʘʥʠʭ ʩʝʘʥʩʫ; 

- ʙʣʦʢ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʪʨʠʤʘʥʥʷ ʧʦʣʽʪʠʢ ï ʨʦʟʛʦʨʪʘʻʪʴʩʷ ʥʘ ʨʽʚʥʷʭ 

ʰʣʶʟʫ ʪʘ ʧʨʠʩʪʨʦʶ, ʧʝʨʝʭʦʧʣʶʻ ʪʨʘʬʽʢ ʪʘ ʜʦʟʚʦʣʷʻ/ʚʽʜʭʠʣʷʻ ʜʦʩʪʫʧ ʫ 

ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ; 

- ʩʭʦʚʠʱʝ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ ʪʘ ʮʝʥʪʨ ʩʝʨʪʠʬʽʢʘʮʽʾ ï ʟʙʝʨʽʛʘʻ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ ʜʘʥʽ ʧʨʠʩʪʨʦʾʚ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʝʨʪʠʬʽʢʘʪʽʚ X.509 ʪʘ 

ʚʠʜʘʻ/ʩʢʘʩʦʚʫʻ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʜʣʷ ʚʟʘʻʤʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ TLS (mTLS); 
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mailto:mksm.mlnk05@gmail.com
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- ʤʝʭʘʥʽʟʤ ʤʦʥʽʪʦʨʠʥʛʫ ï ʟʙʠʨʘʻ ʞʫʨʥʘʣʠ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, 

ʢʦʥʪʨʦʣʶʻ ʧʦʚʝʜʽʥʢʫ ʧʨʠʩʪʨʦʾʚ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʜʣʷ 

ʧʦʟʥʘʯʝʥʥʷ ʧʦʨʫʰʝʥʴ ʧʦʣʽʪʠʢ ʘʙʦ ʛʦʨʠʟʦʥʪʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ. ʋʩʽ 

ʢʦʤʫʥʽʢʘʮʽʾ ʚ ʩʪʨʫʢʪʫʨʽ ZT-IoT ʟʘʭʠʱʝʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ TLS 1.3 ʪʘ ʚʟʘʻʤʥʦʾ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʩʝʨʪʠʬʽʢʘʪʽʚ. ʇʦʚʝʜʽʥʢʦʚʘ ʪʝʣʝʤʝʪʨʽʷ ʟʘʙʝʟʧʝʯʫʻ 

ʜʦʜʘʪʢʦʚʠʡ ʨʽʚʝʥʴ ʢʦʥʪʨʦʣʶ, ʱʦ ʜʦʟʚʦʣʷʻ ʘʜʘʧʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʧʽʜʦʟʨʽʣʫ 

ʘʢʪʠʚʥʽʩʪʴ ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. ɺʟʘʻʤʦʜʽʷ ʤʽʞ ʚʩʽʤʘ ʢʦʤʧʦʥʝʥʪʘʤʠ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʯʝʨʝʟ ʙʝʟʧʝʯʥʽ ʪʘ ʢʦʥʪʨʦʣʴʦʚʘʥʽ ʧʦʪʦʢʠ ʟʚ'ʷʟʢʫ. 

ʍʦʯʘ ʪʨʘʜʠʮʽʡʥʦ ʢʦʥʮʝʧʮʽʷ Zero Trust ʘʩʦʮʽʶʻʪʴʩʷ ʟ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ 

ʢʦʨʠʩʪʫʚʘʯʘ ʘʙʦ ʧʨʠʩʪʨʦʶ ʥʘ ʚʠʱʠʭ ʨʽʚʥʷʭ ʤʦʜʝʣʽ OSI, ʤʽʢʨʦʩʝʛʤʝʥʪʘʮʽʷ ʥʘ 

ʦʩʥʦʚʽ ʧʦʨʪʫ ʪʘ MAC-ʘʜʨʝʩʠ ʥʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ ʚʠʩʪʫʧʘʻ ʥʝʚʽʜ'ʻʤʥʠʤ 

ʪʝʭʥʽʯʥʠʤ ʬʫʥʜʘʤʝʥʪʦʤ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʟʘʛʘʣʴʥʦʾ ʩʪʨʘʪʝʛʽʾ ʥʫʣʴʦʚʦʾ ʜʦʚʽʨʠ ʚ 

ɯʦʊ. ʎʝʡ ʧʽʜʭʽʜ ʚʠʤʘʛʘʻ ʙʝʟʧʝʨʝʨʚʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʢʦʥʪʝʢʩʪʥʦ-ʟʘʣʝʞʥʦʛʦ 

ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʪʘ ʘʜʘʧʪʠʚʥʦʾ ʤʽʢʨʦʩʝʛʤʝʥʪʘʮʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ ʣʦʢʘʣʽʟʫʚʘʪʠ 

ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʪʘ ʟʘʧʦʙʽʛʪʠ ʧʝʨʝʤʽʱʝʥʥʶ ʟʣʦʚʤʠʩʥʠʢʽʚ ʚ ʤʝʨʝʞʽ ʫ ʨʘʟʽ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʦʢʨʝʤʦʛʦ ʜʘʪʯʠʢʘ ʯʠ ʢʦʥʪʨʦʣʝʨʘ. 
 

 
 

ʈʠʩ. 1. ʇʦʙʫʜʦʚʘ ʘʨʭʽʪʝʢʪʫʨʠ ʥʫʣʴʦʚʦʾ ʜʦʚʽʨʠ ZT-IoT. 
 

ɸʥʘʣʽʟ ʛʣʦʙʘʣʴʥʦʾ ʛʦʪʦʚʥʦʩʪʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨ ʜʦ ʢʽʙʝʨʟʘʛʨʦʟ ʜʝʤʦʥʩʪʨʫʻ, 

ʱʦ ʘʙʩʦʣʶʪʥʘ ʙʽʣʴʰʽʩʪʴ ʦʨʛʘʥʽʟʘʮʽʡ ʚʩʝ ʱʝ ʧʝʨʝʙʫʚʘʻ ʥʘ ʧʦʯʘʪʢʦʚʠʭ ʩʪʘʜʽʷʭ 

ʬʦʨʤʫʚʘʥʥʷ ʥʘʜʽʡʥʦʛʦ ʟʘʭʠʩʪʫ. ʃʠʰʝ ʥʝʟʥʘʯʥʠʡ ʚʽʜʩʦʪʦʢ ʢʦʤʧʘʥʽʡ ʤʘʻ 

ʟʨʽʣʠʡ ʨʽʚʝʥʴ ʤʝʨʝʞʝʚʦʾ ʩʪʽʡʢʦʩʪʽ, ʧʨʠ ʮʴʦʤʫ ʥʘʛʦʣʦʰʫʻʪʴʩʷ ʥʘ ʢʨʠʪʠʯʥʽʡ 

ʚʘʞʣʠʚʦʩʪʽ ʙʘʟʦʚʦʾ ʛʽʛʽʻʥʠ ʙʝʟʧʝʢʠ, ʦʩʥʦʚʦʶ ʷʢʦʾ ʻ ʩʘʤʝ ʩʫʚʦʨʘ ʩʝʛʤʝʥʪʘʮʽʷ 

ʤʝʨʝʞʽ ʪʘ ʩʚʦʻʯʘʩʥʝ ʦʥʦʚʣʝʥʥʷ ʧʦʣʽʪʠʢ ʜʦʩʪʫʧʫ ʥʘ ʢʦʤʫʪʘʮʽʡʥʦʤʫ 

ʦʙʣʘʜʥʘʥʥʽ [3]. ɺʧʨʦʚʘʜʞʝʥʥʷ ʣʦʛʽʯʥʦʛʦ ʨʦʟʜʽʣʝʥʥʷ ʤʝʨʝʞʽ ʜʦʟʚʦʣʷʻ 

ʢʦʤʧʝʥʩʫʚʘʪʠ ʙʨʘʢ ʚʙʫʜʦʚʘʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ ʚ ʩʘʤʠʭ ʧʨʠʩʪʨʦʷʭ, 

ʩʪʚʦʨʶʶʯʠ ʽʟʦʣʴʦʚʘʥʝ ʩʝʨʝʜʦʚʠʱʝ ʜʣʷ ʾʭ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. 

ʇʨʘʢʪʠʯʥʘ ʨʝʘʣʽʟʘʮʽʷ ʩʝʛʤʝʥʪʘʮʽʾ ʚʠʤʘʛʘʻ ʧʦʜʽʣʫ ʻʜʠʥʦʛʦ ʘʜʨʝʩʥʦʛʦ 

ʧʨʦʩʪʦʨʫ ʥʘ ʥʝʟʘʣʝʞʥʽ ʚʽʨʪʫʘʣʴʥʽ ʣʦʢʘʣʴʥʽ ʤʝʨʝʞʽ (VLAN), ʱʦ ʜʦʟʚʦʣʷʻ 

ʚʽʜʦʢʨʝʤʠʪʠ ʢʨʠʪʠʯʥʫ ʩʝʨʚʝʨʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʪʘ ʢʦʨʠʩʪʫʚʘʮʴʢʽ ʩʝʛʤʝʥʪʠ 

ʚʽʜ ʧʦʪʝʥʮʽʡʥʦ ʚʨʘʟʣʠʚʠʭ ʧʨʠʩʪʨʦʾʚ ɯʦʊ [4]. ʌʫʥʜʘʤʝʥʪʘʣʴʥʠʤ ʢʨʦʢʦʤ ʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ ʙʝʟʧʝʢʠ ʥʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ ʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʠʥʮʠʧʫ ʟʘʙʦʨʦʥʠ 

ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ. ɼʣʷ ʮʴʦʛʦ ʩʪʚʦʨʶʻʪʴʩʷ ʩʧʝʮʽʘʣʴʥʠʡ ʽʟʦʣʴʦʚʘʥʠʡ ʩʝʛʤʝʥʪ 

ʙʝʟ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʪʘʢ ʟʚʘʥʘ çʯʦʨʥʘ ʜʽʨʘè, ʢʫʜʠ ʧʨʠʤʫʩʦʚʦ ʧʝʨʝʚʦʜʷʪʴʩʷ ʚʩʽ 

ʬʽʟʠʯʥʦ ʥʝʘʢʪʠʚʥʽ ʧʦʨʪʠ ʢʦʤʫʪʘʪʦʨʽʚ. ʎʝ ʫʥʝʤʦʞʣʠʚʣʶʻ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ 

ʬʽʟʠʯʥʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʯʝʨʝʟ ʚʽʣʴʥʽ ʤʝʨʝʞʝʚʽ ʨʦʟʝʪʢʠ 
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ʚ ʧʨʠʤʽʱʝʥʥʽ. ʇʨʦʪʝ ʣʠʰʝ ʽʟʦʣʷʮʽʾ ʧʦʨʪʽʚ ʥʝʜʦʩʪʘʪʥʴʦ ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ 

ʣʦʛʽʯʥʠʭ ʘʪʘʢ ʫ ʤʝʞʘʭ ʦʜʥʦʛʦ ʰʠʨʦʢʦʤʦʚʥʦʛʦ ʜʦʤʝʥʫ. ʉʧʝʮʠʬʽʢʘ ɯʦʊ 

ʧʝʨʝʜʙʘʯʘʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʪʦʢʦʣʽʚ ʜʠʥʘʤʽʯʥʦʾ ʘʜʨʝʩʘʮʽʾ ʪʘ ʚʠʟʥʘʯʝʥʥʷ 

MAC-ʘʜʨʝʩ, ʷʢʽ ʚʽʜ ʧʦʯʘʪʢʫ ʥʝ ʤʘʶʪʴ ʚʙʫʜʦʚʘʥʠʭ ʟʘʩʦʙʽʚ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ. ɼʣʷ 

ʥʝʡʪʨʘʣʽʟʘʮʽʾ ʘʪʘʢ ʪʠʧʫ ʧʽʜʤʽʥʠ ʘʜʨʝʩ ʪʘ ʧʝʨʝʭʦʧʣʝʥʥʷ ʪʨʘʬʽʢʫ ʥʝʦʙʭʽʜʥʦ 

ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʬʫʥʢʮʽʾ ʧʨʠʚ'ʷʟʢʠ ʬʽʟʠʯʥʠʭ ʘʜʨʝʩ ʜʦ ʢʦʥʢʨʝʪʥʠʭ ʧʦʨʪʽʚ, ʱʦ 

ʙʣʦʢʫʻ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʫ ʟʘʤʽʥʫ ʦʙʣʘʜʥʘʥʥʷ. ʂʨʽʤ ʪʦʛʦ, ʥʘ ʨʽʚʥʽ ʜʦʩʪʫʧʫ ʤʘʻ 

ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʘ ʽʥʩʧʝʢʮʽʷ DHCP-ʧʦʚʽʜʦʤʣʝʥʴ (Dynamic Host Configuration 

Protocol - ʩʣʫʞʙʦʚʽ ʧʘʢʝʪʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʘʚʪʦʤʘʪʠʯʥʝ ʦʪʨʠʤʘʥʥʷ 

ʧʨʠʩʪʨʦʷʤʠ IP-ʘʜʨʝʩ) ʜʣʷ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜʧʦʚʽʜʝʡ ʚʽʜ ʬʘʣʴʰʠʚʠʭ ʩʝʨʚʝʨʽʚ, ʘ 

ʪʘʢʦʞ ʜʠʥʘʤʽʯʥʘ ʧʝʨʝʚʽʨʢʘ ARP-ʟʘʧʠʪʽʚ (Address Resolution Protocol ʪʘ ARP 

Request - ʩʣʫʞʙʦʚʠʡ ʧʘʢʝʪ ʧʨʦʪʦʢʦʣʫ ARP, ʱʦ ʥʘʜʩʠʣʘʻʪʴʩʷ ʚ ʣʦʢʘʣʴʥʽʡ 

ʤʝʨʝʞʽ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʬʽʟʠʯʥʦʾ ʘʜʨʝʩʠ ʧʨʠʩʪʨʦʶ ʟʘ ʡʦʛʦ ʚʽʜʦʤʦʶ IP-

ʘʜʨʝʩʦʶ) ʥʘ ʦʩʥʦʚʽ ʩʬʦʨʤʦʚʘʥʦʾ ʜʦʚʽʨʝʥʦʾ ʙʘʟʠ ʜʘʥʠʭ ʧʨʠʚ'ʷʟʦʢ. 

ʋ ʧʝʨʩʧʝʢʪʠʚʽ ʧʦʙʫʜʦʚʘʥʘ ʟʘʭʠʱʝʥʘ ʤʝʨʝʞʝʚʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʧʦʚʠʥʥʘ 

ʜʦʧʦʚʥʶʚʘʪʠʩʷ ʧʨʦʘʢʪʠʚʥʠʤʠ ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʤʦʥʽʪʦʨʠʥʛʫ. ʊʨʘʜʠʮʽʡʥʽ 

ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ, ʱʦ ʧʨʘʮʶʶʪʴ ʥʘ ʦʩʥʦʚʽ ʩʠʛʥʘʪʫʨ, ʚʪʨʘʯʘʶʪʴ 

ʩʚʦʶ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʦʪʠ ʥʦʚʽʪʥʽʭ ʘʪʘʢ ʥʫʣʴʦʚʦʛʦ ʜʥʷ ʚ ʜʠʥʘʤʽʯʥʦʤʫ 

ʩʝʨʝʜʦʚʠʱʽ ɯʦʊ. ʊʦʤʫ ʣʦʛʽʯʥʠʤ ʨʦʟʚʠʪʢʦʤ ʩʠʩʪʝʤ ʢʽʙʝʨʙʝʟʧʝʢʠ ʻ ʽʥʪʝʛʨʘʮʽʷ 

ʤʝʪʦʜʽʚ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʪʘ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ [2-4]. ʆʩʢʽʣʴʢʠ 

ʨʦʟʛʦʨʪʘʥʥʷ ʪʘʢʠʭ ʨʝʩʫʨʩʦʻʤʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʢʦʤʫʪʘʪʦʨʘʭ 

ʜʦʩʪʫʧʫ ʻ ʪʝʭʥʽʯʥʦ ʩʢʣʘʜʥʠʤ ʟʘʚʜʘʥʥʷʤ, ʜʦʮʽʣʴʥʠʤ ʻ ʧʝʨʝʥʝʩʝʥʥʷ ʮʠʭ 

ʬʫʥʢʮʽʡ ʥʘ ʨʽʚʝʥʴ ʢʦʥʪʨʦʣʝʨʽʚ ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʠʭ ʤʝʨʝʞ (Software 

Defined Networking, SDN). ɺʠʢʦʨʠʩʪʘʥʥʷ SDN-ʢʦʥʪʨʦʣʝʨʽʚ ʜʦʟʚʦʣʷʻ 

ʟʜʽʡʩʥʶʚʘʪʠ ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʢʝʨʫʚʘʥʥʷ ʪʘ ʘʥʘʣʽʟʫʚʘʪʠ ʧʦʚʝʜʽʥʢʦʚʽ ʧʘʪʝʨʥʠ 

ʪʨʘʬʽʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʱʦ ʻ ʢʨʠʪʠʯʥʦ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʜʣʷ 

ʧʦʚʥʦʮʽʥʥʦʾ ʧʽʜʪʨʠʤʢʠ ʧʦʣʽʪʠʢ Zero Trust ʫ ʤʘʩʰʪʘʙʥʠʭ ʤʝʨʝʞʘʭ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʤʦʞʥʘ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʟʘʭʠʩʪ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ ʥʝ ʤʦʞʝ ʧʦʢʣʘʜʘʪʠʩʷ ʥʘ ʦʜʠʥʠʯʥʽ ʧʨʦʛʨʘʤʥʽ ʨʽʰʝʥʥʷ. ʃʠʰʝ 

ʙʘʛʘʪʦʨʽʚʥʝʚʠʡ, ʤʝʨʝʞʥʦ-ʮʝʥʪʨʠʯʥʠʡ ʧʽʜʭʽʜ, ʱʦ ʧʦʻʜʥʫʻ ʘʨʭʽʪʝʢʪʫʨʫ 

ʥʫʣʴʦʚʦʾ ʜʦʚʽʨʠ ʟ ʮʝʥʪʨʘʣʽʟʦʚʘʥʠʤ ʫʧʨʘʚʣʽʥʥʷʤ, ʞʦʨʩʪʢʫ ʩʝʛʤʝʥʪʘʮʽʶ 

ʪʨʘʬʽʢʫ ʪʘ ʘʢʪʠʚʥʠʡ ʟʘʭʠʩʪ ʢʘʥʘʣʴʥʦʛʦ ʨʽʚʥʷ ʤʦʜʝʣʽ OSI, ʟʜʘʪʝʥ ʟʘʙʝʟʧʝʯʠʪʠ 

ʩʪʽʡʢʽʩʪʴ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʪʘ ʽʥʜʫʩʪʨʽʘʣʴʥʠʭ ʩʠʩʪʝʤ ʜʦ ʩʫʯʘʩʥʠʭ 

ʢʽʙʝʨʥʝʪʠʯʥʠʭ ʟʘʛʨʦʟ. 
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THREATS AND VULNERABILITIES IN ELECTRONIC  

COMMUNICATIONS NETWORKS AND MEANS TO ELIMINATE THEM  
 

The main threats and vulnerabilities in electronic communications networks and the 

means of their elimination are analyzed. Particular attention is paid to the use of artificial 

intelligence. 

 

ʉʫʯʘʩʥʝ ʩʫʩʧʽʣʴʩʪʚʦ ʘʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʤʝʨʝʞʽ ʝʣʝʢʪʨʦʥʥʠʭ 

ʢʦʤʫʥʽʢʘʮʽʡ ʜʣʷ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ, ʥʘʜʘʥʥʷ ʮʠʬʨʦʚʠʭ ʧʦʩʣʫʛ ʪʘ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʨʽʟʥʠʭ ʩʬʝʨ ʜʽʷʣʴʥʦʩʪʽ. ɿ ʨʦʟʚʠʪʢʦʤ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʟʨʦʩʪʘʻ ʽ ʢʽʣʴʢʽʩʪʴ ʢʽʙʝʨʟʘʛʨʦʟ, ʷʢʽ ʤʦʞʫʪʴ 

ʚʧʣʠʚʘʪʠ ʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʨʦʙʦʪʠ ʤʝʨʝʞ, ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʪʘ 

ʜʦʩʪʫʧʥʽʩʪʴ ʩʝʨʚʽʩʽʚ [5,6]. 

ʇʨʦʙʣʝʤʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʚ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞʘʭ ʻ 

ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʦʶ ʚ ʫʤʦʚʘʭ ʩʪʨʽʤʢʦʛʦ ʨʦʟʚʠʪʢʫ ʽʥʪʝʨʥʝʪ-ʪʝʭʥʦʣʦʛʽʡ, 

ʭʤʘʨʥʠʭ ʩʝʨʚʽʩʽʚ ʪʘ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ. ʊʦʤʫ ʚʘʞʣʠʚʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʘʥʘʣʽʟ 

ʦʩʥʦʚʥʠʭ ʟʘʛʨʦʟ ʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʪʘʢʠʭ ʤʝʨʝʞ, ʘ ʪʘʢʦʞ ʚʠʟʥʘʯʝʥʥʷ ʝʬʝʢʪʠʚʥʠʭ 

ʟʘʩʦʙʽʚ ʾʭ ʫʩʫʥʝʥʥʷ. 

ʆʩʥʦʚʥʠʤʠ ʟʘʛʨʦʟʘʤʠ ʚ ʤʝʨʝʞʘʭ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʻ [5,6]: 

- ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ. ɿʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ 

ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ ʰʣʷʭʦʤ ʧʽʜʙʦʨʫ ʧʘʨʦʣʽʚ, 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʩʦʮʽʘʣʴʥʦʾ 

ʽʥʞʝʥʝʨʽʾ. 

- ʇʝʨʝʭʦʧʣʝʥʥʷ ʪʘ ʤʦʜʠʬʽʢʘʮʽʷ ʜʘʥʠʭ. ʇʝʨʝʜʘʯʘ ʽʥʬʦʨʤʘʮʽʾ ʯʝʨʝʟ 

ʤʝʨʝʞʫ ʤʦʞʝ ʩʫʧʨʦʚʦʜʞʫʚʘʪʠʩʷ ʨʠʟʠʢʦʤ ʾʾ ʧʝʨʝʭʦʧʣʝʥʥʷ. ʋ ʨʘʟʽ ʚʽʜʩʫʪʥʦʩʪʽ 

ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʽ ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʦʯʠʪʘʥʽ ʘʙʦ ʟʤʽʥʝʥʽ ʩʪʦʨʦʥʥʽʤʠ ʦʩʦʙʘʤʠ. 

- DDoS-ʘʪʘʢʠ. ʈʦʟʧʦʜʽʣʝʥʽ ʘʪʘʢʠ ʪʠʧʫ ʚʽʜʤʦʚʠ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ 

ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʩʝʨʚʝʨʽʚ ʘʙʦ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʟʘʧʠʪʽʚ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʜʦʩʪʫʧʥʦʩʪʽ ʩʝʨʚʽʩʽʚ. 

- ʐʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɼʦ ʥʴʦʛʦ ʥʘʣʝʞʘʪʴ ʚʽʨʫʩʠ, 

ʪʨʦʷʥʠ, ʰʧʠʛʫʥʩʴʢʽ ʧʨʦʛʨʘʤʠ ʪʘ ʽʥʰʽ ʪʠʧʠ ʰʢʽʜʣʠʚʦʛʦ ʇɿ, ʷʢʽ ʤʦʞʫʪʴ 

ʧʦʨʫʰʫʚʘʪʠ ʨʦʙʦʪʫ ʤʝʨʝʞʝʚʠʭ ʩʠʩʪʝʤ ʘʙʦ ʚʠʢʨʘʜʘʪʠ ʽʥʬʦʨʤʘʮʽʶ. 

- ɺʨʘʟʣʠʚʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʪʘ ʤʝʨʝʞʝʚʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. ʅʝʧʨʘʚʠʣʴʥʘ 

ʢʦʥʬʽʛʫʨʘʮʽʷ ʤʝʨʝʞʝʚʠʭ ʧʨʠʩʪʨʦʾʚ ʘʙʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʩʪʘʨʽʣʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʝ ʩʪʚʦʨʶʚʘʪʠ ʜʦʜʘʪʢʦʚʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ ʜʣʷ ʘʪʘʢ. 

ʆʩʥʦʚʥʠʤʠ ʜʞʝʨʝʣʘʤʠ ʚʨʘʟʣʠʚʦʩʪʝʡ ʤʝʨʝʞ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʻ: 

- ʧʦʤʠʣʢʠ ʚ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ; 

mailto:olenagri@ukr.net


 114 

- ʥʝʜʦʩʪʘʪʥʽʡ ʨʽʚʝʥʴ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ; 
- ʚʽʜʩʫʪʥʽʩʪʴ ʘʙʦ ʩʣʘʙʢʝ ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ; 
- ʥʝʧʨʘʚʠʣʴʥʘ ʢʦʥʬʽʛʫʨʘʮʽʷ ʤʝʨʝʞʝʚʦʛʦ ʦʙʣʘʜʥʘʥʥʷ; 
- ʣʶʜʩʴʢʠʡ ʬʘʢʪʦʨ. 
ʆʩʦʙʣʠʚʦ ʚʨʘʟʣʠʚʠʤʠ ʤʦʞʫʪʴ ʙʫʪʠ ʙʝʟʜʨʦʪʦʚʽ ʤʝʨʝʞʽ ʪʘ ʩʠʩʪʝʤʠ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ, ʜʝ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʨʠʩʪʨʦʾ ʟ ʦʙʤʝʞʝʥʠʤʠ 

ʤʦʞʣʠʚʦʩʪʷʤʠ ʟʘʭʠʩʪʫ. 

ʆʩʥʦʚʥʽ ʟʘʩʦʙʠ ʫʩʫʥʝʥʥʷ ʟʘʛʨʦʟ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ ʤʝʨʝʞ [4,5,6]: 

- ʐʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʭ ʤʝʪʦʜʽʚ 

ʜʦʟʚʦʣʷʻ ʟʘʙʝʟʧʝʯʠʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʽ ʮʽʣʽʩʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʧʽʜ ʯʘʩ ʾʾ 

ʧʝʨʝʜʘʯʽ ʤʝʨʝʞʝʶ. 

- ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ (IDS/IPS). ʊʘʢʽ 

ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫʶʪʴ ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʽ ʜʦʟʚʦʣʷʶʪʴ ʩʚʦʻʯʘʩʥʦ ʚʠʷʚʣʷʪʠ 

ʧʽʜʦʟʨʽʣʫ ʘʢʪʠʚʥʽʩʪʴ. 

- ʄʝʨʝʞʝʚʽ ʝʢʨʘʥʠ (Firewall). ʌʘʻʨʚʦʣʠ ʢʦʥʪʨʦʣʶʶʪʴ ʚʭʽʜʥʠʡ ʽ 

ʚʠʭʽʜʥʠʡ ʪʨʘʬʽʢ, ʦʙʤʝʞʫʶʯʠ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ. 

- ʈʝʛʫʣʷʨʥʝ ʦʥʦʚʣʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʆʥʦʚʣʝʥʥʷ 

ʜʦʟʚʦʣʷʶʪʴ ʫʩʫʚʘʪʠ ʚʽʜʦʤʽ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ ʧʽʜʚʠʱʫʚʘʪʠ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ 

ʩʠʩʪʝʤ. 

- ʉʠʩʪʝʤʠ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʙʘʛʘʪʦʬʘʢʪʦʨʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʧʦʣʽʪʠʢ ʜʦʩʪʫʧʫ ʟʥʠʞʫʻ ʨʠʟʠʢ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʜʦ ʤʝʨʝʞʽ. 

- ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ. ʇʦʩʪʽʡʥʠʡ ʢʦʥʪʨʦʣʴ ʩʪʘʥʫ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʦʟʚʦʣʷʻ ʰʚʠʜʢʦ ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʪʘ ʨʝʘʛʫʚʘʪʠ ʥʘ ʤʦʞʣʠʚʽ 

ʽʥʮʠʜʝʥʪʠ. 

ɿ ʨʦʟʚʠʪʢʦʤ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʟʨʦʩʪʘʻ ʧʦʪʨʝʙʘ ʫ ʚʧʨʦʚʘʜʞʝʥʥʽ 

ʥʦʚʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʤʝʨʝʞ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ. 

ʉʫʯʘʩʥʽ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʧʦʚʠʥʥʽ ʚʨʘʭʦʚʫʚʘʪʠ ʥʝ ʣʠʰʝ ʪʝʭʥʽʯʥʽ ʘʩʧʝʢʪʠ 

ʙʝʟʧʝʢʠ, ʘʣʝ ʡ ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʟʘʭʦʜʠ, ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʤʽʥʽʤʽʟʘʮʽʶ ʨʠʟʠʢʽʚ 

ʚʠʥʠʢʥʝʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ɺʘʞʣʠʚʠʤ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʧʣʝʢʩʥʠʭ ʩʠʩʪʝʤ 

ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʢʦʥʪʨʦʣʶʚʘʪʠ ʜʦʩʪʫʧ 

ʜʦ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ, ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʟʘʭʠʩʪ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ 

ʦʧʝʨʘʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʤʦʞʣʠʚʽ ʟʘʛʨʦʟʠ. ɺʦʥʠ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʧʦʣʽʪʠʢʠ 

ʙʝʟʧʝʢʠ, ʧʨʦʮʝʜʫʨʠ ʫʧʨʘʚʣʽʥʥʷ ʜʦʩʪʫʧʦʤ, ʘ ʪʘʢʦʞ ʩʠʩʪʝʤʠ ʘʫʜʠʪʫ ʪʘ 

ʤʦʥʽʪʦʨʠʥʛʫ. ʅʘʩʪʫʧʥʠʤ ʟʘʩʦʙʦʤ ʙʝʟʧʝʢʠ ʻ ʩʝʛʤʝʥʪʘʮʽʷ ʤʝʨʝʞʽ, ʱʦ ʧʦʣʷʛʘʻ ʫ 

ʨʦʟʜʽʣʝʥʥʽ ʤʝʨʝʞʽ ʥʘ ʦʢʨʝʤʽ ʩʝʛʤʝʥʪʠ, ʷʢʽ ʦʙʤʝʞʫʶʪʴ ʧʦʰʠʨʝʥʥʷ ʘʪʘʢ ʫ ʨʘʟʽ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʦʜʥʦʛʦ ʟ ʝʣʝʤʝʥʪʽʚ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ.  

ʑʝ ʦʜʥʠʤ ʚʘʞʣʠʚʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʽʨʪʫʘʣʴʥʠʭ 

ʧʨʠʚʘʪʥʠʭ ʤʝʨʝʞ (VPN). VPN ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʠʪʠ ʟʘʭʠʱʝʥʠʡ ʢʘʥʘʣ ʟʚôʷʟʢʫ 

ʤʽʞ ʢʦʨʠʩʪʫʚʘʯʝʤ ʽ ʤʝʨʝʞʝʶ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ 

ʰʠʬʨʫʚʘʥʥʷ. ʎʝ ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʦ ʧʨʠ ʚʽʜʜʘʣʝʥʽʡ ʨʦʙʦʪʽ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ 

ʘʙʦ ʧʽʜʢʣʶʯʝʥʥʽ ʜʦ ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʤʝʨʝʞʽ ʯʝʨʝʟ ʧʫʙʣʽʯʥʽ ʽʥʪʝʨʥʝʪ-ʢʘʥʘʣʠ. 

ɺʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʙʝʟʧʝʢʠ ʻ ʪʘʢʦʞ ʥʘʚʯʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʦʩʥʦʚʘʤ 

ʢʽʙʝʨʛʽʛʽʻʥʠ. ʇʨʦʚʝʜʝʥʥʷ ʨʝʛʫʣʷʨʥʠʭ ʪʨʝʥʽʥʛʽʚ ʟ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ 

ʜʦʟʚʦʣʷʻ ʟʥʘʯʥʦ ʟʤʝʥʰʠʪʠ ʨʠʟʠʢ ʪʘʢʠʭ ʽʥʮʠʜʝʥʪʽʚ. 
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ɿʥʘʯʥʫ ʨʦʣʴ ʚʽʜʽʛʨʘʻ ʨʝʛʫʣʷʨʥʝ ʩʪʚʦʨʝʥʥʷ ʨʝʟʝʨʚʥʠʭ ʢʦʧʽʡ, ʷʢʝ 

ʜʦʟʚʦʣʷʻ ʚʽʜʥʦʚʠʪʠ ʽʥʬʦʨʤʘʮʽʶ ʫ ʚʠʧʘʜʢʫ ʚʪʨʘʪʠ ʜʘʥʠʭ ʯʝʨʝʟ ʢʽʙʝʨʘʪʘʢʠ, 

ʟʙʦʾ ʦʙʣʘʜʥʘʥʥʷ ʘʙʦ ʽʥʰʽ ʪʝʭʥʽʯʥʽ ʧʨʦʙʣʝʤʠ. ʆʩʦʙʣʠʚʦ ʮʝ ʚʘʞʣʠʚʦ ʜʣʷ 

ʟʘʭʠʩʪʫ ʚʽʜ ʧʨʦʛʨʘʤ-ʚʠʤʘʛʘʯʽʚ (ransomware), ʷʢʽ ʰʠʬʨʫʶʪʴ ʬʘʡʣʠ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʚʠʤʘʛʘʶʪʴ ʚʠʢʫʧ ʟʘ ʾʭ ʚʽʜʥʦʚʣʝʥʥʷ. 

ʅʦʚʠʤ ʧʽʜʭʦʜʦʤ ʜʦ ʟʘʭʠʩʪʫ ʤʝʨʝʞ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (ʐɯ), ʷʢʠʡ ʜʦʧʦʤʘʛʘʻ ʚʠʷʚʣʷʪʠ ʚʪʦʨʛʥʝʥʥʷ 

(IDS/IPS); ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʘʪʘʢʠ ʫ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ; ʚʠʷʚʣʷʪʠ ʘʥʦʤʘʣʽʾ ʫ 

ʧʦʪʦʢʘʭ ʜʘʥʠʭ; ʧʨʦʚʦʜʠʪʠ ʟʘʭʠʩʪ ʧʨʠʚʘʪʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ ʢʦʤʫʥʽʢʘʮʽʡ [7]. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʝʬʝʢʪʠʚʥʠʡ ʟʘʭʠʩʪ ʤʝʨʝʞ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ 

ʧʦʪʨʝʙʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ, ʷʢʠʡ ʧʦʻʜʥʫʻ ʪʝʭʥʽʯʥʽ ʟʘʩʦʙʠ 

ʟʘʭʠʩʪʫ, ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʟʘʭʦʜʠ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʦʙʽʟʥʘʥʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ 

ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʐɯ ʚ ʤʝʨʝʞʘʭ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʥʘʡʝʬʝʢʪʠʚʥʽʰʝ 

ʧʨʘʮʶʻ ʥʝ ʷʢ ʟʘʤʽʥʘ ʪʨʘʜʠʮʽʡʥʦʛʦ ʟʘʭʠʩʪʫ, ʘ ʷʢ ñʽʥʪʝʣʝʢʪʫʘʣʴʥʠʡ ʰʘʨò 

ʧʦʚʝʨʭ SIEM/IDS/ʤʦʥʽʪʦʨʠʥʛʫ ʪʨʘʬʽʢʫ. 

ɺʠʩʥʦʚʢʠ. 

ʄʝʨʝʞʽ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ ʩʫʯʘʩʥʦʛʦ ʩʫʩʧʽʣʴʩʪʚʘ, ʪʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʷ ʾʭ ʙʝʟʧʝʢʠ ʻ 

ʦʜʥʠʤ ʽʟ ʢʣʶʯʦʚʠʭ ʟʘʚʜʘʥʴ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʛʘʣʫʟʽ. ɸʥʘʣʽʟ ʦʩʥʦʚʥʠʭ 

ʟʘʛʨʦʟ ʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʦʢʘʟʫʻ, ʱʦ ʥʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʤʠ ʨʠʟʠʢʘʤʠ ʻ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ, ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʘʪʘʢʠ ʪʠʧʫ 

ʚʽʜʤʦʚʠ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ. 

ɼʣʷ ʤʽʥʽʤʽʟʘʮʽʾ ʮʠʭ ʨʠʟʠʢʽʚ ʥʝʦʙʭʽʜʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʦʤʧʣʝʢʩʥʠʡ 

ʧʽʜʭʽʜ ʜʦ ʟʘʭʠʩʪʫ ʤʝʨʝʞ, ʷʢʠʡ ʚʢʣʶʯʘʻ ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʤʝʪʦʜʠ, ʩʠʩʪʝʤʠ 

ʤʦʥʽʪʦʨʠʥʛʫ, ʟʘʩʦʙʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ, ʨʝʛʫʣʷʨʥʝ ʦʥʦʚʣʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʐɯ. 

ʇʦʜʘʣʴʰʽ ʜʦʩʣʽʜʞʝʥʥʷ ʚ ʮʽʡ ʩʬʝʨʽ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʨʦʟʨʦʙʢʫ ʙʽʣʴʰ 

ʝʬʝʢʪʠʚʥʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ, ʘ ʪʘʢʦʞ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʙʝʟʧʝʢʠ 

ʥʦʚʠʭ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʟʦʢʨʝʤʘ ʤʝʨʝʞ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʪʘ 

ʭʤʘʨʥʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨ. 
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USING DEEP MACHINE LEARNING TO DETECT INTRUSIONS  

IN IOT NETWORKS (INTRUSION DETECTION SYSTEM)  

 

This study aims to analyze the use of deep machine learning methods for detecting 

cyberattacks in Internet of Things (IoT) networks. It analyzes the main threats to the security of 

IoT systems and the limitations of traditional intrusion detection systems. Particular attention is 

paid to the use of deep learning models to detect anomalies in network traffic. A comparative 

analysis of machine learning methods for intrusion detection is presented, and the prospects for 

using deep learning in IoT security systems are discussed 

 

ɼʘʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʤʘʻ ʥʘ ʤʝʪʽ ʘʥʘʣʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʦʜʽʚ ʛʣʠʙʦʢʦʛʦ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʘʪʘʢ ʫ ʤʝʨʝʞʘʭ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT). ɸʥʘʣʽʟʫʶʪʴʩʷ ʦʩʥʦʚʥʽ 

ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʩʠʩʪʝʤ IoT ʪʘ ʦʙʤʝʞʝʥʥʷ ʪʨʘʜʠʮʽʡʥʠʭ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ. 

ʆʩʦʙʣʠʚʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʻʪʴʩʷ ʚʠʢʦʨʠʩʪʘʥʥʶ ʤʦʜʝʣʝʡ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ ʫ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ. ʇʨʝʜʩʪʘʚʣʝʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʤʝʪʦʜʽʚ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʪʘ ʦʙʛʦʚʦʨʝʥʦ ʧʝʨʩʧʝʢʪʠʚʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ ʚ ʩʠʩʪʝʤʘʭ ʙʝʟʧʝʢʠ IoT. 

 

ɿ ʨʦʟʚʠʪʢʦʤ ʪʝʭʥʦʣʦʛʽʡ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT) ʢʽʣʴʢʽʩʪʴ ʧʽʜʢʣʶʯʝʥʠʭ 

ʧʨʠʩʪʨʦʾʚ ʧʦʩʪʽʡʥʦ ʟʨʦʩʪʘʻ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʽʜʚʠʱʝʥʥʷ ʨʠʟʠʢʫ 

ʢʽʙʝʨʟʘʛʨʦʟ. IoT-ʧʨʠʩʪʨʦʾ ʰʠʨʦʢʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʫ ʨʦʟʫʤʥʠʭ ʙʫʜʠʥʢʘʭ, 

ʧʨʦʤʠʩʣʦʚʠʭ ʩʠʩʪʝʤʘʭ, ʪʨʘʥʩʧʦʨʪʽ ʪʘ ʤʝʜʠʮʠʥʽ. ʆʜʥʘʢ ʯʝʨʝʟ ʦʙʤʝʞʝʥʽ 

ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʨʝʩʫʨʩʠ ʪʘ ʥʝʜʦʩʪʘʪʥʽʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ, ʚʦʥʠ ʯʘʩʪʦ ʩʪʘʶʪʴ 

ʮʽʣʣʶ ʜʣʷ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ. 

ɿʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ IoT-ʤʝʨʝʞ ʻ ʩʢʣʘʜʥʠʤ ʟʘʚʜʘʥʥʷʤ, ʦʩʢʽʣʴʢʠ 

ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ʥʝ ʟʘʚʞʜʠ ʝʬʝʢʪʠʚʥʽ ʚ ʫʤʦʚʘʭ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʧʨʠʩʪʨʦʾʚ ʪʘ ʨʽʟʥʦʤʘʥʽʪʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ. ʆʜʥʠʤ ʽʟ ʝʬʝʢʪʠʚʥʠʭ 

ʧʽʜʭʦʜʽʚ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (Intrusion Detection 

Systems, IDS), ʷʢʽ ʘʥʘʣʽʟʫʶʪʴ ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʪʘ ʚʠʷʚʣʷʶʪʴ ʧʽʜʦʟʨʽʣʫ 

ʘʢʪʠʚʥʽʩʪʴ. 

ʉʠʩʪʝʤʠ IDS ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʜʚʘ ʦʩʥʦʚʥʽ ʪʠʧʠ: 

- ʩʠʛʥʘʪʫʨʥʽ ʩʠʩʪʝʤʠ (Signature-based IDS), ʱʦ ʚʠʷʚʣʷʶʪʴ ʚʽʜʦʤʽ ʘʪʘʢʠ; 

- ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʴʥʦʩʪʽ (Anomaly-based IDS), ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ 

ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʥʦʨʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʤʝʨʝʞʽ. 

ʋ IoT-ʤʝʨʝʞʘʭ ʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤʠ ʻ Anomaly-based IDS, ʦʩʢʽʣʴʢʠ 

ʚʦʥʠ ʜʦʟʚʦʣʷʶʪʴ ʚʠʷʚʣʷʪʠ ʥʦʚʽ ʘʙʦ ʥʝʚʽʜʦʤʽ ʪʠʧʠ ʘʪʘʢ. 

IoT-ʤʝʨʝʞʽ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʠʩʦʢʦʶ ʛʝʪʝʨʦʛʝʥʥʽʩʪʶ ʧʨʠʩʪʨʦʾʚ, 

mailto:semeniukyulianka333@gmail.com
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ʦʙʤʝʞʝʥʠʤʠ ʨʝʩʫʨʩʘʤʠ ʪʘ ʚʝʣʠʢʠʤ ʦʙʩʷʛʦʤ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ. ʋ ʪʘʢʠʭ 

ʫʤʦʚʘʭ ʩʠʩʪʝʤʠ IDS ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ ʜʦʩʪʘʪʥʴʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ. 

ʄʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʤʦʞʥʘ ʧʨʝʜʩʪʘʚʠʪʠ ʥʘʙʦʨʦʤ ʦʟʥʘʢ: 

 

ʜʝ: ï ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʤʝʨʝʞʝʚʦʛʦ ʧʘʢʝʪʘ (ʨʦʟʤʽʨ ʧʘʢʝʪʘ, ʯʘʩ ʟʘʪʨʠʤʢʠ, 

ʧʨʦʪʦʢʦʣ, ʧʦʨʪ ʪʦʱʦ). 

ɿʘʚʜʘʥʥʷ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʧʦʣʷʛʘʻ ʫ ʚʠʟʥʘʯʝʥʥʽ ʬʫʥʢʮʽʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ: 

 

ʜʝ: Y{ɴ0,1}; 0 ï ʥʦʨʤʘʣʴʥʠʡ ʪʨʘʬʽʢ; 1 ï ʘʥʦʤʘʣʴʥʠʡ ʪʨʘʬʽʢ (ʘʪʘʢʘ) 

ʆʜʥʠʤ ʽʟ ʩʫʯʘʩʥʠʭ ʥʘʧʨʷʤʽʚ ʨʦʟʚʠʪʢʫ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʠʙʦʢʦʛʦ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ (Deep Learning). ʄʝʪʦʜʠ 

ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʶʪʴ ʘʚʪʦʤʘʪʠʯʥʦ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ 

ʟʘʢʦʥʦʤʽʨʥʦʩʪʽ ʫ ʚʝʣʠʢʠʭ ʦʙʩʷʛʘʭ ʤʝʨʝʞʝʚʠʭ ʜʘʥʠʭ. 

 
ʈʠʩ. 1. ɸʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴ ʥʘ ʦʩʥʦʚʽ ʛʣʠʙʦʢʦʛʦ ʥʘʚʯʘʥʥʷ. 

ʋ ʛʣʠʙʦʢʽʡ ʥʝʡʨʦʥʥʽʡ ʤʝʨʝʞʽ 

ʢʦʞʝʥ ʰʘʨ ʚʠʢʦʥʫʻ ʥʝʣʽʥʽʡʥʝ 

ʧʝʨʝʪʚʦʨʝʥʥʷ ʚʭʽʜʥʠʭ ʜʘʥʠʭ: 

) 

ʜʝ:  ï ʚʠʭʽʜ l-ʪʦʛʦ ʰʘʨʫ;  

ï ʤʘʪʨʠʮʷ ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ;  

 ï ʚʝʢʪʦʨ ʟʤʽʱʝʥʥʷ;  - ʬʫʥʢʮʽʷ 

ʘʢʪʠʚʘʮʽʾ.  

ʇʨʦʮʝʩ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʛʣʠʙʦʢʦʛʦ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʚʢʣʶʯʘʻ ʝʪʘʧʠ 

ʧʽʜʛʦʪʦʚʢʠ ʜʘʥʠʭ, ʥʘʚʯʘʥʥʷ ʤʦʜʝʣʽ 

ʪʘ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ ʤʝʨʝʞʝʚʦʛʦ 

ʪʨʘʬʽʢʫ. ʆʜʠʥ ʟ ʚʘʨʽʘʥʪʽʚ 

ʘʨʭʽʪʝʢʪʫʨʠ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴ ʥʘ ʦʩʥʦʚʽ ʛʣʠʙʦʢʦʛʦ 

ʥʘʚʯʘʥʥʷ ʥʘʚʝʜʝʥʠʡ ʥʘ  

ʨʠʩ. 1. 

ɼʣʷ ʦʮʽʥʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʟʘʟʚʠʯʘʡ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʪʘʥʜʘʨʪʥʽ ʤʝʪʨʠʢʠ ʢʣʘʩʠʬʽʢʘʮʽʾ. 

Accuracy                    

Precision                            

Recall                                       

F1-score                                 



 118 

ʜʝ: TP ï ʧʨʘʚʠʣʴʥʦ ʚʠʟʥʘʯʝʥʽ ʘʪʘʢʠ; TN ï ʧʨʘʚʠʣʴʥʦ ʚʠʟʥʘʯʝʥʠʡ 

ʥʦʨʤʘʣʴʥʠʡ ʪʨʘʬʽʢ; FP ï ʭʠʙʥʽ ʩʧʨʘʮʶʚʘʥʥʷ; FN ï ʧʨʦʧʫʱʝʥʽ ʘʪʘʢʠ. 

ɼʦ ʥʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʥʘʣʝʞʘʪʴ: 

- Convolutional Neural Networks (CNN) ï ʝʬʝʢʪʠʚʥʽ ʜʣʷ ʘʥʘʣʽʟʫ 

ʩʪʨʫʢʪʫʨʦʚʘʥʠʭ ʜʘʥʠʭ; 

- Recurrent Neural Networks (RNN) ï ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʘʥʘʣʽʟʫ 

ʯʘʩʦʚʠʭ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ; 

- Long Short-Term Memory (LSTM) ï ʜʦʟʚʦʣʷʶʪʴ ʚʨʘʭʦʚʫʚʘʪʠ 

ʜʦʚʛʦʩʪʨʦʢʦʚʽ ʟʘʣʝʞʥʦʩʪʽ ʫ ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ; 

- Autoencoders ï ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʜʘʥʠʭ 

ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʜʝʷʢʠʭ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʛʣʠʙʦʢʦʛʦ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʪʘ ʤʝʪʦʜʽʚ ʟ ʢʣʘʩʠʯʥʠʤ 

ʤʘʰʠʥʥʠʤ ʥʘʚʯʘʥʥʷʤ ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣ. 1 
ʊʘʙʣʠʮʷ 1. ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʤʝʪʦʜʽʚ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ 

ʄʝʪʦʜ ʊʠʧ ʘʣʛʦʨʠʪʤʫ ʇʝʨʝʚʘʛʠ ʅʝʜʦʣʽʢʠ 

SVM ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ɺʠʩʦʢʘ ʪʦʯʥʽʩʪʴ ʜʣʷ ʤʘʣʠʭ 

ʥʘʙʦʨʽʚ ʜʘʥʠʭ 

ʇʦʛʘʥʦ ʤʘʩʰʪʘʙʫʻʪʴʩʷ 

Random 

Forest 

ʄʘʰʠʥʥʝ ʥʘʚʯʘʥʥʷ ʉʪʽʡʢʽʩʪʴ ʜʦ ʰʫʤʫ ʇʦʪʨʝʙʫʻ ʟʥʘʯʥʠʭ 

ʨʝʩʫʨʩʽʚ 

CNN ɻʣʠʙʦʢʝ ʤʘʰʠʥʥʝ 

ʥʘʚʯʘʥʥʷ 

ɺʠʩʦʢʘ ʪʦʯʥʽʩʪʴ 

ʢʣʘʩʠʬʽʢʘʮʽʾ 

ʇʦʪʨʝʙʫʻ ʚʝʣʠʢʦʛʦ 

ʦʙʩʷʛʫ ʜʘʥʠʭ 

LSTM ɻʣʠʙʦʢʝ ʤʘʰʠʥʥʝ 

ʥʘʚʯʘʥʥʷ 

ɽʬʝʢʪʠʚʥʠʡ ʜʣʷ ʘʥʘʣʽʟʫ 

ʪʨʘʬʽʢʫ 

ɺʠʩʦʢʘ ʩʢʣʘʜʥʽʩʪʴ 

ʤʦʜʝʣʽ 

 

ɸʥʘʣʽʟ ʧʦʢʘʟʫʻ, ʱʦ ʤʦʜʝʣʽ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʟ ʛʣʠʙʦʢʠʤ ʤʘʰʠʥʥʠʤ 

ʥʘʚʯʘʥʥʷʤ ʟʜʘʪʥʽ ʝʬʝʢʪʠʚʥʽʰʝ ʚʠʷʚʣʷʪʠ ʩʢʣʘʜʥʽ ʪʘ ʥʝʚʽʜʦʤʽ ʘʪʘʢʠ ʫ 

ʤʝʨʝʞʝʚʦʤʫ ʪʨʘʬʽʢʫ ʧʦʨʽʚʥʷʥʦ ʟ ʢʣʘʩʠʯʥʠʤʠ ʘʣʛʦʨʠʪʤʘʤʠ ʤʘʰʠʥʥʦʛʦ 

ʥʘʚʯʘʥʥʷ. 

ʋ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʥʷʭ ʧʣʘʥʫʻʪʴʩʷ ʜʦʩʣʽʜʠʪʠ ʢʽʣʴʢʽʩʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʟ ʤʝʪʦʶ ʟʥʘʡʪʠ 

ʦʧʪʠʤʘʣʴʥʽ ʤʝʪʦʜʠ ʜʣʷ ʧʝʚʥʠʭ ʩʬʝʨ ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʦʊ. 
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RESEARCH ON METHODS FOR DETECTING AND COUNTERACTING 

ELECTRONIC INTERFERENCE IN UAV CONTROL AND TELEMETRY 

CHANNELS USING MACHINE LEARNING  

 

The current development of unmanned aerial vehicles (UAVs) creates a need for reliable 

communication and telemetry channels that are protected from electronic warfare (EW) 

measures. Software-based protection methods using artificial intelligence are becoming 

particularly relevant in conditions of active jamming and spoofing, especially for small UAVs, 

where hardware protection is significantly limited by the need to ensure the necessary payload 

and flight duration. 

ʉʫʯʘʩʥʠʡ ʨʦʟʚʠʪʦʢ ʙʝʟʧʽʣʦʪʥʠʭ ʣʽʪʘʣʴʥʠʭ ʘʧʘʨʘʪʽʚ (ɹʇʃɸ) ʩʪʚʦʨʶʻ ʧʦʪʨʝʙʫ ʫ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʥʘʜʽʡʥʠʭ ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ ʪʘ ʪʝʣʝʤʝʪʨʽʾ, ʟʘʭʠʱʝʥʠʭ ʚʽʜ ʟʘʩʦʙʽʚ 

ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʦʾ ʙʦʨʦʪʴʙʠ (ʈɽɹ). ʇʨʦʛʨʘʤʥʽ ʤʝʪʦʜʠ ʟʘʭʠʩʪʫ ʥʘ ʙʘʟʽ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ 

ʥʘʙʫʚʘʶʪʴ ʦʩʦʙʣʠʚʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ ʚ ʫʤʦʚʘʭ ʘʢʪʠʚʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʫʰʽʥʥʷ (jamming) 

ʪʘ ʧʽʜʤʽʥʠ ʢʦʦʨʜʠʥʘʪ (spoofing), ʦʩʦʙʣʠʚʦ ʜʣʷ ʤʘʣʠʭ ɹʇʃɸ, ʜʝ ʘʧʘʨʘʪʥʽ ʟʘʩʦʙʠ ʟʘʭʠʩʪʫ 

ʩʫʪʪʻʚʦ ʦʙʤʝʞʫʶʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ ʥʝʦʙʭʽʜʥʦʩʪʽ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʝʦʙʭʽʜʥʦʛʦ ʢʦʨʠʩʥʦʛʦ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʪʘ  ʪʨʠʚʘʣʦʩʪʽ ʧʦʣʴʦʪʫ. 

 

ʆʩʥʦʚʥʘ ʤʝʪʘ ʜʦʩʣʽʜʞʝʥʥʷ - ʧʦʨʽʚʥʷʥʥʷ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʘʣʛʦʨʠʪʤʽʚ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʟ ʦʛʣʷʜʫ ʥʘ ʾʭ ʪʝʭʥʽʯʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʪʘʢʽ ʷʢ ʪʦʯʥʽʩʪʴ 

ʚʠʷʚʣʝʥʥʷ, ʦʙʯʠʩʣʶʚʘʣʴʥʘ ʩʢʣʘʜʥʽʩʪʴ, ʰʚʠʜʢʽʩʪʴ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʪʘ 

ʚʠʤʦʛʠ ʜʦ ʨʝʩʫʨʩʽʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ ʦʧʪʠʤʘʣʴʥʽ ʨʽʰʝʥʥʷ ʜʣʷ ʨʽʟʥʠʭ 

ʩʮʝʥʘʨʽʾʚ ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ. 

ʐʠʨʦʢʝ ʚʧʨʦʚʘʜʞʝʥʥʷ ɹʇʃɸ ʜʦʢʦʨʽʥʥʦ ʟʤʽʥʠʣʦ ʢʦʥʮʝʧʮʽʶ ʨʦʟʚʽʜʢʠ ʪʘ 

ʤʦʥʽʪʦʨʠʥʛʫ, ʨʦʟʰʠʨʠʚʰʠ ʾʾ ʚʽʜ ʢʝʨʦʚʘʥʠʭ ʘʧʘʨʘʪʽʚ ʜʦ ʘʚʪʦʥʦʤʥʠʭ ʨʦʾʚ, 

ʟʜʘʪʥʠʭ ʜʦ ʚʟʘʻʤʦʜʽʾ. ɻʦʣʦʚʥʦʶ ʤʝʪʦʶ ʪʘʢʠʭ ʩʠʩʪʝʤ ʻ ʙʝʟʧʝʨʝʙʽʡʥʝ 

ʚʠʢʦʥʘʥʥʷ ʤʽʩʽʡ ʚ ʫʤʦʚʘʭ ʝʣʝʢʪʨʦʤʘʛʥʽʪʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

ʇʨʦʪʝ ʜʣʷ ʧʦʚʥʦʮʽʥʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ɹʇʃɸ ʚ ʫʤʦʚʘʭ ʈɽɹ ʥʝʦʙʭʽʜʥʦ 

ʚʠʨʽʰʠʪʠ ʥʠʟʢʫ ʚʘʞʣʠʚʠʭ ʪʝʭʥʽʯʥʠʭ ʧʠʪʘʥʴ, ʩʝʨʝʜ ʷʢʠʭ: ʩʚʦʻʯʘʩʥʘ 

ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʘʥʦʤʘʣʽʡ ʫ ʪʝʣʝʤʝʪʨʽʾ, ʢʣʘʩʠʬʽʢʘʮʽʷ ʟʘʚʘʜ, ʰʚʠʜʢʘ ʟʤʽʥʘ 

ʨʦʙʦʯʠʭ ʯʘʩʪʦʪ (Frequency Hopping) ʪʘ ʤʽʥʽʤʽʟʘʮʽʷ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʥʘ 

ʦʙʯʠʩʣʝʥʥʷ. 

ʉʠʛʥʘʣ ʚ ʢʘʥʘʣʽ ʟʚôʷʟʢʫ ʟ ɹʇʃɸ ʤʦʞʥʘ ʧʨʝʜʩʪʘʚʠʪʠ ʫ ʥʘʩʪʫʧʥʦʤʫ 

ʚʠʛʣʷʜʽ: 

 

ʜʝ:  ï ʧʨʠʡʥʷʪʠʡ ʩʠʛʥʘʣ;  ï ʩʠʛʥʘʣ ʟʘʚʘʜʠ;  ï çʙʽʣʠʡè ʛʘʫʩʽʚʩʴʢʠʡ 
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ʰʫʤ. 

ʆʜʥʠʤ ʟ ʦʩʥʦʚʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʷʢʦʩʪʽ ʢʘʥʘʣʫ ʻ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ 

ʩʠʛʥʘʣ/ʟʘʚʘʜʘ. ʇʨʠ ʚʽʜʩʫʪʥʦʩʪʽ ʥʘʚʤʠʩʥʠʭ ʟʘʚʘʜ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ 

ʩʠʛʥʘʣ/ʟʘʚʘʜʘ ʚʠʛʣʷʜʘʻ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: . ʋ ʚʠʧʘʜʢʫ ʧʦʷʚʠ 

ʥʘʚʤʠʩʥʦʾ ʟʘʚʘʜʠ ʮʝ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʟʤʝʥʰʫʻʪʴʩʷ ʜʦ ʚʝʣʠʯʠʥʠ: 

. ɿʥʠʞʝʥʥʷ SNR ʤʦʞʝ ʚʠʩʪʫʧʘʪʠ ʢʨʠʪʝʨʽʻʤ ʚʠʷʚʣʝʥʥʷ ʟʘʚʘʜʠ. 

ɯʩʥʫʶʪʴ ʘʧʘʨʘʪʥʽ ʪʘ ʧʨʦʛʨʘʤʥʽ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʦʪʠʜʽʾ ʥʘʚʤʠʩʥʠʤ 

ʟʘʚʘʜʘʤ. ʆʜʥʘʢ, ʟʘ ʨʘʭʫʥʦʢ ʦʙʤʝʞʝʥʴ ʫ ʧʨʦʩʪʦʨʽ, ʚʘʛʠ ʪʘ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʽ 

ɹʇʃɸ ʬʫʥʢʮʽʦʥʘʣ ʘʧʘʨʘʪʥʠʭ ʤʝʪʦʜʽʚ ʥʝ ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʠʤ ʧʦʚʥʦʶ 

ʤʽʨʦʶ. ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʤʠ ʜʣʷ ɹʇʃɸ ʻ ʧʨʦʛʨʘʤʥʽ ʤʝʪʦʜʠ, 

ʦʩʦʙʣʠʚʦ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ (ML). 

ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʬʦʨʤʫʻʪʴʩʷ ʚʝʢʪʦʨ ʦʟʥʘʢ: 

),  

ʜʝ ʦʟʥʘʢʘʤʠ ʤʦʞʫʪʴ ʙʫʪʠ: RSSI (Received Signal Strength Indicator); SNR; BER 

(Bit Error Rate); ʩʧʝʢʪʨʘʣʴʥʘ ʝʥʪʨʦʧʽʷ; ʰʠʨʠʥʘ ʩʧʝʢʪʨʫ; ʜʠʩʧʝʨʩʽʷ ʩʠʛʥʘʣʫ. 

ɿʘʜʘʯʘ ML ï ʚʠʟʥʘʯʠʪʠ ʢʣʘʩ ʩʠʛʥʘʣʫ: , ʜʝ, ʥʘʧʨʠʢʣʘʜ:  

0 ï ʥʦʨʤʘʣʴʥʠʡ ʩʠʛʥʘʣ; 1 ï ʰʫʤʦʚʘ ʟʘʚʘʜʘ; 2 ï ʽʤʧʫʣʴʩʥʘ ʟʘʚʘʜʘ. 

ʉʫʯʘʩʥʽ ʤʝʨʝʞʽ ɹʇʃɸ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ ʧʨʦʛʨʘʤʥʽ  

ML-ʤʦʜʝʣʽ. ɼʣʷ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʚʘʜ ʥʘ ʧʝʨʠʬʝʨʽʡʥʠʭ 

ʧʨʠʩʪʨʦʷʭ (Edge AI) ʨʦʟʨʦʙʣʝʥʽ ʨʽʰʝʥʥʷ ʥʘ ʙʘʟʽ ʥʘʚʯʘʥʥʷ ʙʝʟ ʫʯʠʪʝʣʷ. 

ɺʦʜʥʦʯʘʩ ʧʦʰʠʨʝʥʽ ʘʣʛʦʨʠʪʤʠ ʥʘʚʯʘʥʥʷ ʟ ʧʽʜʢʨʽʧʣʝʥʥʷʤ (RL) ʪʘ 

ʽʤʽʪʘʮʽʡʥʦʛʦ ʥʘʚʯʘʥʥʷ (Imitation Learning), ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʘʢʪʠʚʥʫ 

ʧʨʦʪʠʜʽʶ ʪʘ ʫʥʠʢʥʝʥʥʷ ʧʝʨʝʰʢʦʜ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ʇʦʨʽʚʥʷʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʟʘʭʠʩʪʫ ɹʇʃɸ ʥʘʚʝʜʝʥʦ 

ʚ ʪʘʙʣ. 1. 
ʊʘʙʣʠʮʷ 1. ʇʦʨʽʚʥʷʥʥʷ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʣʷ ʧʨʦʪʠʜʽʾ ʈɽɹ. 

ɸʣʛʦʨʠʪʤ ɿʘʚʜʘʥʥʷ ʊʦʯʥʽʩʪʴ 
ʆʙʯʠʩʣʶʚʘʣʴʥʘ 

ʩʢʣʘʜʥʽʩʪʴ 
ʇʝʨʝʚʘʛʠ ʅʝʜʦʣʽʢʠ 

XGBoost / 

Random 

Forest 

ɺʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

(Spoofing/Jamming) 

ʧʦ ʪʝʣʝʤʝʪʨʽʾ 

ɺʠʩʦʢʘ 

(F1 ~ 

0.99) 
ʉʝʨʝʜʥʷ 

ɺʠʩʦʢʘ ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʴ 

(Feature Importance), ʥʝ 

ʧʦʪʨʝʙʫʻ ʜʦʜʘʪʢʦʚʦʛʦ 

ʨʘʜʽʦʦʙʣʘʜʥʘʥʥʷ 

ɿʘʣʝʞʥʽʩʪʴ ʚʽʜ ʥʘʷʚʥʦʩʪʽ 

ʷʢʽʩʥʠʭ ʣʦʛ-ʬʘʡʣʽʚ ʜʣʷ 

ʥʘʚʯʘʥʥʷ 

Isolation 

Forest 

ɺʠʷʚʣʝʥʥʷ ʨʘʜʽʦʟʘʚʘʜ 

ʥʘ ʬʽʟʠʯʥʦʤʫ ʨʽʚʥʽ 

(Edge AI) 
ɺʠʩʦʢʘ ʅʠʟʴʢʘ 

ʅʘʚʯʘʥʥʷ ʙʝʟ ʫʯʠʪʝʣʷ, 

ʽʜʝʘʣʴʥʦ ʧʽʜʭʦʜʠʪʴ ʜʣʷ 

ʩʣʘʙʢʠʭ ʙʦʨʪʦʚʠʭ 

ʢʦʤʧ'ʶʪʝʨʽʚ 

ʈʠʟʠʢ ʭʠʙʥʠʭ 

ʩʧʨʘʮʴʦʚʫʚʘʥʴ ʥʘ 

ʧʨʠʨʦʜʥʠʡ ʰʫʤ ʙʝʟ 

ʤʦʜʫʣʽʚ ʬʽʣʴʪʨʘʮʽʾ 

ɻʣʠʙʦʢʝ 

ʥʘʚʯʘʥʥʷ 

(CNN, 

Autoencoders) 

ʂʣʘʩʠʬʽʢʘʮʽʷ 

ʤʦʜʫʣʷʮʠʠ ʪʘ ʘʥʘʣʽʟ 

I/Q ʩʧʝʢʪʨʫ 

ɼʫʞʝ 

ʚʠʩʦʢʘ 
ɺʠʩʦʢʘ 

ɿʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ 

ʩʢʣʘʜʥʽ ʧʘʪʝʨʥʠ ʧʝʨʝʰʢʦʜ 

ʜʦ ʧʘʜʽʥʥʷ ʷʢʦʩʪʽ ʟʚ'ʷʟʢʫ 

ɺʠʩʦʢʝ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, 

ʩʢʣʘʜʥʽʩʪʴ ʨʦʟʛʦʨʪʘʥʥʷ 

ʥʘ ʤʘʣʠʭ ɹʇʃɸ 

ɯʤʽʪʘʮʽʡʥʝ 

ʥʘʚʯʘʥʥʷ 

(Imitation 

Learning) 

ɸʢʪʠʚʥʘ ʧʨʦʪʠʜʽʷ ʪʘ 

ʧʝʨʝʙʫʜʦʚʘ ʯʘʩʪʦʪ 
ɺʠʩʦʢʘ ʉʝʨʝʜʥʷ 

ʄʠʪʪʻʚʝ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʴ, ʫʥʠʢʥʝʥʥʷ 

çʧʨʦʢʣʷʪʪʷ ʨʦʟʤʽʨʥʦʩʪʽè 

ʇʦʪʨʝʙʫʻ ʽʩʪʦʨʠʯʥʠʭ 

(ʝʪʘʣʦʥʥʠʭ) ʪʨʘʻʢʪʦʨʽʡ 

ʚʽʜ ʘʣʛʦʨʠʪʤʽʚ-ʝʢʩʧʝʨʪʽʚ 

Multi -Agent 

RL (MARL)  

ʂʦʦʧʝʨʘʪʠʚʥʝ 

ʫʥʠʢʥʝʥʥʷ ʟʘʚʘʜ (ʜʣʷ 

ʨʦʾʚ ɹʇʃɸ) 
ɺʠʩʦʢʘ ɼʫʞʝ ʚʠʩʦʢʘ 

ɼʝʮʝʥʪʨʘʣʽʟʦʚʘʥʘ 

ʦʧʪʠʤʽʟʘʮʽʷ ʨʘʜʽʦʩʧʝʢʪʨʫ 

ʪʘ ʧʦʪʫʞʥʦʩʪʽ ʚʩʽʻʾ ʤʝʨʝʞʽ 

ʊʨʠʚʘʣʠʡ ʯʘʩ ʟʙʽʞʥʦʩʪʽ 

ʚ ʜʠʥʘʤʽʯʥʠʭ ʫʤʦʚʘʭ 
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ɺʠʙʽʨ ʘʣʛʦʨʠʪʤʫ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʠʤʦʛ ʱʦʜʦ ʥʘʷʚʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ 

ʧʦʪʫʞʥʦʩʪʝʡ ɹʇʃɸ, ʪʠʧʫ ʟʘʛʨʦʟʠ (ʧʽʜʤʽʥʘ ʯʠ ʛʣʫʰʽʥʥʷ), ʚʠʤʦʛ ʜʦ ʰʚʠʜʢʦʩʪʽ 

ʨʝʘʢʮʽʾ ʪʘ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ. 

ɸʥʘʣʽʟ ʥʘʚʝʜʝʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʥʘʜʘʪʠ 

ʥʘʩʪʫʧʥʽ ʨʝʢʦʤʝʥʜʘʮʽʾ ʱʦʜʦ ʾʭ ʚʠʢʦʨʠʩʪʘʥʥʷ: 

- Isolation Forest - ʽʜʝʘʣʴʥʠʡ ʜʣʷ ʤʽʢʨʦʢʦʥʪʨʦʣʝʨʽʚ ʪʘ ʧʝʨʝʥʦʩʥʠʭ 

ʧʨʠʩʪʨʦʾʚ ʪʠʧʫ Edge AI ʜʣʷ ʙʘʟʦʚʦʛʦ ʜʝʪʝʢʪʫʚʘʥʥʷ ʟʘʚʘʜ. ɿʘʚʜʷʢʠ ʥʘʚʯʘʥʥʶ 

ʙʝʟ ʫʯʠʪʝʣʷ ʪʘ ʥʘʜʟʚʠʯʘʡʥʦ ʥʠʟʴʢʠʤ ʚʠʤʦʛʘʤ ʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ, 

ʮʝʡ ʘʣʛʦʨʠʪʤ ʤʦʞʝ ʙʫʪʠ ʨʦʟʛʦʨʥʫʪʠʡ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʙʦʨʪʫ ʤʘʣʦʛʦ ɹʇʃɸ. 

ʋ ʢʦʤʙʽʥʘʮʽʾ ʟ ʜʦʜʘʪʢʦʚʠʤʠ ʣʦʛʽʯʥʠʤʠ ʬʽʣʴʪʨʘʤʠ (ʥʘʧʨʠʢʣʘʜ, ʤʦʜʫʣʝʤ 

Majority Rule) ʚʽʥ ʜʦʟʚʦʣʷʻ ʝʬʝʢʪʠʚʥʦ ʚʠʷʚʣʷʪʠ ʧʦʩʪʽʡʥʽ ʪʘ ʧʝʨʽʦʜʠʯʥʽ ʘʪʘʢʠ 

ʛʣʫʰʽʥʥʷ, ʩʫʪʪʻʚʦ ʟʥʠʞʫʶʯʠ ʢʽʣʴʢʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ ʚʽʜ ʧʨʠʨʦʜʥʦʛʦ 

ʬʦʥʦʚʦʛʦ ʰʫʤʫ. 

- XGBoost ʪʘ ʢʣʘʩʠʯʥʽ ʜʝʨʝʚʘ ʨʽʰʝʥʴ (Random Forest) - ʯʫʜʦʚʦ 

ʧʨʘʮʶʶʪʴ ʥʘ ʤʘʣʦʧʦʪʫʞʥʠʭ ʙʦʨʪʦʚʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ ʜʣʷ ʘʥʘʣʽʟʫ ʪʝʣʝʤʝʪʨʽʾ. 

ɺʦʥʠ ʜʝʤʦʥʩʪʨʫʶʪʴ ʥʘʜʟʚʠʯʘʡʥʦ ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ (F1-score ʥʘʙʣʠʞʘʻʪʴʩʷ ʜʦ 

0.998) ʫ ʨʦʟʧʽʟʥʘʚʘʥʥʽ ʘʥʦʤʘʣʽʡ ʚʽʜ GPS-ʩʧʫʬʽʥʛʫ ʪʘ ʛʣʫʰʽʥʥʷ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʠʢʣʶʯʥʦ ʰʪʘʪʥʽ ʣʦʛ-ʬʘʡʣʠ ʧʦʣʴʦʪʫ (ʰʚʠʜʢʽʩʪʴ, 

ʢʦʦʨʜʠʥʘʪʠ, ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʢʫʨʩʫ). ɰʭʥʷ ʛʦʣʦʚʥʘ ʧʝʨʝʚʘʛʘ - ʚʠʩʦʢʘ 

ʽʥʪʝʨʧʨʝʪʦʚʘʥʽʩʪʴ ʨʽʰʝʥʴ: ʘʣʛʦʨʠʪʤʠ ʜʦʟʚʦʣʷʶʪʴ ʯʽʪʢʦ ʚʠʟʥʘʯʠʪʠ, ʷʢʽ ʩʘʤʝ 

ʧʘʨʘʤʝʪʨʠ ʘʙʦ ʩʝʥʩʦʨʠ ʚʢʘʟʫʶʪʴ ʥʘ ʘʪʘʢʫ, ʱʦ ʧʽʜʚʠʱʫʻ ʜʦʚʽʨʫ ʜʦ 

ʘʚʪʦʥʦʤʥʠʭ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ. 

- ɻʣʠʙʦʢʽ ʥʝʡʨʦʤʝʨʝʞʽ (CNN, Autoencoders) - ʥʘʡʝʬʝʢʪʠʚʥʽʰʽ ʜʣʷ 

ʥʘʟʝʤʥʠʭ ʩʪʘʥʮʽʡ ʢʝʨʫʚʘʥʥʷ ʘʙʦ ʚʘʞʢʠʭ ɹʇʃɸ ʟ ʧʦʪʫʞʥʠʤʠ ʙʦʨʪʦʚʠʤʠ 

ʦʙʯʠʩʣʶʚʘʯʘʤʠ. ʎʽ ʤʦʜʝʣʽ ʟʜʘʪʥʽ ʘʥʘʣʽʟʫʚʘʪʠ çʩʠʨʽè I/Q-ʜʘʥʽ ʨʘʜʽʦʝʬʽʨʫ ʪʘ 

ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʩʢʣʘʜʥʽ ʪʠʧʠ ʤʦʜʫʣʷʮʽʾ ʧʝʨʝʰʢʦʜ. ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʚʠʩʦʢʝ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, ʚʦʥʠ ʧʝʨʝʚʝʨʰʫʶʪʴ ʽʥʰʽ ʤʝʪʦʜʠ ʫ ʟʜʘʪʥʦʩʪʽ ʚʠʷʚʣʷʪʠ 

ʧʨʠʭʦʚʘʥʽ ʧʘʪʝʨʥʠ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʠʭ ʘʪʘʢ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʬʽʟʠʯʥʦʤʫ ʨʽʚʥʽ 

ʱʝ ʜʦ ʪʦʛʦ, ʷʢ ʟʚ'ʷʟʦʢ ʙʫʜʝ ʢʨʠʪʠʯʥʦ ʧʦʨʫʰʝʥʦ. 

- ɯʤʽʪʘʮʽʡʥʝ ʥʘʚʯʘʥʥʷ (Imitation Learning) - ʦʧʪʠʤʘʣʴʥʦ ʧʽʜʭʦʜʠʪʴ ʜʣʷ 

ʜʠʥʘʤʽʯʥʦʛʦ ʧʝʨʝʤʠʢʘʥʥʷ ʯʘʩʪʦʪ (Frequency Hopping) ʫ ʩʠʩʪʝʤʘʭ ʟ 

ʞʦʨʩʪʢʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʟʘʪʨʠʤʦʢ (Low Latency). ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʦʛʦ 

ʥʘʚʯʘʥʥʷ ʟ ʧʽʜʢʨʽʧʣʝʥʥʷʤ, ʷʢʝ ʚʠʤʘʛʘʻ ʪʨʠʚʘʣʦʛʦ ʯʘʩʫ ʥʘ ʟʙʽʞʥʽʩʪʴ ʫ 

ʜʠʥʘʤʽʯʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ, ʽʤʽʪʘʮʽʡʥʝ ʥʘʚʯʘʥʥʷ ʜʦʟʚʦʣʷʻ ʤʝʨʝʞʽ ɹʇʃɸ 

ʰʚʠʜʢʦ ʧʝʨʝʡʤʘʪʠ ʛʦʪʦʚʠʡ ʝʪʘʣʦʥʥʠʡ ʜʦʩʚʽʜ ʫʥʠʢʥʝʥʥʷ ʟʘʚʘʜ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ 
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ʤʠʪʪʻʚʫ ʨʝʘʢʮʽʶ ʥʘ ʜʠʥʘʤʽʯʥʽ ʘʙʦ ʩʢʘʥʫʶʯʽ (sweep) ʟʘʚʘʜʠ ʽ ʜʦʟʚʦʣʷʻ ʦʙʽʡʪʠ 

ʧʨʦʙʣʝʤʫ "ʧʨʦʢʣʷʪʪʷ ʨʦʟʤʽʨʥʦʩʪʽ" ʧʨʠ ʦʙʯʠʩʣʝʥʥʷʭ. 

- Multi -Agent Reinforcement Learning (MARL) - ʝʬʝʢʪʠʚʥʠʡ ʧʽʜʭʽʜ ʜʣʷ 

ʨʦʟʧʦʜʽʣʝʥʠʭ ʟʘʚʜʘʥʴ ʫ ʬʦʨʤʘʪʽ "ʨʦʟʫʤʥʠʡ ʨʽʡ" (UAV swarms) ʧʨʠ ʧʨʦʪʠʜʽʾ 

ʩʢʦʦʨʜʠʥʦʚʘʥʠʤ ʘʪʘʢʘʤ ʟ ʢʽʣʴʢʦʭ ʜʞʝʨʝʣ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʨʠʥʮʠʧʠ ʪʝʦʨʽʾ 

ʽʛʦʨ, MARL ʜʦʟʚʦʣʷʻ ʛʨʫʧʽ ʜʨʦʥʽʚ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʜʝʮʝʥʪʨʘʣʽʟʦʚʘʥʦ: ʚʦʥʠ 

ʩʧʽʣʴʥʦ ʡ ʘʜʘʧʪʠʚʥʦ ʦʧʪʠʤʽʟʫʶʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʦʩʪʫʧʥʦʛʦ ʨʘʜʽʦʩʧʝʢʪʨʫ, 

ʨʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʧʨʦʩʪʦʨʦʚʽ ʤʘʨʰʨʫʪʠ, ʩʪʚʦʨʶʶʯʠ ʢʦʣʝʢʪʠʚʥʠʡ 

ʽʤʫʥʽʪʝʪ ʜʦ ʟʘʩʦʙʽʚ ʈɽɹ ʩʫʧʨʦʪʠʚʥʠʢʘ. 
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DYNAMIC ADAPTATION OF RADIO COMMUNICATION QUALITY  

METRICS FOR UNMANNED SURFACE VEHICLES UNDER EW CONDITIONS  
 

This paper determines the key quality metrics of radio communication for unmanned 

surface vehicles (USVs). It shows that the requirements for metrics are not static and should 

dynamically adapt depending on the mission phase and the level of electronic warfare (EW) 

threats. The necessity of balancing parameters such as signal-to-noise ratio, throughput, delay, 

and bit error rate is highlighted, taking into account the psychophysiological characteristics of 

operators. 

 

ʆʨʛʘʥʽʟʘʮʽʷ ʥʘʜʽʡʥʦʛʦ ʨʘʜʽʦʟʚ'ʷʟʢʫ ʜʣʷ ʙʝʟʧʽʣʦʪʥʠʭ ʥʘʜʚʦʜʥʠʭ ʘʧʘʨʘʪʽʚ (ɹʅɸ) 

ʚʠʤʘʛʘʻ ʯʽʪʢʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʪʘʢʠʭ ʤʝʪʨʠʢ ʷʢʦʩʪʽ, ʷʢ ʚʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ (ʘʥʛʣ. 

Signal Noise Ratio SNR), ʧʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ (ʘʥʛʣ. Throughput), ʟʘʪʨʠʤʢʘ (ʘʥʛʣ. 

Latency), ʢʦʝʬʽʮʽʻʥʪ ʙʽʪʦʚʠʭ ʧʦʤʠʣʦʢ (ʘʥʛʣ. Bit Error Rate, BER) ʪʘ ʜʦʩʪʫʧʥʽʩʪʴ 

ʢʘʥʘʣʫ (ʘʥʛʣ. Availability). ʇʨʦʪʝ ʚʠʤʦʛʠ ʜʦ ʮʠʭ ʤʝʪʨʠʢ ʥʝ ʻ ʩʪʘʪʠʯʥʠʤʠ ʽ ʤʘʶʪʴ 

ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʚʘʪʠʩʷ ʟʘʣʝʞʥʦ ʚʽʜ ʧʦʪʦʯʥʦʾ ʬʘʟʠ ʤʽʩʽʾ ʪʘ ʨʽʚʥʷ ʟʘʛʨʦʟʠ ʚʽʜ ʟʘʩʦʙʽʚ 

ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʦʾ ʙʦʨʦʪʴʙʠ (ʈɽɹ) ʧʨʦʪʠʚʥʠʢʘ. 

ɺʽʜʥʦʰʝʥʥʷ ʩʠʛʥʘʣ/ʰʫʤ ʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ ʤʝʪʨʠʢʦʶ ʜʣʷ ʨʦʟʨʽʟʥʝʥʥʷ 

ʣʝʛʽʪʠʤʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʚʽʜ ʬʦʥʦʚʦʛʦ ʰʫʤʫ ʘʙʦ ʧʝʨʝʰʢʦʜ. ʍʦʨʦʰʠʡ ʜʽʘʧʘʟʦʥ SNR 

ʩʪʘʥʦʚʠʪʴ 25-40 ʜɹ, ʧʨʠʯʦʤʫ 41 ʜɹ ʘʙʦ ʚʠʱʝ ʚʚʘʞʘʻʪʴʩʷ ʚʽʜʤʽʥʥʠʤ, ʥʠʞʯʝ 10 ʜɹ 

ʟʚ'ʷʟʦʢ ʻ ʥʝʥʘʜʽʡʥʠʤ. SNR ʻ ʢʣʶʯʦʚʦʶ ʤʝʪʨʠʢʦʶ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʜʣʷ ʘʜʘʧʪʠʚʥʠʭ 

ʩʭʝʤ ʤʦʜʫʣʷʮʽʾ. 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ ʻ ʤʝʪʨʠʢʦʶ, ʱʦ ʚʠʟʥʘʯʘʻ ʦʙʩʷʛ ʜʘʥʠʭ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʧʝʨʝʜʘʥʽ ʯʝʨʝʟ ʤʝʨʝʞʫ ʟʘ ʧʝʚʥʠʡ ʧʨʦʤʽʞʦʢ ʯʘʩʫ. ʉʫʯʘʩʥʽ ɹʅɸ ʧʦʪʨʝʙʫʶʪʴ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʦʧʝʨʘʪʠʚʥʠʭ ʨʽʰʝʥʴ, ʱʦ ʚʢʣʶʯʘʻ ʨʝʛʫʣʷʨʥʫ 

ʧʝʨʝʜʘʯʫ ʪʝʣʝʤʝʪʨʠʯʥʠʭ ʜʘʥʠʭ, ʢʦʤʘʥʜ ʜʠʩʪʘʥʮʽʡʥʦʛʦ ʢʝʨʫʚʘʥʥʷ, ʚʽʜʝʦʧʦʪʦʢʽʚ 

ʚʠʩʦʢʦʾ ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ, ʘ ʪʘʢʦʞ ʽʥʬʦʨʤʘʮʽʾ ʟ ʨʘʜʘʨʥʠʭ ʩʠʩʪʝʤ ʪʘ 

ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʜʘʪʯʠʢʽʚ.  

ɿʘʪʨʠʤʢʘ ʚʠʤʽʨʶʻ ʯʘʩ, ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʜʘʥʠʭ ʚʽʜ ʜʞʝʨʝʣʘ ʜʦ 

ʧʫʥʢʪʫ ʧʨʠʟʥʘʯʝʥʥʷ. ɼʣʷ ʢʘʥʘʣʽʚ ʫʧʨʘʚʣʽʥʥʷ ɹʅɸ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʟʘʪʨʠʤʢʘ 

ʧʝʨʝʜʘʯʽ ʩʠʛʥʘʣʫ ʧʦʚʠʥʥʘ ʙʫʪʠ ʤʽʥʽʤʘʣʴʥʦʶ. ʎʝ ʦʩʦʙʣʠʚʦ ʢʨʠʪʠʯʥʦ ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʴ, ʱʦ ʚʢʣʶʯʘʶʪʴ ʰʚʠʜʢʽʩʥʝ ʤʘʥʝʚʨʫʚʘʥʥʷ, ʚʠʢʦʥʘʥʥʷ ʫʜʘʨʥʠʭ ʟʘʚʜʘʥʴ 

ʘʙʦ ʦʧʝʨʘʪʠʚʥʝ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʨʘʧʪʦʚʽ ʟʘʛʨʦʟʠ. ɼʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʫʶʪʴ, ʱʦ 

ʟʘʪʨʠʤʢʠ, ʷʢʽ ʧʝʨʝʚʠʱʫʶʪʴ 250 ʤʩ, ʩʪʘʶʪʴ ʧʦʤʽʪʥʠʤʠ ʜʣʷ ʦʧʝʨʘʪʦʨʽʚ 

ʽʥʪʝʨʘʢʪʠʚʥʠʭ ʜʦʜʘʪʢʽʚ ʽ ʩʫʪʪʻʚʦ ʧʦʛʽʨʰʫʶʪʴ ʷʢʽʩʪʴ ʫʧʨʘʚʣʽʥʥʷ. ɼʣʷ 

ʚʠʩʦʢʦʜʠʥʘʤʽʯʥʠʭ ʟʘʚʜʘʥʴ ʙʘʞʘʥʦ, ʱʦʙ ʟʘʪʨʠʤʢʘ ʥʝ ʧʝʨʝʚʠʱʫʚʘʣʘ ʜʝʩʷʪʢʠ 

ʤʽʣʽʩʝʢʫʥʜ. 

ʂʦʝʬʽʮʽʻʥʪ ʙʽʪʦʚʠʭ ʧʦʤʠʣʦʢ ʚʠʤʽʨʶʻ ʯʘʩʪʦʪʫ ʧʦʤʠʣʦʢ ʙʽʪʦʚʦʾ ʧʝʨʝʜʘʯʽ ʚ 

ʮʠʬʨʦʚʠʭ ʩʠʩʪʝʤʘʭ ʟʚ'ʷʟʢʫ, ʱʦ ʧʨʝʜʩʪʘʚʣʷʻ ʩʦʙʦʶ ʚʽʜʥʦʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

mailto:hrytsanzahar@lll.kpi.ua
mailto:maksimov46@ukr.net


 124 

ʧʦʤʠʣʢʦʚʠʭ ʙʽʪʽʚ ʜʦ ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʧʝʨʝʜʘʥʠʭ ʙʽʪʽʚ ʟʘ ʧʝʚʥʠʡ ʧʝʨʽʦʜ. ɺʠʩʦʢʠʡ 

BER ʦʟʥʘʯʘʻ ʧʦʰʢʦʜʞʝʥʥʷ ʜʘʥʠʭ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʚʪʦʨʥʠʭ ʧʝʨʝʜʘʯ ʘʙʦ 

ʥʝʧʨʠʜʘʪʥʦʾ ʽʥʬʦʨʤʘʮʽʾ. ʆʩʥʦʚʥʦʶ ʧʨʠʯʠʥʦʶ ʚʠʩʦʢʦʛʦ BER ʻ ʥʠʟʴʢʝ 

ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ SNR. ʆʪʞʝ, ʩʪʨʘʪʝʛʽʾ ʧʦʢʨʘʱʝʥʥʷ SNR, ʪʘʢʽ ʷʢ ʟʙʽʣʴʰʝʥʥʷ 

ʧʦʪʫʞʥʦʩʪʽ ʧʝʨʝʜʘʯʽ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʧʨʷʤʦʚʘʥʠʭ ʘʥʪʝʥ ʘʙʦ ʟʤʝʥʰʝʥʥʷ ʰʫʤʫ, 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʟʥʠʞʝʥʥʷ BER. 

ɼʦʩʪʫʧʥʽʩʪʴ ʢʘʥʘʣʫ  ʮʝ ʧʘʨʘʤʝʪʨ, ʱʦ ʭʘʨʘʢʪʝʨʠʟʫʻ ʯʘʩʪʢʫ ʯʘʩʫ, ʧʨʦʪʷʛʦʤ 

ʷʢʦʛʦ ʢʘʥʘʣ ʟʚ'ʷʟʢʫ ʻ ʧʨʘʮʝʟʜʘʪʥʠʤ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʥʝʦʙʭʽʜʥʫ ʷʢʽʩʪʴ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ. 

ɼʣʷ ʚʽʡʩʴʢʦʚʠʭ ʟʘʩʪʦʩʫʚʘʥʴ, ʦʩʦʙʣʠʚʦ ʜʣʷ ʥʘʜʢʨʠʪʠʯʥʠʭ ʢʘʥʘʣʽʚ, ʧʨʘʛʥʫʪʴ ʜʦ ʜʫʞʝ 

ʚʠʩʦʢʦʾ ʜʦʩʪʫʧʥʦʩʪʽ, ʥʘʧʨʠʢʣʘʜ, 99.999%. ʎʝ ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʥʘʜʽʡʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ, ʨʝʟʝʨʚʫʚʘʥʥʷ ʢʘʥʘʣʽʚ ʟʚ'ʷʟʢʫ ʪʘ ʚʨʘʭʫʚʘʥʥʷ ʚʧʣʠʚʫ 

ʥʘʚʢʦʣʠʰʥʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʽ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ. 

ʂʨʠʪʠʯʥʽ ʧʘʨʘʤʝʪʨʠ ʷʢʦʩʪʽ ʟʚôʷʟʢʫ ʜʣʷ ʨʽʟʥʠʭ ʜʘʥʠʭ ɹʅɸ ʥʘʚʝʜʝʥʦ ʚ ʪʘʙʣʠʮʽ 1. 

ʊʘʙʣʠʮʷ 1. ʂʨʠʪʠʯʥʽ ʧʘʨʘʤʝʪʨʠ ʷʢʦʩʪʽ ʟʚôʷʟʢʫ ʜʣʷ ʨʽʟʥʠʭ ʜʘʥʠʭ ɹʅɸ. 

ʊʠʧ ʜʘʥʠʭ 
ʂʣʶʯʦʚʽ 

ʧʘʨʘʤʝʪʨʠ 

ʈʝʢʦʤʝʥʜʦʚʘʥʽ/ʎʽʣʴʦʚʽ 

ʟʥʘʯʝʥʥʷ 

ʆʙˇʨʫʥʪʫʚʘʥʥʷ/ɺʧʣʠʚ ʥʘ 

ʤʽʩʽʶ 

ʂʦʤʘʥʜʠ 

ʫʧʨʘʚʣʽʥʥʷ 

(C2) 

ɿʘʪʨʠʤʢʘ, 

BER, 

ɼʦʩʪʫʧʥʽʩʪʴ 

ɿʘʪʨʠʤʢʘ: <(50-100) ʤʩ (ʜʣʷ 

ʜʠʥʘʤʽʯʥʠʭ ʦʧʝʨʘʮʽʡ);  

BER: <10
ī7

 ï 10
ī10

; 

ɼʦʩʪʫʧʥʽʩʪʴ: > 99.99% 

ʂʨʠʪʠʯʥʦ ʜʣʷ ʦʧʝʨʘʪʠʚʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ, ʤʘʥʝʚʨʫʚʘʥʥʷ, 

ʫʥʠʢʥʝʥʥʷ ʟʽʪʢʥʝʥʴ, ʚʠʢʦʥʘʥʥʷ 

ʪʦʯʥʠʭ ʟʘʚʜʘʥʴ. ɺʪʨʘʪʘ ʘʙʦ 

ʩʧʦʪʚʦʨʝʥʥʷ ʢʦʤʘʥʜ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʪʨʘʪʠ ɹʅɸ ʘʙʦ 

ʧʨʦʚʘʣʫ ʤʽʩʽʾ. 

ʊʝʣʝʤʝʪʨʽʷ 

(ʢʨʠʪʠʯʥʘ: 

ʥʘʚʽʛʘʮʽʷ, 

ʩʪʘʥ) 

ʇʨʦʧʫʩʢʥʘ 

ʟʜʘʪʥʽʩʪʴ, 

ɿʘʪʨʠʤʢʘ, 

BER, 

ɼʦʩʪʫʧʥʽʩʪʴ 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ: 

ʜʝʩʷʪʢʠ-ʩʦʪʥʽ ʢʙʽʪ/ʩ;  

ɿʘʪʨʠʤʢʘ: < 1 ʩ;  

BER: <10
ī6
; ɼʦʩʪʫʧʥʽʩʪʴ: > 

99.9% 

ɺʘʞʣʠʚʦ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ 

ʩʪʘʥʫ ɹʅɸ, ʡʦʛʦ 

ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ, 

ʟʘʣʠʰʢʦʚʦʛʦ ʨʝʩʫʨʩʫ. 

ɿʘʪʨʠʤʢʠ ʪʘ ʧʦʤʠʣʢʠ ʤʦʞʫʪʴ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʥʝʧʨʘʚʠʣʴʥʦʾ 

ʦʮʽʥʢʠ ʩʠʪʫʘʮʽʾ ʦʧʝʨʘʪʦʨʦʤ. 

ɺʽʜʝʦʧʦʪʽʢ 

(ʚʠʩʦʢʦʾ 

ʨʦʟʜʽʣʴʥʦʾ 

ʟʜʘʪʥʦʩʪʽ) 

ʇʨʦʧʫʩʢʥʘ 

ʟʜʘʪʥʽʩʪʴ, 

ɿʘʪʨʠʤʢʘ, 

BER, SNR 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ: (1-10) 

ʄʙʽʪ/ʩ (ʟʘʣʝʞʥʦ ʚʽʜ 

ʨʦʟʜʽʣʴʥʦʾ ʟʜʘʪʥʦʩʪʽ ʪʘ 

ʢʦʜʝʢʘ, ʥʘʧʨʠʢʣʘʜ, 0,7 ʄʙʽʪ/ʩ 

ʜʣʷ 720p H.265 2);  

ɿʘʪʨʠʤʢʘ: <250-500 ʤʩ;  

BER: <10
ī5

; SNR: > 15-20 ʜɹ 

ʅʝʦʙʭʽʜʥʦ ʜʣʷ ʨʦʟʚʽʜʢʠ, 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʮʽʣʝʡ, ʦʮʽʥʢʠ 

ʦʙʩʪʘʥʦʚʢʠ. ʅʠʟʴʢʘ ʷʢʽʩʪʴ ʘʙʦ 

ʧʝʨʝʨʠʚʘʥʥʷ ʚʽʜʝʦ ʟʥʠʞʫʻ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʽʩʽʾ. 

ɼʘʥʽ ʟ 

ʩʝʥʩʦʨʽʚ 

(ʨʘʜʘʨ, 

ʛʽʜʨʦʣʦʢʘʪʦʨ 

ʪʦʱʦ) 

ʇʨʦʧʫʩʢʥʘ 

ʟʜʘʪʥʽʩʪʴ, 

ɿʘʪʨʠʤʢʘ, 

BER 

ɿʘʣʝʞʠʪʴ ʚʽʜ ʪʠʧʫ ʩʝʥʩʦʨʘ ʪʘ 

ʦʙʩʷʛʫ ʜʘʥʠʭ; ʤʦʞʝ ʚʠʤʘʛʘʪʠ 

ʚʽʜ ʩʦʪʝʥʴ ʢʙʽʪ/ʩ ʜʦ ʢʽʣʴʢʦʭ 

ʄʙʽʪ/ʩ; ɿʘʪʨʠʤʢʘ: ʟʘʣʝʞʠʪʴ 

ʚʽʜ ʢʨʠʪʠʯʥʦʩʪʽ ʜʘʥʠʭ;  

BER: <10
ī6

 

ɺʘʞʣʠʚʦ ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ 

ʧʦʚʥʦʾ ʢʘʨʪʠʥʠ ʦʙʩʪʘʥʦʚʢʠ, 

ʚʠʷʚʣʝʥʥʷ 

ʧʽʜʚʦʜʥʠʭ/ʥʘʜʚʦʜʥʠʭ ʦʙ'ʻʢʪʽʚ. 

ʇʝʨʝʜʘʯʘ 

ʬʘʡʣʽʚ (ʥʝ ʚ 

ʨʝʘʣʴʥʦʤʫ 

ʯʘʩʽ) 

ʇʨʦʧʫʩʢʥʘ 

ʟʜʘʪʥʽʩʪʴ, 

BER 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ: 

ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʘ; BER: 

ʚʘʞʣʠʚʘ ʮʽʣʽʩʥʽʩʪʴ ʬʘʡʣʫ 

ɼʣʷ ʧʝʨʝʜʘʯʽ ʟʽʙʨʘʥʠʭ ʜʘʥʠʭ, 

ʦʥʦʚʣʝʥʥʷ ʇɿ. ɿʘʪʨʠʤʢʘ ʤʝʥʰ 

ʢʨʠʪʠʯʥʘ. 

 

ʇʽʜ ʯʘʩ ʪʨʘʥʟʠʪʫ ɹʅɸ ʜʦ ʨʘʡʦʥʫ ʦʧʝʨʘʮʽʾ ʚʠʤʦʛʠ ʜʦ ʟʘʪʨʠʤʢʠ ʪʘ ʧʨʦʧʫʩʢʥʦʾ 

ʟʜʘʪʥʦʩʪʽ (ʥʘʧʨʠʢʣʘʜ, ʜʣʷ ʧʝʨʝʜʘʯʽ ʚʽʜʝʦ) ʤʦʞʫʪʴ ʙʫʪʠ ʚʽʜʥʦʩʥʦ ʥʠʟʴʢʠʤʠ, ʘʣʝ ʚʦʥʠ 
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ʩʪʘʶʪʴ ʢʨʠʪʠʯʥʠʤʠ ʧʽʜ ʯʘʩ ʘʢʪʠʚʥʦʛʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʘʙʦ ʘʪʘʢʠ. ʋ ʨʘʟʽ ʚʠʷʚʣʝʥʥʷ ʘʢʪʠʚʥʦʾ 

ʨʦʙʦʪʠ ʟʘʩʦʙʽʚ ʈɽɹ ʤʦʞʝ ʚʠʥʠʢʥʫʪʠ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʝʨʝʤʠʢʘʥʥʷ ʥʘ ʙʽʣʴʰ ʩʪʽʡʢʠʡ, ʭʦʯʘ ʡ 

ʤʝʥʰ ʰʚʠʜʢʽʩʥʠʡ ʢʘʥʘʣ ʟʚ'ʷʟʢʫ. ʎʝ ʚʠʤʘʛʘʻ ʟʤʽʥʠ ʧʨʽʦʨʠʪʝʪʽʚ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʟʦʢʨʝʤʘ, 

ʩʚʽʜʦʤʦʛʦ ʟʥʠʞʝʥʥʷ ʷʢʦʩʪʽ ʚʽʜʝʦʟʦʙʨʘʞʝʥʥʷ ʟʘʨʘʜʠ ʟʙʝʨʝʞʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʢʘʥʘʣʫ 

ʢʝʨʫʚʘʥʥʷ ʘʧʘʨʘʪʦʤ. ɺʽʜʧʦʚʽʜʥʦ, ʢʦʤʫʥʽʢʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ɹʅɸ ʧʦʚʠʥʥʘ ʤʘʪʠ ʟʜʘʪʥʽʩʪʴ 

ʜʠʥʘʤʽʯʥʦ ʘʜʘʧʪʫʚʘʪʠ ʧʨʦʬʽʣʽ ʤʝʪʨʠʢ (ʥʘʧʨʠʢʣʘʜ, ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʘʣʛʦʨʠʪʤʽʚ 

ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ), ʨʝʘʛʫʶʯʠ ʥʘ ʧʦʪʦʯʥʠʡ ʢʦʥʪʝʢʩʪ ʦʧʝʨʘʮʽʾ. 

ʊʘʢʦʞ ʥʝʦʙʭʽʜʥʦ ʨʦʟʫʤʽʪʠ ʚʟʘʻʤʦʟʘʣʝʞʥʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ ʢʘʥʘʣʫ. ʉʧʨʦʙʘ ʟʤʝʥʰʠʪʠ 

BER ʰʣʷʭʦʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʽʥʪʝʥʩʠʚʥʽʰʦʛʦ ʢʦʜʫʚʘʥʥʷ ʥʝʤʠʥʫʯʝ ʟʙʽʣʴʰʫʻ ʥʘʜʣʠʰʢʦʚʽʩʪʴ, 

ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʨʦʩʪʘʥʥʷ ʟʘʪʨʠʤʢʠ ʪʘ ʟʤʝʥʰʝʥʥʷ ʢʦʨʠʩʥʦʾ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ. 

ɸʥʘʣʦʛʽʯʥʠʤ ʯʠʥʦʤ, ʟʙʽʣʴʰʝʥʥʷ ʧʦʪʫʞʥʦʩʪʽ ʧʝʨʝʜʘʚʘʯʘ ʟ ʤʝʪʦʶ ʧʦʢʨʘʱʝʥʥʷ SNR 

ʚʠʢʣʠʢʘʻ ʰʚʠʜʰʠʡ ʨʦʟʨʷʜ ʙʘʪʘʨʝʾ ʪʘ ʧʽʜʚʠʱʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ɹʅɸ ʟʘʩʦʙʘʤʠ 

ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʦʾ ʨʦʟʚʽʜʢʠ ʧʨʦʪʠʚʥʠʢʘ. ʊʘʢʠʤ ʯʠʥʦʤ, ʦʧʪʠʤʽʟʘʮʽʷ ʧʘʨʘʤʝʪʨʽʚ ʻ ʩʢʣʘʜʥʠʤ 

ʢʦʤʧʨʦʤʽʩʦʤ, ʷʢʠʡ ʤʘʻ ʚʽʜʧʦʚʽʜʘʪʠ ʧʦʪʦʯʥʠʤ ʟʘʚʜʘʥʥʷʤ ʪʘ ʦʙʤʝʞʝʥʥʷʤ ʤʽʩʽʾ. 

ʆʢʨʝʤʠʤ ʬʘʢʪʦʨʦʤ, ʱʦ ʚʧʣʠʚʘʻ ʥʘ ʚʠʟʥʘʯʝʥʥʷ ʚʠʤʦʛ ʜʦ ʟʘʪʨʠʤʢʠ ʪʘ ʷʢʦʩʪʽ ʚʽʜʝʦ, ʻ 

ʧʩʠʭʦʬʽʟʽʦʣʦʛʽʯʥʽ ʦʩʦʙʣʠʚʦʩʪʽ ʦʧʝʨʘʪʦʨʘ. ʅʘʜʤʽʨʥʘ ʟʘʪʨʠʤʢʘ ʩʠʛʥʘʣʫ ʘʙʦ ʥʠʟʴʢʘ ʷʢʽʩʪʴ 

ʟʦʙʨʘʞʝʥʥʷ (ʘʨʪʝʬʘʢʪʠ, ʪʨʝʤʪʽʥʥʷ) ʤʦʞʫʪʴ ʩʧʨʠʯʠʥʷʪʠ ʰʚʠʜʢʫ ʚʪʦʤʫ ʦʧʝʨʘʪʦʨʘ, 

ʟʙʽʣʴʰʫʚʘʪʠ ʯʘʩ ʡʦʛʦ ʨʝʘʢʮʽʾ, ʧʨʦʚʦʢʫʚʘʪʠ ʧʦʤʠʣʢʠ ʫ ʧʨʠʡʥʷʪʪʽ ʨʽʰʝʥʴ ʽ ʥʘʚʽʪʴ ʚʠʢʣʠʢʘʪʠ 

ʩʠʤʧʪʦʤʠ, ʩʭʦʞʽ ʥʘ çʤʦʨʩʴʢʫ ʭʚʦʨʦʙʫè. 

ɺʠʩʥʦʚʢʠ. ɺʠʟʥʘʯʝʥʥʷ ʤʝʪʨʠʢ ʷʢʦʩʪʽ ʟʚ'ʷʟʢʫ ʜʣʷ ʩʫʯʘʩʥʠʭ ɹʅɸ ʚʠʭʦʜʠʪʴ ʟʘ ʤʝʞʽ 

ʩʫʪʦ ʪʝʭʥʽʯʥʦʾ ʟʘʜʘʯʽ, ʦʩʢʽʣʴʢʠ ʧʦʪʨʝʙʫʻ ʧʦʰʫʢʫ ʢʦʤʧʨʦʤʽʩʫ ʤʽʞ ʧʨʦʜʫʢʪʠʚʥʽʩʪʶ ʢʘʥʘʣʫ, 

ʪʘʢʪʠʯʥʠʤʠ ʫʤʦʚʘʤʠ ʪʘ ʣʶʜʩʴʢʠʤ ʬʘʢʪʦʨʦʤ. ɼʠʥʘʤʽʯʥʘ ʘʜʘʧʪʘʮʽʷ ʧʘʨʘʤʝʪʨʽʚ ʟʚ'ʷʟʢʫ, ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʟʘʛʨʦʟ ʈɽɹ ʪʘ ʝʨʛʦʥʦʤʽʯʥʠʭ ʩʪʘʥʜʘʨʪʽʚ, ʻ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʝʬʝʢʪʠʚʥʦʛʦ 

ʚʠʢʦʥʘʥʥʷ ʤʦʨʩʴʢʠʭ ʤʽʩʽʡ. 
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ʉʝʢʮʽʷ 2. ʄʝʨʝʞʥʽ, ʦʧʪʦʚʦʣʦʢʦʥʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʙʝʟʧʝʢʘ 
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ɺʃɸʉʅɯ ʍɺʀʃɯ ʅɽʉʂɯʅʏɽʁʅʀʍ ʉʀʉʊɽʄ ɿɺôʗɿɸʅʀʍ  

ɼɯɽʃɽʂʊʈʀʏʅʀʍ ʈɽɿʆʅɸʊʆʈɯɺ ɿ ɺʀʈʆɼɾɽʅʀʄʀ ʊʀʇɸʄʀ ʂʆʃʀɺɸʅʔ 
 

ʅʘ ʦʩʥʦʚʽ ʪʝʦʨʽʾ ʟʙʫʨʝʥʴ, ʨʦʟʚʠʚʘʻʪʴʩʷ ʝʣʝʢʪʨʦʤʘʛʥʽʪʥʘ ʤʦʜʝʣʴ ʦʧʠʩʫ ʭʚʠʣʝʚʦʜʽʚ 

ʦʧʪʠʯʥʦʛʦ ʜʽʘʧʘʟʦʥʫ, ʧʦʙʫʜʦʚʘʥʠʭ ʥʘ ʦʩʥʦʚʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ɼʽʝʣʝʢʪʨʠʯʥʠʭ ʈʝʟʦʥʘʪʦʨʘʭ 

(ɼʈ) ʟ ʚʠʨʦʜʞʝʥʠʤʠ ʢʦʣʠʚʘʥʥʷʤʠ ʰʝʧʦʯʫʯʝʡ ʛʘʣʝʨʝʾ. ɺʠʚʦʜʷʪʴʩʷ ʟʘʛʘʣʴʥʽ ʩʠʩʪʝʤʠ 

ʨʽʚʥʷʥʴ, ʷʢʠ ʦʧʠʩʫʶʪʴ ʯʘʩʪʦʪʥʽ ʟʘʣʝʞʥʦʩʪʽ ʬʘʟʦʚʠʭ ʪʘ ʘʤʧʣʽʪʫʜʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʣʽʥʽʡ 

ʨʽʟʥʠʭ ʚʠʜʽʚ, ʧʦʙʫʜʦʚʘʥʠʭ ʥʘ ʦʜʥʦ- ʜʚʦʭ- ʪʘ ʪʨʴʦʭ-ʚʠʤʽʨʥʠʭ ʩʪʨʫʢʪʫʨʘʭ ʟʚôʷʟʘʥʠʭ 

ʨʝʟʦʥʘʪʦʨʽʚ ʟ ʚʠʨʦʜʞʝʥʠʤʠ ʢʦʣʠʚʘʥʥʷʤʠ. ʆʪʨʠʤʘʥʽ ʟʘʛʘʣʴʥʽ ʩʠʩʪʝʤʠ ʨʽʚʥʷʥʴ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʯʘʩʪʦʪʥʠʭ ʟʘʣʝʞʥʦʩʪʝʡ ʘʤʧʣʽʪʫʜʥʠʭ ʧʘʨʘʤʝʪʨʽʚ 

ʚʣʘʩʥʠʭ ʭʚʠʣʴ.  ʇʨʝʜʩʪʘʚʣʝʥʘ ʤʝʪʦʜʠʢʘ ʻ ʦʩʥʦʚʦʶ ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ, ʦʧʪʠʤʽʟʘʮʽʾ ʪʘ 

ʧʦʙʫʜʦʚʠ ʰʠʨʦʢʦʛʦ ʢʣʘʩʫ ʧʨʠʩʪʨʦʾʚ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʦʧʪʠʯʥʦʛʦ ʟʚ'ʷʟʢʫ.    

 

Dielectric resonators with whispering gallery modes (WGM) are the main 

elements of a wide class of filters, delay lines, sensors and many other elements of 

optical integrated circuits [1 - 32].  
 

 
 

Fig. 1. Phase (b) and amplitude (c) frequency dependencies for one-dimensional (a) infinite 

lattices of dielectric resonators with tree degenerate types of eigenoscillations. The coupling 

coefficients between the resonators chosen arbitrarily: (b, c): 0k 0,03= ; 
11
12 0,01 0,001ik = - ;.

21
12 0,02 0,003ik = - ; 

31
12 0,03 0,002ik =- - ; 

12
12 0,01 0,001ik = - ; 

22
12 0,015 0,002ik = - ; 

22
12 0,015 0,002ik = + ; 

13
12 0,025 0,002ik =- + ; 

23
12 0,025 0,003ik = - ; 

33
12 0,05 0,003ik =- + ; 

WGM usually are degenerate in frequency, which significantly complicates the 

calculation of the parameters of complex structures with such resonators. The aim 

of this study is to develop analytical methods for calculating and analyzing of 

complex structures with DR excited by frequency-degenerate oscillations. 
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Fig. 2. Phase (b) and amplitude (c) frequency dependencies for two-dimensional (a)   (J 2= ) 

infinite lattices of dielectric resonators with two degenerate eigenoscillations. Here the coupling 

coefficients between DR were chosen arbitrarily: (b, c): 0k 0,04= ; 
ee
x 0,04 i0,0004k = - ; 

oo
x 0,02 i0,0003k = + ; 

eo
x 0,0035 i0,0002k = + ; 

ee
z 0,03 i0,0003k = + ; 

oo
z 0,005 i0,0002k =- - ; 

eo
z 0,0025 i0,0001k = + ; 

ee
xz 0,005 i0,0003k = + ; 

oo
xz 0,002 i0,0002k = + ; 

eo
xz 0,0002 i0,00015k = + . 

The paper considers a wide class of transmission lines constructed on the 

basis of DR with degenerate oscillations.  New solutions of Maxwell's equations 

were calculated and investigated; a natural classification of the eigenwaves of lines 

of this class was established.  
 

 
 

Fig. 3. Amplitude - frequency dependencies (d, e) of 3-dimensional (a)   (N M 2= =) infinite 

DR lattice with two degenerate eigenoscillations. The coupling coefficients were chosen 

arbitrarily:  

 

(b, c): 0k 0,0005= ; 
ee
x 0,01 i0,0004k = - ; 

oo
x 0,02 i0,0003k =- + ; 

eo
x 0,0035 i0,0002k = + ; 

ee
y 0,015 i0,0003k =- + ; 

oo
y 0,015 i0,0002k =- - ; eo

y 0,0025 i0,0001k = - ;  
ee
z 0,03 i0,0002k = +

; 
oo
z 0,01 i0,0002k =- - ; 

eo
z 0,002 i0,0002k = + ; 

ee
xz 0,005 i0,0003k = + ; 

oo
xz 0,002 i0,0002k = + ; 

eo
xz 0,0002 i0,00015k = + .  ee

yz 0,004 i0,0003k = - ; 
oo
yz 0,002 i0,0003k =- + ; 

eo
yz 0,0003 i0,0003k = - ; ee

xyz 0,001 i0,0002k = + ; 
oo
xyz 0,001 i0,0002k =- - ; 

eo
xyz 0,0003 i0,0002k =- - . 
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The frequency dependences of the parameters of natural waves (Fig. 1 - 3) of 

one-, two- and three-dimensional DR lattices with degenerate types of natural 

oscillations were investigated. The possibility of significant expansion of 

frequency bands with insignificant losses is shown. 

Presented electrodynamicsô model allows to significantly accelerate the design 

and optimization of scattering characteristics of modern optical communication 

systems using  WGM Dielectric Resonators. 
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ɸʅɸʃɯʊʀʏʅʀʁ ʇɯɼʍɯɼ ɼʆ ʆʇʀʉʋ ɿɺôʗɿɸʅʀʍ ʂʆʃʀɺɸʅʔ  

ɼɯɽʃɽʂʊʈʀʏʅʀʍ ʈɽɿʆʅɸʊʆʈɯɺ ɯɿ ɺʀʈʆɼɾɽʅʀʄʀ ʄʆɼɸʄʀ 
 

ɺʠʚʝʜʝʥʦ ʥʦʚʽ ʟʘʛʘʣʴʥʽ ʩʠʩʪʝʤʠ ʨʽʚʥʷʥʴ, ʱʦ ʦʧʠʩʫʶʪʴ ʢʦʤʧʣʝʢʩʥʽ ʯʘʩʪʦʪʠ ʪʘ 

ʘʤʧʣʽʪʫʜʠ ʨʝʟʦʥʘʪʦʨʽʚ ʨʽʟʥʠʭ ʚʠʜʽʚ ʽʟ ʚʠʨʦʜʞʝʥʠʤʠ ʢʦʣʠʚʘʥʥʷʤʠ, ʨʦʟʪʘʰʦʚʘʥʠʭ ʚ 

ʦʜʥʦʚʠʤʽʨʥʠʭ, ʜʚʦʚʠʤʽʨʥʠʭ ʪʘ ʪʨʠʚʠʤʽʨʥʠʭ ʩʪʨʫʢʪʫʨʘʭ. ɸʥʘʣʽʪʠʯʥʽ ʨʽʰʝʥʥʷ ʦʪʨʠʤʘʥʠʭ 

ʩʠʩʪʝʤ ʨʽʚʥʷʥʴ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʩʢʣʘʜʥʠʭ ʩʪʨʫʢʪʫʨ 

ʨʝʟʦʥʘʪʦʨʽʚ. ʇʦʢʘʟʘʥʦ, ʱʦ ʟʥʘʡʜʝʥʽ ʘʥʘʣʽʪʠʯʥʽ ʚʠʨʘʟʠ ʜʣʷ ʚʣʘʩʥʠʭ ʯʘʩʪʦʪ ʟʙʽʛʘʶʪʴʩʷ ʟʽ 

ʟʥʘʯʝʥʥʷʤʠ, ʦʪʨʠʤʘʥʠʤʠ ʯʠʩʝʣʴʥʠʤʠ ʤʝʪʦʜʘʤʠ, ʘ ʫ ʚʠʧʘʜʢʘʭ ʥʫʣʴʦʚʦʛʦ ʟʚôʷʟʢʫ ʤʽʞ 

ʚʠʨʦʜʞʝʥʠʤʠ ʤʦʜʘʤʠ - ʟ ʨʝʟʫʣʴʪʘʪʘʤʠ, ʦʪʨʠʤʘʥʠʤʠ ʨʘʥʽʰʝ. ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʘʥʘʣʽʪʠʯʥʽ 

ʨʽʰʝʥʥʷ ʜʦʟʚʦʣʷʶʪʴ ʟʥʘʯʥʦ ʩʧʨʦʩʪʠʪʠ ʘʥʘʣʽʟ, ʨʦʟʨʘʭʫʥʢʠ ʪʘ ʦʧʪʠʤʽʟʘʮʽʶ ʧʘʨʘʤʝʪʨʽʚ 

ʬʽʣʴʪʨʽʚ, ʽʥʪʝʨʣʽʚʝʨʽʚ ʽ ʤʫʣʴʪʠʧʣʝʢʩʝʨʽʚ. ɺʦʥʠ ʻ ʦʩʥʦʚʦʶ ʜʣʷ ʧʦʙʫʜʦʚʠ ʰʠʨʦʢʦʛʦ ʢʣʘʩʫ 

ʩʫʯʘʩʥʠʭ ʧʨʠʩʪʨʦʾʚ ʩʠʩʪʝʤ ʦʧʪʠʯʥʦʛʦ ʟʚ'ʷʟʢʫ ʪʘ ʝʣʝʤʝʥʪʽʚ ʽʥʪʝʨʥʝʪʫ ʨʝʯʝʡ. 

 

= 

New systems of equations are derived, the solutions of which make it possible 

to significantly simplify the calculation of coupled oscillations of complex 

structures of dielectric resonators with degenerate modes.  

 

 
 

Fig. 1. One dimensional lattice DR (a) with five degerate modes. (b): N 4= ; J 5= .  

Dots are eigenvalues, obtained numerically, the crosses calculated using foundeded equations. 

 

Analytical solutions of equations for the distribution of amplitudes and 

complex frequency parameters 
0 0 2( ) /l = w-w w  were found;   0w- real part of 

the frequency of isolated DRs; 2 fw= p; f  - frequency. The relationships between 

the parameters determining the distribution of resonator amplitudes in one-, two-, 
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three-dimensional rectangular, as well as complex ring resonator lattices are 

established. 

 

 
 

Fig. 2.  Two dimensional lattice of the DR (a) with three degerate modes.  

Dots are the eigenvalues obtained numerically; the crosses result of  

calculating using proposed equations (b) for J 3= ; N M 3 2³ = ³. 

  

It is shown that in the case of zero coupling between degenerate oscillations, 

the found solutions transform into known ones [2], [3]. 

The frequency parameters of the lattices calculated on the basis of the 

proposed method are compared with the values obtained by numerically finding 

(Fig. 1 ï 4, b) the eigenvalues of the general coupling matrix [1]. Analytical 

expressions for the distribution of resonator amplitudes in lattices of different types 

are obtained. 

 
. 

 
 

Fig. 3. . Three dimensional lattice DR (a) with two degerate modes. (b): J 2= ; 

N M L 2 2 3³ ³ = ³ ³ Dots are eigenvalues obtained numerically the crosses calculated using 

obtained equations. 

 

The concept of a generating lattice for a system of resonators with degenerate 
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oscillations is introduced. A generating lattice is the same lattice, but with non-

degenerate types of natural oscillations of the resonators. 

It is shown that the natural oscillations of a resonator array with degenerate 

types of natural oscillations are represented as a set of natural oscillations of the 

generating lattice with different amplitudes and frequencies  of coupled 

oscillations, determined from the proposed systems of linear equations. 

 

 
 

Fig. 4. . Ring lattice of five DR (a) with three degerate modes. (b): J 3= ; N 5= . Dots are 

eigenvalues obtained numerically the crosses calculated using obtained equations. 

 

The proposed method serves as a basis for designing a wide class of filters, 

multiplexers, interleavers, as well as various sensors for use in modern 

communication systems and the Internet of Things of the optical wavelength range. 
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ʄɯʂʈʆʉʄʋɾʂʆɺʀʁ ʌɯʃʔʊʈ ʅʀɾʅɯʍ ʏɸʉʊʆʊ ʅɸ ʆʉʅʆɺɯ  

ʇʆɼɺɯʁʅʀʍ ʈɸɼɯɸʃʔʅʀʍ ʐʃɽʁʌɯɺ ɼʃʗ ɼɯɸʇɸɿʆʅʋ 868 ʄɻʎ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʽʢʨʦʩʤʫʞʢʦʚʦʛʦ ʬʽʣʴʪʨʘ ʥʠʟʴʢʠʭ ʯʘʩʪʦʪ (ʌʅʏ) ʜʣʷ 

ʜʽʘʧʘʟʦʥʫ 868 ʄɻʮ. ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ ʬʽʣʴʪʨʘ ʚʠʢʦʨʠʩʪʘʥʦ ʪʝʢʩʪʦʣʽʪ FR4. ʋ ʷʢʦʩʪʽ ʪʦʧʦʣʦʛʽʾ 

ʬʽʣʴʪʨʘ ʚʠʢʦʨʠʩʪʘʥʦ ʤʽʢʨʦʩʤʫʞʢʦʚʫ ʣʽʥʽʶ ʧʝʨʝʜʘʯʽ ʟ ʧʦʜʚʽʡʥʠʤʠ ʨʘʜʽʘʣʴʥʠʤʠ ʰʣʝʡʬʘʤʠ. 

ʐʣʝʡʬʠ ʪʘʢʦʾ ʬʦʨʤʠ ʟʤʝʥʰʫʶʪʴ ʧʦʧʝʨʝʯʥʽ ʨʦʟʤʽʨʠ ʬʽʣʴʪʨʘ. ʌʽʣʴʪʨ ʤʘʻ ʟʘʛʘʩʘʥʥʷ ʥʝ 

ʙʽʣʴʰʝ 1 ʜɹ ʫ ʩʤʫʟʽ ʧʨʦʧʫʩʢʘʥʥʷ, ʱʦ ʻ ʧʨʠʡʥʷʪʥʠʤ ʟʥʘʯʝʥʥʷʤ ʜʣʷ ʧʦʜʽʙʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ʌʽʣʴʪʨ ʜʦʟʚʦʣʷʻ ʟʤʝʥʰʠʪʠ ʨʽʚʝʥʴ ʩʠʛʥʘʣʽʚ ʚʠʱʝ 870 ʄɻʮ, ʱʦ ʟʤʝʥʰʫʻ ʽʥʪʝʨʬʝʨʝʥʮʽʶ 

ʧʽʩʣʷ ʘʥʘʣʦʛʦʚʦ-ʮʠʬʨʦʚʦʛʦ ʧʝʨʝʪʚʦʨʝʥʥʷ ʪʘ ʚ ʭʦʜʽ ʧʦʜʘʣʴʰʦʾ ʮʠʬʨʦʚʦʾ ʦʙʨʦʙʢʠ ʩʠʛʥʘʣʫ. 

 

Fast development of mobile communication systems and growth of the 

number of corresponding equipment increase the demand for small-size and high-

performance microwave filters. At present, theory of filter design is well-studied 

part of microwave engineering, and there are a large number of filter types and 

design techniques that can be used for designing and fabrication of filters [1] ï [2]. 

Nowadays, a filter design is usually an iterative procedure involving numerous 

simulations and optimization of the filter structure. 

The comparison of microstrip filter design using different numerical 

techniques was previously done in [3, 4]. The comparison of the analytical model 

and the FEM simulation was done in [5] for the example of the 2.4 GHz patch 

antenna. 

In this paper, the design of a low-pass filter (LPF) for 868 MHz ISM band is 

described. If receiving of the signal is performed using a software-defined radio 

(SDR) system, then mitigation of the signals at higher frequencies can improve the 

efficiency of analog-to-digital converter (ADC) of the system. 

The LPF has the following parameters: pass band frequency: 880 MHz, stop 

band frequency: 1900 MHz, stop band attenuation: 60 dB, response approximation 

type: Chebyshev type 1, pass band ripple: 0.05 dB, input and output impedance:  

50 Ý. 

For the realization of the filter, the FR4 laminate was used. The parameters of 

the material are as follows: dielectric constant Ůr = 4.4; thickness h = 1.5 mm; 

thickness of strip t = 2.54 Õm; dissipation is defined by tand = 0.02. 

To decrease the dimensions of the filter, butterfly stub topology was chosen. 

To meet the required parameters, the filter should consist of 4 resonators. Using the 

parameters of low-pass prototype, the parameters of the transmission line segments 

for the edge-coupled structure can be calculated using the procedure given in [1].  
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The calculated dimensions and topology of the filter are shown in Fig. 1. 
 

 
 

Fig. 1. Topology of the filter and its key dimensions. 

 

The 3D model for the filter is shown in Fig. 2(a). This model was used to 

perform FEM simulation with HFSS software. Using 3D model, the prototype of 

the filter was fabricated as shown in Fig. 2(b). The size of the filter is 95x38 mm
2
.  

 

 

 

(a) (b) 

 

Fig. 2. Filter modelling and fabrication. (a) HFSS model. (b) Fabricated filter. 

 

In Fig.3, the simulated and measured results for the insertion loss |S21| and 

return loss |S11| frequency responses of the filter are shown in Fig. 3. The measured 

results were taken using a vector network analyzer and the fabricated filter 

prototype shown in Fig. 2(b). It can be seen that a good match between calculated 

(simulated) and measured results takes place. The mismatch between them in the 

passband of the filter can be explained by the resonance nature of the return loss 

response around the frequencies that correspond to filter approximation poles. 

Since the prototype has finite accuracy of its geometry, which, consequently, 

slightly differs from the theoretical dimensions, some resonance mismatch in the 

pass band can be observed. 

The ISM band, for which the filter was designed, is 863é870 MHz. The pass 

band frequency was chosen to be 10 MHz higher than the highest frequency of the 

band to make the insertion loss smaller at it. The insertion loss value at 870 MHz 

frequency is |S21| å -1 dB, the insertion loss value at the pass band frequency 

880 MHz is |S21| å -1.5 dB. Return loss is lower than -15 dB in the most part of the 

pass band. The most commonly used frequency of the band is 868 MHz; however, 



 135 

the filter is designed to support the whole operation band. 

FR4 laminate, which was used for the device, is not suited for microstrip 

structures, since its dielectric constant is not specified with high accuracy and may 

vary in considerably wide range (3.8é4.8). However, at frequencies below 1 MHz 

such dispersion is not critical. 

 

 
 

Fig. 3. Frequency responses of the filter. 

 

As it can be seen from Fig. 3, FEM simulation generates a prediction with 

good correspondence to the experimentally observed characteristics of the filter 

and can be used for design of microstrip filters. FR4 laminate can be efficiently 

used for microstrip structures at low frequencies. 
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ʄɯʂʈʆʉʄʋɾʂʆɺʀʁ ʌɯʃʔʊʈ ʉʄʋɻʆɺʀʁ ʌɯʃʔʊʈ ʅɸ  

ʆʉʅʆɺɯ U-ʇʆɼɯɹʅʀʍ ʈɽɿʆʅɸʊʆʈɯɺ ɼʃʗ ɼɯɸʇɸɿʆʅʋ 2.4 ɻɻʎ 
 

ʈʦʟʛʣʷʥʫʪʦ ʧʨʦʻʢʪʫʚʘʥʥʷ ʤʽʢʨʦʩʤʫʞʢʦʚʦʛʦ ʩʤʫʛʦʚʦʛʦ ʬʽʣʴʪʨʘ ʜʣʷ ʜʽʘʧʘʟʦʥʫ 2.4 ɻɻʮ. 

ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ ʬʽʣʴʪʨʘ ʚʠʢʦʨʠʩʪʘʥʦ ʪʝʢʩʪʦʣʽʪ FR4. ʋ ʷʢʦʩʪʽ ʪʦʧʦʣʦʛʽʾ ʬʽʣʴʪʨʘ ʚʠʢʦʨʠʩʪʘʥʦ 

ʤʽʢʨʦʩʤʫʞʢʦʚʽ U-ʧʦʜʽʙʥʽ ʨʝʟʦʥʘʪʦʨʠ. ʈʝʟʦʥʘʪʦʨʠ ʪʘʢʦʾ ʬʦʨʤʠ ʟʤʝʥʰʫʶʪʴ ʧʦʚʟʜʦʚʞʥʽʡ 

ʨʦʟʤʽʨ ʬʽʣʴʪʨʘ. ʌʽʣʴʪʨ ʤʘʻ ʟʘʛʘʩʘʥʥʷ ʥʝ ʙʽʣʴʰʝ 3 ʜɹ ʫ ʩʤʫʟʽ ʧʨʦʧʫʩʢʘʥʥʷ, ʱʦ ʻ 

ʧʨʠʡʥʷʪʥʠʤ ʟʥʘʯʝʥʥʷʤ ʜʣʷ ʧʦʜʽʙʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

 

The rapid evolution of mobile communication systems, along with the 

increasing proliferation of related equipment, has led to a growing demand for 

compact, high-performance microwave filters. Today, filter design theory 

represents a well-established and mature area within microwave engineering, 

offering a wide variety of filter topologies and synthesis techniques suitable for 

practical implementation and fabrication [1] ï [2]. 

Despite this theoretical maturity, the practical design of microwave filters 

remains a complex and often time-consuming task. In modern engineering 

practice, the design process is typically iterative in nature, requiring multiple stages 

of electromagnetic simulation, parameter tuning, and structural optimization. As a 

result, achieving the desired performance characteristics often involves balancing 

competing requirements such as size, insertion loss, and selectivity. 

The comparison of microstrip filter design using different numerical 

techniques was previously done in [3, 4]. The comparison of the analytical model 

and the FEM simulation was done in [5] for the example of the 2.4 GHz patch 

antenna. 

In this paper, the design of a band-pass filter (BPF) for 2.4 GHz ʠand is 

described. The parameters of the filters are as follows: pass band frequency:  

2443 MHz, pass band width: 300 MHz, stop band width: 1000 MHz, stop band 

attenuation: 40 dB, response approximation type: Chebyshev type 1, pass band 

ripple: 0.05 dB, input and output impedance: 50 Ý. 

For the realization of the filter, the FR4 laminate was used. The parameters of 

the material are as follows: dielectric constant Ůr = 4.4; thickness h = 1.5 mm; 

thickness of strip t = 2.54 Õm; dissipation is defined by tand = 0.02. 

To decrease the dimensions of the filter, hairpin topology was chosen.  

To meet the required parameters, the filter should consist of 4 resonators. Using the 

parameters of low-pass prototype, the parameters of the transmission line segments 

for the edge-coupled structure can be calculated using the procedure given in [1]. 



 137 

The calculated dimensions and topology of the filter are shown in Fig. 1. 
 

 
 

Fig. 1. Topology of the filter and its key dimensions. 

 

The 3D model for the filter is shown in Fig. 2(a). This model was used to 

perform FEM simulation with HFSS software. Using 3D model, the prototype of 

the filter was fabricated as shown in Fig. 2(b). The size of the filter is 65x35 mm
2
.  

 

 

 

(a) (b) 

 

Fig. 2. Filter modelling and fabrication. (a) HFSS model. (b) Fabricated filter. 

 

In Fig.3, the simulated and measured results for the insertion loss |S21| and 

return loss |S11| frequency responses of the filter are shown in Fig. 3. The measured 

results were taken using a vector network analyzer and the fabricated filter 

prototype shown in Fig. 2(b). It can be seen that there is some mismatch between 

the simulation results and measured values. The possible reasons for the mismatch 

may include inaccuracy of fabrication process, especially the gaps between 

resonators, and the fact that the actual values of tanŭ and dielectric constant of FR4 

laminate may not correspond to the values used in the simulation. 

The main operation frequency band, for which the filter was designed, is 

2400é2483 MHz. The pass band of the filter was taken 300 MHz, which is higher 
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than the operation band. After the dimensions of the filter were calculated, the 

optimization procedure was implemented. As a result, the return loss of the filter 

was decreased to the value less than -20 dB (initial value was -12.5 dB) in the pass 

band. 

FR4 laminate, which was used for the device, is not suited for microstrip 

structures, since its dielectric constant is not specified with high accuracy and may 

vary in considerably wide range (3.8é4.8). 

 

 
 

Fig. 3. Frequency responses of the filter. 
 

As it can be seen from Fig. 3, the fabricated prototype doesnôt manifest the 

return loss value that was expected from the simulation. On the contrary, insertion 

loss of the filter in the pass band is smaller (-1 dB) than the value from simulation 

(-3.5 dB). 
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CREATING A DATABASE TO SOLVE THE TASK OF  

INTERNAL POSITIONING USING THE óFINGERPRINTô METHOD 
 

This paper aalyses methods for solving indoor positioning tasks. It has been determined 

that such tasks are best solved using Li-Fi technology and the óFINGERPRINTô method. A 

model and method for solving indoor positioning tasks are proposed. 

 

ʋ ʩʫʯʘʩʥʦʤʫ ʩʚʽʪʽ ʧʦʩʪʽʡʥʦ ʟʙʽʣʴʰʫʻʪʴʩʷ ʢʽʣʴʢʽʩʪʴ ʧʨʠʩʪʨʦʾʚ IoT, 

ʨʦʙʦʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ ʽ ʢʦʤʧʣʝʢʩʽʚ, ʘ ʪʘʢʦʞ ʦʙʩʷʛʽʚ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʤʽʞ 

ʥʠʤʠ. ʆʜʥʽʻʶ ʽʟ ʟʘʜʘʯ ʜʣʷ ʥʦʚʽʪʥʽʭ ʩʠʩʪʝʤ ʪʘ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ IoT ʻ 

ʚʠʟʥʘʯʝʥʥʷ ʾʭ ʤʽʩʮʝʧʦʣʦʞʝʥʥʷ. [1] 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʧʦʩʪʘʚʣʝʥʦʾ ʟʘʜʘʯʽ ʥʘ ʮʝʡ ʯʘʩ ʚ ʦʩʥʦʚʥʦʤʫ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʨʘʜʽʦʪʝʭʥʦʣʦʛʽʾ, ʪʘʢʽ ʷʢ Wi-Fi, Bluetooth, ZigBee. ʆʜʥʘʢ, ʷʢ 

ʧʦʢʘʟʫʻ ʘʥʘʣʽʟ ʩʫʯʘʩʥʦʾ ʥʘʫʢʦʚʦʾ ʣʽʪʝʨʘʪʫʨʠ, ʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤʠ ʻ ʤʝʪʦʜʠ  

ʪʘ ʪʝʭʥʦʣʦʛʽʾ, ʷʢʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʚʠʜʠʤʦʛʦ ʩʚʽʪʣʘ. ʅʘ ʮʴʦʤʫ 

ʧʨʠʥʮʠʧʽ ʧʦʙʫʜʦʚʘʥʽ ʤʝʨʝʞʽ Li-Fi. ʊʦʤʫ ʮʽ ʤʝʨʝʞʽ ʤʦʞʣʠʚʦ ʦʜʥʦʯʘʩʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʜʣʷ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ, ʪʘʢ ʽ ʜʣʷ ʨʽʰʝʥʥʷ ʟʘʚʜʘʥʴ 

ʚʥʫʪʨʽʰʥʴʦʛʦ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ. ʇʨʠ ʪʦʤʫ ʪʝʭʥʦʣʦʛʽʷ Li-Fi ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ 

ʙʽʣʴʰ ʪʦʯʥʽ ʜʘʥʽ ʧʨʠ ʧʦʟʠʮʽʦʥʫʚʘʥʥʶ ʦʙôʻʢʪʽʚ. [1] 

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯʽ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ ʦʙôʻʢʪʽʚ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʠʜʠʤʦʛʦ 

ʩʚʽʪʣʘ ʽʩʥʫʶʪʴ ʨʽʟʥʽ ʤʝʪʦʜʠ. ʇʝʨʰʘ ʛʨʫʧʘ ʤʝʪʦʜʽʚ ʩʪʦʩʫʻʪʴʩʷ ʨʽʚʥʷ ʩʠʛʥʘʣʘ, 

ʷʢʠʡ ʚʠʤʽʨʶʻʪʴʩʷ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʤʽʩʮʝʧʦʣʦʞʝʥʥʷ. ɭ 

ʤʝʪʦʜʠ ʚʠʤʽʨʫ ʟʘ ʧʨʠʡʥʷʪʦʶ ʧʦʪʫʞʥʽʩʪʶ ʩʠʛʥʘʣʫ, RSS; ʟʘ ʚʠʤʽʨʶʚʘʥʥʷʤ 

ʢʫʪʘ, ʧʽʜ ʷʢʠʤ ʦʧʪʠʯʥʠʡ ʩʠʛʥʘʣ ʚʽʜ ʧʝʨʝʜʘʚʘʯʘ (ʩʚʽʪʣʦʜʽʦʜʘ) ʥʘʜʭʦʜʠʪʴ ʥʘ 

ʬʦʪʦʜʝʪʝʢʪʦʨ ʧʨʠʡʤʘʯʘ, Angel of Arrival (AoA); ʤʝʪʦʜ, ʷʢʠʡ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ 

ʚʠʤʽʨʶʚʘʥʥʽ ʘʙʩʦʣʶʪʥʦʛʦ ʯʘʩʫ ʧʨʦʭʦʜʞʝʥʥʷ ʩʠʛʥʘʣʫ ʚʽʜ ʧʝʨʝʜʘʚʘʯʘ ʜʦ 

ʧʨʠʡʤʘʯʘ Time of Arrival, (ToA). [2] 

ɼʨʫʛʘ ʛʨʫʧʘ ʤʝʪʦʜʽʚ ʩʪʦʩʫʻʪʴʩʷ ʦʙʨʦʙʢʠ ʨʽʚʥʷ ʩʠʛʥʘʣʫ ʚ ʪʦʯʮʽ ʧʨʠʡʦʤʫ. 

ɭ ʛʨʫʧʘ ʛʝʦʤʝʪʨʠʯʥʠʭ ʤʝʪʦʜʽʚ, ʜʦ ʩʢʣʘʜʫ ʷʢʦʾ ʚʭʦʜʠʪʴ ʪʨʠʘʥʛʫʣʷʮʽʷ. ʎʽ 

ʤʝʪʦʜʠ ʚʠʨʽʰʫʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʠʩʪʝʤʠ ʨʽʚʥʷʥʴ. ɯʥʰʠʤ ʤʝʪʦʜʦʤ ʻ 

Fingerprint, ʫ ʷʢʦʤʫ ʚʠʤʽʨʶʶʪʴʩʷ ʟʥʘʯʝʥʥʷ ʚ ʧʝʚʥʠʭ ʪʦʯʢʘʭ ʪʘ ʩʪʚʦʨʶʻʪʴʩʷ 

ʙʘʟʘ ʜʘʥʠʭ. ɿʥʘʯʝʥʥʷ, ʦʪʨʠʤʘʥʥʽ ʢʦʨʠʩʪʫʚʘʯʝʤ ʧʦʨʽʚʥʶʶʪʴʩʷ ʽʟ ʟʥʘʯʝʥʥʷʤʠ ʚ 

ʙʘʟʽ ʜʘʥʠʭ ʪʘ ʦʙʠʨʘʶʪʴʩʷ ʥʘʡʙʽʣʴʰ ʧʦʜʽʙʥʽ ʜʦ ʮʠʭ ʟʥʘʯʝʥʴ. ɭ ʤʝʪʦʜ 

Proximity, ʫ ʷʢʦʤʫ ʢʦʦʨʜʠʥʘʪʠ ʦʙ'ʻʢʪʘ ʧʨʠʡʤʘʶʪʴʩʷ ʟʘ ʢʦʦʨʜʠʥʘʪʠ ʣʘʤʧʠ, ʷʢʘ 

ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʧʦʣʽ ʟʦʨʫ ʧʨʠʡʤʘʯʘ. [3] 

ɼʣʷ ʜʘʥʦʾ ʨʦʙʦʪʠ ʦʙʨʘʥʦ ʢʦʤʙʽʥʘʮʽʶ ʜʚʦʭ ʤʝʪʦʜʽʚ: RSS, ʚʠʟʥʘʯʝʥʥʷ ʟʘ 



 140 

ʧʦʪʫʞʥʽʩʪʶ ʧʨʠʡʥʷʪʦʛʦ ʩʠʛʥʘʣʫ, ʪʘ Fingerprint, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʤʘʶʪʴ ʙʽʣʴ 

ʚʠʩʦʢʫ ʪʦʯʥʽʩʪʴ, ʩʪʽʡʢʽ ʜʦ ʩʧʦʪʚʦʨʝʥʴ ʩʠʛʥʘʣʫ ʪʘ ʚ ʤʝʨʝʞʽ Li-Fi ʤʘʻʪʴʩʷ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʡ ʢʦʥʪʨʦʣʝʨ ʽʟ ʩʚʦʻʶ ʙʘʟʦʶ ʜʘʥʠʭ [4]. 

ʅʘ ʦʩʥʦʚʽ ʤʝʪʦʜʽʚ RSS ʪʘ Fingerprint ʧʦʙʫʜʦʚʘʥʦ ʤʦʜʝʣʴ, ʷʢʘ ʟʦʙʨʘʞʝʥʘ 

ʥʘ ʈʠʩ. 1. ʎʷ ʤʦʜʝʣʴ ʧʦʢʘʟʫʻ, ʱʦ ʥʘ ʩʪʝʣʽ ʨʦʟʤʽʱʝʥʦ 1 LED ʣʘʤʧʫ, ʘ ʥʘ 

ʧʽʜʣʦʟʽ ʟʥʘʭʦʜʷʪʴʩʷ 2 ʢʦʨʠʩʪʫʚʘʯʘ. ʏʝʨʝʟ ʥʝʩʪʘʯʫ LED ʣʘʤʧ ʥʝ ʤʦʞʝʤʦ 

ʚʠʟʥʘʯʠʪʠ ʤʽʩʮʝʧʦʣʦʞʝʥʥʷ ʦʙ'ʻʢʪʽʚ. ʄʦʞʝʤʦ ʣʠʰʝ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʚʦʥʠ 

ʟʥʘʭʦʜʷʪʴʩʷ ʫ ʢʽʤʥʘʪʽ ʽʟ ʧʝʨʝʜʘʚʘʯʝʤ (ʤʝʪʦʜ Proximity). ɼʣʷ ʚʠʟʥʘʯʝʥʥʷ 

ʢʦʦʨʜʠʥʘʪ ʦʙ'ʻʢʪʽʚ ʫ ʧʨʠʤʽʱʝʥʽ ʜʦʜʘʥʦ ʱʝ ʪʨʠ ʣʘʤʧʠ, ʷʢ ʟʦʙʨʘʞʝʥʦ ʥʘ ʨʠʩ. 2 

[5]. 
 

ʈʠʩ.1. ʄʦʜʝʣʴ ʽʟ ʦʜʥʠʤ ʧʝʨʝʜʘʚʘʯʝʤ ʪʘ 

ʜʚʦʤʘ ʧʨʠʡʤʘʯʘʤʠ 
ʈʠʩ. 2 ʄʦʜʝʣʴ ʽʟ ʯʦʪʠʨʤʘ ʧʝʨʝʜʘʚʘʯʘʤʠ ʪʘ 

ʦʜʥʠʤ ʧʨʠʡʤʘʯʝʤ 
 

ɼʣʷ ʪʦʛʦ ʱʦʙ ʚʠʟʥʘʯʘʪʠ ʤʽʩʮʝ ʧʦʣʦʞʝʥʥʷ ʦʙôʻʢʪʽʚ ʚ ʩʝʨʝʜʠʥʽ 

ʧʨʠʤʽʱʝʥʥʷ, ʥʝʦʙʭʽʜʥʦ ʨʦʟʨʘʭʫʚʘʪʠ ʧʦʪʫʞʥʦʩʪʽ ʩʠʛʥʘʣʽʚ ʥʘ ʧʽʜʣʦʟʽ. ʊʦʤʫ ʥʘ 

ʦʩʥʦʚʽ ʤʦʜʝʣʽ, ʟʦʙʨʘʞʝʥʦʾ ʥʘ ʈʠʩ 2, ʩʪʚʦʨʝʥʦ ʧʨʦʛʨʘʤʫ ʫ ʇɿ MATLAB, ʷʢʘ 

ʜʦʟʚʦʣʷʻ ʨʦʟʨʘʭʫʚʘʪʠ ʙʘʟʫ ʜʘʥʠʭ ʜʣʷ ʤʝʪʦʜʫ Fingerprint. ʌʨʘʛʤʝʥʪ ʢʦʜʫ 

ʧʨʦʛʨʘʤʠ ʜʣʷ ʨʦʟʨʘʭʫʥʢʫ ʟʥʘʯʝʥʴ ʧʦʪʫʞʥʦʩʪʽ ʜʣʷ ʤʝʪʦʜʫ Fingerprint, 

ʟʦʙʨʘʞʝʥʦ ʥʠʞʯʝ: [6] 
for i = 1:Lamp_count %ɼʣʷ ʢʦʞʥʦʾ ʣʘʤʧʠ 

  dist(:,:,i)=sqrt((L(i,1)-x).^2+(L(i,2)-y).^2+(L(i,3)-0).^2); %ʈʦʟʨʘʭʫʥʦʢ ʚʽʜʩʪʘʥʽ 

  cosang(:,:,i)=(L(i,3)./dist(:,:,i)); %ʈʦʟʨʘʭʫʥʦʢ ʢʦʩʠʥʫʩʽʚ 

  Hlos(:,:,i)=S.* (m+1)*cosang(:,:,i).^m.*T.*Gfov./(2.*pi.*dist(:,:,i).^2); %ʈʦʟʨʘʭʫʥʦʢ ʧʦʪʫʞʥʦʩʪʽ 

  Hlos(:,:,size(L,1)+1)=Hlos(:,:,size(L,1)+1)+Hlos(:,:,i); %ʈʦʟʨʘʭʫʥʦʢ ʩʫʤʘʨʥʦʾ ʧʦʪʫʞʥʦʩʪʽ 

  figure(i); %ʉʪʚʦʨʝʥʥʷ ʰʘʙʣʦʥʫ ʜʣʷ ʛʨʘʬʽʢʘ ʧʦʪʫʞʥʦʩʪʽ ʚʽʜ i-ʾ ʣʘʤʧʠ 

  pcolor(xmas,ymas,Hlos(:,:,i)); %ʇʦʙʫʜʦʚʘ ʛʨʘʬʽʢʘ ʧʦʪʫʞʥʦʩʪʽ ʚʽʜ i-ʾ ʣʘʤʧʠ 

ʎʷ ʧʨʦʛʨʘʤʘ ʧʨʘʮʶʻ ʜʣʷ ʟʘʜʘʥʦʾ ʢʽʣʴʢʦʩʪʽ ʣʘʤʧ. ʅʘ ʈʠʩ 3 ʟʦʙʨʘʞʝʥʦ 

ʨʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʚʽʜ ʣʘʤʧʠ ʟʘ ʢʦʦʨʜʠʥʘʪʘʤʠ x=1; y=1. ʅʘ ʈʠʩ.4 ʟʘ 

ʢʦʦʨʜʠʥʘʪʘʤʠ x=1 y=3.  

ʅʘ ʈʠʩ 5 ʟʦʙʨʘʞʝʥʦ ʨʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʚʽʜ ʣʘʤʧʠ ʟʘ ʢʦʦʨʜʠʥʘʪʘʤʠ 

x=3; y=1. ʅʘ ʈʠʩ.6 ʟʘ ʢʦʦʨʜʠʥʘʪʘʤʠ x=3 y=3. 

ʄʘʶʯʠ ʚ ʥʘʷʚʥʦʩʪʽ ʙʘʟʫ ʜʘʥʠʭ ʨʦʟʧʦʜʽʣʫ ʧʦʪʫʞʥʦʩʪʽ ʚʽʜ ʚʩʽʭ LED ʣʘʤʧ ʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʢʦʤʙʽʥʘʮʽʶ ʤʝʪʦʜʽʚ RSS ʪʘ Fingerprint, ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ 

ʢʦʦʨʜʠʥʘʪʠ ʦʙôʻʢʪʽʚ ʚʩʝʨʝʜʠʥʽ ʧʨʠʤʽʱʝʥʥʷ ʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ. 

ʊʘʢʠʤ ʯʠʥʦʤ ʪʝʭʥʦʣʦʛʽʷ Li-Fi ʮʝ ʥʦʚʘ ʪʘ ʧʝʨʩʧʝʢʪʠʚʥʘ ʪʝʭʥʦʣʦʛʽʷ, ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʷʢʦʾ ʤʦʞʥʘ ʚʠʟʥʘʯʘʪʠ ʤʽʩʮʝʧʦʣʦʞʝʥʥʷ ʦʙ'ʻʢʪʽʚ ʫʩʝʨʝʜʠʥʽ 

ʧʨʠʤʽʱʝʥʴ ʽʟ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ. ɯʩʥʫʻ ʙʘʛʘʪʦ ʨʽʟʥʠʭ ʤʝʪʦʜʽʚ ʜʣʷ ʚʠʨʽʰʝʥʥʷ 

ʟʘʜʘʯʽ ʚʥʫʪʨʽʰʥʴʦʛʦ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ. 



 141 

 
ʈʠʩ. 3 ʈʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʧʨʠ ʨʦʟʪʘʰʫʚʘʥʥʽ 

ʣʘʤʧʠ ʫ ʧʨʘʚʦʤʫ ʥʠʞʥʴʦʤʫ ʢʫʪʽ 

 
ʈʠʩ. 4. ʈʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʧʨʠ ʨʦʟʪʘʰʫʚʘʥʥʽ 

ʣʘʤʧʠ ʫ ʧʨʘʚʦʤʫ ʚʝʨʭʥʴʦʤʫ ʢʫʪ 

 
ʈʠʩ. 5 ʈʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʧʨʠ 

ʨʦʟʪʘʰʫʚʘʥʥʽ ʣʘʤʧʠ ʫ ʣʽʚʦʤʫ ʥʠʞʥʴʦʤʫ ʢʫʪʽ 

 
ʈʠʩ. 6. ʈʦʟʧʦʜʽʣ ʧʦʪʫʞʥʦʩʪʽ ʧʨʠ 

ʨʦʟʪʘʰʫʚʘʥʥʽ ʣʘʤʧʠ ʫ ʣʽʚʦʤʫ ʚʝʨʭʥʴʦʤʫ ʢʫʪʽ 
 

ʄʝʪʦʜʠ RSS ʪʘ Fingerprint ʻ ʦʜʥʦʯʘʩʥʦ ʚʠʩʦʢʦʪʦʯʥʠʤʠ ʪʘ ʝʢʦʥʦʤʽʯʥʦ-
ʜʦʮʽʣʴʥʠʤʠ. ʋ ʮʽʡ ʨʦʙʦʪʽ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʘʣʛʦʨʠʪʤ ʩʪʚʦʨʝʥʥʷ ʙʘʟʠ ʜʘʥʠʭ ʜʣʷ 
ʨʽʟʥʦʾ ʢʽʣʴʢʦʩʪʽ ʣʘʤʧ, ʩʪʚʦʨʝʥʦ ʧʨʦʛʨʘʤʫ ʜʣʷ ʨʦʟʨʘʭʫʥʢʫ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʙʘʟʠ 
ʜʘʥʠʭ. ɯʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʙʘʟʠ ʜʘʥʠʭ ʚʽʜʙʠʪʢʫ ʧʘʣʴʮʽʚ ʽʟ 4-ʤʘ ʣʘʤʧʘʤʠ ʤʦʞʥʘ 
ʪʦʯʥʦ ʚʠʟʥʘʯʘʪʠ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ ʦʙ'ʻʢʪʽʚ ʫ ʢʽʤʥʘʪʽ ʰʣʷʭʦʤ ʧʦʨʽʚʥʷʥʥʷ 
ʟʥʘʯʝʥʴ ʧʨʠʡʥʷʪʦʾ ʧʦʪʫʞʥʦʩʪʽ ʽʟ ʟʥʘʯʝʥʥʷʤʠ ʫ ʙʘʟʽ ʜʘʥʠʭ. 
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ʈʆɿʈʆɹʂɸ ʈʆɿʇʆɼɯʃɽʅʆɰ ʉʀʉʊɽʄʀ ʄʆʅɯʊʆʈʀʅɻʋ ɻɯɼʈʆʍɯʄɯʏʅʆɻʆ 

ʈɽɾʀʄʋ ʈʀɹʅʀʍ ɻʆʉʇʆɼɸʈʉʊɺ ʅɸ ʆʉʅʆɺɯ LoRaWAN 

 

ʋ ʩʪʘʪʪʽ ʥʘʚʝʜʝʥʦ ʢʦʥʮʝʧʮʽʶ ʨʦʟʧʦʜʽʣʝʥʦʾ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʛʽʜʨʦʭʽʤʽʯʥʦʛʦ 

ʨʝʞʠʤʫ ʨʠʙʥʠʭ ʛʦʩʧʦʜʘʨʩʪʚ ʥʘ ʦʩʥʦʚʽ LoRaWAN. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ 

ʧʦʻʜʥʫʻ ʤʘʣʦʧʦʪʫʞʥʽ ʘʚʪʦʥʦʤʥʽ ʚʠʤʽʨʶʚʘʣʴʥʽ ʤʦʜʫʣʽ, ʚʩʪʘʥʦʚʣʝʥ ̔ʥʘ ʩʪʘʚʢʘʭ ʨʠʙʥʦʛʦ 

ʛʦʩʧʦʜʘʨʩʪʚʘ, ʤʝʨʝʞʫ LoRaWAN ʪʘ ʽʻʨʘʨʭʽʯʥʫ ʦʙʨʦʙʢʫ ʜʘʥʠʭ. ʆʩʥʦʚʦʶ ʧʽʜʭʦʜʫ ʻ 

ʽʥʪʝʛʨʘʮʽʷ ʜʠʥʘʤʽʯʥʦʾ ʤʦʜʝʣʽ ʝʢʦʩʠʩʪʝʤʠ ʩʪʘʚʢʘ ʟ ʨʦʟʰʠʨʝʥʠʤ ʬʽʣʴʪʨʦʤ ʂʘʣʤʘʥʘ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʧʨʦʚʦʜʠʪʠ ʜʦʚʛʦʩʪʨʦʢʦʚʠʡ ʧʨʦʛʥʦʟ ʧʘʨʘʤʝʪʨʽʚ ʩʪʘʚʢʘ, ʟʤʝʥʰʠʪʠ ʧʦʪʽʢ ʜʘʥʠʭ ʚ 

ʤʝʨʝʞʽ ʪʘ ʢʦʤʧʝʥʩʫʚʘʪʠ ʚʪʨʘʯʝʥʽ ʧʘʢʝʪʠ ʜʘʥʠʭ. 
 
Global climate change causes unstable and abnormal weather, which mostly manifests 

itself as long periods of excessive heat and as a rapid change in temperature. Because of sudden 

temperature fluctuations, the hydrochemical regimes of fish farm ponds may become worse, and 

that may lead to fish kills. In order to prevent economic losses related to the mentioned 

phenomenon, prediction of the hydrochemical regime in the pond can be used. 

Hydrochemical regime monitoring systems for fish farming are now in the active research 

and development phase [1-6]. However, a majority of the systems already developed are aimed 

at small farms or tank aquaculture, and that does not allow one to use such systems on large fish 

farm ponds. 

Authors propose combining an IoT-based approach to data collection and transmission 

with well-established principles of condition monitoring in one system. In addition, the fish pond 

ecosystem model is employed to predict pond parameters, and the Extended Kalman Filter 

(EKF) is used to allow the model to adapt to changes in pond conditions based on the measured 

data. Application of the EKF improves the overall reliability of the system and allows long-term 

forecasting (up to 20ï30 days). Moreover, use of EKF allows one to decrease data transmission 

rate and compensate for packet loss (lost data are replaced by predicted ones), thus reducing data 

flow in the network, which is critical for low data transmission rates of LoRaWAN. 

A pond ecosystem in its basic form contains phytoplankton, zooplankton, and fish. 

Therefore, an analytical model of a pond ecosystem, based on LotkaïVolterra and Michaelisï

Menton equations [7], is defined by the following system of ordinary differential equations (in 

the state-space form): 
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where where P, Z, F are biomasses of phytoplankton, zooplankton, and fish, respectively, 

expressed in g/m3; O is the dissolved oxygen (DO) concentration in mg/L; rP, K, gZ, gF, hP, hZ, 

eZ, eF, mP, mZ, mF are growth, trophic interaction, and mortality parameters, aP, bR, k2 are 

parameters of the oxygen balance, Osat(T) = Osat_base(1 Ӈ 0.02(T Ӈ 20)) is the DO saturation level 

of the water, which depends on its temperature T, and Osat_base is the DO saturation level at 20 

ÁC, X = [P Z F O]
T
 is the systemôs state vector. This model, called the PïZïFïO model, reflects 

key trophic and biochemical processes in the pond and allows prediction of its state while being 

computationally efficient for implementation in real-time systems. Use of Extended Kalman 

filtering [8] allows one to estimate values of state variables P, Z, and F that usually cannot be 

measured directly. 

Observability analysis was one using Lie derivatives of the measurement vector of system 

(1) h(X)=O 

OXhhL
f

== )(0
 

( ) ( )satRpf
OOkFZPbPaOhL --++-== 2

#  

() ( ) OkFZPbPaO
dt

d
XhL Rpf

######
2

2 )( -++-==  
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For typical modes of pond operation, vectors )(XhÐ , )(XhL fÐ  and )(2 XhL
f

Ð  are 

linearly independent relative to variables P, Z, O, and as a result, the rank of the observability 

matrix O(X) is not lower than 3 (locally and under non-equilibrium modes of system 

functioning). That allows one to restore states of phytoplankton and zooplankton biomass (P and 

Z) from time series of DO measurements O. Fish biomass F is structurally observable, but with a 

lower sensitivity compared to other state variables, i.e., itôs weakly observable. As a result, 

instant estimates of fish biomass has higher uncertainty compared to other model parameters 

estimates, but at the same time, long trends of F dynamics can be restored reliably. 

Modeling of the fish pond was performed with the following model parameters: rP = 0.8 

1/day, K = 5.0 g/m
3
, gZ = 0.6 1/day, gF = 0.3 1/day, hP = 0.5 g/m

3
, hZ = 0.3 g/m3, eZ = 0.4, eF = 

0.3, mP = 0.1 1/day, mZ = 0.08 1/day, mF = 0.05 1/day, aP = 0.3 mg/(LĀday), bR = 0.1 

mg/(LĀday), k2 = 0.15 1/day. Base oxygen saturation was assumed to be 10 mg/L, medium 

temperature of the water was 18 ÁC, water temperature amplitude change was 8 ÁC, and 

temperature fluctuation period was set to 25 days. Measurement noise was 0.08, process noise 

was 0.02, and initial state vector X0 = [1.5 0.8 0.3 9.0]
T
. Modeling results during the period of 50 

days are shown in Figure 1. 

 
Fig. 1. Results of DO level modeling. Measured data (magenta points) and estimation results 

(black solid line) are in good agreement. DO is higher than respiratory depression and fish death 

levels, so any problems are unlikely to occur. 
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DO level fluctuates from 9 to 15 mg/L, while temperature oscillates from 10 to 26 ÁC. At 

that, estimated data are in good agreement with measured ones for both values due to application 

of the Kalman filter. 

General structure of the proposed system is shown in Fig.2. The data flow is shown as lines 

with arrows; optional components and data flows are drawn with dashed lines. Monitoring 

system consists of some autonomous measurement modules, which are installed at the ponds of a 

fish farm, a LoRaWAN gateway, and a server with database and dedicated software. Optionally, 

the system may contain actuator controllers, which allow it to make corrective actions on the 

monitored. Proposed system architecture implements multilevel hierarchical data processing, and 

combines low-power sensor nodes with LoRaWAN as the low-level IoT network. 

Hydrochemical parameters are measured using basic set of sensors: DO sensor, temperature and 

pH sensors, while architecture allows for the integration of other sensor types. 

Lower-level firmware will be running on MCUs of measurement modules. General 

functions of the firmware include water parameter measurement and automated outlier 

elimination. The pond model with EKF and basic trend analysis should also be included in 

firmware. Each measurement module operates as a class A LoRaWAN device, which provides 

measurement data to higher-level software with a given period of time. Higher-level software 

consists of the LoRaWAN network server that receives measured data, LoRaWAN application 

server with a database that collects and stores those data, and client software that will provide 

data visualization, trend analysis, prognosis, and corrective measures.  

In order to exclude data leak to the Internet and prevent unauthorized access to any devices 

that can change pond condition (e.g., inlet and discharge), use of a local network is planned. 

Therefore, both LoRaWAN servers with a database should run on a dedicated server hardware, 

which has to operate and be available 24/7/365. System security by default includes AES-128 

encryption, device authentication using either Activation by Personalization or Over-the-Air 

Activation, and custom security applied at the application level. Read-only access to collected 

data may be provided from the Internet using WebSocket/MQTT if necessary. Optical fiber lines 

(e.g., PON) or Ethernet using classic IP or MPLS may also be used to connect local data sources 

to clients, thus providing high throughput, low latency, and enhanced monitoring reliability. 

As for system's scalability, use of a single 8-channel gateway usually allows one to receive 

data from 32 to 128 modules ï which is enough for most aquaculture applications. At that, 

distance between nodes in rural areas can be up to 10-15 km, if antennae are within a line of sight. 

 
Fig. 2. General structure of the proposed system. 
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As shown above, even a minimal configuration using only a DO sensor allows for the 

estimation of pond hydrochemical state, thereby validating the fundamental feasibility of state 

reconstruction under conditions of partial observability. Proposed approach also allows one to 

explain and justify the reasoning behind every recommended corrective action. In the next 

research stage, further system development is planned, including implementation of an expanded 

model that accounts for pH and temperature dynamics and field testing of the measurement 

modules. 
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ʄɽʊʆɼʀʂɸ ʂɸʃɯɹʈʋɺɸʅʅʗ ʊɸ ʅɸʃɸʐʊʋɺɸʅʅʗ  

ɯʅʌʈɸʏɽʈɺʆʅʆɻʆ ɿʆʈʗʅʆɻʆ ɼɽʊɽʂʊʆʈɸ ɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ 

ʉʀʅʊɽɿʆɺɸʅʀʍ ɿʆɹʈɸɾɽʅʔ ɿʆʈʗʅʆɻʆ ʅɽɹɸ 

 

ʈʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜʠʢʫ ʢʘʣʽʙʨʫʚʘʥʥʷ ʽʥʬʨʘʯʝʨʚʦʥʠʭ ʟʦʨʷʥʠʭ ʜʝʪʝʢʪʦʨʽʚ ʽʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʩʠʥʪʝʟʦʚʘʥʠʭ ʟʦʙʨʘʞʝʥʴ ʟʦʨʷʥʦʛʦ ʧʦʣʷ ʽʟ ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʥʘʜʽʡʥʦʾ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ ʯʝʨʝʟ ʤʝʨʝʞʫ ʪʘ ʚʦʣʦʢʦʥʥʦ-ʦʧʪʠʯʥʽ ʢʘʥʘʣʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ 

ʧʽʜʚʠʱʠʪʠ ʪʦʯʥʽʩʪʴ ʚʠʟʥʘʯʝʥʥʷ ʮʝʥʪʨʦʾʜʽʚ ʟʽʨʦʢ, ʦʮʽʥʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʘʚʪʦʢʦʨʝʢʮʽʾ ʪʘ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʘʨʘʤʝʪʨʠ ʜʝʪʝʢʪʦʨʘ, ʱʦ ʧʦʪʨʝʙʫʶʪʴ ʥʘʣʘʰʪʫʚʘʥʥʷ. 

 

Methods for synthesis of starry sky images and calibrating star detectors 

have been studied for years and remain important in the contexts of space 

navigation, digital networks, and secure data transmission. Particular attention is 

paid to the infrared (IR) range, as IR star detectors enable effective operation under 

nighttime and low-visibility conditions, while also providing high sensitivity to 

cold stars [1,2]. In that range, accuracy of the detector operation strongly depends 

on thermal background, sensor noise, and temperature fluctuations. Therefore, the 

use of specialized calibration and image synthesis algorithms is essential. 

A number of publications have addressed star detector calibration methods. 

Sun et al. [1] analyzed optical errors and calibration techniques for high-precision 

detectors, including lens distortion and sensor noise; however, their method is 

designed for the visible range and does not account for high IR noise and thermal 

fluctuations. Tan et al. [2] proposed a comprehensive calibration approach for 

integrated ñstar detectorïgyroscopeò systems, but that approach requires accurate 

initial data and does not consider temperature variations or specific features of the 

IR spectrum, which limits its applicability to different equipment models. 

In work [3], approach to calibrating low-cost platforms is presented; 

however, it does not fully model the thermal background of the IR sensor or long-

wave radiation, and its scalability is limited for large detector arrays. Modeling of a 

high-speed star detector for inverse optical control [4] relies on limited simulation 

data, does not account for dynamic changes in IR radiation, and employs 

centroiding algorithms that depend on specific hardware implementations, making 

them unsuitable for use with different detector models. Yun et al. [5] proposed a 

method for geometric calibration of star detectors in orbit; its drawbacks include 

high computational demands, the requirement for high-quality star images, and the 

complexity of on-board implementation due to IR noise and limited processing 

mailto:poleinik@ukr.net
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resources. 

Transfer of data from the star detector to the spacecraftôs computing system 

during calibration is also a relevant challenge. Typically, digital data exchange 

interfaces are used for this purpose. Fiber-optic channels provide high bandwidth 

and immunity to electromagnetic interference, which is critically important for 

processing large image arrays [2,3]. However, integrating fiber-optic channels into 

existing hardware architectures is complicated due to cable length limitations. 

Furthermore, additional coding and encryption procedures increase latency and 

processor load, complicating real-time operation of the star detector. 

The goal of this study is to develop a method for calibrating and tuning an 

infrared (IR) star detector using synthesized images of the starry sky, while 

ensuring reliable data transmission via network and fiber-optic channels. The main 

objectives are to improve the accuracy of star centroid determination, evaluate the 

effectiveness of autocalibration, and identify detector parameters that require 

adjustment. 

In work [6], authors of the paper focused on the synthesis of realistic star 

field images for configuring star trackers. In the current study, those images are 

used as a tool for calibrating and adjusting an infrared (IR) star tracker. Synthesis 

of IR images of the starry sky and image processing was done using MATLAB 

platform. 

The aim of the numerical experiment performed was to verify the 

effectiveness of signal processing methods and of the detector coordinates 

correction, taking into account different stellar magnitudes and IR sensor noise. 

The main stages of the simulation were as follows: 

1. Generation of star coordinates within the sensorôs frame. 

2. Assignment of different stellar magnitudes (intensities) to each star. 

3. Modeling of the optical Point Spread Function (PSF) to simulate lens 

effects. 

4. Addition of IR sensor noise, including both thermal and Gaussian 

components. 

5. Adaptive selection of signal thresholds for detecting faint stars. 

6. Calculation of centroids and autocalibration of the detector coordinates. 

7. Visualization of results using 2D and 3D graphs and histograms. 

Generation of synthetic star field images follows approach presented in [6], 

with improvements for IR sensor modeling, noise addition, and PSF simulation, 

enabling quantitative evaluation of centroiding accuracy and detector 

autocalibration. While the 2025 study [6] addressed image synthesis for simulation 

purposes, the current work extends this methodology to the development of a full 

calibration and tuning procedure for IR star trackers, representing a distinct 

scientific contribution. 

Centroid and calibration accuracy estimation criteria 

Synthesized images of the star field were used to evaluate the efficiency of 

the IR star detector calibration. That allowed one to test centroiding and 

autocalibration algorithms without flight experiments. 
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(a) (b) 

 

 

(c) (d) 

 

 

(e) (f) 

 

Fig.1. Modeling results: a) Synthesized image of IR star field with detected centroids;  

b) 3D distribution of intensities of IR stars; ʩ) Result of calibration of IR stars;  

d) Histogram of pixel intensities of an IR image; e) Signal-to-noise ratio for the detected stars;  

f) Color map of the star magnitudes (logarithmic). 

 

In Figure 1a, pseudo-color IR image is presented, showing the location of 

stars in the frame. Cyan ñ+òs indicate the centroids of stars detected by the 

adaptive threshold method. In Figure 1b a three-dimensional surface showing the 

intensity of stars after optical smoothing (PSF) is shown. High peaks correspond to 
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bright stars, low peaks to faint ones. That allows one to assess the distribution of 

stellar magnitudes and the shape of the PSF visually. In Figure 1c, IR image of the 

star field with centroids before and after autocalibration is shown. Red circles are 

centroids before calibration, green ñ+òs are ones after detector offset correction. 

The histogram of pixel intensities of the IR image (Figure 1d) allows one to 

estimate overall dynamic range of the image and the sensorôs noise. The signal-to-

noise ratio (centroid intensity relative to the background noise) for the identified 

stars is shown in Figure 1e. Color of the bar encodes the relative signal-to-noise 

level: blue is a weak signal, red is a strong one. In Figure 1f, color map of stellar 

magnitudes is shown; each marker indicates a detected star, and its color 

corresponds to the normalized logarithmic intensity (see scale on the right), which 

allows one to visually assess the distribution of stellar magnitudes in the frame. 

The general criteria for assessing calibration efficiency are as follows: 

- Centroiding accuracy: root mean square (RMS) error of star center 

detection, expressed in pixels. The target accuracy for the IR detector is 0.1ï0.2 

pixels. As shown in Figure 1c, the simulation results yield an RMS error not 

exceeding 0.2 pixels, which meets the specified requirements. 

- Centroid stability: standard deviation of centroid coordinates during 

repeated measurements of the same star. 

- Star detection: percentage of detected stars with SNR Ó 5 (exceeding 95% 

in the simulation). 

- Geometric reference error: correspondence between pixel coordinates and 

the angular coordinates of stars in the sky. 

The combination of synthetic images, 3D modeling, histograms, and SNR 

analysis enables a comprehensive assessment of centroiding accuracy and 

autocalibration efficiency, as well as the identification of algorithmic limitations 

for faint stars (SNR < 3). For practical implementation of these methods on a 

spacecraft, it is necessary to ensure reliable data transfer from the IR star detector 

to the computing system, which requires integration of computing architecture, 

network interfaces, and autocalibration algorithms to maintain system accuracy 

and continuous operation. 

RS422, SpaceWire, and Ethernet interfaces are used for data transmission 

from the detector. Fiber-optic channels provide high throughput and enable 

synchronization of data from multiple detectors. Error correction codes (ECC), 

encryption, as well as buffering and priority queuing are used to ensure data 

integrity and security. 
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Integration of Artificial Intelligence in IR Star Detectors  

Further development of IR star detectors involves the use of automated 

calibration algorithms and artificial intelligence (AI), which enhances accuracy, 

autonomy, and reliability of navigation systems. Convolutional neural networks 

(CNNs) enable automatic star selection, improve the centroiding accuracy of faint 

stars, and classify noise artifacts. Training on synthesized IR images ensures 

algorithm versatility and supports continuous real-time autocalibration. 

The integration of optics, computing networks, and data channels facilitates 

distributed computation, allows for updating AI models during the mission, and 

enables simultaneous processing of data from multiple detectors. 

 

Future research may focus on: 

- The design of hybrid algorithms combining classical methods and AI. 

- The development of energy-efficient neural networks for onboard applications. 

- The creation of standardized sets of synthesized IR images for training and 

testing. 

- The integration of automated calibration systems with spacecraft 

navigation systems. 

A comprehensive approach that combines synthetic modeling, signal 

processing, autocalibration, optics, networks, and AI enables the development of 

accurate, autonomous, and adaptive IR star navigation systems for operation in 

complex space environments. 
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FORMALIZATION OF CONTEXT -AWARE ACCESS  

CONTROL IN SDN NETWORKS BASED ON ZERO TRUST 

 

The paper substantiates the integration of Zero Trust principles into Software-Defined 

Networking (SDN) to improve access security. It is shown that centralized SDN control 

increases flexibility, but does not elimin ate risks related to implicit trust in internal users and 

devices. An approach is proposed in which each access request undergoes contextual 

verification, authorization, policy enforcement, and continuous re-evaluation during the session. 

 

ʉʫʯʘʩʥʽ ʤʝʨʝʞʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ ʫʤʦʚʘʭ ʚʠʩʦʢʦʾ ʜʠʥʘʤʽʯʥʦʩʪʽ ʪʨʘʬʽʢʫ, 

ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ, ʩʝʨʚʽʩʽʚ ʽ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʋ ʪʘʢʠʭ ʫʤʦʚʘʭ 

ʪʨʘʜʠʮʽʡʥʘ ʧʝʨʠʤʝʪʨʦʚʘ ʤʦʜʝʣʴ ʙʝʟʧʝʢʠ ʚʞʝ ʥʝ ʟʘʙʝʟʧʝʯʫʻ ʜʦʩʪʘʪʥʴʦʛʦ ʨʽʚʥʷ 

ʟʘʭʠʩʪʫ, ʦʩʦʙʣʠʚʦ ʚʽʜ ʚʥʫʪʨʽʰʥʽʭ ʟʘʛʨʦʟ. ɼʣʷ ʧʨʦʛʨʘʤʥʦ-ʢʦʥʬʽʛʫʨʦʚʘʥʠʭ 

ʤʝʨʝʞ ʮʷ ʧʨʦʙʣʝʤʘ ʻ ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʦʶ, ʦʩʢʽʣʴʢʠ ʮʝʥʪʨʘʣʽʟʘʮʽʷ ʢʝʨʫʚʘʥʥʷ 

ʩʧʨʦʱʫʻ ʘʜʤʽʥʽʩʪʨʫʚʘʥʥʷ, ʘʣʝ ʦʜʥʦʯʘʩʥʦ ʧʽʜʚʠʱʫʻ ʢʨʠʪʠʯʥʽʩʪʴ ʧʦʤʠʣʢʦʚʦʛʦ 

ʘʙʦ ʥʘʜʤʽʨʥʦ ʜʦʚʽʨʝʥʦʛʦ ʨʽʰʝʥʥʷ ʚ ʧʣʦʱʠʥʽ ʢʝʨʫʚʘʥʥʷ. ʉʘʤʝ ʪʦʤʫ ʜʦʮʽʣʴʥʠʤ 

ʻ ʧʦʻʜʥʘʥʥʷ SDN ʟ ʢʦʥʮʝʧʮʽʻʶ Zero Trust, ʷʢʘ ʟʘʧʝʨʝʯʫʻ ʜʦʚʽʨʫ ʟʘ 

ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʽ ʚʠʤʘʛʘʻ ʧʝʨʝʚʽʨʢʠ ʢʦʞʥʦʛʦ ʟʘʧʠʪʫ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʜʞʝʨʝʣʘ 

ʡʦʛʦ ʥʘʜʭʦʜʞʝʥʥʷ. 

ʋ ʢʦʥʪʝʢʩʪʽ SDN ʧʨʠʥʮʠʧ Zero Trust ʦʟʥʘʯʘʻ, ʱʦ ʨʽʰʝʥʥʷ ʧʨʦ ʥʘʜʘʥʥʷ 

ʜʦʩʪʫʧʫ ʧʦʚʠʥʥʦ ʬʦʨʤʫʚʘʪʠʩʷ ʥʝ ʣʠʰʝ ʥʘ ʦʩʥʦʚʽ ʬʘʢʪʫ ʧʦʧʝʨʝʜʥʴʦʾ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʘ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʧʦʪʦʯʥʦʛʦ ʢʦʥʪʝʢʩʪʫ: ʽʜʝʥʪʠʯʥʦʩʪʽ ʩʫʙôʻʢʪʘ, 

ʧʘʨʘʤʝʪʨʽʚ ʧʨʠʩʪʨʦʶ, ʩʪʘʥʫ ʩʝʨʝʜʦʚʠʱʘ, ʧʦʣʽʪʠʢ ʙʝʟʧʝʢʠ ʪʘ ʪʝʣʝʤʝʪʨʠʯʥʠʭ 

ʦʟʥʘʢ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʧʝʨʝʚʦʜʠʪʴ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʟʽ ʩʪʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʚ 

ʜʠʥʘʤʽʯʥʫ, ʜʝ ʨʽʰʝʥʥʷ ʤʦʞʝ ʙʫʪʠ ʟʤʽʥʝʥʝ ʧʨʦʪʷʛʦʤ ʘʢʪʠʚʥʦʾ ʩʝʩʽʾ. ʎʝ ʩʫʪʪʻʚʦ 

ʟʥʠʞʫʻ ʨʠʟʠʢ lateral movement, ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʣʝʛʽʪʠʤʥʠʭ 

ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ ʪʘ ʧʦʰʠʨʝʥʥʷ ʘʪʘʢʠ ʚʩʝʨʝʜʠʥʽ ʤʝʨʝʞʽ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʝʣʴ SDN + Zero Trust ʚʢʣʶʯʘʻ ʪʨʠ ʣʦʛʽʯʥʽ ʨʽʚʥʽ: 

ʧʣʦʱʠʥʫ ʟʘʩʪʦʩʫʚʘʥʥʷ, ʧʣʦʱʠʥʫ ʢʝʨʫʚʘʥʥʷ ʪʘ ʧʣʦʱʠʥʫ ʜʘʥʠʭ. 

ʋ ʧʣʦʱʠʥʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʬʦʨʤʫʶʪʴʩʷ ʧʦʣʽʪʠʢʠ ʙʝʟʧʝʢʠ ʪʘ ʚʠʢʦʥʫʻʪʴʩʷ 

ʦʮʽʥʶʚʘʥʥʷ ʟʘʧʠʪʽʚ ʯʝʨʝʟ Policy Engine ʽ Policy Decision Point (PDP). ʋ 

ʧʣʦʱʠʥʽ ʢʝʨʫʚʘʥʥʷ SDN-ʢʦʥʪʨʦʣʝʨ ʧʨʠʡʤʘʻ ʟʘʧʠʪ, ʧʝʨʝʜʘʻ ʡʦʛʦ ʥʘ ʧʝʨʝʚʽʨʢʫ 

ʪʘ ʧʽʩʣʷ ʧʦʟʠʪʠʚʥʦʛʦ ʨʽʰʝʥʥʷ ʪʨʘʥʩʣʶʻ ʡʦʛʦ ʫ ʤʝʨʝʞʝʚʽ ʧʨʘʚʠʣʘ ʯʝʨʝʟ Policy 

Translator  ʽ Flow Rule Manager. 
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ʈʠʩ. 1. ʉʭʝʤʘʪʠʯʥʝ ʟʦʙʨʘʞʝʥʥʷ ʽʥʪʝʛʨʘʮʽʾ ZTA ʪʘ SDN. 
 

ʋ ʧʣʦʱʠʥʽ ʜʘʥʠʭ ʚʠʢʦʥʘʥʥʷ ʧʨʘʚʠʣ ʨʝʘʣʽʟʫʻʪʴʩʷ ʤʝʨʝʞʝʚʠʤʠ 

ʧʨʠʩʪʨʦʷʤʠ ʪʘ Policy Enforcement Point (PEP). ɼʦʜʘʪʢʦʚʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

ʤʦʜʫʣʴ ʤʦʥʽʪʦʨʠʥʛʫ, ʷʢʠʡ ʚʽʜʩʪʝʞʫʻ ʟʤʽʥʫ ʢʦʥʪʝʢʩʪʫ ʡ ʽʥʽʮʽʶʻ ʧʦʚʪʦʨʥʫ 

ʧʝʨʝʚʽʨʢʫ. 

ʌʦʨʤʘʣʴʥʦ ʟʘʧʠʪ ʜʦʩʪʫʧʫ ʚ ʤʦʤʝʥʪ ʯʘʩʫ t ʤʦʞʥʘ ʧʦʜʘʪʠ ʷʢ ʤʥʦʞʠʥʫ 

ʘʪʨʠʙʫʪʽʚ: 

 

(1) 

ʜʝ  - ʩʫʙôʻʢʪ ʜʦʩʪʫʧʫ,  - ʨʝʩʫʨʩ,  - ʪʠʧ ʦʧʝʨʘʮʽʾ,  - ʯʘʩʦʚʘ 

ʤʽʪʢʘ,  - ʧʦʪʦʯʥʠʡ ʢʦʥʪʝʢʩʪ ʟʘʧʠʪʫ.  

ʄʥʦʞʠʥʘ ʧʦʣʽʪʠʢ ʟʘʜʘʻʪʴʩʷ ʷʢ: 

, , 
 

(2) 

ʜʝ  - ʧʨʝʜʠʢʘʪ ʟʘʩʪʦʩʦʚʥʦʩʪʽ ʧʦʣʽʪʠʢʠ ʜʦ ʟʘʧʠʪʫ (ʫʤʦʚʘ ʜʦʩʪʫʧʫ), ʘ  

- ʾʾ ʨʽʰʝʥʥʷ. ʂʝʨʦʚʘʥʽʩʪʴ ʫ ʯʘʩʽ ʦʧʠʩʫʻʪʴʩʷ ʥʘʙʦʨʦʤ ʧʘʨʘʤʝʪʨʽʚ 

 

(3) 

ʜʝ:  - ʜʦʧʫʩʪʠʤʘ ʚʝʨʭʥʷ ʤʝʞʘ ʯʘʩʫ ʨʝʘʢʮʽʾ ʥʘ ʟʘʧʠʪ;  - 

ʜʦʧʫʩʪʠʤʘ ʚʝʨʭʥʷ ʤʝʞʘ ʯʘʩʫ ʧʦʚʪʦʨʥʦʾ ʧʝʨʝʚʽʨʢʠ ʘʚʪʦʨʠʟʘʮʽʾ;  - 

ʭʘʨʘʢʪʝʨʥʘ ʪʨʠʚʘʣʽʩʪʴ ʩʝʩʽʾ;  - ʤʘʢʩʠʤʘʣʴʥʠʡ ʯʘʩ ʞʠʪʪʷ ʜʦʟʚʦʣʷʶʯʦʛʦ 

ʧʨʘʚʠʣʘ;  - ʧʝʨʽʦʜ ʧʣʘʥʦʚʦʾ ʧʝʨʝʦʮʽʥʢʠ;  - ʧʦʨʽʛ ʩʫʪʪʻʚʦʾ ʟʤʽʥʠ ʢʦʥʪʝʢʩʪʫ; 

 - ʧʘʨʘʤʝʪʨʠ ʪʨʘʬʽʢʫ ʡ ʢʘʥʘʣʫ. 

ʈʽʰʝʥʥʷ ʘʚʪʦʨʠʟʘʮʽʾ ʬʦʨʤʫʻʪʴʩʷ PDP ʰʣʷʭʦʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʥʦʞʠʥʠ 

ʧʦʣʽʪʠʢ ʜʦ ʟʘʧʠʪʫ. ʉʧʦʯʘʪʢʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʤʥʦʞʠʥʘ ʨʽʰʝʥʴ ʧʦʣʽʪʠʢ, ʱʦ 

ʩʧʨʘʮʶʚʘʣʠ: 

 

(4) 
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ʊʦʜʽ ʨʽʰʝʥʥʷ PDP ʟʘʜʘʻʪʴʩʷ ʷʢ: 

 

(

5) 

ʇʽʩʣʷ ʯʦʛʦ SDN-ʢʦʥʪʨʦʣʝʨ ʧʝʨʝʪʚʦʨʶʻ ʡʦʛʦ ʚ ʜʽʶ ʧʣʦʱʠʥʠ ʜʘʥʠʭ 

 

(6) 

ʘ ʨʝʟʫʣʴʪʘʪ ʨʝʘʣʽʟʫʻʪʴʩʷ ʷʢ ʧʨʘʚʠʣʦ: 

 

(7) 

ʆʪʞʝ, ʫʟʘʛʘʣʴʥʝʥʝ ʚʽʜʦʙʨʘʞʝʥʥʷ ʤʦʜʝʣʽ ʤʘʻ ʚʠʛʣʷʜ: 

 

(8) 

ɺʠʭʽʜ ʤʦʜʝʣʽ ʚʢʣʶʯʘʻ ʨʽʰʝʥʥʷ ʧʨʦ ʜʦʩʪʫʧ, ʩʬʦʨʤʦʚʘʥʝ SDN-ʧʨʘʚʠʣʦ 

ʪʘ ʦʥʦʚʣʝʥʠʡ ʩʪʘʥ ʩʝʩʽʾ. ʊʘʢʘ ʬʦʨʤʘ ʚʽʜʦʙʨʘʞʘʻ ʣʦʛʽʢʫ ʟʘʤʢʥʝʥʦʛʦ ʮʠʢʣʫ 

çʦʮʽʥʢʘ ʢʦʥʪʝʢʩʪʫ Ÿ ʨʽʰʝʥʥʷ Ÿ enforcement Ÿ ʧʝʨʝʦʮʽʥʢʘè. 

ʌʫʥʢʮʽʦʥʘʣʴʥʦ ʤʦʜʝʣʴ ʧʨʘʮʶʻ ʪʘʢ: ʟʘʧʠʪ ʜʦʩʪʫʧʫ ʥʘʜʭʦʜʠʪʴ ʜʦ SDN-

ʢʦʥʪʨʦʣʝʨʘ, ʧʝʨʝʚʽʨʷʻʪʴʩʷ ʥʘ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʧʦʣʽʪʠʢʘʤ, ʧʽʩʣʷ ʯʦʛʦ ʘʙʦ 

ʙʣʦʢʫʻʪʴʩʷ, ʘʙʦ ʪʨʘʥʩʣʶʻʪʴʩʷ ʚ ʥʘʙʽʨ flow rules. ʇʽʩʣʷ ʥʘʜʘʥʥʷ ʜʦʩʪʫʧʫ ʩʝʩʽʷ 

ʥʝ ʚʚʘʞʘʻʪʴʩʷ ʦʩʪʘʪʦʯʥʦ ʜʦʚʽʨʝʥʦʶ, ʘ ʟʘʣʠʰʘʻʪʴʩʷ ʧʽʜ ʧʦʩʪʽʡʥʠʤ ʢʦʥʪʨʦʣʝʤ. 

ʋ ʨʘʟʽ ʟʤʽʥʠ ʧʦʚʝʜʽʥʢʠ ʩʫʙôʻʢʪʘ, ʩʪʘʥʫ ʧʨʠʩʪʨʦʶ ʘʙʦ ʤʝʨʝʞʝʚʦʛʦ ʢʦʥʪʝʢʩʪʫ 

ʚʠʢʦʥʫʻʪʴʩʷ ʧʦʚʪʦʨʥʘ ʦʮʽʥʢʘ, ʘ ʟʘ ʧʦʪʨʝʙʠ - ʦʥʦʚʣʝʥʥʷ ʘʙʦ ʚʽʜʢʣʠʢʘʥʥʷ 

ʧʨʘʚʠʣ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʘʜʘʧʪʠʚʥʽʩʪʴ ʤʦʜʝʣʽ ʪʘ ʧʽʜʚʠʱʫʻ ʾʾ ʩʪʽʡʢʽʩʪʴ ʜʦ 

ʚʥʫʪʨʽʰʥʽʭ ʽ ʜʠʥʘʤʽʯʥʠʭ ʟʘʛʨʦʟ. 

ɺʠʩʥʦʚʢʠ. ɯʥʪʝʛʨʘʮʽʷ Zero Trust ʫ SDN ʻ ʜʦʮʽʣʴʥʠʤ ʥʘʧʨʷʤʦʤ 

ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ ʤʝʨʝʞʝʚʦʛʦ ʜʦʩʪʫʧʫ. ʇʦʻʜʥʘʥʥʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʾ 

ʢʝʨʦʚʘʥʦʩʪʽ SDN ʽʟ ʢʦʥʪʝʢʩʪʥʦʶ ʘʚʪʦʨʠʟʘʮʽʻʶ, ʧʨʠʤʫʩʦʚʠʤ ʚʠʢʦʥʘʥʥʷʤ 

ʧʦʣʽʪʠʢ ʽ ʙʝʟʧʝʨʝʨʚʥʦʶ ʧʝʨʝʦʮʽʥʢʦʶ ʜʦʟʚʦʣʷʻ ʧʦʙʫʜʫʚʘʪʠ ʙʽʣʴʰ ʛʥʫʯʢʫ ʪʘ 

ʩʪʽʡʢʫ ʤʦʜʝʣʴ ʟʘʭʠʩʪʫ. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʠʡ ʷʢ 

ʦʩʥʦʚʘ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʩʠʩʪʝʤ ʘʜʘʧʪʠʚʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʜʦʩʪʫʧʦʤ ʫ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ, ʭʤʘʨʥʠʭ ʪʘ IoT-ʤʝʨʝʞʘʭ. 
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METHOD FOR DETERMINING THE WEIGHTS OF LINKS  

IN A GRAPH MODEL OF AN SDN NETWORK MONITORING SYSTEM 

 

The paper considers a monitoring system for software-defined networks (SDN). To analyze 

the structure of its interaction, this system was presented as a graph model, whose vertices are 

functional blocks and whose edges are information links between them. Using the defined 

model, a method for determining the weights of connections based on the intensity of data 

exchange between functional blocks was developed. 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʩʠʩʪʝʤʘ ʤʦʥʽʪʦʨʠʥʛʫ ʧʨʦʛʨʘʤʥʦ-ʢʝʨʦʚʘʥʠʭ ʤʝʨʝʞ SDN. ɼʣʷ 

ʘʥʘʣʽʟʫ ʩʪʨʫʢʪʫʨʠ ʾʾ ʚʟʘʻʤʦʜʽʾ, ʜʘʥʫ ʩʠʩʪʝʤʫ ʙʫʣʦ ʧʨʝʜʩʪʘʚʣʝʥʦ ʫ ʚʠʛʣʷʜʽ ʛʨʘʬʦʚʦʾ ʤʦʜʝʣʽ, 

ʚʝʨʰʠʥʘʤʠ ʷʢʦʾ ʻ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʙʣʦʢʠ, ʘ ʨʝʙʨʘʤʠ - ̔ ʥʬʦʨʤʘʮʽʡʥʽ ʟʚô̫ ʟʢʠ ʤʽʞ ʥʠʤʠ. 

ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʠʟʥʘʯʝʥʫ ʤʦʜʝʣʴ, ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʚʠʟʥʘʯʝʥʥʷ ʚʘʛ ʟʚô̫ ʟʢʽʚ ʥʘ ʦʩʥʦʚʽ 

ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʙʣʦʢʘʤʠ. 

 

ʄʝʪʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʦʜʫ ʨʦʟʨʘʭʫʥʢʫ ʚʘʛ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʟʚô̫ ʟʢʽʚ ʤʽʞ ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʙʣʦʢʘʤʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ 

SDN-ʤʝʨʝʞ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ. 

ʉʫʯʘʩʥʽ SDN ʤʝʨʝʞʽ ʧʦʩʪʽʡʥʦ ʟʙʽʣʴʰʫʶʪʴʩʷ ʟʘ ʨʦʟʤʽʨʦʤ ʪʘ ʩʢʣʘʜʥʽʩʪʶ 

ʩʪʨʫʢʪʫʨʠ. ʋ ʪʘʢʠʭ ʫʤʦʚʘʭ ʝʬʝʢʪʠʚʥʝ ʢʝʨʫʚʘʥʥʷ ʪʘ ʩʪʘʙʽʣʴʥʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʤʝʨʝʞʽ ʧʦʪʨʝʙʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʙʽʨ, 

ʦʙʨʦʙʢʫ ʪʘ ʘʥʘʣʽʟ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʩʪʘʥ ʤʝʨʝʞʝʚʠʭ ʝʣʝʤʝʥʪʽʚ ʽ ʧʝʨʝʜʘʚʘʥʥʷ 

ʜʘʥʠʭ ʤʽʞ ʥʠʤʠ [1]. 

ʋ ʨʦʙʦʪʽ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʩʠʩʪʝʤʘ ʤʦʥʽʪʦʨʠʥʛʫ SDN-ʤʝʨʝʞʽ, ʷʢʘ 

ʨʝʘʣʽʟʦʚʘʥʘ ʥʘ ʨʽʚʥʽ ʜʦʜʘʪʢʽʚ ʢʦʥʪʨʦʣʝʨʘ ʪʘ ʚʟʘʻʤʦʜʽʻ ʟ ʥʠʤ ʯʝʨʝʟ ʽʥʪʝʨʬʝʡʩ 

REST API. ɼʘʥʽ, ʷʢʽ ʜʘʥʘ ʩʠʩʪʝʤʘ ʟʙʠʨʘʻ, ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʪʦʧʦʣʦʛʽʯʥʽ ʜʘʥʽ 

ʤʝʨʝʞʽ - ̔ ʜʝʥʪʠʬʽʢʘʪʦʨʠ ʢʦʤʫʪʘʪʦʨʽʚ, ʟô̒ ʜʥʘʥʥʷ ʤʽʞ ʥʠʤʠ, ʭʦʩʪʠ, ʪʘ 

ʦʧʝʨʘʮʽʡʥʽ ʜʘʥʽ - ʧʦʢʘʟʥʠʢʠ ʪʨʘʬʽʢʫ ʥʘ ʧʦʨʪʘʭ ʢʦʤʫʪʘʪʦʨʽʚ ʽ ʧʘʨʘʤʝʪʨʠ 

ʧʨʘʚʠʣ flow-ʪʘʙʣʠʮʴ. ɸʨʭʽʪʝʢʪʫʨʥʦ ʩʠʩʪʝʤʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ 

ʙʣʦʢʽʚ ʟʙʦʨʫ, ʦʙʨʦʙʢʠ, ʘʛʨʝʛʘʮʽʾ ʪʘ ʟʙʝʨʝʞʝʥʥʷ ʜʘʥʠʭ, ʘ ʪʘʢʦʞ ʢʦʤʧʦʥʝʥʪʽʚ ʾʭ 

ʚʽʟʫʘʣʽʟʘʮʽʾ [2]. 
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ʈʠʩ. 1. ʉʪʨʫʢʪʫʨʥʘ ʩʭʝʤʘ ʪʘ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʙʣʦʢʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ SDN. 

 

ɼʣʷ ʨʦʟʨʘʭʫʥʢʫ ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʩʠʩʪʝʤʘ ʧʨʝʜʩʪʘʚʣʷʻʪʴʩʷ 

ʦʨʽʻʥʪʦʚʘʥʠʤ ʛʨʘʬʦʤ. 

                                                  (1) 

 

ʜʝ: V - ʤʥʦʞʠʥʘ ʚʝʨʰʠʥ, ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʙʣʦʢʽʚ ʩʠʩʪʝʤʠ; E - ʤʥʦʞʠʥʘ 

ʨʝʙʝʨ, ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʟʚô̫ ʟʢʽʚ ʤʽʞ ʥʠʤʠ. 

ɼʣʷ ʢʦʞʥʦʛʦ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʚô̫ ʟʢʫ  ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʽʥʪʝʥʩʠʚʥʽʩʪʴ 

ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʤʽʞ ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʙʣʦʢʘʤʠ. ɼʣʷ ʦʮʽʥʢʠ ʽʥʪʝʥʩʠʚʥʦʩʪʽ 

ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʫ ʩʠʩʪʝʤʽ ʟʘʟʥʘʯʘʻʪʴʩʷ ʨʦʟʤʽʨ ʤʝʨʝʞʽ ʷʢʘ ʻ ʦʙô̒ ʢʪʦʤ 

ʤʦʥʽʪʦʨʠʥʛʫ. ʇʝʨʝʜʙʘʯʘʻʪʴʩʷ ʤʝʨʝʞʘ ʟ 20 ʢʦʤʫʪʘʪʦʨʘʤʠ ʪʘ 100 ʢʽʥʮʝʚʠʤʠ 

ʭʦʩʪʘʤʠ, ʟʘʛʘʣʴʥʦʶ ʢʽʣʴʢʽʩʪʶ 140 ʧʦʨʪʽʚ. ʅʘ ʦʩʥʦʚʽ ʮʠʭ ʧʘʨʘʤʝʪʨʽʚ 

ʦʮʽʥʶʻʪʴʩʷ ʦʙʩʷʛ ʦʧʝʨʘʮʽʡʥʠʭ ʽ ʪʦʧʦʣʦʛʽʯʥʠʭ ʜʘʥʠʭ, ʱʦ ʧʝʨʝʜʘʶʪʴʩʷ ʤʽʞ 

ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʙʣʦʢʘʤʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ. 

ɿʘʟʥʘʯʘʻʪʴʩʷ ʬʽʢʩʦʚʘʥʠʡ ʽʥʪʝʨʚʘʣ ʯʘʩʫ T, ʟʘ ʷʢʠʡ ʬʫʥʢʮʽʦʥʫʻ ʩʠʩʪʝʤʘ, 

ʱʦ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʫʩʝʨʝʜʥʝʥʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ 

ʽʥʬʦʨʤʘʮʽʡʥʽ ʟʚô̫ ʟʢʠ ʩʠʩʪʝʤʠ. ʋ ʜʘʥʽʡ ʨʦʙʦʪʽ ʧʨʠʡʤʘʻʪʴʩʷ ʟʥʘʯʝʥʥʷ T=1 

ʛʦʜʠʥʘ. 
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     (2) 

      (3) 

ʜʝ: - ʦʙʩʷʛ ʜʘʥʠʭ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ  ʪʘ  ʟʘ ʦʜʠʥ ʮʠʢʣ; - ʩʫʤʘʨʥʠʡ 

ʦʙʩʷʛ ʜʘʥʠʭ ʟʘ ʽʥʪʝʨʚʘʣ ʯʘʩʫ ; - ʩʝʨʝʜʥʷ ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʧʝʨʝʜʘʚʘʥʥʷ 

ʜʘʥʠʭ; 

ɿ ʦʪʨʠʤʘʥʠʭ ʟʥʘʯʝʥʴ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʪʨʘʬʽʢʫ ʙʝʨʝʪʴʩʷ ʤʘʢʩʠʤʘʣʴʥʝ, 

ʚʽʜʥʦʩʥʦ ʥʴʦʛʦ ʥʦʨʤʘʣʽʟʫʶʪʴʩʷ ʚʩʽ ʟʥʘʯʝʥʥʷ ʪʨʘʬʽʢʫ.  

      (4) 

ʜʝ: - ʚʘʛʦʚʠʡ ʢʦʝʬʽʮʽʻʥʪ ʟʚô̫ ʟʢʫ ʤʽʞ ʙʣʦʢʘʤʠ; - ʤʘʢʩʠʤʘʣʴʥʘ 

ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʪʨʘʬʽʢʫ ʩʝʨʝʜ ʫʩʽʭ ʟʚô̫ ʟʢʽʚ ʩʠʩʪʝʤʠ. 

ɺʠʩʥʦʚʢʠ: ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʫʶʪʴ, ʱʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʜʝʪʘʣʽʟʦʚʘʥʦʾ ʛʨʘʬʦʚʦʾ ʤʦʜʝʣʽ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ SDN ʜʦʟʚʦʣʷʻ ʦʮʽʥʠʪʠ 

ʚʘʞʣʠʚʽʩʪʴ ʟʚô̫ ʟʢʽʚ ʤʽʞ ʬʫʥʢʮʽʦʥʘʣʴʥʠʤʠ ʙʣʦʢʘʤʠ. ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ 

ʚʠʟʥʘʯʝʥʥʷ ʚʘʛʦʚʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʥʘ ʦʩʥʦʚʽ ʥʦʨʤʘʣʽʟʦʚʘʥʦʾ ʽʥʪʝʥʩʠʚʥʦʩʪʽ 

ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ ʢʽʣʴʢʽʩʥʫ ʦʮʽʥʢʫ ʢʦʞʥʦʛʦ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʟʚ'ʷʟʢʫ ʩʠʩʪʝʤʠ. ʆʪʨʠʤʘʥʘ ʟʚʘʞʝʥʘ ʤʦʜʝʣʴ ʤʦʞʝ ʩʣʫʛʫʚʘʪʠ 

ʦʩʥʦʚʦʶ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʨʽʰʝʥʴ ʱʦʜʦ 

ʦʧʪʠʤʽʟʘʮʽʾ ʩʪʨʫʢʪʫʨʠ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ SDN-ʤʝʨʝʞ ʪʘ ʜʝʢʦʤʧʦʟʠʮʽʾ ʥʘ 

ʤʽʢʨʦʩʝʨʚʽʩʠ. 
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ANALYSIS OF MODERN NETWORK LAYER TECHNOLOGIES FOR IOT 

 

The paper analyzes modern network layer technologies for IoT systems. A generalized IoT 

architecture is considered, including perception, network, cloud and application layers. The main 

characteristics of Bluetooth Low Energy, Wi-Fi, Z-Wave, Zigbee, Sigfox, NB-IoT and LoRa are 

compared in terms of communication range, data rate, power consumption, deployment features 

and data transmission topologies. 

 

ɯʥʪʝʨʥʝʪ ʨʝʯʝʡ (Internet of Things, IoT) ʧʝʨʝʜʙʘʯʘʻ ʦʙô̒ ʜʥʘʥʥʷ ʚʝʣʠʢʦʾ 

ʢʽʣʴʢʦʩʪʽ ʬʽʟʠʯʥʠʭ ʧʨʠʩʪʨʦʾʚ ʫ ʤʝʨʝʞʫ ʜʣʷ ʟʙʦʨʫ, ʦʙʨʦʙʢʠ ʪʘ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʟ 

ʤʝʪʦʶ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʦʧʪʠʤʽʟʘʮʽʾ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ. ɼʦ ʪʘʢʠʭ 

ʧʨʠʩʪʨʦʾʚ ʥʘʣʝʞʘʪʴ ʩʝʥʩʦʨʠ, ʢʝʨʫʶʯʽ ʧʨʠʩʪʨʦʾ, ʢʦʥʪʨʦʣʝʨʠ ʪʦʱʦ. ɺ 

ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʧʦʪʨʝʙ ʪʘ ʢʦʥʬʽʛʫʨʘʮʽʾ ʩʫʯʘʩʥʽ IoT-ʩʠʩʪʝʤʠ ʚʽʜʨʽʟʥʷʶʪʴʩʷ 

ʚʠʤʦʛʘʤʠ ʜʦ ʰʚʠʜʢʦʩʪʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʜʘʣʴʥʦʩʪʽ ʟʚô̫ ʟʢʫ ʪʘ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ. ɿʚʽʜʩʠ, ʚʠʥʠʢʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʤʝʨʝʞʝʚʠʭ ʪʝʭʥʦʣʦʛʽʡ. 

ɸʨʭʽʪʝʢʪʫʨʘ IoT, ʱʦ ʟʦʙʨʘʞʝʥʘ ʥʘ ʨʠʩ. 1, ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʯʦʪʠʨʴʦʭ ʨʽʚʥʽʚ, 

ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ [1].  
 

  
 

ʈʠʩ. 1. ʋʟʘʛʘʣʴʥʝʥʘ ʘʨʭʽʪʝʢʪʫʨʘ 

ʩʠʩʪʝʤʠ Internet of Things. 

ʈʽʚʝʥʴ ʩʧʨʠʡʥʷʪʪʷ (perception layer) 

ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʜʘʥʠʭ ʟ 

ʬʽʟʠʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ʅʘ ʮʴʦʤʫ ʨʽʚʥʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʝʥʩʦʨʠ, 

ʤʽʢʨʦʢʦʥʪʨʦʣʝʨʠ ʪʘ ʽʥʰʽ ʧʨʠʩʪʨʦʾ, ʱʦ 

ʬʦʨʤʫʶʪʴ ʜʘʥʽ ʜʣʷ ʧʝʨʝʜʘʯʽ. ʄʝʨʝʞʝʚʠʡ 

ʨʽʚʝʥʴ (network layer) ʟʘʙʝʟʧʝʯʫʻ ʧʝʨʝʜʘʯʫ 

ʜʘʥʠʭ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ, ʰʣʶʟʘʤʠ ʪʘ 

ʩʝʨʚʝʨʘʤʠ ʧʨʦʚʦʜʦʚʠʤʠ ʘʙʦ 

ʙʝʟʧʨʦʚʦʜʦʚʠʤʠ ʪʝʭʥʦʣʦʛʽʷ ʟʚô̫ ʟʢʫ, 

ʟʦʢʨʝʤʘ Wi-Fi, Bluetooth, ZigBee, LPWAN-

ʪʝʭʥʦʣʦʛʽʾ ʪʦʱʦ. 

ʍʤʘʨʥʠʡ ʨʽʚʝʥʴ (cloud layer) ʚʠʢʦʥʫʻ ʟʙʝʨʽʛʘʥʥʷ, ʬʽʣʴʪʨʘʮʽʶ ʪʘ ʘʥʘʣʽʟ 

ʜʘʥʠʭ ʥʘ ʩʝʨʚʝʨʘʭ ʪʘ ʭʤʘʨʥʠʭ ʧʣʘʪʬʦʨʤʘʭ. ʇʨʠʢʣʘʜʥʠʡ ʨʽʚʝʥʴ (application 

layer) ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʢʦʥʪʨʦʣʶ ʪʘ ʢʝʨʫʚʘʥʥʷ ʩʠʩʪʝʤʦʶ ʢʦʨʠʩʪʫʚʘʯʝʤ. 

ɼʦ ʥʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʭ ʪʝʭʥʦʣʦʛʽʾ ʨʝʘʣʽʟʘʮʽʾ ʤʝʨʝʞʝʚʦʛʦ ʨʽʚʥʷ IoT 

ʥʘʣʝʞʘʪʴ: Bluetooth Low Energy , Wi-Fi, Z-Wave, ZigBee, Sigfox NB-IoT ʪʘ 

LoRa. ʆʩʥʦʚʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʮʠʭ ʪʝʭʥʦʣʦʛʽʡ ʥʘʚʝʜʝʥʽ ʚ ʪʘʙʣ. 1 [2]. 
 

˾͍͔ͤ͜Έ ͙͚ͫͨͪͤΎͭͭΎ
˨͊ͭ;͙͙͟Σ ͙ͨͪͫͭͪͦ͝

˸͔͔͔͍͙͚ͪ͗ ͍͔ͪͤ͜Έ
Bluetooth, ZigBee, LoRaWAN, NB-IoT 

͙͚̆ͣ͊ͪͤ ͍͔ͪͤ͜Έ
˻͋ͪͦ͋͊͟ ͭ ͊ ͔͎͋ͪ͊ͤͤ͘͜Ύ ͙͋ͪ͊ͤ͘͜ͻ ͒ ͙͊ͤͻ  

˽͙͙͚ͪ͊͒ͤ͟͡ ͍͔ͪͤ͜Έ 
ˤ͔͒ͦ͋ͪ͊͗ͤͤ͜Ύ ͙͒͊ͤͻΣ ͟͜͡ΊͤͭͫΈ͟͜ ͙͊ͫͭͦͫͯͤ͘͟
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ʊʘʙʣʠʮʷ 1. ʇʦʨʽʚʥʷʣʴʥʘ ʪʘʙʣʠʮʷ ʪʝʭʥʦʣʦʛʽʡ ʟʚô̫ ʟʢʫ. 

ʊʝʭʥʦʣʦʛʽʷ ɼʘʣʴʥʽʩʪʴ ʐʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ 
ɽʥʝʨʛʦ-

ʩʧʦʞʠʚʘʥʥʷ 

ɺʠʪʨʘʪʠ ʥʘ 

ʧʽʜʪʨʠʤʢʫ 

ʊʦʧʦʣʦʛʽʷ 

ʤʝʨʝʞʽ 

Bluetooth 

Low Energy 
10 ʤ - 1.5ʢʤ 125 ʢʙʽʪ/ʩ - 2 ʄʙʽʪ/ʩ ʥʠʟʴʢʝ ʦʜʥʦʨʘʟʦʚʽ 

P2P, ʟʽʨʢʘ, 

mesh, 

broadcast 

Wi-Fi 15 ʤ - 100 ʤ 54 ʄʙʽʪ/ʩ - 1.3 ɻʙʽʪ/ʩ ʩʝʨʝʜʥʻ ʦʜʥʦʨʘʟʦʚʽ 
ʟʽʨʢʘ, 

mesh 

Z-Wave 30 ʤ ï 50 ʤ 10 ʢʙʽʪ/ʩ - 100 ʢʙʽʪ/ʩ ʥʠʟʴʢʝ ʦʜʥʦʨʘʟʦʚʽ mesh 

Zigbee 30 ʤ ï 100 ʤ 20 ʢʙʽʪ/ʩ - 250 ʢʙʽʪ/ʩ ʥʠʟʴʢʝ ʦʜʥʦʨʘʟʦʚʽ mesh 

Sigfox 3 ʢʤ ï 50 ʢʤ ʜʦ 100 ʙʽʪ/ʩ ʥʠʟʴʢʝ ʨʝʛʫʣʷʨʥʽ ʟʽʨʢʘ 

NB - IoT 1 ʢʤ ï 10 ʢʤ ʜʦ 200 ʢʙʽʪ/ʩ ʥʠʟʴʢʝ ʨʝʛʫʣʷʨʥʽ ʟʽʨʢʘ 

LoRa 2 ʢʤ ï 20 ʢʤ 10 ʢʙʽʪ/ʩ - 50 ʢʙʽʪ/ʩ ʥʠʟʴʢʝ ʦʜʥʦʨʘʟʦʚʽ ʟʽʨʢʘ 
 

Bluetooth Low Energy (BLE) ʪʘ Wi-Fi ʧʝʨʝʚʘʞʥʦ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʫ 

ʩʠʩʪʝʤʘʭ ʟ ʥʝʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʧʨʠʩʪʨʦʾʚ. Wi-Fi ʤʘʻ ʧʽʜʚʠʱʝʥʝ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʘ ʥʝʚʝʣʠʢʫ ʜʘʣʴʥʽʩʪʴ ʟʚô̫ ʟʢʫ, ʘʣʝ ʚʠʩʦʢʘ ʰʚʠʜʢʽʩʪʴ 

ʧʝʨʝʜʘʯʽ ʨʦʙʠʪʴ ʡʦʛʦ ʛʘʨʥʠʤ ʚʘʨʽʘʥʪʦʤ ʜʣʷ ʧʨʠʩʪʨʦʾʚ ʟ ʧʦʩʪʽʡʥʦʶ ʧʝʨʝʜʘʯʝʶ 

ʚʝʣʠʢʠʭ ʦʙô̒ ʤʽʚ ʜʘʥʠʭ. BLE ʟʘʚʜʷʢʠ ʩʚʦʾʡ ʝʥʝʨʛʦʝʬʝʢʪʠʚʥʦʩʪʽ ʢʨʘʱʝ 

ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʜʘʪʯʠʢʽʚ, ʱʦ ʧʝʨʝʜʘʶʪʴ ʢʦʨʦʪʢʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʽ ʧʦʚʠʥʥʽ ʤʘʪʠ 

ʟʜʘʪʥʽʩʪʴ ʧʨʘʮʶʚʘʪʠ ʪʨʠʚʘʣʠʡ ʯʘʩ ʘʚʪʦʥʦʤʥʦ. 

ʊʝʭʥʦʣʦʛʽʾ ZigBee ʪʘ Z-Wave ʟʘʙʝʟʧʝʯʫʶʪʴ ʥʠʟʴʢʝ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʪʘ 

ʧʽʜʪʨʠʤʫʶʪʴ ʨʦʙʦʪʫ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʧʨʠʩʪʨʦʾʚ ʟʘʚʜʷʢʠ Mesh ʪʦʧʦʣʦʛʽʾ, 

ʦʜʥʘʢ ʟʚô̫ ʟʦʢ ʤʽʞ ʚʫʟʣʘʤʠ ʦʙʤʝʞʝʥʠʡ ʜʝʩʷʪʢʘʤʠ ʤʝʪʨʽʚ. ʊʘʢʽ ʪʝʭʥʦʣʦʛʽʾ 

ʧʝʨʝʚʘʞʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʫ ʩʠʩʪʝʤʘʭ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʦʬʽʩʥʠʭ ʪʘ ʞʠʣʠʭ 

ʙʫʜʽʚʝʣʴ. 

ɼʣʷ ʩʠʩʪʝʤ ʟ ʢʽʣʦʤʝʪʨʦʚʦʶ ʪʝʨʠʪʦʨʽʻʶ ʧʦʢʨʠʪʪʷ ʪʘ ʥʠʟʴʢʠʤ 

ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷʤ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʪʝʭʥʦʣʦʛʽʾ ʢʣʘʩʫ LPWAN. Sigfox ʧʨʘʮʶʻ 

ʯʝʨʝʟ ʤʝʨʝʞʫ ʦʧʝʨʘʪʦʨʽʚ ʮʴʦʛʦ ʧʨʦʪʦʢʦʣʫ ʟʚô̫ ʟʢʫ, ʪʦʤʫ ʤʦʞʣʠʚʽʩʪʴ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʘʣʝʞʠʪʴ ʚʽʜ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʧʝʨʘʪʦʨʘ ʪʘ ʧʦʪʨʝʙʫʻ ʪʘʨʠʬʥʦʾ 

ʧʣʘʪʠ. NB-IoT ʙʘʟʫʻʪʴʩʷ ʥʘ ʪʝʭʥʦʣʦʛʽʾ LTE ʽ ʧʨʘʮʶʻ ʯʝʨʝʟ ʩʪʽʣʴʥʠʢʦʚʽ ʤʝʨʝʞʽ 

ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʦʛʦ ʟʚô̫ ʟʢʫ. ʎʝ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʽ ʰʠʨʦʢʝ ʧʦʢʨʠʪʪʷ, 

ʘʣʝ ʚʠʥʠʢʘʶʪʴ ʦʙʤʝʞʝʥʥʷ ʫ ʚʠʢʦʨʠʩʪʘʥʥʽ ʣʽʮʝʥʟʦʚʘʥʦʛʦ ʩʧʝʢʪʨʘ ʪʘ ʪʘʨʠʬʥʽʡ 

ʧʣʘʪʽ. LoRa ʚʠʨʽʟʥʷʻʪʴʩʷ ʥʝʟʘʣʝʞʥʽʩʪʶ ʚʽʜ ʦʧʝʨʘʪʦʨʽʚ, ʜʦʟʚʦʣʷʶʯʠ 

ʩʪʚʦʨʶʚʘʪʠ ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʦʜʫʣʷʮʽʾ Chirp Spread 

Spectrum (CSS), ʱʦ ʜʦʟʚʦʣʷʻ ʚʽʜʪʚʦʨʶʚʘʪʠ ʩʠʛʥʘʣ ʧʨʠ ʯʫʪʣʠʚʦʩʪʽ ʜʦ -

130dBm. ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʽ CSS ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʙʽʪʦʚʦʶ ʧʦʩʣʽʜʦʚʥʽʩʪʶ 

(ʩʠʤʚʦʣʦʤ) ʫ ʚʠʛʣʷʜʽ ʩʠʛʥʘʣʫ ʟʽ ʟʩʫʚʦʤ, ʷʢʠʡ ʟʤʽʥʶʻ ʯʘʩʪʦʪʫ ʧʨʦʪʷʛʦʤ 

ʧʝʨʝʜʘʚʘʥʥʷ ʩʠʤʚʦʣʫ [3].  

ɸʨʭʽʪʝʢʪʫʨʘ ʤʝʨʝʞʽ IoT ʚʠʟʥʘʯʘʻ ʰʣʷʭ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʚʽʜ ʢʽʥʮʝʚʦʛʦ 

ʧʨʠʩʪʨʦʶ ʜʦ ʩʝʨʚʝʨʘ ʦʙʨʦʙʢʠ. ɼʣʷ ʨʽʟʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʮʝʡ ʰʣʷʭ ʚʽʜʨʽʟʥʷʻʪʴʩʷ 

ʩʢʣʘʜʦʤ ʧʨʦʤʽʞʥʠʭ ʚʫʟʣʽʚ ʪʘ ʩʧʦʩʦʙʦʤ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ IP-ʤʝʨʝʞʽ [1, 4, 5]. 

ʇʨʠʢʣʘʜʠ ʘʨʭʽʪʝʢʪʫʨ ʟʦʙʨʘʞʝʥʽ ʥʘ ʨʠʩ. 2. 
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ʈʠʩ. 2. ʋʟʘʛʘʣʴʥʝʥʽ ʘʨʭʽʪʝʢʪʫʨʠ ʨʦʟʛʣʷʥʫʪʠʭ ʤʝʨʝʞ.  

 

ɹʫʣʦ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʪʝʭʥʦʣʦʛʽʾ ʢʦʨʦʪʢʦʛʦ ʨʘʜʽʫʩʘ ʜʽʾ, ʟʦʢʨʝʤʘ BLE, Wi-

Fi, Z-Wave ʪʘ Zigbee. Wi-Fi ʤʦʞʝ ʟʘʙʝʟʧʝʯʠʪʠ ʚʠʩʦʢʫ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ 

ʚʝʣʠʢʠʭ ʦʙʩʷʛʽʚ ʽʥʬʦʨʤʘʮʽʾ. ʊʝʭʥʦʣʦʛʽʷ BLE ̒  ʧʨʦʩʪʦʶ ʚ ʨʦʟʛʦʨʪʘʥʥʽ ʽ 

ʰʠʨʦʢʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʚ ʘʚʪʦʥʦʤʥʠʭ ʽ ʤʦʙʽʣʴʥʠʭ IoT-ʧʨʠʩʪʨʦʷʭ ʟ ʦʙʤʝʞʝʥʠʤ 

ʝʥʝʨʛʦʨʝʩʫʨʩʦʤ. ʇʨʦʪʦʢʦʣʠ Zigbee ʪʘ Z-Wave ʦʧʪʠʤʘʣʴʥʽ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʩʪʘʙʽʣʴʥʦʛʦ ʟʚô̫ ʟʢʫ ʤʽʞ ʙʘʛʘʪʴʤʘ ʧʨʠʩʪʨʦʷʤʠ ʟʘʚʜʷʢʠ Mesh ʪʦʧʦʣʦʛʽʾ. 

ʊʝʭʥʦʣʦʛʽʾ ʦʧʝʨʘʪʦʨʩʴʢʦʛʦ ʢʣʘʩʫ, ʪʘʢʽ ʷʢ Sigfox ʪʘ NB-IoT, ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʚʝʣʠʢʝ ʧʦʢʨʠʪʪʷ, ʧʨʦʪʝ ʟʘʣʝʞʘʪʴ ʚʽʜ ʟʦʚʥʽʰʥʴʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʧʝʨʘʪʦʨʘ, 

ʣʽʮʝʥʟʦʚʘʥʦʛʦ ʩʧʝʢʪʨʘ ʪʘ ʨʝʛʫʣʷʨʥʠʭ ʪʘʨʠʬʥʠʭ ʚʠʪʨʘʪ. ʊʝʭʥʦʣʦʛʽʷ LoRa ʻ 

ʥʘʡʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʚʘʨʽʘʥʪʦʤ ʜʣʷ ʧʦʙʫʜʦʚʠ ʧʨʠʚʘʪʥʠʭ IoT-ʤʝʨʝʞ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʧʝʨʝʜʘʚʘʪʠ ʜʘʥʽ ʥʘ ʚʝʣʠʢʽ ʚʽʜʩʪʘʥʽ ʪʘ ʥʝ ʧʨʠʚô̫ ʟʘʥʘ ʜʦ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʧʝʨʘʪʦʨʽʚ ʟʚô̫ ʟʢʫ. 
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ʇʆʈɯɺʅʗʅʅʗ ʊɽʍʅʆʃʆɻɯʁ VPN  

ʂʆʈʇʆʈɸʊʀɺʅʀʍ ɯʅʌʆʂʆʄʋʅɯʂɸʎɯʁʅʀʍ ʄɽʈɽɾ 
 

ʅʝʩʪʝʨʝʥʢʦ ʄ.ʄ., ɿʦʟʫʣʷ ɺ.ʉ., ʄʘʢʩʠʤʯʫʢ ɺ.ʈ. 

ʅʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʠʡ ʽʥʩʪʠʪʫʪ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ  

ʩʠʩʪʝʤ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ, ʋʢʨʘʾʥʘ 

ɺʽʡʩʴʢʦʚʠʡ ʽʥʩʪʠʪʫʪ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʪʘ ʽʥʬʦʨʤʘʪʠʟʘʮʽʾ ʽʤ. ɻʝʨʦʾʚ ʂʨʫʪ, ʋʢʨʘʾʥʘ 

E-mail: mykola.nesterenko.scientist@gmail.com, zozulia.vladyslav@lll.kpi.ua, reich1935@ukr.net 
 

COMPARISON OF VPN TECHNOLOGIES FOR  

CONSTRUCTING CORPORATE INFOCOMMUNICATION NETWORKS 
 

The paper analyzes corporate VPN architectures, comparing OpenVPN, WireGuard, and 

ZeroTier across different OSI layers. It investigates the performance impact of User Space versus 

Kernel Space implementations. The study evaluates key metrics, including latency, throughput, 

and CPU utilization, to determine the most effective solutions for modern enterp rise 
environments. 

 

ɽʚʦʣʶʮʽʷ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʩʠʩʪʝʤ ʽ ʧʝʨʝʭʽʜ ʜʦ ʜʝʮʝʥʪʨʘʣʽʟʦʚʘʥʠʭ 

ʘʨʭʽʪʝʢʪʫʨ ʨʦʙʣʷʪʴ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. ʅʘʜʽʡʥʽʩʪʴ ʤʝʨʝʞ ʟʘʣʝʞʠʪʴ ʚʽʜ ʝʬʝʢʪʠʚʥʦʩʪʽ ʰʠʬʨʫʚʘʥʥʷ 

ʪʘ ʟʜʘʪʥʦʩʪʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ. ɼʦʩʣʽʜʞʝʥʥʷ ʩʫʯʘʩʥʠʭ VPN-

ʪʝʭʥʦʣʦʛʽʡ ʻ ʘʢʪʫʘʣʴʥʠʤ ʜʣʷ ʛʘʨʘʥʪʫʚʘʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ʪʘ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ 

ʜʘʥʠʭ ʫ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞʘʭ. ʈʦʟʚʠʪʦʢ ʛʘʣʫʟʽ ʦʙʤʝʞʝʥʠʡ ʙʘʣʘʥʩʦʤ ʤʽʞ 

ʙʝʟʧʝʢʦʶ, ʰʚʠʜʢʽʩʪʶ ʪʘ ʨʦʙʦʪʦʶ ʚ ʩʝʛʤʝʥʪʦʚʘʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ ʘʙʦ ʩʢʣʘʜʥʠʭ 

ʪʦʧʦʣʦʛʽʷʭ NAT/PAT. ʊʨʘʜʠʮʽʡʥʽ ʨʽʰʝʥʥʷ ʜʝʤʦʥʩʪʨʫʶʪʴ ʟʥʠʞʝʥʥʷ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʯʝʨʝʟ ʘʨʭʽʪʝʢʪʫʨʥʽ ʦʙʤʝʞʝʥʥʷ. 

ɼʦʚʛʠʡ ʯʘʩ ʮʽ ʧʨʦʙʣʝʤʠ ʚʠʨʽʰʫʚʘʣʠʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʦʥʦʣʽʪʥʠʭ 

ʘʨʭʽʪʝʢʪʫʨ, ʷʢ-ʦʪ OpenVPN [1]. ʁʦʛʦ ʧʨʠʥʮʠʧ ʨʦʙʦʪʠ (ʨʠʩ. 1) ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʚʠʢʦʨʠʩʪʘʥʥʽ User Space ʪʘ ʜʨʘʡʚʝʨʘ TUN/TAP. ʂʦʞʝʥ ʧʘʢʝʪ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ 

ʷʜʨʦ ʜʦ ʜʦʜʘʪʢʘ OpenVPN ʜʣ ̫ʰʠʬʨʫʚʘʥʥʷ ʙʽʙʣʽʦʪʝʢʦʶ OpenSSL ʽ 

ʧʦʚʝʨʪʘʻʪʴʩʷ ʚ ʷʜʨʦ ʜʣʷ ʚʽʜʧʨʘʚʢʠ. ʇʦʩʪʽʡʥʝ ʧʝʨʝʤʠʢʘʥʥʷ ʢʦʥʪʝʢʩʪʫ (context 

switching) ʩʧʨʠʯʠʥʷʻ ʚʠʩʦʢʫ ʟʘʪʨʠʤʢʫ ʪʘ ʩʠʣʴʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CPU.  
 

 
 

ʈʠʩ. 1. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ OpenVPN. 
 

ʇʨʦʪʝ ʤʦʞʣʠʚʽʩʪʴ ʽʥʢʘʧʩʫʣʷʮʽʾ ʪʨʘʬʽʢʫ ʚ TCP 443 ʜʦʟʚʦʣʷʻ ʽʤʽʪʫʚʘʪʠ 
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ʩʪʘʥʜʘʨʪʥʠʡ HTTPS-ʪʨʘʬʽʢ, ʱʦ ʨʦʙʠʪʴ OpenVPN ʥʝʟʘʤʽʥʥʠʤ ʜʣʷ ʦʙʭʦʜʫ 

ʩʠʩʪʝʤ Deep Packet Inspection (DPI).  

ɺʣʘʩʥʝ ʙʘʯʝʥʥʷ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʧʝʨʝʭʦʜʽ ʜʦ ʥʠʟʴʢʦʨʽʚʥʝʚʦʾ ʽʤʧʣʝʤʝʥʪʘʮʽʾ, ʷʢʫ ʧʨʦʧʦʥʫʻ WireGuard [1] (ʨʠʩ. 

2). ɺʽʥ ʽʥʪʝʛʨʦʚʘʥʠʡ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚ ʤʝʨʝʞʝʚʠʡ ʩʪʝʢ ʷʜʨʘ (Kernel Space), ʱʦ 

ʫʩʫʚʘʻ ʚʠʪʨʘʪʠ ʥʘ ʢʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ. ɿʘʤʽʩʪʴ Public Key Infrastructure (PKI) 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ Cryptokey Routing, ʱʦ ʧʦʚ'ʷʟʫʻ ʢʣʶʯʽ ʟ IP-ʘʜʨʝʩʘʤʠ. 

ʐʚʠʜʢʦʜʽʶ ʟʘʙʝʟʧʝʯʫʻ ʩʪʝʢ ChaCha20-Poly1305: ChaCha20 ʯʝʨʝʟ 20 ʮʠʢʣʽʚ 

ʟʤʽʰʫʚʘʥʥʷ ʤʘʪʨʠʮʽ (ʢʣʶʯ, ʣʽʯʠʣʴʥʠʢ, ʚʝʢʪʦʨ ʽʥʽʮʽʘʣʽʟʘʮʽʾ) ʛʝʥʝʨʫʻ ʧʦʪʽʢ ʜʣʷ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʘ Poly1305 ʩʪʚʦʨʶʻ ʮʠʬʨʦʚʫ çʧʝʯʘʪʢʫè ʜʣʷ ʮʽʣʽʩʥʦʩʪʽ. ʎʝ 

ʜʦʟʚʦʣʷʻ ʜʦʩʷʛʪʠ ʰʚʠʜʢʦʩʪʽ ʧʨʠ ʤʽʥʽʤʘʣʴʥʦʤʫ ʥʘʚʘʥʪʘʞʝʥʥʽ ʥʘ CPU.  
 

 

ʈʠʩ. 2. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ WireGuard. 

ɼʣʷ ʩʢʣʘʜʥʠʭ ʪʦʧʦʣʦʛʽʡ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ZeroTier [3] (ʨʠʩ. 3), 

ʱʦ ʧʨʘʮʶʻ ʥʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ (L2). ɺʽʥ ʩʪʚʦʨʶʻ ʚʽʨʪʫʘʣʴʥʠʡ ʢʦʤʫʪʘʪʦʨ 

ʧʦʚʝʨʭ ʽʥʪʝʨʥʝʪʫ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ P2P-ʟô̒ ʜʥʘʥʥʷ ʯʝʨʝʟ UDP hole punching. 

ʗʢʱʦ ʧʨʷʤʠʡ ʟʚ'ʷʟʦʢ ʥʝʤʦʞʣʠʚʠʡ ʯʝʨʝʟ Symmetric NAT, ʪʨʘʬʽʢ ʡʜʝ ʯʝʨʝʟ 

ʢʦʨʝʥʝʚʽ ʩʝʨʚʝʨʠ (Roots) ʫ ʨʝʞʠʤʽ Relay. ʍʦʯʘ ʮʝ ʟʙʽʣʴʰʫʻ ʟʘʪʨʠʤʢʫ, ʜʘʥʽ 

ʟʘʣʠʰʘʶʪʴʩʷ ʟʘʭʠʱʝʥʠʤʠ ʥʘʩʢʨʽʟʥʠʤ ʰʠʬʨʫʚʘʥʥʷʤ. ʎʝ ʽʜʝʘʣʴʥʦ ʜʣʷ 

ʦʙô̒ ʜʥʘʥʥʷ IoT-ʧʨʠʩʪʨʦʾʚ ʪʘ ʦʬʽʩʽʚ ʟʘ ʬʘʻʨʚʦʣʘʤʠ ʙʝʟ ʧʫʙʣʽʯʥʠʭ IP.    
 

 

ʈʠʩ. 3. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ ZeroTier. 



 162 

ʇʨʦʚʝʜʝʥʠʡ ʧʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʥʘ ʦʩʥʦʚʽ ʜʦʩʣʽʜʞʝʥʴ [1-3] ʩʫʯʘʩʥʠʭ 

ʪʝʭʥʦʣʦʛʽʡ VPN ʜʝʤʦʥʩʪʨʫʻ ʯʽʪʢʠʡ ʨʦʟʧʦʜʽʣ ʟʘ ʩʮʝʥʘʨʽʷʤʠ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʜʝ 

ʢʦʞʝʥ ʧʨʦʪʦʢʦʣ ʚʠʨʽʰʫʻ ʢʦʥʢʨʝʪʥʝ ʢʦʣʦ ʪʝʭʥʽʯʥʠʭ ʟʘʚʜʘʥʴ. 

WireGuard ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʤʘʢʩʠʤʘʣʴʥʽʡ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ: ʟʘʚʜʷʢʠ ʨʦʙʦʪʽ 

ʚ Kernel Space ʪʘ ʩʫʯʘʩʥʦʤʫ ʩʪʝʢʫ ChaCha20-Poly1305 ʚʽʥ ʟʘʙʝʟʧʝʯʫʻ 

ʰʚʠʜʢʽʩʪʴ ~50.4 Mbps ʧʨʠ ʤʽʥʽʤʘʣʴʥʽʡ ʟʘʪʨʠʤʮʽ ~52 ʤʩ. ʄʽʥʽʤʘʣʽʩʪʠʯʥʘ 

ʢʦʜʦʚʘ ʙʘʟʘ ʥʝ ʣʠʰʝ ʟʤʝʥʰʫʻ ʧʦʚʝʨʭʥʶ ʘʪʘʢ, ʘ ʡ ʩʫʪʪʻʚʦ ʧʦʣʝʛʰʫʻ ʘʫʜʠʪ 

ʙʝʟʧʝʢʠ, ʨʦʙʣʷʯʠ ʡʦʛʦ ʽʜʝʘʣʴʥʠʤ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʪʘ ʚʠʩʦʢʦʧʨʦʜʫʢʪʠʚʥʠʭ ʟ'ʻʜʥʘʥʴ. 

ZeroTier ʨʝʘʣʽʟʫʻ ʢʦʥʮʝʧʮʽʶ SDN ʥʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ (L2), ʱʦ ʜʦʟʚʦʣʷʻ 

ʩʪʚʦʨʶʚʘʪʠ ʚʽʨʪʫʘʣʴʥʽ ʢʦʤʫʪʘʪʦʨʠ ʧʦʚʝʨʭ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ. ʇʨʠ ʰʚʠʜʢʦʩʪʽ 

~42-45 Mbps ʪʘ ʟʘʪʨʠʤʮʽ ~65-70 ʤʩ ʚʽʥ ʘʚʪʦʤʘʪʠʯʥʦ ʜʦʣʘʻ ʩʢʣʘʜʥʽ ʪʦʧʦʣʦʛʽʾ 

NAT ʟʘ ʜʦʧʦʤʦʛʦʶ P2P-ʟô̒ ʜʥʘʥʴ ʪʘ ʪʝʭʥʽʢʠ UDP hole punching. ʎʝ ʨʦʙʠʪʴ 

ʡʦʛʦ ʦʧʪʠʤʘʣʴʥʠʤ ʜʣʷ ʦʙ'ʻʜʥʘʥʥʷ IoT-ʧʨʠʩʪʨʦʾʚ ʪʘ ʧʦʙʫʜʦʚʠ ʩʢʣʘʜʥʠʭ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ Mesh-ʤʝʨʝʞ ʙʝʟ ʧʫʙʣʽʯʥʠʭ IP-ʘʜʨʝʩ. 

OpenVPN ʟʘʣʠʰʘʻʪʴʩʷ ʥʘʡʙʽʣʴʰ ʫʥʽʚʝʨʩʘʣʴʥʠʤ ʽ ʛʥʫʯʢʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ, 

ʧʦʧʨʠ ʟʥʘʯʥʠʡ overhead (ʟʘʪʨʠʤʢʘ ~828 ʤʩ, ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ CPU 17%), 

ʟʫʤʦʚʣʝʥʠʡ ʨʦʙʦʪʦʶ ʫ ʧʨʦʩʪʦʨʽ ʢʦʨʠʩʪʫʚʘʯʘ (User Space). ʁʦʛʦ ʢʣʶʯʦʚʘ 

ʧʝʨʝʚʘʛʘ ïʤʦʞʣʠʚʽʩʪʴ ʧʦʚʥʦʾ ʽʥʢʘʧʩʫʣʷʮʽʾ ʪʨʘʬʽʢʫ ʚ TCP ʧʦʨʪ 443, ʱʦ 

ʜʦʟʚʦʣʷʻ ʤʘʩʢʫʚʘʪʠ VPN-ʟô̒ ʜʥʘʥʥʷ ʧʽʜ ʩʪʘʥʜʘʨʪʥʠʡ HTTPS. ʎʝ ʨʦʙʠʪʴ 

OpenVPN ʥʝʟʘʤʽʥʥʠʤ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʚô̫ ʟʢʫ ʚ ʫʤʦʚʘʭ ʞʦʨʩʪʢʦʾ ʤʝʨʝʞʝʚʦʾ 

ʮʝʥʟʫʨʠ ʪʘ ʙʣʦʢʫʚʘʥʥʷ ʥʝʩʪʘʥʜʘʨʪʥʠʭ ʧʦʨʪʽʚ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʚʠʙʽʨ ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʦʪʦʢʦʣʫ ʧʦʚʠʥʝʥ ʙʘʟʫʚʘʪʠʩʷ ʥʘ 

ʧʨʽʦʨʠʪʝʪʽ ʤʽʞ ʰʚʠʜʢʽʩʪʶ, ʛʥʫʯʢʽʩʪʶ ʪʦʧʦʣʦʛʽʾ ʘʙʦ ʟʜʘʪʥʽʩʪʶ ʜʦ ʤʘʩʢʫʚʘʥʥʷ 

ʪʨʘʬʽʢʫ. ɼʣʷ ʧʨʦʻʢʪʽʚ, ʜʝ ʢʨʠʪʠʯʥʦʶ ʻ ʥʠʟʴʢʘ ʟʘʪʨʠʤʢʘ, ʩʣʽʜ ʦʙʠʨʘʪʠ 

WireGuard, ʯʠʡ 1-RTT handshake ʟʘʙʝʟʧʝʯʫʻ ʤʠʪʪʻʚʝ ʟô̒ ʜʥʘʥʥʷ; ʜʣʷ 

ʤʘʩʰʪʘʙʦʚʘʥʠʭ Mesh-ʪʦʧʦʣʦʛʽʡ ʟʽ ʩʢʣʘʜʥʠʤ NAT ʥʘʡʢʨʘʱʠʤ ʨʽʰʝʥʥʷʤ ʻ 

ZeroTier; ʘ ʜʣʷ ʛʘʨʘʥʪʦʚʘʥʦʛʦ ʦʙʭʦʜʫ ʘʢʪʠʚʥʦʾ ʤʝʨʝʞʝʚʦʾ ʬʽʣʴʪʨʘʮʽʾ ʯʝʨʝʟ 

ʩʪʘʥʜʘʨʪʥʽ ʚʝʙ-ʧʦʨʪʠ ï OpenVPN. 
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APPROACHES TO CALCULATING THE CAPACITY OF  

INFORMATION AND COMMUNICATION NETWORK SERVICES  
 

The paper considers approaches to mathematical modeling of the load on server 

equipment during the deployment of convergent communication systems in cloud environments. 

The specificity of delay-sensitive traffic of voice gateways (VoIP), messaging services, and 

video conferencing (VCC) is analyzed. A comprehensive methodology for calculating optimal 

computing capacities (CPU, RAM) and network bandwidth based on discrete optimization 

models, queuing theory (QT), and stochastic modeling is proposed to ensure high quality of 

service (QoS/QoE) and minimize operational costs. 
 

ʉʫʯʘʩʥʠʡ ʝʪʘʧ ʨʦʟʚʠʪʢʫ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʥʝʨʦʟʨʠʚʥʦ 

ʧʦʚôʷʟʘʥʠʡ ʽʟ ʚʧʨʦʚʘʜʞʝʥʥʷʤ ʭʤʘʨʥʠʭ ʦʙʯʠʩʣʝʥʴ (Cloud Computing) ʪʘ 

ʢʦʥʮʝʧʮʽʾ ʚʽʨʪʫʘʣʽʟʘʮʽʾ ʤʝʨʝʞʝʚʠʭ ʬʫʥʢʮʽʡ (Network Function Virtualization, 

NFV). ʇʨʦʙʣʝʤʘ ʝʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʨʝʩʫʨʩʘʤʠ ʩʪʘʻ ʜʝʜʘʣʽ 

ʘʢʪʫʘʣʴʥʽʰʦʶ, ʦʩʢʽʣʴʢʠ ʩʫʯʘʩʥʽ ʩʠʩʪʝʤʠ ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ ʫʤʦʚʘʭ 

ʤʫʣʴʪʠʤʝʜʽʡʥʦʛʦ ʪʨʘʬʽʢʫ, ʜʝ ʥʘ ʦʜʥʦʤʫ ʦʙʯʠʩʣʶʚʘʣʴʥʦʤʫ ʢʣʘʩʪʝʨʽ 

ʦʙʨʦʙʣʷʶʪʴʩʷ ʧʦʪʦʢʠ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʪʘʢʽ ʷʢ ʛʦʣʦʩ ʪʘ ʚʽʜʝʦ, ʱʦ ʤʘʶʪʴ ʚʠʩʦʢʫ 

ʯʫʪʣʠʚʽʩʪʴ ʜʦ ʟʘʪʨʠʤʦʢ, ʧʦʨʷʜ ʽʟ ʘʩʠʥʭʨʦʥʥʠʤʠ ʧʦʪʦʢʘʤʠ ʜʘʥʠʭ. ʋ ʟʚôʷʟʢʫ ʟ 

ʮʠʤ ʘʢʪʫʘʣʴʥʦʩʪʽ ʥʘʙʫʚʘʻ ʟʘʜʘʯʘ ʚʠʟʥʘʯʝʥʥʷ (ʨʦʟʨʘʭʫʥʢʫ) ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ 

ʧʦʪʫʞʥʦʩʪʝʡ: ʥʝʜʦʩʪʘʪʥʽʩʪʴ ʚʠʜʽʣʝʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʧʨʦʮʝʩʦʨʘ ʪʘ ʽʥʰʦʾ 

ʘʧʘʨʘʪʥʦʾ ʩʢʣʘʜʦʚʦʾ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʝʢʩʧʦʥʝʥʮʽʘʣʴʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʟʘʪʨʠʤʦʢ ʪʘ 

ʜʝʛʨʘʜʘʮʽʾ ʷʢʦʩʪʽ ʩʝʨʚʽʩʫ (QoS), ʪʦʜʽ ʷʢ ʥʘʜʤʽʨʥʝ ʨʝʟʝʨʚʫʚʘʥʥʷ ʩʧʨʠʯʠʥʷʻ 

ʥʝʚʠʧʨʘʚʜʘʥʽ ʨʝʛʫʣʷʨʥʽ ʬʽʥʘʥʩʦʚʽ ʚʠʪʨʘʪʠ, ʷʢʽ ʧʨʦʚʘʡʜʝʨ ʟʤʫʰʝʥʠʡ ʥʝʩʪʠ 

ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʙʽʡʥʦʾ ʨʦʙʦʪʠ ʩʝʨʚʝʨʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. 

ɽʬʝʢʪʠʚʥʝ ʫʧʨʘʚʣʽʥʥʷ ʚʽʨʪʫʘʣʽʟʦʚʘʥʠʤʠ ʨʝʩʫʨʩʘʤʠ ʚ ʮʝʥʪʨʘʭ ʦʙʨʦʙʢʠ 

ʜʘʥʠʭ (ʎʆɼ) ʩʪʠʢʘʻʪʴʩʷ ʟ ʥʠʟʢʦʶ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ ʧʨʦʙʣʝʤ. ʇʝʨʰ ʟʘ ʚʩʝ, ʮʝ 

ʚʠʩʦʢʘ ʩʢʣʘʜʥʽʩʪʴ ʦʧʪʠʤʽʟʘʮʽʾ [1], ʘ ʽʥʰʘ ʧʨʦʙʣʝʤʘ ï  ʥʘʜʟʚʠʯʘʡʥʘ 

ʜʠʥʘʤʽʯʥʽʩʪʴ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʂʦʥʮʝʧʮʽʷ ʚʽʨʪʫʘʣʽʟʘʮʽʾ ʤʝʨʝʞʝʚʠʭ ʬʫʥʢʮʽʡ ʜʦʚʦʜʠʪʴ, ʱʦ ʥʝʦʙʭʽʜʥʽ 

ʧʘʨʘʤʝʪʨʠ ʬʽʟʠʯʥʦʛʦ ʩʝʨʚʝʨʘ ʬʦʨʤʫʶʪʴʩʷ ʚʠʭʦʜʷʯʠ ʟ ʧʦʪʨʝʙ ʨʦʟʛʦʨʥʫʪʠʭ 

ʩʝʨʚʽʩʽʚ, ʘ ʥʝ ʥʘʚʧʘʢʠ. ʎʝʡ ʧʽʜʭʽʜ ʚʽʜʰʪʦʚʭʫʻʪʴʩʷ ʚʽʜ ʚʠʤʦʛ ʢʦʥʢʨʝʪʥʠʭ 

ʟʘʚʜʘʥʴ, ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʯʠ ʮʝ ʟʚʠʯʘʡʥʽ ʛʦʣʦʩʦʚʽ ʜʟʚʽʥʢʠ, ʯʠ ʚʠʤʦʛʣʠʚʽ ʜʦ 

ʨʝʩʫʨʩʽʚ ʚʽʜʝʦʢʦʥʬʝʨʝʥʮʽʾ. ʃʦʛʽʯʥʦ ʨʦʟʜʽʣʷʶʯʠ ʻʜʠʥʽ ʘʧʘʨʘʪʥʽ ʨʝʩʫʨʩʠ 

(ʧʨʦʮʝʩʦʨ, ʧʘʤôʷʪʴ, ʤʝʨʝʞʝʚʽ ʽʥʪʝʨʬʝʡʩʠ) ʥʘ ʚʽʨʪʫʘʣʴʥʽ ʯʘʩʪʠʥʠ, ʩʝʨʚʝʨ 

ʦʧʪʠʤʽʟʫʻ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʚʠʜʽʣʷʶʯʠ ʢʦʞʥʽʡ ʧʦʩʣʫʟʽ ʨʽʚʥʦ ʩʪʽʣʴʢʠ 

ʧʦʪʫʞʥʦʩʪʽ, ʩʢʽʣʴʢʠ ʧʦʪʨʽʙʥʦ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʩʦʢʦʾ ʷʢʦʩʪʽ ʟʚôʷʟʢʫ ʙʝʟ 

ʧʝʨʝʨʠʚʘʥʴ (ʨʠʩ.1.).  
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ʈʠʩ. 1. ɺʟʘʻʤʦʟʚôʷʟʦʢ ʤʝʨʝʞʝʚʠʭ ʬʫʥʢʮʽʡ (VNF) ʪʘ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ  

ʧʦʪʫʞʥʦʩʪʝʡ ʩʝʨʚʝʨʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. 
 

ɼʣʷ ʧʦʙʫʜʦʚʠ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʨʦʟʨʘʭʫʥʢʫ ʧʦʪʫʞʥʦʩʪʝʡ ʩʝʨʚʽʩʽʚ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʜʦʮʽʣʴʥʦ ʚʠʜʽʣʠʪʠ ʦʢʨʝʤʽ ʧʽʜʩʠʩʪʝʤʠ ʟʘʣʝʞʥʦ ʚʽʜ 

ʪʠʧʫ ʩʝʨʚʽʩʫ ʪʘ ʦʩʦʙʣʠʚʦʩʪʝʡ ʦʙʨʦʙʢʠ ʚʭʽʜʥʦʛʦ ʪʨʘʬʽʢʫ:  

- ʛʦʣʦʩʦʚʠʡ ʩʝʨʚʽʩ (VoIP) ʢʨʠʪʠʯʥʠʤ ʻ ʟʘʚʘʥʪʘʞʝʥʥʷ CPU [2] (ʤʘʻ ʙʫʪʠ 

ʥʠʞʯʝ 70-80%) ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʜʝʛʨʘʜʘʮʽʾ QoS ʚʠʩʦʢʦʾ ʷʢʦʩʪʽ ʧʝʨʝʜʘʯʽ 

ʛʦʣʦʩʫ ʪʘ ʜʦʪʨʠʤʘʥʥʷ ʤʝʨʝʞʝʚʠʭ ʧʘʨʘʤʝʪʨʽʚ QoS, ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʧʨʦʮʝʩʦʨʘ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʨʦʩʪʘʥʥʷ ʟʘʪʨʠʤʦʢ ʧʝʨʝʜʘʯʽ ʪʘ ʚʪʨʘʪʠ ʧʘʢʝʪʽʚ [3];  

ʩʝʨʚʽʩ ʧʦʚʽʜʦʤʣʝʥʴ (IM/Chat) ʘʩʠʥʭʨʦʥʥʠʡ ʪʨʘʬʽʢ, ʤʝʥʰ ʯʫʪʣʠʚʠʡ ʜʦ 

ʟʘʪʨʠʤʦʢ, ʘʣʝ ʧʦʪʨʝʙʫʻ ʛʘʨʘʥʪʦʚʘʥʦʾ ʜʦʩʪʘʚʢʠ, ʦʧʪʠʤʽʟʘʮʽʷ ʨʝʩʫʨʩʽʚ 

ʚʠʨʽʰʫʻʪʴʩʷ ʷʢ ʧʨʦʙʣʝʤʘ ʢʦʥʩʦʣʽʜʘʮʽʾ ʩʝʨʚʝʨʽʚ (Static Server Allocation 

Problem, SSAP); 

- ʚ̔ ʜʝʦʢʦʥʬʝʨʝʥʮʟʚôʷʟʦʢ (ɺʂɿ) ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʽʥʪʝʥʩʠʚʥʠʤʠ 

ʦʙʯʠʩʣʝʥʥʷʤʠ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ʇʨʠ ʯʦʤʫ, ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʣʝʞʠʪʴ ʚʽʜ 

ʘʨʭʽʪʝʢʪʫʨʠ: MCU (Multipoint Control Unit) ï ʬʦʢʫʩ ʥʘ CPU ʯʝʨʝʟ 

ʨʝʩʫʨʩʦʤʽʩʪʢʝ ʤʽʢʰʫʚʘʥʥʷ ʪʘ ʪʨʘʥʩʢʦʜʫʚʘʥʥʷ ʧʦʪʦʢʽʚ (ʨʦʟʜʽʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ʪʘ 

ʪʠʧ ʢʦʜʝʢʘ);  

SFU (Selective Forwarding Unit) ʦʩʥʦʚʥʘ ʨʦʣʴ ʚʽʜʚʦʜʠʪʴʩʷ ʧʨʦʧʫʩʢʥʽʡ 

ʩʧʨʦʤʦʞʥʦʩʪʽ ʤʝʨʝʞʽ ʯʝʨʝʟ ʤʘʨʰʨʫʪʠʟʘʮʽʶ ʧʦʪʦʢʽʚ, ʱʦ ʧʨʦʧʦʨʮʽʡʥʘ 

ʢʽʣʴʢʦʩʪʽ ʘʢʪʠʚʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʊʨʘʬʽʢ ʛʦʣʦʩʦʚʦʛʦ ʟʚôʷʟʢʫ (VoIP) ʥʘʡʙʽʣʴʰ ʯʫʪʣʠʚʠʡ ʜʦ ʟʘʪʨʠʤʦʢ, 

ʜʞʠʪʝʨʘ ʪʘ ʚʪʨʘʪ ʧʘʢʝʪʽʚ, ʱʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʻ ʥʘ ʷʢʽʩʪʴ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ (QoS) [4]. ɼʣʷ ʨʦʟʨʘʭʫʥʢʫ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʤʝʨʝʞʝʚʠʡ 

ʽʥʪʝʨʬʝʡʩ ʪʘ ʧʨʦʮʝʩʦʨ, ʥʘʡʙʽʣʴʰ ʜʦʮʽʣʴʥʠʤ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʝʨʰʦʾ ʬʦʨʤʫʣʠ 

ɽʨʣʘʥʛʘ (Erlang B), ʦʩʢʽʣʴʢʠ ʤʠ ʨʦʟʛʣʷʜʘʻʤʦ ʩʠʩʪʝʤʫ ʟ ʚʽʜʤʦʚʘʤʠ 

(ʙʣʦʢʫʚʘʥʥʷʤ ʚʠʢʣʠʢʫ).  
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ʈʦʟʨʘʭʫʥʦʢ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ CPU ʜʣʷ ʩʝʨʚʽʩʫ VoIP, ʤʦʞʝ ʙʫʪʠ 

ʟʜʽʡʩʥʝʥʠʡ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʥʘʩʪʫʧʥʦʾ ʘʥʘʣʽʪʠʯʥʦʾ ʤʦʜʝʣʽ: 

ὅὖὟ ὑὪὖ ˚ˣẗʕὒ ὒ     (1) 

ʜʝ: K ï ʢʽʣʴʢʽʩʪʴ ʦʜʥʦʯʘʩʥʠʭ ʩʝʩʽʡ, ʧʨʠ ʷʢʠʭ ʚʠʢʦʥʫʻʪʴʩʷ ʫʤʦʚʘ  ὖ ὖ̎̏̑ ̍, 

ʥʘʡʙʣʠʞʯʝ ʮʽʣʝ ʯʠʩʣʦ, [ʢʽʣʴʢʽʩʪʴ]; ὖὦ
ὃὑ

ὑȦ

ὃὭ

ὭȦ

ὑ

Ὥπ

  ï ʡʤʦʚʽʨʥʽʩʪʴ ʚʽʜʤʦʚʠ 

ʚʠʢʣʠʢʫ, ʚʽʜʥʦʩʥʘ ʚʝʣʠʯʠʥʘ, [ă]; ɸ ï ʚʭʽʜʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ (ɸ= ɚ ẗt̒̆̑), 
[ɽʨʣʘʥʛ];  

ɚ ï ʽʥʪʝʥʩʠʚʥʽʩʪʴ ʥʘʜʭʦʜʞʝʥʥʷ ʚʠʢʣʠʢʽʚ, [ʚʠʢ/ʛʦʜ.]; t̒̆̑ ï ʩʝʨʝʜʥʷ ʪʨʠʚʘʣʽʩʪʴ 
ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʦʜʥʦʛʦ ʚʠʢʣʠʢʫ, [ʛʦʜ.]; Lsig ï ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʦʙʨʦʙʢʫ 

ʩʠʛʥʘʣʽʟʘʮʽʾ (SIP), [MIPS]; Lcod  ï ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʢʦʜʫʚʘʥʥʷ/ʜʝʢʦʜʫʚʘʥʥʷ  

(DSP-ʦʧʝʨʘʮʽʾ), [MIPS]. 

ɯʩʥʫʶʯʠʡ ʤʘʪʝʤʘʪʠʯʥʠʡ ʘʧʘʨʘʪ ʦʧʪʠʤʽʟʘʮʽʾ ʨʝʩʫʨʩʽʚ ʜʣʷ ʪʝʣʝʬʦʥʽʾ ʤʘʻ 

ʩʫʪʪʻʚʠʡ ʥʝʜʦʣʽʢ, ʚʽʥ ʟʚʦʜʷʪʴ ʩʠʛʥʘʣʽʟʘʮʽʶ (SIP) ʪʘ ʤʝʜʽʘʧʦʪʽʢ (RTP) ʜʦ 

ʻʜʠʥʦʛʦ ʧʦʢʘʟʥʠʢʘ ʟʘʚʘʥʪʘʞʝʥʥʷ CPU, ʽʛʥʦʨʫʶʯʠ ʚʽʜʤʽʥʥʫ ʧʨʠʨʦʜʫ ʮʠʭ 

ʧʨʦʪʦʢʦʣʽʚ. 

ɺ ʧʦʜʘʣʴʰʦʤʫ, ʧʣʘʥʫʻʪʴʩʷ ʨʦʟʜʽʣʠʪʠ ʨʦʟʨʘʭʫʥʦʢ ʥʘ ʜʚʘ ʚʟʘʻʤʦʟʘʣʝʞʥʽ  

ʥʘʧʨʷʤʢʠ. ʇʦʪʽʢ ʩʠʛʥʘʣʽʟʘʮʽʾ (SIP) ï ʤʦʜʝʣʶʻʪʴʩʷ ʷʢ ʩʠʩʪʝʤʘ ʤʘʩʦʚʦʛʦ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʟ ʚʽʜʤʦʚʘʤʠ, ʦʩʢʽʣʴʢʠ SIP-ʩʝʩʽʾ ʢʨʠʪʠʯʥʦ ʯʫʪʣʠʚʽ ʜʦ 

ʧʝʨʝʚʘʥʪʘʞʝʥʴ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʬʦʨʤʫʣʠ Erlang B. ʎʝ ʜʦʟʚʦʣʷʻ ʨʦʟʨʘʭʫʚʘʪʠ 

ʨʝʩʫʨʩʠ ʪʘʢ, ʱʦʙ ʡʤʦʚʽʨʥʽʩʪʴ ʙʣʦʢʫʚʘʥʥʷ ʚʠʢʣʠʢʫ ʥʝ ʧʝʨʝʚʠʱʫʚʘʣʘ ʟʘʜʘʥʠʡ 

ʧʦʨʽʛ (ʥʘʧʨʠʢʣʘʜ, 1ă). ʈʦʟʨʘʭʫʥʦʢ ʨʝʩʫʨʩʽʚ ʜʣʷ ʛʦʣʦʩʦʚʦʛʦ ʧʦʪʦʢʫ (RTP) 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʽʥʰʠʭ ʧʨʠʥʮʠʧʘʭ, ʥʽʞ ʜʣʷ ʩʠʛʥʘʣʽʟʘʮʽʾ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ SIP, 

ʤʝʜʽʘʧʘʢʝʪʠ RTP ʧʨʠ ʥʘʚʘʥʪʘʞʝʥʥʽ ʙʫʬʝʨʠʟʫʶʪʴʩʷ, ʘ ʥʝ ʚʽʜʢʠʜʘʶʪʴʩʷ. ʊʦʤʫ 

ʛʦʣʦʚʥʠʤ ʢʨʠʪʝʨʽʻʤ ʷʢʦʩʪʽ ʻ ʥʝ ʡʤʦʚʽʨʥʽʩʪʴ ʚʽʜʤʦʚʠ, ʘ ʯʘʩ ʟʘʪʨʠʤʢʠ.  

ɺ ʧʦʜʘʣʴʰʦʤʫ ʧʨʦʧʦʥʫʻʪʴʩʷ ʽʥʪʝʛʨʫʚʘʪʠ ʦʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ 

ʨʦʟʨʘʭʫʥʢʽʚ ʜʣʷ ʧʽʜʩʠʩʪʝʤ ʩʠʛʥʘʣʽʟʘʮʽʾ ʪʘ ʤʝʜʽʘʧʦʪʦʢʫ ʚ ʫʟʘʛʘʣʴʥʝʥʫ ʤʦʜʝʣʴ 

ʦʮʽʥʶʚʘʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʩʝʨʚʝʨʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ, ʱʦ ʜʦʟʚʦʣʠʪʴ 

ʚʨʘʭʫʚʘʪʠ ʧʦʢʘʟʥʠʢʠ ʷʢʦʩʪʽ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʚ ʧʨʦʮʝʩʽ ʧʝʨʝʜʘʯʽ QoS ʪʘ 

ʚʠʜʽʣʷʪʠ ʜʦʩʪʘʪʥʶ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʩʝʨʚʝʨʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ 

ʢʽʣʴʢʦʩʪʽ ʢʣʽʻʥʪʽʚ, ʨʦʟʤʽʨʥʦʩʪʽ ʤʝʨʝʞʽ ʪʘ ʥʘʷʚʥʦʛʦ ʨʝʩʫʨʩʫ ʘʧʘʨʘʪʥʦʾ 

(ʚʽʨʪʫʘʣʴʥʦʾ) ʩʢʣʘʜʦʚʦʾ ʦʙʣʘʜʥʘʥʥʷ. 
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MACHINE LEARNING-BASED NETWORK TRAFFIC  

CLASSIFICATION IN SOFTWARE-DEFINED NETWORKS 
 

The paper presents a real-time SDN traffic data collection architecture integrating the 

ONOS controller with Apache Kafka. Validated on a 14-switch OpenFlow testbed, the system 

collected over 1.25 million labelled events (normal, DDoS, port scan) with zero data loss and 71 

ms average latency. The resulting dataset enables comparative evaluation of Random Forest, 

SVM, and MLP classifiers for multiservice traffic classification in SDN.  

 

ʉʪʨʽʤʢʝ ʟʨʦʩʪʘʥʥʷ ʦʙʩʷʛʽʚ ʽ ʨʽʟʥʦʪʠʧʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʩʪʘʚʠʪʴ 

ʥʦʚʽ ʚʠʤʦʛʠ ʜʦ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ: ʩʚʦʻʯʘʩʥʘ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʪʠʧʽʚ 

ʪʨʘʬʽʢʫ ʻ ʦʩʥʦʚʦʶ ʨʝʘʣʽʟʘʮʽʾ QoS-ʧʦʣʽʪʠʢ, ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʪʘ 

ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʤʘʨʰʨʫʪʠʟʘʮʽʾ. ʇʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʽ ʤʝʨʝʞʽ (SDN) 

ʩʪʚʦʨʶʶʪʴ ʧʨʠʥʮʠʧʦʚʦ ʥʦʚʽ ʫʤʦʚʠ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʮʴʦʛʦ ʟʘʚʜʘʥʥʷ: 

ʮʝʥʪʨʘʣʽʟʦʚʘʥʠʡ ʢʦʥʪʨʦʣʝʨ ʤʘʻ ʧʦʚʥʫ ʚʠʜʠʤʽʩʪʴ ʩʪʘʥʫ ʤʝʨʝʞʽ ʪʘ ʟʜʘʪʥʠʡ ʫ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʨʝʘʛʫʚʘʪʠ ʥʘ ʟʤʽʥʠ ʪʨʘʬʽʢʫ ʯʝʨʝʟ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʡ ʧʨʦʪʦʢʦʣ 

OpenFlow [1, 2].  

ɺʦʜʥʦʯʘʩ ʥʘ ʧʨʘʢʪʠʮʽ ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʚʠʨʽʰʝʥʠʤ ʧʠʪʘʥʥʷ ʝʬʝʢʪʠʚʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟʙʦʨʫ ʪʘ ʜʦʩʪʘʚʢʠ ʤʝʨʝʞʝʚʠʭ ʧʦʜʽʡ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʦ  

ML-ʩʠʩʪʝʤ ï ʙʝʟ ʚʪʨʘʪ ʜʘʥʠʭ, ʟ ʤʽʥʽʤʘʣʴʥʦʶ ʟʘʪʨʠʤʢʦʶ ʪʘ ʥʠʟʴʢʠʤ 

ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʥʘ ʢʦʥʪʨʦʣʝʨ. 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ï ʘʥʘʣʽʟ ʟʘ ʧʦʨʪʘʤʠ, deep packet inspection (DPI) ʪʘ 

ʩʠʛʥʘʪʫʨʥʠʡ ʘʥʘʣʽʟ ï ʥʝʝʬʝʢʪʠʚʥʽ ʚ ʩʫʯʘʩʥʠʭ ʫʤʦʚʘʭ: ʧʦʰʠʨʝʥʥʷ 

ʰʠʬʨʦʚʘʥʦʛʦ ʪʨʘʬʽʢʫ ʫʥʝʤʦʞʣʠʚʣʶʻ ʚʠʢʦʨʠʩʪʘʥʥʷ DPI; ʩʪʘʪʠʯʥʽ ʩʠʛʥʘʪʫʨʠ 

ʥʝ ʚʠʷʚʣʷʶʪʴ ʥʦʚʽ ʘʪʘʢʠ; ʧʽʜʭʦʜʠ ʥʝ ʤʘʩʰʪʘʙʫʶʪʴʩʷ ʟ ʨʦʩʪʦʤ ʤʝʨʝʞʽ [3, 4]. 

ʄʝʪʦʜʠ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ ʜʦʣʘʶʪʴ ʮʽ ʦʙʤʝʞʝʥʥʷ: ʥʘʚʯʘʥʥʷ ʟ ʫʯʠʪʝʣʝʤ 

(Random Forest, Support Vector Machine, K-Nearest Neighbors) ʢʣʘʩʠʬʽʢʫʻ 

ʪʨʘʬʽʢ ʟʘ ʩʪʘʪʠʩʪʠʯʥʠʤʠ ʦʟʥʘʢʘʤʠ ʧʦʪʦʢʽʚ; ʛʣʠʙʦʢʝ ʥʘʚʯʘʥʥʷ (Convolutional 

Neural Networks, Long Short-Term Memory) ʝʬʝʢʪʠʚʥʝ ʜʣʷ ʟʘʰʠʬʨʦʚʘʥʦʛʦ 

ʪʨʘʬʽʢʫ; ʬʝʜʝʨʘʪʠʚʥʝ ʥʘʚʯʘʥʥʷ ʟʘʙʝʟʧʝʯʫʻ ʨʦʟʧʦʜʽʣʝʥʝ ʥʘʚʯʘʥʥʷ ʙʝʟ ʧʝʨʝʜʘʯʽ 

ʥʝʦʙʨʦʙʣʝʥʠʭ ʜʘʥʠʭ [5]. 

ʂʣʶʯʦʚʦʶ ʥʝʚʠʨʽʰʝʥʦʶ ʧʨʦʙʣʝʤʦʶ ʟʘʣʠʰʘʻʪʴʩʷ ʚʽʜʩʫʪʥʽʩʪʴ 

ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʤʽʞ SDN-ʢʦʥʪʨʦʣʝʨʦʤ ʪʘ ML-ʧʽʜʩʠʩʪʝʤʦʶ: 

ʙʽʣʴʰʽʩʪʴ ʜʦʩʣʽʜʞʝʥʴ ʧʦʩʣʫʛʦʚʫʶʪʴʩʷ ʦʬʣʘʡʥ-ʥʘʙʦʨʘʤʠ ʜʘʥʠʭ ʘʙʦ 

ʩʠʩʪʝʤʘʤʠ ʟʙʦʨʫ ʟʽ ʟʥʘʯʥʠʤʠ ʟʘʪʨʠʤʢʘʤʠ ʪʘ ʨʠʟʠʢʦʤ ʚʪʨʘʪʠ ʧʦʜʽʡ. 

ɺ ʜʘʥʽʡ ʨʦʙʦʪʽ ʧʨʦʧʦʥʫʻʪʴʩʷ ʘʨʭʽʪʝʢʪʫʨʘ, ʱʦ ʽʥʪʝʛʨʫʻ ʢʦʥʪʨʦʣʝʨ ONOS,  
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ʙʨʦʢʝʨ ʧʦʚʽʜʦʤʣʝʥʴ Apache Kafka ʪʘ ʧʽʜʩʠʩʪʝʤʫ ML-ʢʣʘʩʠʬʽʢʘʮʽʾ. ONOS 

ʟʙʠʨʘʻ ʩʪʘʪʠʩʪʠʢʫ ʧʦʪʦʢʽʚ ʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʨʪʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ OpenFlow ʪʘ 

ʧʫʙʣʽʢʫʻ ʧʦʜʽʾ ʜʦ Kafka-ʪʦʧʽʢʽʚ (flow-stats, port-stats, topology-events).  

Kafka ʟʘʙʝʟʧʝʯʫʻ ʥʘʜʽʡʥʫ ʙʫʬʝʨʠʟʘʮʽʶ ʪʘ ʜʦʩʪʘʚʢʫ ʧʦʜʽʡ ʟ ʧʽʜʪʨʠʤʢʦʶ 

ʤʥʦʞʠʥʥʠʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʪʘ ʩʧʦʞʠʚʘʯʽʚ ʜʘʥʠʭ (producers and consumers).  

ɼʣʷ ʟʙʦʨʫ ʜʘʥʠʭ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ Python-ʩʢʨʠʧʪ ʽʟ polling REST API ONOS 

ʽʟ ʟʘʜʘʥʠʤ ʽʥʪʝʨʚʘʣʦʤ, ʧʨʠ ʯʦʤʫ ʦʟʥʘʢʘʤʠ  ʢʣʘʩʠʬʽʢʘʪʦʨʘ ʩʣʫʛʫʶʪʴ 

packet_count, byte_count, duration ʪʘ ʧʦʭʽʜʥʽ ʤʝʪʨʠʢʠ (ʧʘʢʝʪʽʚ/ʩʝʢ, ʙʘʡʪʽʚ/ʩʝʢ, 

ʩʝʨʝʜʥʽʡ ʨʦʟʤʽʨ ʧʘʢʝʪʫ) [6, 7]. 
 

 

 

ʈʠʩ. 1. ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʟʙʦʨʫ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʨʘʬʽʢʫ ʚ SDN. 

 

ʇʨʝʜʩʪʘʚʣʝʥʫ ʘʨʭʽʪʝʢʪʫʨʫ ʟʙʦʨʫ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʨʘʬʽʢʘ ʚʘʣʽʜʦʚʘʥʦ ʥʘ 

ʩʪʝʥʜʽ, ʷʢʠʡ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʥʘʩʪʫʧʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ:  

ONOS 2.7 (4 CPU / 8 ɻɹ RAM); 

Mininet 2.3 - ʪʦʧʦʣʦʛʽʷ fat-tree (14 ʢʦʤʫʪʘʪʦʨʽʚ, 16 ʭʦʩʪʽʚ); 

Apache Kafka 3.6.1 ʪʘ Spark 3.5.   

ɺ ʧʨʦʮʝʩʽ ʝʢʩʧʝʨʠʤʝʥʪʫ ʛʝʥʝʨʫʚʘʣʠʩʴ ʪʨʠ ʢʣʘʩʠ ʪʨʘʬʽʢʫ:  

ʟʚʠʯʘʡʥʠʡ ñʣʝʛʽʪʠʤʥʠʡ ʪʨʘʬʽʢò (TCP/UDP/ICMP);  

DDoS-ʘʪʘʢʠ (SYN/UDP/ICMP flood);  

ʽʤʽʪʘʮʽʷ ʩʢʘʥʫʚʘʥʥʷ ʧʦʨʪʽʚ. 

ɻʝʥʝʨʘʮʽʷ ʨʽʟʥʦʛʦ ʪʠʧʫ ʪʨʘʬʽʢʘ ʜʦʟʚʦʣʷʻ ʩʬʦʨʤʫʚʘʪʠ ʨʦʟʤʽʯʝʥʠʡ ʜʘʪʘʩʝʪ 

ʜʣʷ ʥʘʚʯʘʥʥʷ ʢʣʘʩʠʬʽʢʘʪʦʨʘ.  

ɺ ʨʝʟʫʣʴʪʘʪʽ ʝʢʩʧʝʨʠʤʝʥʪʫ ʦʪʨʠʤʘʥʽ ʥʘʩʪʫʧʥʽ ʨʝʟʫʣʴʪʘʪʠ, ʦʩʥʦʚʥʽ ʟ ʷʢʠʭ 

ʟʚʝʜʝʥʽ ʚ ʪʘʙʣʠʮʽ 1. ɸʥʘʣʽʟ ʨʝʟʫʣʴʪʘʪʽʚ ʝʢʩʧʝʨʠʤʝʥʪʫ ʧʦʢʘʟʘʚ, ʱʦ ʨʦʟʨʦʙʣʝʥʘ 

ʘʨʭʽʪʝʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʟʙʽʨ ʤʝʨʝʞʝʚʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʟ 

100% ʧʦʢʨʠʪʪʷʤ ʙʘʟʦʚʠʭ ʤʝʪʨʠʢ OpenFlow (ʣʽʯʠʣʴʥʠʢʠ ʧʘʢʝʪʽʚ, ʙʘʡʪʽʚ, 
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ʪʨʠʚʘʣʽʩʪʴ ʧʦʪʦʢʫ) ʪʘ ʤʝʪʨʠʢ L2-ʨʽʚʥʷ (MAC-ʘʜʨʝʩʠ), 87% ʧʦʢʨʠʪʪʷʤ ʤʝʪʨʠʢ 

L3-ʨʽʚʥʷ  

(IP-ʘʜʨʝʩʠ, ʪʠʧ ʧʨʦʪʦʢʦʣʫ) ʪʘ 76% ʧʦʢʨʠʪʪʷʤ ʤʝʪʨʠʢ L4-ʨʽʚʥʷ (TCP/UDP 

ʧʦʨʪʠ).  

ʇʨʠ ʮʴʦʤʫ ʥʝʧʦʚʥʝ ʧʦʢʨʠʪʪʷ L3ïL4 ̒ ʩʪʨʫʢʪʫʨʥʦ ʦʙʫʤʦʚʣʝʥʠʤ: ARP ʪʘ 

LLDP ʧʦʪʦʢʠ ʥʝ ʤʽʩʪʷʪʴ IP-ʟʘʛʦʣʦʚʢʽʚ, ʘ ICMP-ʪʨʘʬʽʢ ʥʝ ʤʘʻ ʧʦʨʪʽʚ.  

 
ʊʘʙʣʠʮʷ 1.  ʆʩʥʦʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʚʘʣʽʜʘʮʽʾ ʢʦʥʚʝʻʨʘ ʟʙʦʨʫ ʜʘʥʠʭ. 

ʄʝʪʨʠʢʘ ɿʥʘʯʝʥʥʷ ʎʽʣʴʦʚʠʡ ʧʦʢʘʟʥʠʢ 

ʉʝʨʝʜʥʷ ʟʘʪʨʠʤʢʘ end-to-end 71 ʤʩ < 100 ʤʩ 

ʏʘʩʪʢʘ ʧʦʜʽʡ ʽʟ ʟʘʪʨʠʤʢʦʶ < 100 ʤʩ 92% Ó 90% 

ʇʨʦʧʫʩʢʥʘ ʟʜʘʪʥʽʩʪʴ (ʩʝʨʝʜʥʷ) 174 ʧʦʜ./ʩʝʢ Ó 100 ʧʦʜ./ʩʝʢ 

Overhead CPU ʢʦʥʪʨʦʣʝʨʘ ONOS 3,7% < 10% 

ɺʪʨʘʪʘ ʧʦʚʽʜʦʤʣʝʥʴ (2 ʛʦʜ.) 0 (0%) < 0,1% 

 

ɺʽʜʩʫʪʥʽʩʪʴ ʚʪʨʘʪ ʜʘʥʠʭ ʟʘ 2 ʛʦʜʠʥʠ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ  ʥʘ 

ʧʨʝʜʩʪʘʚʣʝʥʫ ʤʦʜʝʣʴ ʧʽʜʪʚʝʨʜʞʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʾ ʾ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. ʇʨʦʪʷʛʦʤ 

ʨʦʙʦʪʠ ʤʦʜʝʣʽ ʙʫʣʘ ʦʪʨʠʤʘʥʘ ʨʦʟʤʽʯʝʥʘ ʙʘʟʘ ʟ ʪʨʴʦʤʘ ʢʣʘʩʘʤʠ ʪʨʘʬʽʢʫ, ʷʢʘ 

ʤʦʞʝ ʩʪʘʪʠ ʦʩʥʦʚʦʶ ʜʣʷ ʥʘʩʪʫʧʥʦʛʦ ʝʪʘʧʫ ʜʦʩʣʽʜʞʝʥʴ. 

ɺ ʧʦʜʘʣʴʰʦʤʫ ʧʣʘʥʫʻʪʴʩʷ ʧʨʦʚʝʩʪʠ ʦʮʽʥʶʚʘʥʥʷ ʘʣʛʦʨʠʪʤʽʚ Random 

Forest, Support Vector Machine (SVM) ʪʘ Multi-Layer Perceptron (MLP) ʟʘ 

ʪʦʯʥʽʩʪʶ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʯʘʩʦʤ ʚʽʜʛʫʢʫ ʪʘ ʦʙʯʠʩʣʶʚʘʣʴʥʠʤʠ ʚʠʪʨʘʪʘʤʠ ʟ ʤʝʪʦʶ 

ʘʜʘʧʪʠʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʪʨʘʬʽʢʦʤ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

 

ʃʽʪʝʨʘʪʫʨʘ 
 

1. Salau A.O., Beyene M.M. Software defined networking based network traffic classification 

using machine learning techniques. Scientific Reports, 2024. ï Vol. 14, article 20065. DOI: 

10.1038/s41598-024-70983-6 

2. ʅʝʩʪʝʨʝʥʢʦ ʄ.ʄ., ʋʩʪʠʥʦʚ ɼ.ɸ., ʈʦʤʘʥʦʚ ʄ.ʆ. ʅʘʧʨʷʤʢʠ ʚʧʨʦʚʘʜʞʝʥʥʷ ʪʝʭʥʦʣʦʛʽʡ 

ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʚ SDN-ʤʝʨʝʞʽ // ʄʘʪʝʨʽʘʣʠ ʇʊ-2025. ï ʂʠʾʚ, 2025. ï ʉ. 150ï152. 

3. Open Networking Foundation. OpenFlow Switch Specification Version 1.3.5. ONF TS-023. ï 

March 2015. 

4. ONOS Project Team. Open Network Operating System (ONOS) Architecture Guide. Linux 

Foundation, 2024. 

5. Romanov O., Nesterenko M., Boggia G., Striccoli D. Construction and Methods for Solving 

Problems at the SDN Control Level // Lecture Notes in Electrical Engineering. ï 2023. ï 

Vol. 965. ï P. 85ï101. DOI: 10.1007/978-3-031-24963-1_6 

6. Apache Software Foundation. Apache Kafka Documentation. URL: 

https://kafka.apache.org/documentation/ 

7. Karimov J., Rabl T., Katsifodimos A. et al. Benchmarking Distributed Stream Data Processing 

Systems. IEEE ICDE, 2019. ï P. 1507ï1518. DOI: 10.1109/ICDE.2019.00135 
 
 

  



 169 

ʋɼʂ 004.451:621.391 
 

ʇʈʆɭʂʊʋɺɸʅʅʗ ʉʀʉʊɽʄʀ NETOPS-ɸɺʊʆʄɸʊʀɿɸʎɯɰ  

ɼʃʗ ʂɽʈʋɺɸʅʅʗ ʂʆʅʌɯɻʋʈɸʎɯʗʄʀ ʄɸʈʐʈʋʊʀɿɸʊʆʈɯɺ 

 

ʇʘʥʪʘʩʴ ʉ.ʆ., ʅʝʩʪʝʨʝʥʢʦ ʄ.ʄ., ʇʘʥʪʘʩʴ ɯ.ʆ., ɻʝʨʘʩʠʤʦʚ ʄ.ɸ. 

ɺʽʡʩʴʢʦʚʠʡ ʽʥʩʪʠʪʫʪ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʪʘ ʽʥʬʦʨʤʘʪʠʟʘʮʽʾ  

ʽʤ. ɻʝʨʦʾʚ ʂʨʫʪ, ʋʢʨʘʾʥʘ  

E-mail:karicanon2233@gmail.com  
 

NETOPS-BASED AUTOMATION OF NETWORK DEVICE MANAGEMENT  
 

The paper considers the use of the NetOps approach for automating network device 

management. A system based on Ansible, FastAPI and SQLite for centralized execution of 

automation scenarios, configuration storage and operation monitoring is presented. 

 

ɿʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʤʝʨʝʞʝʚʠʭ ʧʨʠʩʪʨʦʾʚ ʪʘ ʫʩʢʣʘʜʥʝʥʥʷ ʩʪʨʫʢʪʫʨʠ 

ʤʝʨʝʞʽ ʧʽʜʚʠʱʫʶʪʴ ʚʠʤʦʛʠ ʜʦ ʰʚʠʜʢʦʩʪʽ, ʪʦʯʥʦʩʪʽ ʪʘ ʚʽʜʪʚʦʨʶʚʘʥʦʩʪʽ 

ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ ʟʤʽʥ. ʈʫʯʥʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʯʝʨʝʟ CLI 

ʧʦʪʨʝʙʫʻ ʟʥʘʯʥʠʭ ʯʘʩʦʚʠʭ ʚʠʪʨʘʪ, ʫʩʢʣʘʜʥʶʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʢʝʨʫʚʘʥʥʷ ʪʘ 

ʧʽʜʚʠʱʫʻ ʨʠʟʠʢ ʧʦʤʠʣʦʢ. ɼʣʷ ʟʤʝʥʰʝʥʥʷ ʚʧʣʠʚʫ ʣʶʜʩʴʢʦʛʦ ʬʘʢʪʦʨʘ 

ʜʦʮʽʣʴʥʦ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʧʽʜʭʽʜ NetOps, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ ʘʚʪʦʤʘʪʠʟʘʮʽʾ 

ʪʠʧʦʚʠʭ ʤʝʨʝʞʝʚʠʭ ʦʧʝʨʘʮʽʡ ʽ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʤʫ ʢʝʨʫʚʘʥʥʽ ʢʦʥʬʽʛʫʨʘʮʽʷʤʠ 

[1, 2]. 

ʇʨʦʚʝʜʝʤʦ ʢʦʨʦʪʢʠʡ ʘʥʘʣʽʟ ʽʩʥʫʶʯʠ ʟʘʩʦʙʽʚ ʘʚʪʦʤʘʪʠʟʘʮʽʾ 

ʢʦʥʬʽʛʫʨʫʚʘʥʥʷ: 

Puppet ʚʠʢʦʨʠʩʪʦʚʫʻ ʜʝʢʣʘʨʘʪʠʚʥʠʡ ʧʽʜʭʽʜ ʜʦ ʢʝʨʫʚʘʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʻʶ 

ʽ agent-server ʘʨʭʽʪʝʢʪʫʨʫ. ʆʩʥʦʚʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʣʘʪʬʦʨʤʠ ʻ puppet-

agent, puppetserver ʽ puppetdb; 

Chef ʚʠʢʦʨʠʩʪʦʚʫʻ Ruby ʟ ʨʦʟʰʠʨʝʥʠʤ DSL ʽ ʪʠʧʦʚʦʶ ʤʦʜʝʣʣʶ 

ʚʟʘʻʤʦʜʽʾ ʯʝʨʝʟ Chef Infra Client ʪʘ Chef Infra Server;  

Ansible, ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʟʘʟʥʘʯʝʥʠʭ ʨʽʰʝʥʴ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʙʝʟʘʛʝʥʪʥʫ 

ʚʟʘʻʤʦʜʽʶ ʟ ʮʽʣʴʦʚʠʤʠ ʚʫʟʣʘʤʠ, ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʙʽʣʴʰ ʟʨʫʯʥʠʤ ʜʣʷ 

ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʤʝʨʝʞʝʚʠʭ ʟʘʜʘʯ.[3, 4] 

ɺʽʜʧʦʚʽʜʥʦ, ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʪʘʢʦʛʦ ʧʽʜʭʦʜʫ ʚ ʨʦʙʦʪʽ ʚʠʢʦʨʠʩʪʘʥʦ Ansible. 

Ansible ʤʘʻ ʙʝʟʘʛʝʥʪʥʫ ʘʨʭʽʪʝʢʪʫʨʫ, ʚʠʢʦʨʠʩʪʦʚʫʻ SSH ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ, 

ʧʽʜʪʨʠʤʫʻ ʜʝʢʣʘʨʘʪʠʚʥʠʡ ʦʧʠʩ ʩʮʝʥʘʨʽʾʚ ʫ YAML, ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʧʨʦʩʪʽʰʠʤ ʥʘʣʘʰʪʫʚʘʥʥʷʤ ʪʘ ʤʘʻ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʛʦʪʦʚʠʭ ʤʦʜʫʣʽʚ ʽ ʨʦʣʝʡ. 

ʋ ʧʦʨʽʚʥʷʥʥʽ ʟ Puppet ʽ Chef ʮʝ ʨʦʙʠʪʴ ʡʦʛʦ ʧʨʠʜʘʪʥʠʤ ʜʣʷ ʢʝʨʫʚʘʥʥʷ 

ʤʝʨʝʞʝʚʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʙʝʟ ʚʩʪʘʥʦʚʣʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʘʛʝʥʪʽʚ ʥʘ ʮʽʣʴʦʚʠʭ 

ʚʫʟʣʘʭ. 

ʆʩʥʦʚʥʦʶ ʦʜʠʥʠʮʝʶ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʻ playbook ╖ ʬʘʡʣ ʩʮʝʥʘʨʽʶ, ʫ ʷʢʦʤʫ 

ʟʘʜʘʻʪʴʩʷ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʜʽʡ ʜʣʷ ʤʝʨʝʞʝʚʠʭ ʧʨʠʩʪʨʦʾʚ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ 

ʦʜʠʥ ʨʘʟ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʢʦʥʬʽʛʫʨʘʮʽʡʥʽ ʦʧʝʨʘʮʽʾ ʪʘ ʧʦʚʪʦʨʥʦ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʾʭ 
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ʜʦ ʦʜʥʦʛʦ ʘʙʦ ʛʨʫʧʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ. ɿʘ ʜʦʧʦʤʦʛʦʶ playbook ʤʦʞʫʪʴ 

ʚʠʢʦʥʫʚʘʪʠʩʷ ʥʘʣʘʰʪʫʚʘʥʥʷ ʽʥʪʝʨʬʝʡʩʽʚ, ʤʘʨʰʨʫʪʽʚ, ʧʨʘʚʠʣ ʜʦʩʪʫʧʫ, 

ʦʥʦʚʣʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʽ ʦʪʨʠʤʘʥʥʷ ʧʦʪʦʯʥʦʾ ʢʦʥʬʽʛʫʨʘʮʽʾ ʧʨʠʩʪʨʦʶ. 

ʌʫʥʢʮʽʦʥʘʣʴʥʽ ʤʦʞʣʠʚʦʩʪʽ Ansible ʜʣʷ ʨʦʙʦʪʠ ʟ ʤʝʨʝʞʝʚʠʤ ʘʢʪʠʚʥʠʤ 

ʦʙʣʘʜʥʘʥʥʷʤ ʧʨʠʚʝʜʝʥʦ ʥʘ ʨʠʩ. 1. 
 

 
 

ʈʠʩ. 1. ʌʫʥʢʮʽʦʥʘʣʴʥʽ ʤʦʞʣʠʚʦʩʪʽ Ansible ʜʣʷ ʨʦʙʦʪʠ ʟ RouterOS. 

 

ɸʨʭʽʪʝʢʪʫʨʘ ʩʠʩʪʝʤʠ ʚʢʣʶʯʘʻ ʬʨʦʥʪʝʥʜ ʥʘ HTML, ʙʝʢʝʥʜ ʥʘ 

Python/FastAPI ʪʘ ʙʘʟʫ ʜʘʥʠʭ SQLite ʷʢʘ ʧʨʝʜʩʪʘʚʣʝʥʥʘ ʥʘ ʨʠʩʫʥʢʫ 2. 
 

 
ʈʠʩ. 2. ʉʪʨʫʢʪʫʨʥʘ ʩʭʝʤʘ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʘʚʪʦʤʘʪʠʟʘʮʽʾ  

ʢʝʨʫʚʘʥʥʷ ʤʝʨʝʞʝʚʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʥʘ ʙʘʟʽ Ansible. 
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ʌʨʦʥʪʝʥʜ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʦʙʦʪʠ ʟ ʧʨʠʩʪʨʦʷʤʠ, playbook, 

ʨʝʟʫʣʴʪʘʪʘʤʠ ʚʠʢʦʥʘʥʥʷ, preview ʟʤʽʥ, ʽʩʪʦʨʽʻʶ ʦʧʝʨʘʮʽʡ, ʘ ʪʘʢʦʞ ʜʣʷ 

ʧʝʨʝʛʣʷʜʫ, ʟʙʝʨʝʞʝʥʥʷ ʽ ʟʘʚʘʥʪʘʞʝʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʾ ʧʨʠʩʪʨʦʶ. ɹʝʢʝʥʜ 

ʦʙʨʦʙʣʷʻ ʟʘʧʠʪʠ, ʧʨʘʮʶʻ ʟ ʙʘʟʦʶ ʜʘʥʠʭ, ʧʝʨʝʜʘʻ ʟʘʚʜʘʥʥʷ ʚ Ansible, 

ʚʟʘʻʤʦʜʽʻ ʟ MikroTik/RouterOS ʯʝʨʝʟ SSH ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʦʪʨʠʤʘʥʥʷ ʽ 

ʟʙʝʨʝʞʝʥʥʷ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ ʬʘʡʣʽʚ. SQLite ʟʙʝʨʽʛʘʻ ʜʘʥʽ ʧʨʦ ʧʨʠʩʪʨʦʾ, 

ʧʘʨʘʤʝʪʨʠ ʜʦʩʪʫʧʫ, ʰʘʙʣʦʥʠ playbook, ʽʩʪʦʨʽʶ ʟʘʧʫʩʢʽʚ ʪʘ ʟʙʝʨʝʞʝʥʽ 

ʢʦʥʬʽʛʫʨʘʮʽʾ [5]. 

ʇʝʨʝʚʘʛʦʶ ʧʨʦʻʢʪʫ ʻ ʧʦʻʜʥʘʥʥʷ ʤʦʞʣʠʚʦʩʪʝʡ ʘʚʪʦʤʘʪʠʟʘʮʽʾ Ansible ʽʟ 

ʟʨʫʯʥʽʩʪʶ ʛʨʘʬʽʯʥʦʛʦ ʽʥʪʝʨʬʝʡʩʫ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʩʮʝʥʘʨʽʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʥʝ ʣʠʰʝ ʬʘʭʽʚʮʷʤ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ CLI, 

ʘ ʡ ʢʦʨʠʩʪʫʚʘʯʘʤ, ʷʢʠʤ ʧʦʪʨʽʙʝʥ ʙʽʣʴʰ ʥʘʦʯʥʠʡ ʽ ʩʪʨʫʢʪʫʨʦʚʘʥʠʡ ʽʥʩʪʨʫʤʝʥʪ 

ʢʝʨʫʚʘʥʥʷ. ʋ ʨʝʟʫʣʴʪʘʪʽ ʩʠʩʪʝʤʘ ʟʘʙʝʟʧʝʯʫʻ ʩʢʦʨʦʯʝʥʥʷ ʯʘʩʫ ʥʘ ʚʠʢʦʥʘʥʥʷ 

ʪʠʧʦʚʠʭ ʤʝʨʝʞʝʚʠʭ ʦʧʝʨʘʮʽʡ, ʧʽʜʚʠʱʝʥʥʷ ʧʦʚʪʦʨʶʚʘʥʦʩʪʽ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ 

ʟʤʽʥ ʽ ʩʧʨʦʱʝʥʥʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʧʨʠʩʪʨʦʷʤʠ. 

ʈʦʟʨʦʙʣʝʥʝ ʨʽʰʝʥʥʷ, ʭʦʯʘ ʡ ʥʝ ʻ ʧʦʚʥʦʮʽʥʥʦʶ ʧʨʦʤʠʩʣʦʚʦʶ 

ʧʣʘʪʬʦʨʤʦʶ ʦʨʢʝʩʪʨʘʮʽʾ, ʜʝʤʦʥʩʪʨʫʻ ʜʦʩʪʘʪʥʶ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʜʣʷ 

ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʥʝʚʝʣʠʢʠʭ ʽ ʩʝʨʝʜʥʽʭ ʤʝʨʝʞʝʚʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨ. ʉʠʩʪʝʤʘ 

ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʛʥʫʯʢʽʩʪʶ ʪʘ ʤʦʞʣʠʚʽʩʪʶ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʰʠʨʝʥʥʷ ʟʘ 

ʨʘʭʫʥʦʢ ʧʽʜʪʨʠʤʢʠ ʥʦʚʠʭ ʧʨʠʩʪʨʦʾʚ, ʩʮʝʥʘʨʽʾʚ ʽ ʬʫʥʢʮʽʡ ʢʝʨʫʚʘʥʥʷ 

ʢʦʥʬʽʛʫʨʘʮʽʷʤʠ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦʟʚʦʣʷʻ ʩʢʦʨʦʪʠʪʠ ʯʘʩ 

ʢʦʥʬʽʛʫʨʫʚʘʥʥʷ ʤʝʨʝʞʝʚʦʛʦ ʦʙʣʘʜʥʘʥʥʷ, ʟʥʠʟʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʧʦʤʠʣʦʢ ʪʘ 

ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʢʝʨʫʚʘʥʥʷ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ 

ʩʚʽʜʯʘʪʴ ʧʨʦ ʧʝʨʩʧʝʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʪʘ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʚ ʨʝʘʣʴʥʽ ʤʝʨʝʞʝʚʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

 
ʃʽʪʝʨʘʪʫʨʘ 

 

1. Getting started with Ansible [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] // Ansible Community Documentation. 

ʈʝʞʠʤ ʜʦʩʪʫʧʫ: Getting started with Ansible - Ansible Community Documentation.  

2. Zulfikar A., Akbar Y. Automation of Mikrotik Router Setting Configuration Backup Using 

Ansible with Network DevOps Method // MALCOM: Indonesian Journal of Machine 

Learning and Computer Science. 2025. Vol. 5, Iss. 1.P.57ï66.DOI:Otomasi Backup 

Konfigurasi Settingan Router Mikrotik Menggunakan Ansible dengan Metode Network 

DevOps | MALCOM: Indonesian Journal of Machine Learning and Computer Science 

3. Puppet overview [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] // Puppet Documentation. ʈʝʞʠʤ ʜʦʩʪʫʧʫ: Puppet 

overview | Puppet Core | 8.17.0 

4. Chef Infra Overview [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] // Chef Documentation. ʈʝʞʠʤ ʜʦʩʪʫʧʫ: Chef 

Infra Overview 

5. Community.routeros collection [ɽʣʝʢʪʨʦʥʥʠʡ ʨʝʩʫʨʩ] // Ansible Community Documentation. 

ʈʝʞʠʤ ʜʦʩʪʫʧʫ: Community.Routeros ð Ansible Community Documentation  
 

  

https://docs.ansible.com/projects/ansible/latest/getting_started/
https://journal.irpi.or.id/index.php/malcom/article/view/1591
https://journal.irpi.or.id/index.php/malcom/article/view/1591
https://journal.irpi.or.id/index.php/malcom/article/view/1591
https://help.puppet.com/core/current/Content/PuppetCore/puppet_overview.htm
https://help.puppet.com/core/current/Content/PuppetCore/puppet_overview.htm
https://docs.chef.io/chef_overview/
https://docs.chef.io/chef_overview/
https://docs.ansible.com/projects/ansible/latest/collections/community/routeros/


 172 

ʋɼʂ 004.7:621.391 

ʈɽɸʃɯɿɸʎɯʗ ɺɯɼʄʆɺʆʉʊɯʁʂʆɰ ʄɽʈɽɾɽɺʆɰ ɸʈʍɯʊɽʂʊʋʈʀ  

ʅɸ ɹɸɿɯ ZEROTIER ɯɿ ɺʀʂʆʈʀʉʊɸʅʅʗʄ ʇʈʆʊʆʂʆʃʋ OSPF 

 

ʇʘʥʪʘʩʴ ʉ.ʆ., ʅʝʩʪʝʨʝʥʢʦ ʄ.ʄ., ʂʦʨʞ ɼ.ʆ. 

ɺʽʡʩʴʢʦʚʠʡ ʽʥʩʪʠʪʫʪ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʪʘ ʽʥʬʦʨʤʘʪʠʟʘʮʽʾ  

ʽʤʝʥʽ ɻʝʨʦʾʚ ʂʨʫʪ, ʋʢʨʘʾʥʘ 

E-mail: dmytro.korzh@viti.edu.ua 

 

IMPLEMENTATION OF A FAULT -TOLERANT NETWORK  

ARCHITECTURE BASED ON ZEROTIER USING THE OSPF PROTOCOL  
 

This paper proposes a fault-tolerant network architecture based on ZeroTier and OSPF, 

using multiple controllers and route metrics to ensure automatic failover and network reliability. 

 

ʋ ʩʫʯʘʩʥʠʭ ʫʤʦʚʘʭ ʟʨʦʩʪʘʻ ʧʦʪʨʝʙʘ ʫ ʩʪʚʦʨʝʥʥʽ ʨʦʟʧʦʜʽʣʝʥʠʭ ʤʝʨʝʞʝʚʠʭ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨ ʟ ʧʽʜʚʠʱʝʥʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ ʥʘʜʽʡʥʦʩʪʽ, ʦʩʦʙʣʠʚʦ ʜʣʷ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʤʝʨʝʞ ʪʘ ʩʠʩʪʝʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʜʝ ʚʽʜʤʦʚʘ 

ʤʝʨʝʞʽ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʪʨʘʪʠ ʟʚôʷʟʢʫ ʘʙʦ ʩʝʨʚʽʩʽʚ [1]. 

ʆʜʥʠʤ ʽʟ ʨʽʰʝʥʴ ʻ ʪʝʭʥʦʣʦʛʽʷ ZeroTier, ʷʢʘ ʧʦʻʜʥʫʻ ʤʦʞʣʠʚʦʩʪʽ VPN, 

SDN ʪʘ peer-to-peer ʤʝʨʝʞ [2]. ʇʨʦʪʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʜʥʦʛʦ ʢʦʥʪʨʦʣʝʨʘ 

ʩʪʚʦʨʶʻ ʻʜʠʥʫ ʪʦʯʢʫ ʚʽʜʤʦʚʠ, ʱʦ ʟʫʤʦʚʣʶʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʦʙʫʜʦʚʠ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʾ ʘʨʭʽʪʝʢʪʫʨʠ. 

ʆʩʥʦʚʥʘ ʽʜʝʷ ʜʦʩʣʽʜʞʝʥʥʷ: ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞʝʚʠʭ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨ ʻ ʚʘʞʣʠʚʦʶ ʟʘʜʘʯʝʶ ʩʫʯʘʩʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. ʋ 

ʪʝʭʥʦʣʦʛʽʾ ZeroTier ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʜʥʦʛʦ ʢʦʥʪʨʦʣʝʨʘ ʩʪʚʦʨʶʻ ʻʜʠʥʫ ʪʦʯʢʫ 

ʚʽʜʤʦʚʠ, ʘ ʚʽʜʩʫʪʥʽʩʪʴ ʤʝʭʘʥʽʟʤʽʚ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʨʝʟʝʨʚʫʚʘʥʥʷ ʤʘʨʰʨʫʪʽʚ 

ʫʩʢʣʘʜʥʶʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʘʢʪʫʘʣʴʥʠʤ ʻ ʧʽʜʚʠʱʝʥʥʷ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞ ʰʣʷʭʦʤ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʤʝʭʘʥʽʟʤʽʚ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʧʝʨʝʤʠʢʘʥʥʷ ʪʨʘʬʽʢʫ. 

ɼʣʷ ʧʽʜʚʠʱʝʥʥʷ ʥʘʜʽʡʥʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʤʝʨʝʞʽ ʙʫʣʦ ʨʝʘʣʽʟʦʚʘʥʦ 

ʘʨʭʽʪʝʢʪʫʨʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʚʦʭ ʥʝʟʘʣʝʞʥʠʭ ʢʦʥʪʨʦʣʝʨʽʚ ZeroTier (ʨʠʩ. 1.). 

ʂʦʞʝʥ ʢʦʥʪʨʦʣʝʨ ʚʠʢʦʥʫʻ ʬʫʥʢʮʽʾ ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ ʪʘ ʟʘʙʝʟʧʝʯʫʻ 

ʘʚʪʦʨʠʟʘʮʽʶ ʚʫʟʣʽʚ [3]. 

ʄʝʨʝʞʝʚʽ ʚʫʟʣʠ, ʧʨʝʜʩʪʘʚʣʝʥʽ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ MikroTik, 

ʧʽʜʢʣʶʯʘʶʪʴʩʷ ʜʦ ʦʚʝʨʣʝʡʥʦʾ ʤʝʨʝʞʽ ZeroTier ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʨʦʪʦʢʦʣ 

ʜʠʥʘʤʽʯʥʦʾ ʤʘʨʰʨʫʪʠʟʘʮʽʾ OSPF ʜʣʷ ʦʙʤʽʥʫ ʤʘʨʰʨʫʪʥʦʶ ʽʥʬʦʨʤʘʮʽʻʶ. ʋ 

ʟʘʧʨʦʧʦʥʦʚʘʥʽʡ ʩʭʝʤʽ ʦʜʠʥ ʽʟ ʢʦʥʪʨʦʣʝʨʽʚ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʦʩʥʦʚʥʠʡ ʰʣʷʭ 

ʤʘʨʨhʫʪʠʟʘʮʽʾ, ʪʦʜʽ ʷʢ ʜʨʫʛʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʨʝʟʝʨʚʥʠʡ [4]. 
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ʈʠʩ. 1. ɸʨʭʽʪʝʢʪʫʨʘ ʚʽʜʤʦʚʦʩʪʽʡʢʦʾ ʤʝʨʝʞʽ ZeroTier ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ OSPF. 

 

ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ ʤʝʭʘʥʽʟʤʫ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʧʝʨʝʤʠʢʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʨʽʟʥʘ ʤʝʪʨʠʢʘ (cost) ʤʘʨʰʨʫʪʽʚ OSPF. ʆʩʥʦʚʥʠʡ ʢʦʥʪʨʦʣʝʨ ʤʘʻ ʥʠʞʯʝ 

ʟʥʘʯʝʥʥʷ ʤʝʪʨʠʢʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʡʦʛʦ ʷʢ ʧʨʽʦʨʠʪʝʪʥʦʛʦ ʰʣʷʭʫ 

ʜʣʷ ʧʝʨʝʜʘʯʽ ʪʨʘʬʽʢʫ [5]. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʟʥʘʯʥʦ ʧʽʜʚʠʱʠʪʠ ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ 

ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʦʩʢʽʣʴʢʠ ʫʩʫʚʘʻ ʻʜʠʥʫ ʪʦʯʢʫ ʚʽʜʤʦʚʠ ʪʘ 

ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʯʥʝ ʚʽʜʥʦʚʣʝʥʥʷ ʤʘʨʰʨʫʪʠʟʘʮʽʾ (ʨʠʩ. 2). 

 

 
ʈʠʩ. 2. ʇʨʦʮʝʩ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʧʝʨʝʤʠʢʘʥʥʷ ʪʨʘʬʽʢʫ ʧʨʠ ʚʽʜʤʦʚʽ ʢʦʥʪʨʦʣʝʨʘ 
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ʈʝʟʝʨʚʥʠʡ ʢʦʥʪʨʦʣʝʨ ʤʘʻ ʚʠʱʫ ʤʝʪʨʠʢʫ, ʪʦʤʫ ʤʘʨʰʨʫʪʠ ʯʝʨʝʟ ʥʴʦʛʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʣʠʰʝ ʫ ʚʠʧʘʜʢʫ ʚʪʨʘʪʠ ʦʩʥʦʚʥʦʛʦ ʤʘʨʰʨʫʪʫ. 

ʋ ʚʠʧʘʜʢʫ ʚʽʜʤʦʚʠ ʦʩʥʦʚʥʦʛʦ ʢʦʥʪʨʦʣʝʨʘ ʘʙʦ ʚʪʨʘʪʠ ʟʚôʷʟʢʫ ʟ ʥʠʤ 

ʧʨʦʪʦʢʦʣ OSPF ʘʚʪʦʤʘʪʠʯʥʦ ʧʝʨʝʙʫʜʦʚʫʻ ʪʘʙʣʠʮʶ ʤʘʨʰʨʫʪʠʟʘʮʽʾ. ʇʽʩʣʷ 

ʮʴʦʛʦ ʚʝʩʴ ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ ʧʦʯʠʥʘʻ ʧʝʨʝʜʘʚʘʪʠʩʷ ʯʝʨʝʟ ʨʝʟʝʨʚʥʠʡ 

ʢʦʥʪʨʦʣʝʨ ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʨʫʯʥʦʛʦ ʚʪʨʫʯʘʥʥʷ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ. 

ɿʘʚʜʷʢʠ ʚʠʢʦʨʠʩʪʘʥʥʶ ʧʨʦʪʦʢʦʣʫ OSPF ʧʝʨʝʤʠʢʘʥʥʷ ʤʘʨʰʨʫʪʽʚ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʚʪʦʤʘʪʠʯʥʦ ʪʘ ʧʨʘʢʪʠʯʥʦ ʥʝʧʦʤʽʪʥʦ ʜʣʷ ʢʽʥʮʝʚʠʭ ʩʝʨʚʽʩʽʚ. 

ʋ ʨʦʙʦʪʽ ʙʫʣʦ ʨʦʟʛʣʷʥʫʪʦ ʧʽʜʭʽʜ ʜʦ ʧʦʙʫʜʦʚʠ ʚʽʜʤʦʚʦʩʪʽʡʢʦʾ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʩʥʦʚʽ ʪʝʭʥʦʣʦʛʽʾ ZeroTier. ɺʠʢʦʨʠʩʪʘʥʥʷ ʜʚʦʭ 

ʢʦʥʪʨʦʣʝʨʽʚ ʫ ʧʦʻʜʥʘʥʥʽ ʟ ʜʠʥʘʤʽʯʥʦʶ ʤʘʨʰʨʫʪʠʟʘʮʽʻʶ OSPF ʜʦʟʚʦʣʷʻ 

ʝʬʝʢʪʠʚʥʦ ʫʩʫʥʫʪʠ ʧʨʦʙʣʝʤʫ ʻʜʠʥʦʾ ʪʦʯʢʠ ʚʽʜʤʦʚʠ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʟʘʙʝʟʧʝʯʫʻ ʘʚʪʦʤʘʪʠʯʥʝ ʧʝʨʝʤʠʢʘʥʥʷ 

ʤʘʨʰʨʫʪʽʚ, ʧʽʜʚʠʱʫʻ ʥʘʜʽʡʥʽʩʪʴ ʤʝʨʝʞʽ ʪʘ ʤʦʞʝ ʙʫʪʠ ʟʘʩʪʦʩʦʚʘʥʘ ʫ 

ʨʦʟʧʦʜʽʣʝʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ, ʜʝ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʶ ʻ 

ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʤʝʨʝʞʝʚʦʛʦ ʟôʻʜʥʘʥʥʷ. 

ʇʨʘʢʪʠʯʥʘ ʨʝʘʣʽʟʘʮʽʷ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ʧʦʢʘʟʘʣʘ ʪʘʢʽ 

ʧʝʨʝʚʘʛʠ: ʘʚʪʦʤʘʪʠʯʥʝ ʧʝʨʝʤʠʢʘʥʥʷ ʪʨʘʬʽʢʫ ʫ ʨʘʟʽ ʚʽʜʤʦʚʠ ʢʦʥʪʨʦʣʝʨʘ, 

ʚʽʜʩʫʪʥʽʩʪʴ ʥʝʦʙʭʽʜʥʦʩʪʽ ʨʫʯʥʦʾ ʨʝʢʦʥʬʽʛʫʨʘʮʽʾ ʤʝʨʝʞʽ, ʤʽʥʽʤʘʣʴʥʠʡ ʯʘʩ 

ʚʽʜʥʦʚʣʝʥʥʷ ʟʚôʷʟʢʫ, ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ʤʝʨʝʞʽ ʧʨʠ ʧʽʜʢʣʶʯʝʥʥʽ ʥʦʚʠʭ ʚʫʟʣʽʚ, 

ʤʦʞʣʠʚʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʪʘʥʜʘʨʪʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʤʘʨʰʨʫʪʠʟʘʮʽʾ. 
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ANALYSIS OF VIDEO SURVEILLANCE SYSTEM  

PARAMETERS AT THE INFRASTRUCTURE LEVEL  

 
This paper analyzes key parameters of video surveillance systems at the infrastructure level, 

comparing solutions such as ZoneMinder, Blue Iris, and MotionEye. It highlights MotionEye as 

an optimal open-source platform due to its ease of deployment, sufficient functionality, and 

support for centralized server architecture. The study also examines system load factors, resource 

requirements, and provides recommendations for optimizing performance, including reducing 

bitrate, limiting FPS, and minimizing video transcoding. 

 

ʐʠʨʦʢʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘ ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʩʠʩʪʝʤ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ 

ʦʙʫʤʦʚʣʝʥʝ: ʧʦʩʪʽʡʥʠʤ ʟʨʦʩʪʘʥʥʷʤ ʚʠʤʦʛ ʜʦ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʛʦ ʢʦʥʪʨʦʣʶ; 

ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʝʭʥʽʯʥʦʛʦ ʩʪʘʥʫ ʦʙôʻʢʪʽʚ ʨʽʟʥʦʛʦ 

ʧʨʠʟʥʘʯʝʥʥʷ; ʜʦʚʛʦʪʨʠʚʘʣʦʛʦ ʟʙʝʨʽʛʘʥʥʷ ʚʽʜʝʦʜʘʥʠʭ; ʦʨʛʘʥʽʟʘʮʽʾ ʚʽʜʜʘʣʝʥʦʛʦ 

ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʢʦʥʩʦʣʽ ʫʧʨʘʚʣʽʥʥʷ. ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ ʚʘʞʣʠʚʠʤ 

ʟʘʚʜʘʥʥʷʤ ʻ ʚʠʙʽʨ ʧʨʦʛʨʘʤʥʦʛʦ ʨʽʰʝʥʥʷ, ʷʢʝ ʧʦʻʜʥʫʻ ʬʫʥʢʮʽʦʥʘʣʴʥʽ 

ʤʦʞʣʠʚʦʩʪʽ, ʟʨʫʯʥʽʩʪʴ ʨʦʟʛʦʨʪʘʥʥʷ ʪʘ ʨʘʮʽʦʥʘʣʴʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʧʘʨʘʪʥʠʭ 

ʨʝʩʫʨʩʽʚ. 

ʋ ʩʠʩʪʝʤʘʭ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʧʨʦʛʨʘʤʥʽ ʨʽʰʝʥʥʷ 

ZoneMinder, Blue Iris ʪʘ MotionEye. 

ZoneMinder ʻ ʬʫʥʢʮʽʦʥʘʣʴʥʦ ʨʦʟʚʠʥʝʥʦʶ ʩʠʩʪʝʤʦʶ, ʘʣʝ 

ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʩʢʣʘʜʥʽʰʠʤ ʥʘʣʦʰʪʫʚʘʥʥʷʤ ʽ ʚʠʱʠʤʠ ʚʠʤʦʛʘʤʠ ʜʦ 

ʨʝʩʫʨʩʽʚ [1]. 

Blue Iris ʻ ʢʦʤʝʨʮʽʡʥʠʤ ʧʨʦʛʨʘʤʥʠʤ ʧʨʦʜʫʢʪʦʤ ʜʣʷ ʆʉ Windows [2]. 

MotionEye ʻ ʚʽʜʢʨʠʪʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ, ʱʦ ʧʦʻʜʥʫʻ ʜʦʩʪʘʪʥʶ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʽ ʧʨʦʩʪʦʪʫ ʨʦʟʛʦʨʪʘʥʥʷ, ʪʦʤʫ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʴ ʷʢ 

ʙʘʟʦʚʘ ʧʣʘʪʬʦʨʤʘ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʾ ʩʠʩʪʝʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ [3]. 

MotionEye ʧʽʜʪʨʠʤʫʻ ʨʦʙʦʪʫ ʟ ʤʝʨʝʞʝʚʠʤʠ ʚʽʜʝʦʧʦʪʦʢʘʤʠ ʯʝʨʝʟ ʚʝʙ-

ʽʥʪʝʨʬʝʡʩ. ɼʣʷ ʧʝʨʝʜʘʚʘʥʥʷ ʧʦʪʦʢʦʚʦʛʦ ʚʽʜʝʦ ʚ IP-ʩʠʩʪʝʤʘʭ ʤʦʞʝ 

ʟʘʩʪʦʩʦʚʫʚʘʪʠʩʴ ʧʨʦʪʦʢʦʣ RTSP [4]. ʆʩʥʦʚʥʠʤʠ ʬʫʥʢʮʽʷʤʠ ʩʠʩʪʝʤʠ ʻ 

ʜʝʪʝʢʮʽʷ ʨʫʭʫ, ʟʘʧʠʩ ʚʽʜʝʦ, ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʽ ʦʙʨʦʙʢʘ ʧʦʪʦʢʽʚ ʚʽʜ ʜʝʢʽʣʴʢʦʭ 

ʢʘʤʝʨ. 
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ʉʠʩʪʝʤʘ ʨʝʘʣʽʟʫʻ ʩʝʨʚʝʨʥʫ ʘʨʭʽʪʝʢʪʫʨʫ, ʟʘ ʷʢʦʾ ʚʽʜʝʦʧʦʪʦʢʠ ʚʽʜ IP-

ʢʘʤʝʨ ʧʝʨʝʜʘʶʪʴʩʷ ʥʘ ʮʝʥʪʨʘʣʴʥʠʡ ʩʝʨʚʝʨ ʜʣʷ ʟʘʧʠʩʫ, ʦʙʨʦʙʢʠ ʪʘ ʢʝʨʫʚʘʥʥʷ 

ʜʦʩʪʫʧʦʤ  

[5 6].  

ʊʝʭʥʽʯʥʽ ʧʘʨʘʤʝʪʨʠ ʩʠʩʪʝʤʠ ʚʠʟʥʘʯʘʶʪʴʩʷ ʢʽʣʴʢʽʩʪʶ ʢʘʤʝʨ, ʙʽʪʨʝʡʪʦʤ 

ʧʦʪʦʢʫ, ʪʨʠʚʘʣʽʩʪʶ ʟʘʧʠʩʫ ʪʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʩʝʨʚʝʨʥʦʾ ʯʘʩʪʠʥʠ. ʆʙʩʷʛ 

ʩʭʦʚʠʱʘ ʟʘʣʝʞʠʪʴ ʚʽʜ ʩʫʤʘʨʥʦʛʦ ʙʽʪʨʝʡʪʫ ʚʩʽʭ ʢʘʤʝʨ ʽ ʪʨʠʚʘʣʦʩʪʽ ʟʙʝʨʽʛʘʥʥʷ 

ʚʽʜʝʦʘʨʭʽʚʫ.  ʋ ʙʘʛʘʪʦʢʘʤʝʨʥʠʭ ʩʠʩʪʝʤʘʭ ʟʨʦʩʪʘʻ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ 

ʤʝʨʝʞʫ, ʩʝʨʚʝʨ ʽ ʩʭʦʚʠʱʝ. ʊʦʤʫ ʦʮʽʥʶʚʘʥʥʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʻ 

ʚʘʞʣʠʚʠʤ ʜʣʷ ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ. ɼʣʷ ʨʦʟʨʘʭʫʥʢʫ ʜʠʩʢʦʚʦʛʦ 

ʧʨʦʩʪʦʨʫ (ʚ ʙʘʡʪʘʭ) ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʥʘʩʪʫʧʥʫ ʘʥʘʣʽʪʠʯʥʫ ʟʘʣʝʞʥʽʩʪʴ:  
 

ὛὸέὶὥὫὩ  , 
 

ʜʝ: ὔ   ʢʽʣʴʢʽʩʪʴ ʢʘʤʝʨ; ὄ  ï ʙʽʪʨʝʡʪ ʦʜʥʽʻʾ ʢʘʤʝʨʠ; Ὕ  ï ʯʘʩ ʟʘʧʠʩʫ ʚ 

ʩʝʢʫʥʜʘʭ. 

ɼʣʷ ʦʪʨʠʤʘʥʥʷ ʦʨʽʻʥʪʦʚʥʦʛʦ ʟʥʘʯʝʥʥʷ ʥʝʦʙʭʽʜʥʦʛʦ ʦʙôʻʤʫ RAM ʪʘ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ὖὙὕὈ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʥʘʩʪʫʧʥʽ ʟʘʣʝʞʥʦʩʪʽ:  

Ὑὃὓ ὔ ὠ ; ὖὙὕὈ ὔ πȢρ ὅὖὟ. ʇʨʠʯʦʤʫ ὠ  ʟʤʽʥʶʻʪʴʩʷ ʚ 

ʜʽʘʧʘʟʦʥʽ ʚʽʜ 100-200 ʄɹ (ʟʘʣʝʞʥʦ ʚʽʜ ʙʫʬʝʨʫ ʚʽʜʝʦʧʦʪʦʢʫ, ʦʙʨʦʙʢʠ ʚʽʜʝʦ, 

ʜʝʪʝʢʮʽʾ ʨʫʭʫ, ʩʣʫʞʙʦʚʠʭ ʧʨʦʮʝʩʽʚ). ʈʝʟʫʣʴʪʘʪʠ ʨʦʟʨʘʭʫʥʢʫ ʜʣʷ ʩʠʩʪʝʤʠ 

ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʢʽʣʴʢʽʩʪʴ ʢʘʤʝʨ ʫ ʷʢʠʭ ʥʝ ʧʝʨʝʚʠʱʫʻ 10 ʥʘʚʝʜʝʥʽ ʚ  

ʪʘʙʣ. 1. 

ʊʘʙʣʠʮʷ 1. ʇʽʜʩʫʤʦʢ ʨʦʟʨʘʭʫʥʢʫ ʢʦʥʬʽʛʫʨʘʮʽʾ ʩʝʨʚʝʨʘ. 

ʂʦʤʧʦʥʝʥʪ ʄʽʥʽʤʘʣʴʥʽ ʚʠʤʦʛʠ ʈʝʢʦʤʝʥʜʦʚʘʥʦ 

CPU 2 ʷʜʨʘ 4 ʷʜʨʘ 

RAM 4 ɻɹ 8 ɻɹ 

HDD/RAID1-RAID5 2 ʊɹ 4-6 ʊɹ (RAID) 

ʄʝʨʝʞʘ 100Mbps 1 Gbps 

 

ɼʣʷ ʟʙʝʨʽʛʘʥʥʷ ʚʽʜʝʦʘʨʭʽʚʫ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ RAID-ʤʘʩʠʚʠ ʪʘ 

NAS-ʩʭʦʚʠʱʘ, ʱʦ ʧʽʜʚʠʱʫʻ ʥʘʜʽʡʥʽʩʪʴ ʟʙʝʨʽʛʘʥʥʷ ʜʘʥʠʭ. ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ ʥʝʦʙʭʽʜʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʩʝʨʚʝʨ ʽ 

ʤʝʨʝʞʫ [7  8]. 

ʉʧʦʩʽʙ ʦʨʛʘʥʽʟʘʮʽʾ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʥʘʚʝʜʝʥʠʡ ʥʘ ʨʠʩʫʥʢʫ 1. 
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ʈʠʩ. 1. ʆʨʛʘʥʽʟʘʮʽʷ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ. 

 

ʅʘʚʝʜʝʥʘ ʩʭʝʤʘ ʚʽʜʦʙʨʘʞʘʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʫ ʦʨʛʘʥʽʟʘʮʽʶ ʩʠʩʪʝʤʠ 

ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʟʘ ʷʢʦʾ ʚʩʽ ʚʽʜʝʦʧʦʪʦʢʠ ʧʝʨʝʜʘʶʪʴʩʷ ʥʘ ʮʝʥʪʨʘʣʴʥʠʡ 

ʩʝʨʚʝʨ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʟʘʙʝʟʧʝʯʫʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʟʙʝʨʽʛʘʥʥʷ ʚʽʜʝʦʘʨʭʽʚʫ, 

ʨʦʟʤʝʞʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʪʘ ʤʦʞʣʠʚʽʩʪʴ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʰʣʷʭʦʤ 

ʜʦʜʘʚʘʥʥʷ ʥʦʚʠʭ ʢʘʤʝʨ.  

ɺ ʪʘʙʣʠʮʽ 2 ʟʚʝʜʝʥʽ ʦʩʥʦʚʥʽ ʧʘʨʘʤʝʪʨʠ, ʱʦ ʚʣʠʚʘʶʪʴ ʥʘ ʚʠʟʥʘʯʝʥʥʷ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʚ ʮʽʣʦʤʫ. 

 

ʊʘʙʣʠʮʷ 2. ʆʮʽʥʢʘ ʚʧʣʠʚʫ ʧʘʨʘʤʝʪʨʽʚ ʩʠʩʪʝʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ ʥʘ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʌʫʥʢʮʽʷ/ʇʘʨʘʤʝʪʨ 
ʈʽʚʝʥʴ 

ʥʘʚʘʥʪʘʞʝʥʥʷ 
ɺʧʣʠʚ ʈʝʢʦʤʝʥʜʘʮʽʷ 

ʇʝʨʝʢʦʜʫʚʘʥʥʷ 

ʚʽʜʝʦ(Transcoding) 
ɺʠʩʦʢʝ ʉPU 

ɺʠʤʢʥʫʪʠ ʪʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ direct 

stream (RTSP) 

ɼʝʪʝʢʮʽʷ ʨʫʭʫ ɺʠʩʦʢʝ ʉPU, RAM 
ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʣʠʰʝ 

ʫ ʚʘʞʣʠʚʠʭ ʟʦʥʘʭ 

ɺʠʩʦʢʠʡ FPS ʥʘ 

ʢʘʤʝʨʘʭ (25-30 ʢʘʜʨ/ʩ) 
ɺʠʩʦʢʝ ʉPU, ʤʝʨʝʞʘ 

ɼʣʷ ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ 

ʢʘʤʝʨ ʥʝʦʙʭʽʜʥʦ  

15-20 FPS 

ɺʠʩʦʢʠʡ ʙʽʪʨʝʡʪ 

(6-8 Mbps) 
ɺʠʩʦʢʝ ʄʝʨʝʞʘ, HDD ɿʤʝʥʰʠʪʠ ʜʦ 2-4Mbps 

ɿʘʧʠʩ ʙʝʟ 

ʧʝʨʝʢʦʜʫʚʘʥʥʷ 
ʄʽʥʽʤʘʣʴʥʝ HDD ʈʝʢʦʤʝʥʜʫʻʪʴʩʷ 

ʈʦʟʤʝʞʫʚʘʥʥʷ 

ʜʦʩʪʫʧʫ 
ʄʽʥʽʤʘʣʴʥʝ ʉPU 

ʅʝ ʧʦʪʨʝʙʫʻ 

ʦʧʪʠʤʽʟʘʮʽʾ 
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ɺʨʘʭʦʚʫʶʯʠ ʚʠʱʝʚʠʢʣʘʜʝʥʠʡ ʤʘʪʝʨʽʘʣ, MotionEye ʻ ʜʦʮʽʣʴʥʦʶ 

ʧʣʘʪʬʦʨʤʦʶ ʜʣʷ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʾ ʩʠʩʪʝʤʠ ʚʽʜʝʦʩʧʦʩʪʝʨʝʞʝʥʥʷ. ʅʘʡʙʽʣʴʰʝ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʩʪʚʦʨʶʶʪʴ ʧʝʨʝʢʦʜʫʚʘʥʥʷ, ʙʽʪʨʝʡʪ, FPS ʽ ʢʽʣʴʢʽʩʪʴ ʢʘʤʝʨ. ɼʣʷ 

ʦʧʪʠʤʽʟʘʮʽʾ ʨʦʙʦʪʠ ʜʦʮʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟʘʧʠʩ ʙʝʟ ʧʝʨʝʢʦʜʫʚʘʥʥʷ, 

ʟʤʝʥʰʫʚʘʪʠ FPS ʽ ʙʽʪʨʝʡʪ, ʦʙʤʝʞʫʚʘʪʠ ʜʝʪʝʢʮʽʶ ʨʫʭʫ ʪʘ ʟʘʩʪʦʩʦʚʫʚʘʪʠ 

RAID/NAS ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʘʨʭʽʚʫ. 
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TELECOMMUNICATIONS NETWORK SCALING MANAGEMENT  

 

The article proposes a Markov model for predictive control of the scaling of a 

telecommunication network, which describes stochastic changes in load and transitions between 

its operating modes. The network is represented as a discrete Markov process with a transition 

matrix that determines the probabilities of state changes depending on the traffic intensity. The 

model allows taking into account normal and peak load modes and predicting the network state 

based on k-step transitions. The simulation results (OMNeT++) showed a reduction in the 

response time to overload by approximately 15% compared to traditional approaches. 

 

ʉʫʯʘʩʥʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʧʦʩʪʽʡʥʠʤ 

ʟʨʦʩʪʘʥʥʷʤ ʦʙʩʷʛʽʚ ʧʝʨʝʜʘʥʠʭ ʜʘʥʠʭ, ʱʦ ʧʦʚôʷʟʘʥʦ ʟ ʨʦʟʚʠʪʢʦʤ ʤʦʙʽʣʴʥʠʭ 

ʩʝʨʚʽʩʽʚ, ʭʤʘʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʽʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʪʘ ʤʫʣʴʪʠʤʝʜʽʡʥʠʭ 

ʟʘʩʪʦʩʫʚʘʥʴ. ɿʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʩʢʣʘʜʥʦʩʪʽ ʤʝʨʝʞʝʚʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʠʥʠʢʥʝʥʥʷ ʟʥʘʯʥʠʭ ʢʦʣʠʚʘʥʴ ʽʥʪʝʥʩʠʚʥʦʩʪʽ 

ʪʨʘʬʽʢʫ. ʋ ʪʘʢʠʭ ʫʤʦʚʘʭ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ ʤʝʨʝʞʽ ʧʦʪʨʝʙʫʻ 

ʝʬʝʢʪʠʚʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʨʝʩʫʨʩʽʚ. 

ʊʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʢʝʨʫʚʘʥʥʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷʤ ʟʜʝʙʽʣʴʰʦʛʦ ʙʘʟʫʶʪʴʩʷ 

ʥʘ ʧʦʨʦʛʦʚʠʭ ʤʝʭʘʥʽʟʤʘʭ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ. ʇʨʦʪʝ ʪʘʢʽ ʧʽʜʭʦʜʠ 

ʤʘʶʪʴ ʨʝʘʢʪʠʚʥʠʡ ʭʘʨʘʢʪʝʨ ʽ ʥʝ ʚʨʘʭʦʚʫʶʪʴ ʩʪʦʭʘʩʪʠʯʥʫ ʧʨʠʨʦʜʫ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ [1]. ʋʥʘʩʣʽʜʦʢ ʮʴʦʛʦ ʩʠʩʪʝʤʘ ʨʝʘʛʫʻ ʥʘ ʟʤʽʥʫ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʽʟ ʟʘʧʽʟʥʝʥʥʷʤ, ʱʦ ʤʦʞʝ ʧʨʠʟʚʦʜʠʪʠ ʜʦ ʧʦʛʽʨʰʝʥʥʷ ʧʦʢʘʟʥʠʢʽʚ 

ʷʢʦʩʪʽ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ (QoS). 

ʆʜʥʠʤ ʽʟ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʥʘʧʨʷʤʽʚ ʜʦʩʣʽʜʞʝʥʴ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʤʘʪʝʤʘʪʠʯʥʠʭ ʤʦʜʝʣʝʡ, ʟʜʘʪʥʠʭ ʧʨʦʛʥʦʟʫʚʘʪʠ ʤʘʡʙʫʪʥʽʡ ʩʪʘʥ ʤʝʨʝʞʽ. ʉʝʨʝʜ 

ʪʘʢʠʭ ʧʽʜʭʦʜʽʚ ʦʩʦʙʣʠʚʫ ʫʚʘʛʫ ʧʨʠʚʝʨʪʘʶʪʴ ʤʘʨʢʦʚʩʴʢʽ ʧʨʦʮʝʩʠ, ʷʢʽ 

ʜʦʟʚʦʣʷʶʪʴ ʦʧʠʩʫʚʘʪʠ ʩʠʩʪʝʤʠ ʟ ʚʠʧʘʜʢʦʚʠʤʠ ʧʝʨʝʭʦʜʘʤʠ ʤʽʞ ʜʠʩʢʨʝʪʥʠʤʠ 

ʩʪʘʥʘʤʠ [2]. ɿʘʩʪʦʩʫʚʘʥʥʷ ʮʴʦʛʦ ʘʧʘʨʘʪʫ ʜʘʻ ʟʤʦʛʫ ʦʮʽʥʶʚʘʪʠ ʡʤʦʚʽʨʥʽʩʪʴ 

ʚʠʥʠʢʥʝʥʥʷ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʪʘ ʧʨʠʡʤʘʪʠ ʢʝʨʫʚʘʣʴʥʽ ʨʽʰʝʥʥʷ ʟʘʚʯʘʩʥʦ. 

ʇʨʦʙʣʝʤʘ ʝʬʝʢʪʠʚʥʦʛʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʻ 

ʦʩʦʙʣʠʚʦ ʘʢʪʫʘʣʴʥʦʶ ʚ ʫʤʦʚʘʭ ʨʦʟʚʠʪʢʫ ʪʝʭʥʦʣʦʛʽʡ 5G ʪʘ ʤʘʡʙʫʪʥʽʭ ʤʝʨʝʞ 

6G [3]. ʎʽ ʤʝʨʝʞʽ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ ʚʠʩʦʢʦʶ ʜʠʥʘʤʽʯʥʽʩʪʶ ʪʨʘʬʽʢʫ ʪʘ 

ʟʥʘʯʥʦʶ ʚʘʨʽʘʪʠʚʥʽʩʪʶ ʥʘʚʘʥʪʘʞʝʥʥʷ, ʱʦ ʫʩʢʣʘʜʥʶʻ ʧʨʦʮʝʩ ʢʝʨʫʚʘʥʥʷ 

ʨʝʩʫʨʩʘʤʠ [4]. 
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ʅʝʩʚʦʻʯʘʩʥʝ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʤʦʞʝ ʧʨʠʟʚʦʜʠʪʠ ʜʦ ʜʚʦʭ ʥʝʛʘʪʠʚʥʠʭ 

ʥʘʩʣʽʜʢʽʚ. ɿ ʦʜʥʦʛʦ ʙʦʢʫ, ʥʘʜʤʽʨʥʝ ʨʝʟʝʨʚʫʚʘʥʥʷ ʨʝʩʫʨʩʽʚ ʩʧʨʠʯʠʥʷʻ 

ʧʝʨʝʚʠʪʨʘʪʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʥʝʜʦʩʪʘʪʥʻ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʤʦʞʝ 

ʚʠʢʣʠʢʘʪʠ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʤʝʨʝʞʽ ʪʘ ʟʥʠʞʝʥʥʷ ʷʢʦʩʪʽ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ.  

ɼʣʷ ʦʮʽʥʶʚʘʥʥʷ ʤʘʨʢʦʚʩʴʢʦʾ ʤʦʜʝʣʽ ʧʨʦʛʥʦʟʥʦʛʦ ʢʝʨʫʚʘʥʥʷ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷʤ ʤʝʨʝʞʽ ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʚ ʫʤʦʚʘʭ, ʥʘʙʣʠʞʝʥʠʭ 

ʜʦ ʩʠʤʫʣʷʮʽʡ OMNeT++. ɼʦʩʣʽʜʞʫʚʘʣʘʩʴ ʤʝʨʝʞʘ ʟ ʯʦʪʠʨʤʘ ʚʫʟʣʘʤʠ ʪʨʘʬʽʢʫ 

ʪʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʘʛʨʝʛʫʚʘʥʥʷ. ʋ ʩʝʨʝʜʦʚʠʱʽ INET Framework 

ʛʝʥʝʨʫʚʘʣʠʩʴ ʜʚʘ UDP- ʪʘ ʦʜʠʥ TCP-ʧʦʪʽʢ. UDP-ʧʦʪʦʢʠ ʬʦʨʤʫʚʘʣʠ ʧʘʢʝʪʠ 

ʨʦʟʤʽʨʦʤ 512 ʙʘʡʪ ʟ ʝʢʩʧʦʥʝʥʮʽʡʥʠʤʠ ʽʥʪʝʨʚʘʣʘʤʠ 20 ʽ 40 ʤʩ, ʘ TCP-ʧʦʪʽʢ 

ʧʨʘʮʶʚʘʚ ʫ ʨʝʞʠʤʽ OnïOff (1,2 ʩ ʘʢʪʠʚʥʦʩʪʽ ʪʘ 0,8 ʩ ʧʘʫʟʠ). ʂʘʥʘʣ 

ʤʦʜʝʣʶʚʘʚʩʷ ʷʢ ʽʜʝʘʣʴʥʠʡ ʙʝʟʜʨʦʪʦʚʠʡ ʽʟ ʧʨʦʧʫʩʢʥʦʶ ʟʜʘʪʥʽʩʪʶ 54 ʄʙʽʪ/ʩ ʽ 

ʟʘʪʨʠʤʢʦʶ 2 ʤʩ. 

ɼʣʷ ʦʧʠʩʫ ʜʠʥʘʤʽʢʠ ʩʪʘʥʽʚ ʤʝʨʝʞʽ ʙʫʣʦ ʩʬʦʨʤʦʚʘʥʦ ʯʦʪʠʨʠʩʪʘʥʦʚʫ 

ʤʘʨʢʦʚʩʴʢʫ ʤʦʜʝʣʴ, ʜʝ ʩʪʘʥ s1 ʚʽʜʧʦʚʽʜʘʚ ʥʠʟʴʢʦʤʫ ʨʽʚʥʶ ʟʘʚʘʥʪʘʞʝʥʥʷ (0,2), 

s2 ï ʩʝʨʝʜʥʴʦʤʫ (0,5), s3 ï ʚʠʩʦʢʦʤʫ (0,8) ʽ s4 ï ʢʨʠʪʠʯʥʦʤʫ ʨʽʚʥʶ 

ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ (1,1). ʇʘʨʘʤʝʪʨʠ ʮʠʭ ʩʪʘʥʽʚ ʙʫʣʠ ʦʪʨʠʤʘʥʽ ʰʣʷʭʦʤ 

ʥʦʨʤʘʣʽʟʘʮʽʾ ʚʝʢʪʦʨʽʚ ʩʝʨʝʜʥʴʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽ, ʱʦ 

ʚʠʤʽʨʶʚʘʣʠʩʷ ʫ ʯʘʩʦʚʦʤʫ ʽʥʪʝʨʚʘʣʽ ʤʦʜʝʣʶʚʘʥʥʷ, ʥʘʙʣʠʞʝʥʦʤʫ ʜʦ 2000 

ʢʨʦʢʽʚ ʽʟ ʜʠʩʢʨʝʪʥʽʩʪʶ 10 ʤʩ. ʉʪʘʥʠ ʤʦʜʝʣʽ ʟʤʽʥʶʚʘʣʠʩʷ ʚʽʜʧʦʚʽʜʥʦ ʜʦ 

ʤʘʪʨʠʮʽ ʧʝʨʝʭʦʜʽʚ 
 

0,82 0,14 0,03 0,01

0,10 0,70 0,17 0,03

0,05 0,18 0,62 0,15

0,02 0,05 0,20 0,73

P

å õ
æ ö
æ ö=
æ ö
æ ö
ç ÷

,    (1) 

 

ʷʢʘ ʙʫʣʘ ʧʦʙʫʜʦʚʘʥʘ ʥʘ ʦʩʥʦʚʽ ʜʦʚʛʦʩʪʨʦʢʦʚʦʾ ʩʪʘʪʠʩʪʠʢʠ ʧʝʨʝʭʦʜʽʚ ʤʽʞ 

ʨʽʚʥʷʤʠ ʟʘʚʘʥʪʘʞʝʥʥʷ ʚ OMNeT++ ʪʘ ʚʽʜʧʦʚʽʜʘʻ ʪʠʧʦʚʠʤ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤ 

ʤʝʨʝʞʽ ʟ ʜʦʤʽʥʘʥʪʥʠʤ ʩʝʨʝʜʥʽʤ ʪʨʘʬʽʢʦʤ ʽ ʨʽʜʢʠʤ ʧʝʨʝʭʦʜʦʤ ʜʦ 

ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ. 

ʆʪʨʠʤʘʥʠʡ ʯʘʩʦʚʠʡ ʨʷʜ (ʨʠʩ. 1) ʜʝʤʦʥʩʪʨʫʻ ʥʝʨʽʚʥʦʤʽʨʥʫ ʧʦʚʝʜʽʥʢʫ 

ʤʝʨʝʞʝʚʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʟ ʧʝʨʽʦʜʘʤʠ ʩʪʘʙʽʣʴʥʦʩʪʽ ʪʘ ʢʦʨʦʪʢʠʤʠ ʧʽʢʘʤʠ. 

ʉʪʘʥ s1 ʚʽʜʧʦʚʽʜʘʻ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʫ ʨʦʙʦʪʠ, ʪʦʜʽ ʷʢ ʧʝʨʝʭʦʜʠ ʤʽʞ s3 ʪʘ s4 

ʭʘʨʘʢʪʝʨʠʟʫʶʪʴ ʽʥʪʝʨʚʘʣʠ ʢʨʠʪʠʯʥʦʾ ʘʢʪʠʚʥʦʩʪʽ. ɼʠʥʘʤʽʢʘ ʤʘʻ ʚʠʨʘʞʝʥʫ 

ʤʘʨʢʦʚʩʴʢʫ ʩʪʨʫʢʪʫʨʫ: ʩʠʩʪʝʤʘ ʪʨʠʚʘʣʠʡ ʯʘʩ ʧʝʨʝʙʫʚʘʻ ʚ ʦʜʥʦʤʫ ʩʪʘʥʽ, ʘ 

ʧʽʩʣʷ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʯʘʩʪʦ ʧʦʚʝʨʪʘʻʪʴʩʷ ʜʦ s  ʯʝʨʝʟ ʤʝʭʘʥʽʟʤʠ ʨʝʛʫʣʶʚʘʥʥʷ. 

ʇʦʜʘʣʴʰʠʡ ʘʥʘʣʽʟ ʚʠʢʦʥʘʥʦ ʤʝʪʦʜʦʤ ʢʦʚʟʥʦʛʦ ʚʽʢʥʘ ʜʦʚʞʠʥʦʶ 100 

ʢʨʦʢʽʚ, ʱʦ ʜʦʟʚʦʣʠʣʦ ʦʮʽʥʠʪʠ ʟʤʽʥʫ ʡʤʦʚʽʨʥʦʩʪʝʡ ʧʝʨʝʙʫʚʘʥʥʷ ʫ ʩʪʘʥʘʭ ʫ 

ʯʘʩʽ ʪʘ ʚʠʷʚʠʪʠ ʽʥʪʝʨʚʘʣʠ ʧʽʜʚʠʱʝʥʦʛʦ ʨʠʟʠʢʫ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ. ʊʘʢʽ ʤʦʤʝʥʪʠ 

ʻ ʢʣʶʯʦʚʠʤʠ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʱʦʜʦ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʤʝʨʝʞʝʚʠʭ 
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ʨʝʩʫʨʩʽʚ. 

ʊʘʢʦʞ ʙʫʣʦ ʟʜʽʡʩʥʝʥʦ ʧʨʦʛʥʦʟ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʛʦʨʠʟʦʥʪʽ 30 ʢʨʦʢʽʚ. 

ʈʝʟʫʣʴʪʘʪʠ ʧʦʢʘʟʘʣʠ ʧʦʩʪʫʧʦʚʫ ʟʙʽʞʥʽʩʪʴ ʜʦ ʩʪʘʮʽʦʥʘʨʥʦʛʦ ʨʦʟʧʦʜʽʣʫ 

ʤʘʨʢʦʚʩʴʢʦʛʦ ʧʨʦʮʝʩʫ, ʪʦʜʽ ʷʢ ʢʦʨʦʪʢʦʩʪʨʦʢʦʚʠʡ ʧʨʦʛʥʦʟ ʽʩʪʦʪʥʦ ʟʘʣʝʞʠʪʴ 

ʚʽʜ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʤʝʨʝʞʽ. ʎʝ ʜʦʟʚʦʣʷʻ ʟʘʚʯʘʩʥʦ ʚʠʷʚʣʷʪʠ ʟʨʦʩʪʘʥʥʷ 

ʪʨʘʬʽʢʫ ʪʘ ʨʝʘʛʫʚʘʪʠ ʜʦ ʚʠʥʠʢʥʝʥʥʷ ʢʨʠʪʠʯʥʦʛʦ ʨʝʞʠʤʫ. 

 

 
ʈʠʩ.1. ɼʠʥʘʤʽʢʘ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

 

ɺʠʩʥʦʚʢʠ. ʄʦʜʝʣʶʚʘʥʥʷ ʧʽʜʪʚʝʨʜʠʣʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʘʨʢʦʚʩʴʢʦʾ ʤʦʜʝʣʽ 

ʜʣʷ ʧʨʦʛʥʦʟʥʦʛʦ ʢʝʨʫʚʘʥʥʷ ʤʘʩʰʪʘʙʫʚʘʥʥʷʤ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʤʝʨʝʞʽ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʩʪʦʭʘʩʪʠʯʥʫ ʜʠʥʘʤʽʢʫ 

ʥʘʚʘʥʪʘʞʝʥʥʷ, ʦʮʽʥʶʚʘʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʧʝʨʝʭʦʜʫ ʜʦ ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ ʪʘ 

ʧʨʦʛʥʦʟʫʚʘʪʠ ʧʦʚʝʜʽʥʢʫ ʩʠʩʪʝʤʠ ʥʘ ʢʦʨʦʪʢʦʤʫ ʛʦʨʠʟʦʥʪʽ. ɸʥʘʣʽʟ ʢʦʚʟʥʠʭ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʧʦʢʘʟʘʚ ʤʦʞʣʠʚʽʩʪʴ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʨʠʪʠʯʥʠʭ ʨʝʞʠʤʽʚ, 

ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʩʚʦʻʯʘʩʥʝ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʨʝʩʫʨʩʽʚ. ʆʪʞʝ, ʤʘʨʢʦʚʩʴʢʘ ʤʦʜʝʣʴ 

ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʘ ʷʢ ʝʬʝʢʪʠʚʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʦʧʪʠʤʽʟʘʮʽʾ ʨʦʙʦʪʠ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʚ ʫʤʦʚʘʭ ʟʤʽʥʥʦʛʦ ʪʨʘʬʽʢʫ. 
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