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STATE, TRENDS, AND FUTURE PROSPECTS OF
TELECOMMUNICATIONS DEVELOPMENT IN 2026

The impact of innovative technologies, in particular rgxberation mobile
networks (5G/6G), artificial intelligence, satellite communications, and the Internet
of Things, on the efficiency of electronic communioas has been analyzed. The
key directions for the development of the industry have been identified, and their
importance for ensuring infrastructure resilience and shaping a modern informatior
and communication environment has been substantiated.
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In the context of the rapid development of wireless communications, the
foundations for the emergence of 6G networks are being laid, which allow
applications with high speeds, low daty, and precise localization. Indoor
Positioning Systems (IPS) are essential in complex environments such a:
warehouses, airports, hospitals, and smart factories. This paper presents
comparative analysis of UWB, BLE, and Wi technologies for precismdoor
localization by evaluating operating principles, localization algorithms (ToA,
TDoA, TW-ToA), positioning accuracy, costs, signal reliability, and sensitivity to
interference. The paper provides guidelines for selecting the appropriate
technology dpending on the requirements of applications in logistics, healthcare,
and industrial automation.

The rapid development of wireless communication technologies has led to the
emergence of sixtigeneration (6G) networks, which integrate advanced solutions
sudh as Millimeter wave (mmWave), Terahertz communication (THz), Unmanned
aerial vehicle (UAV), Intelligent reflecting surface (IRS) and MNothogonal
multiple access (NOMA) [1], [2]. These technologies are designed to overcome the
limitations of previous rgvorks and to support applications that require high
transmission speeds, low latency, and precise localization [2].

A field that significantly benefits from these advances is indoor localization,
achieved through Indoor Positioning System (IPS) systerpsTfse systems
allow the determination of the position of people or objects in indoor
environments, where traditional positioning methods are not effective [3]. With the
development of the Industrial Internet of Things (lloT), IPS become essential for
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apolications such as navigation in airports and shopping centers, warehouse
management, monitoring of equipment and patients [3], [4].

Indoor environments present major challenges for localization due to walls,
furniture, and other obstacles, which genesig@al variations and the occurrence
of Nonline-of-sight (NLoS) conditions [5]. In these situations, achieving accurate
localization requires advanced technologies and algorithms [3].

For the implementation of IPS, wireless technologies such ad$i,Wi
Bluetooth Low Energy (BLE), ZigBee, Ragitequency identification (RFID), and
Ultra-Wideband (UWB) have been investigated [4]. Although many of these are
integrated into smartphones and other modern devices, their localization accurac
varies, most offerig accuracy on the order of a few meters [6].

The main objective of this research is to perform a comparative analysis of
UWB, BLE, and WiFi technologies for higiprecision indoor positioning systems.

Next, we will analyze the main wireless technologieseds in Indoor
Positioning Systems (IPS), with a focus on UWB, BLE, andRWby comparing
their operating principles, advantages, and limitations.

Ultra-Wideband (UWB) is a wireless communication technology that
operates over a very wide frequency speuntrusually over 500 MHz to transmit
extremely short radio pulses [5]. UWB localization systems determine the position
of devices by measuring the propagation time of radio signals between anchor:
(anchors) and tags (tags) [6]. This technical approach sl calculation of
distances with remarkable precision, on the order of centimeters, eliminating errors
caused by signal reflections in indoor spaces. Due to its high temporal resolution
the technology can clearly distinguish the direct signal from itherference
caused by obstacles or walls.

The main advantages of UWB include [6], [7]:

- High accuracy, providing positioning precision typically between 10 and 30
cm, a performance achieved through the use of extremely short radio pulses durin
transmismn;

- Resistance to interference and multipath effects due to the characteristics o
short pulses, which allow differentiation of direct signals from reflections, enabling
the receiver to clearly distinguish the direct signal from reflections caused by
obstacles in crowded environments;

- Low latency, which enables distance estimates to be made quickly, allowing
reaktime tracking of objects.

UWB uses several methods for distance estimation. The main ones are Tim:
of Arrival (ToA) [6], Time Difference of Arival (TDoA) [5], and TweWay Time
of Arrival (TW-ToA) [7]. These methods allow the calculation of the distance
between tags and anchors by measuring the signal propagation time, which can [
mathematically expressed by the following relations:

1. Time of Arrival (TOA) measures the time required for a signal to travel
from the transmitter to the receiver (Fig. 1) [6];

TI'DHII d;i — TI'E‘jJI}'j

o 2 ) (1)
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where:

Trevty; - the processing time of anchor j;

Trouna; - the total time measured by tag i;
%:;; - the propagation time between the tag and the anchor.
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Fig. 1. ToA positioning algorithm, (a) Calculation of the signal propagation time,
(b) Distance estimation scheme [10].

2. Two-Way Time of Arrival (TWToA) measures the rourtdp time of the

signal between the tag and the anchor, eliminating the need for precise clocl
synchronization [5];

1
rij = E [:TWRli'ﬂ‘Iliidf + TWRl_;‘ + TWRZ,.DI““{[. + TWsz)

(2)
where:

TWRI,cuna; andTWE2,.una; represent the rounmip times along two paths;
TWR1; andTWRZ; are the response times of the anchor and the tag.

3. Time Difference of Arrival (TDoA) compares the arrival times of the
signal at multiple anchors (Fig. 2) [10].

JE-—x)2+(F—y)2=clty—ty)i=1,23, 3)

where:

*; andY: T the coordinates of the anchors;
¥ and¥ i the coordinates of the tag.
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Fig. 2. TDoA PositioningAlgorithm [10].
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Wi-Fi (IEEE 802.11)is one of the most widespread wireless technologies
and is widely used in indoor localization systems [4]. For positioningFiWi
mainly uses signal strength measurement (RSSI) or Fingerprivaised methods,
where a map of indoor signals is created, #mel position is determined by
comparing the current signal with the reference map [4], [9].

The implementation of indoor positioning systems (IPS) based ofiWi
technology offers a number of significant strategic advantages. First, the
widespread availality of the Wi-Fi standard, natively integrated into most modern
devices, considerably facilitates the adoption of this solution. At the same time, the
use of existing infrastructure entails a relatively low implementation cost,
eliminating the need for ajor investments in new equipment. Last but not least,
the system benefits from high scalability, allowing the coverage area to be easily
expanded by simply adding new access points, thus efficiently adapting to
continuously changing spatial requirements.

The limitations of WAFi include:

- Medium accuracy, characterized by a positioning error typically between 1
and 5 meters, making the technology less suitable for applications that require hig|
precision;

- Sensitivity to multipath effects and interface due to the presence of
obstacles and other signal sources, which can reduce localization reliability;

- The need for periodic updates of Fingerprinting maps as a result of change:
in the interior environment or equipment.

Wi-Fi is suitable for localiation in offices, educational, and commercial
centers, where moderate accuracy is sufficient and the existing network
infrastructure can be used.

Bluetooth Low Energy (BLE) is a wireless technology designed for fow
energy data transmission over short dis&s [4]. In localization systems, BLE is
used to determine the position of devices by measuring the signal strengthi (RSSI
Received Signal Strength Indicator) between beacons and tags [4], [7].

The technology stands out for its extremely low energy cuopson,
allowing beacons to operate for extended periods without the need for frequen
battery recharging or replacemeAdditionally, the widespread adoption of the
standard, being natively available on almost all current smartphones and tablets
greatly simplifies enduser adoption. This advantage is complemented by the low
cost of equipment; BLE beacons are affordable devices, offering excellent
scalability and allowing network densification in large spaces with an optimized
budget.

Although Bluetooth bw Energy (BLE) technology is extremely popular due
to its efficiency, the implementation of BHEased indoor positioning systems
(IPS) faces technical limitations, such as moderate system accuracy, with typica
localization errors ranging between 1 anahéters, a performance lower than niche
technologies like UWBThis inaccuracy is largely caused by high sensitivity to
interference and multipath propagation phenomena; architectural elements such ¢
walls or metallic objects can reflect or absorb theaigaltering the received data.

As a direct consequence, to attempt to compensate for these instabilities an
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achieve acceptable accuracy, it becomes necessary to install a large number
beacons, which increases the complexity of the infrastructurehanaaintenance
effort [7], [8].

BLE is used for locating people and objects in shopping centers, museums
warehouses, and for asset monitoring in industrial environments, where very higt
precision is not required.

Table 1. Comparison of the relatigbaracteristics of Wki, BLE, and UWB.

Technology | Accuracy (m) | Reliability | Scalability | Security | Complexity

Wi-Fi 0.09 7.60 Medium Good Medium Medium
BLE 0.104.92 Low Good Medium Good
UuwB 0.030.30 Good Medium Medium Medium

Following the comparativeevaluation of these technologies, it can be
observed that UWB represents the superior solution from a technical performance
perspective, offering the highest accuracy and reliability for indoor positioning
systems (IPS)Although WiFi and BLE benefit fronbetter scalability and easier
integration into existing devices, UWB becomes the optimal choice for
applications requiring centimetéavel accuracy and robust reliability, even if it
involves the use of dedicated equipment. The choice of the approfriate
technology ultimately depends on the critical balance between the allocated budge
and the specific accuracy requirements of the operating environment.

References

1. J. QiaoF. Yang,J. Liu,G. Huang,W. Zhang,andM. L i AAdvance measiors | r
Positioning: A Comprehensive Survey of UWB and-Rvi RTT Positioning
Network vol. 4, no. 4, pp.545 566,Nov. 29, 2024.

2.S.G. Leitch, Q. Z. Ahmed,W. B. Abbas,M. Hafeez P.I. Lazaridis,P. SureephongandT. A
| ade, AiOnLolcrmdd@rati on Usi ng Wi Fi , BLE, U
Sensorsvol. 23,n0. 20, p. 8598,0ct. 20,2023.

3. S.Sung,H.Kim,andJ.J un g, AAccur at e | n dBasedPeRanal Davices n i
Usi ng De e plEEEAcassvol.Algpp2009520113,2023.

4. K.Pahlavan an®.Krishnamurthy, Principles of Wireless Access and Localization
Wiley, 2013.

5. K. Pahlavan (Ed.)Indoor Geolocation Science and Technology at the Emergence of Smart
World and loT RiverPublishers2019.

6. Y.Liu andZ.Yang, Location, Localization, and Localizability: Locatixwareness
Technology for Wireless NetworkSpringer2010.

7. F.Zafari,A. Gkelias,andK. K.L eun g, AA Survey of l ndoor
T e ¢ h n o IWirglessePgrsoaal Communicatio2621.

8 MKol akowski |, AKal man filterUWBasedilta oaliinzg
arXiv preprint arXiv:2404.02342024.

9.V. BellavistaParentJ. TorresSospedraandA. PerezZNa v ar r o, A New tren
positioning based on Wkiandma c hi n e &révepreprint ariiv:2107.1435021.

10. F. Che, Q. Z. Ahmed, P. . Lazaridi s, F
(IPS) Using Ultrawide Bandwidth (UWB)For | ndustri al | nSemsors et

vol. 23,nr. 12, art. nr. 5710, iunie 2023. doi: 10.3390/s23125710

38



frevteawl v 101 0uft wlyry
tJdolflIRrRm [rtrrom

 3dlstez¢ s. ., sOmM" dzse [ . 1.
1 Oy’ sdzOdzt dzd?2 Isj~dz' ydzd?2 kdz o j
"MOE e €2 Ytsdz sjadz yded?2 ° odzin
E-mail: Kostiantyn.Dmytruk@infiz.khpi.edu.ua, oleg.kasilov@khpi.edu.ua

RESOURCE ALLOCATION IN MULTI -LEVEL WIRELESS NETWORKS

The article develops a mathematical model for dynamic resource allocation in a multilayer
wireless network. The model takes irstocount the interaction between the sensor, MESH and
backbone layers and optimizes bandwidth through adaptive channel balancing. The simulatior
results confirm an improvement in spectrum utilization and an average 12% reduction in latency.
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APPLICATION OF PHASED ANTENNA ARRAYS
IN OPERATIONAL COMMUNICATIONS EQUIPMENT

The paper presents a study of the use of line@hase antenna arrays based on loop
vibrators in operational ultrashestave radio communication systems.
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The research is devoted to lieasing performance of the communication channel by
integrating artificial intelligence (Al) and machine learning (ML) methods into digital signal
processing (DSP). The thesis reveals the idea of changing the DSP in traditicoranibéd
systems to semdic communication (SC), which involves reconstructing the meaning of
information, not just bits. The paper proposes a mathematical model for assessing the impact ¢
Al on the DSP.

Problem statement.The fundamental goal of communication theory was to
app oach Shannonds channel capacity | im
maximum speed of errdree data transmission through a noisy channel. However,
there has been@hange in thinkingecently towards introducing Al and ML to DSP,
and viewcommunication proces®st as theeproduction of bitsbut asreconstruction
of information and its meaning.e., itssemantics Research of the last few years is
particularly noteworthy for DSP with Al

SC has evolved from a theoretical novelty to a separate engineering discipline
and focuses omformation transmissiomather than data transmission. The field of
SC is still in its infancy, offering numerous opportunities for further research. The
article [1] systematically summarises the developmentsefmantic information
theory, covering a study of semantic entropy, statistical probability, logical
probability, semantic distortion rate, semantic coding, semantic noise, and semanti
channel capacity.

It is important to note that S&hdpractical application of Al techniques mostly
involve theiruse for acceptable data loss scenariosuch asvideo or image data
transmission.

Key players in the 6G race, Samsung and Nokia, have published test results ol
thet opi c-Naft i ¥ &I Ai r | nt eimprogecendfor thredghpatiands h
coveragge n 6 G networks; the work o0AI Capab
possibility of Al-basedesource allocation and modulation in real tif2g.

Known methods d using ML and Al in SC. Deep learningbased JSCC
(DeepJSCC)i when digital systems stop transmitting data as soon as channel
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conditions fall below a threshold value, DeepJSC&h be effectively applied,
preserving semantic advantages inadkisted datadansmission by interacting with
digital multiposition keying schemeSemantieGuided Diffusion (SGEISCC)- using
generative capabilities of diffusion models, it reconstructs -bigdlity data from
noisy channel input data; results demonstrate satisjactmovery performance at
extremely low SNRLightweight Deep JSCE implementation of SC on peripheral
devices, such as the Internet of Things (loT), requires compliance with strict
computational constraintsGenerative Al (GenAR directly reconstructsransmitted
data. This approach is particularly suitable for multimedia traffic transmission, where
prior knowledge about the data structure (e.g., statistics of natural images) can b
used.

Proposed model.The proposeddea is to increase and measureductivity of
communication channels based on the application of Al methods for DSP so Al can
reproduce information objects such as video, images, and text on the receiving enc
even with lowquality bit transmission through the communication channel.

Scanario 1. While keep the same transmitter power, by using Al to process
the signal on the receiving side, the following parameters can be controlled: increas
the distance, L, which will simplify and reduce the cost of network infrastructure;
increasethe multiposition keying, M, which will increase the productivity of the
communication channel; increase the nossstant coding rate,,r which will
increase the communication channel throughput.

Scenario 2.While aim tokeep the same transmission drste L, by using Al
for signal processing on the receiving side, the following parameters can be
controlled: reduce transmitter power, P; increase the multiposition keying, M, which
will increase the communication channel throughput; increase the-mesisent
coding rate,y; which will increase the communication channel throughput.

Mathematical model for Scenario 1.0Objective to optimise communication
channel parameters through intelligent signal processing on the receiving end
Constant parameterd - transmitter power\)], B - channel bandwidthHz], N -
spectral noise density\/HZ. Controllable parameterg¢dependent on Al operation):

L - transmission distancem], M i multiposition keying sizer - coding rate\N -
number of OFDM carrierdviathematical descriptioof the baseline system (without
Al, U = 0), received signal power P :

P = P L G L G L (e/ (4@ ))

The signal power at the receiver de

G - gain coefficients of the transmitte and r ec ei v avaveleagtht e n
n - attenuation factor (usually-2 ) , - bdse distance.

The base Signdb-noi s e rati o ( SNR ) val ue
communicatiorwithoutthe use of Al:

SNR =P /(N LB) (2)

w h e r espedldtral noiséensity [W/Hz], B- channel bandwidth [Hz].

Al impactmodel Let ds i nt r odAleficienchceefiipient "ame t
[0, 1], with bounds of U = 0: no Al (
SNR improvement function using Al via SNR:
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SNR_eff (U) = SNR L G_AIl (3V)

where G_Al (U) is the gain function fro

G Al (U) = 1 + b L U~ras (4
wher-anaxi mum gain -0 odBAbnNn (& *Fimpogement s c
nonl i nearity-2.ndex (2 = 0.5

Integral system performancedicatorJ ( ©Gan be described as a generalised
via maximisation of communication channel productivity:

max J(U) = w LopL(U) + w LopMbU)

where w |, W, w o, w are pri otrandmssiome i
distance, multiposibn keying, andcoding rate gains from using Al/ML. With the use

of Al, the overall performance of the information transmission system is higher than
in the case of a transmission system without the use of Al to reproduce the transmitte
information.

Key benefits of using Al/ML for DSP:

1. Improves SNRthrough adaptive channel equalisation, intelligent noise
suppression, interference compensation, optimal decoding.

2. Exponentiallyreduces the probability of errodue to deep learning for
pattern recognition, contextual decoding, packet error correction.

3. Allows toreduce the number of base statiorezluce capital expendituren
infrastructuregxpand coverage area

4. Increases multiposition keyirand leads tamproving spectral efficiency, i
increased data transfer rates, better use of bandwidth.

5. Increases antinoise coding ratdue to intelligent decoding with soft
decision, adaptive error correction, contextual analysis.

Thus, a key element of novelty ithe proposed mathematical model, which
offers a quantitative assessment of the Al impact on key communication systerr
parameters under fixed transmitter power. The work has a practical value as wel
since it has a direct economic impact like infrastructaptimisation, it allows
significant reduction in the number of base stations required to cover a given area
what provides significant economic benefits by reducing the capital and operating
costs of deploying nexdeneration networks (e.g., 6Gyince theincrease in
performance is achieved at a fixed transmitter power, the system becomes
proportionally more energy efficient, which is a critical factor in sustainability and

operating costs.
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CURRENT STATE AND DEVELOPMENT PROSPECTS OF MIMO -BASED MOBILE
SENSOR NETWORKS IN THE CONTEXT OF EFFICIENCY IMPROVEMENT

This paper explores using cooperative MIMO-NIIMO) and virtual antenna arrays to
improve the energy efficiency and performance of mobile sensor networks. By integrating
dynamic channel correction, 5G/6G, Edge Computing, and Al, the system overcomes node
constraints. Simulations using the OLEACH protocol show 80% energy retentionl@@t@r
cycles and a 98% Packet Delivery Ratio under strong interference. Future work will focus on
Cell-free Massive MIMO and RIS.
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dste3Odz' L Oy "' & SHJdzd y! ' fedz COy" ¢ -linkdats tc ;30
"HydzlsdW ' S OlsstcOd3da cze Ui td jiLe dMYNTaTme s poO . t sL ¢ dzw
hdzw Rtsc tsBtesBSCd ofMmjtejHddz hadzsLbk. 1tyolStsd?
0,0175 & Mrawcgess s OswdBEd Semantic Core Hd

6G Unlicensed Internet of Things (6% |oT) deployments combine
heterogeneous access protocols and vespecific payloads. Existing gateway
practice usually resolves protocol connectivity but still leaves payload meaning
tied to devicespecific parsers. This paper proposes a compact gatewaynpiatt
which Protocol Agents terminate protoggecific links, while an ontologguided
Semantic Core performs devicard selection, validation, decoding, unit
normalization, and publication of normalized data with ontolligiged identifiers
into a Unifed Namespace over MQTT 5.0. The study is limited to the gateway
internal processing path. An initial Raspberry Pi 5 microbenchmark reports 0.0175
ms mean ifprocess Semantic Core latency for payloads smaller than 100 bytes.

Introduction .

RecommendationITU-R M.2160 identifies massive connectivity and
pervasive intelligence as key directions for INMU30 [1]. In 6G unlicensed
Internet of Things deployments, a single edge node may encounter Bluetooth Lov
Energy, LoRa, Zigbee or Thread, \Wi sensing, andrpprietary sensor links [1,

2]. Existing gateway practice usually achieves protocol connectivity, but it still
relies on devicespecific parsers and locally negotiated naming conventions, which
makes semantic consistency harder to preserve as devicetdigesa/s [3, 4].

This short paper asks whether an ontolggided semantic layer can be
inserted at the edge with low local processing overhead while keeping protocol
facing logic separated from normalization and controlled publication. The
contribution & limited to a compact gateway pattern and an initial internal
microbenchmark.

53



Architectural context and scope

Three requirements are particularly important in heterogeneoud) 6G
gateways: faster onboarding of new devices, more consistent semantiatiamific
(.,e., a common event representation), and governance controls that reduc
semantic drift. Unlike works focused mainly on protocol bridging or namespace
level messaging [3, 4], this paper focuses on gatemtaynal caredguided
semantic unificationrad controlled publication. The working assumptions are local
versioned device cards, polibased validation, MQTT 5.0 northbound, and
optional JISONLD export.

Internal gateway architecture,

External network / cloud
consumers

I

Semantic gateway (internal software architecture)

[ [ UNS /MQTT 5.0

Application Platform (AP) ]

Semantic Core
ontology-guided normalization T -

e Identity Manager
(device registry)

[ Ahereiter j

- —
[ — Protocol agents

(o) (Languan )
Radios
E | é;éﬂﬁ Lié bee ] éggg EE
Heterogeneous IoT devices
(sensors and actuators)

Figure 1. Internal software architecture of the semayatieway.

The key architectural idea is to separate protfmoihg ingestion from
ontologyguided semantic unification and controlled publication. Protocol Agents
terminate heterogeneous links and extract transport metadata such as timestan
and signal sength. They forward raw payload bytes without semantic
interpretation. The Semantic Core selects a matching versioned device card from
local repository when available. In this prototype, a card is a WoT Thing
Description (TD) document with optional deftog hints. After lookup, the core
validates the payload, decodes fields, normalizes units, maps decoded fields t
ontologylinked terms from the referenced vocabularies, and publishes the result
into a Unified Namespace over MQTT 5.0 if validation sucsdB¢].

The default northbound representation is normalized JSON with ontology
linked identifiers; JSONLD remains optional. For example, a temperasansor
card may decode a given raw payload into a normalized temperature value, such :
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2

3. 4 A er,withtlimkededéstriptors. Governance in this pattern includes card

versioning, validation gates, topic and unit rules, and audit logging. Depending on
policy, data from unknown devices or malformed payloads may be rejected before
publication.

Initial edge microbenchmark on raspberry Pl 5
Only the inprocess latency of the Semantic Core was measured on Raspbern

Pi 5 to isolate the semamrocessing slice. The benchmark excludes Protocol
Agents, broker and network transport, radio transmission, @manstream
processing. Timings use Python time.perf_counter_ns(); the process was pinned f
a dedicated core with the performance governor enabled. The series contains N
1200 iterations after a 106t&ration warmup, using payloads smaller than 100
bytes and flat normalized JSON.

Table 1. Internal Semantic Core latency on Raspberry Pi 5.

Metric Value
Mean internal latency 0.0175 ms
Median (p50) 0.0143 ms
p95 0.0331 ms
JSON serialization (prototype) a 6 ¢€s

These data indicate low local overheadlwd proposed semantic unification path
inside the Semantic Core, but they do not representceedd gateway latency,
multi-protocol contention, devieeard update costs, or brokade behavior.

Conclusion
The proposed pattern separates protdoglestion from ontologyguided

semantic unification at the edge. Protocol Agents terminate connesipatyfic
links, while the Semantic Core supports cheded onboarding, validation,
decoding, normalization, and publication of normalized data witbl@gy-linked
identifiers. The Raspberry Pi 5 result reflects only the internal sermaotessing
slice. Future work should examine etedend latency and muiprotocol operation
under load.

N

0 ~N o ol
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ADAPTIVE METHOD FOR SECURE TRANSMISSION OF PRIVATE
DATA AT SHORT DISTANCE WITH DEVICE PROXIMITY  VERIFICATION

The paper proposes an adaptive method for secure transmission of private data at a shc
distance based on a combination of shange wireless technologies and cryptographic session
protection. The method uses NFC as a trusted channaiifiatization, Bluetooth Low Energy
for service negotiation, and an additional proximity verification stage to reduce the risk of relay,
spoofing, and unauthorized interception attacks. A -bBtegtep interaction model between
devices is described, alongtlwthe conditions for secure session establishment. The proposed
approach can be applied in mobile services, identification systems, access control, digita
credentials, and conciergeiented service scenarios where confidentiality and confirmation of
the usero6s physical presence are required.
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PRACTICAL STUDY OF NETWORK ARCHITECTURES
IN CONTAINERIZED ENVIRONMENTS BASED ON SINGLE STACK
IPV4, SINGLE STACK IPV6 AND DUAL STACK

A practical study of singlstack ipv4/ipv6 and duatack network architectures was
conducted on the basis of a laboratory stand in the form of a Kubernetes cluster (K3s). It was
proven that the use of the IPv4 ool eliminates the principle of erid-end connectivity and
requires the use of NAT. On the other hand, the use of the IPv6 protocol, on the contrary, return
the principle of endo-end connectivity and eliminates the need to use NAT. Using the tcpdump
network analyzer, routing of different network architectures was demonstrated: a Pod with an
IPv4 address receives a private IP address and therefore changes it to a public one durir
routing, while IPv6 immediately receives a public IP address and ddeshange it during
routing.
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20:27 :34.215246 cni0 In IP6 fd00:42::7 > fd00:1:2:3::1.:
ICMP6, echo request, id 14, seq 0, length 64

20:27:34.215254 cni0 Out IP6 fd00:1:2:3::1 > fd00:42::7:
ICMP®6, echo reply, id 14, seq 0, length 64
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ANALYSIS OF RESOURCE UTILIZATION EFFICIENCY OF
WIRELESS COMMUNICATION CHANNELS IN SENSOR NETWORKS

The article analyzes the efficiency of resource utilization in-émergy wireless
communication channels of sengelecommunication systems. The Shannon capacity bound is
used as a reference for evaluating the performance of gigdalconstructions based on BPSK,
QPSK, and QAM16 modulation schemes.
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COGNITIVE CONTROL OF ITERATIVE TURBO DECODING
IN SOFTWARE-DEFINED RADIO ACCESS NETWORKS

This paper presents a cognitive approach to iterative turbo decoding in saftfiaed
radio access networks (SERRAN). The decoding process is modeled as a controlled dynamic
system characterized by Kigelihood ratio (LLR) statistics. Early stopping criteria based on
LLR stability reduce the average number of iterations while preserving the target block error rate
(BLER). A cognitive control loop incorporating KPIl and SLA constraints is proposed.
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ANALYSIS OF ENERGY PARAMETERS
OF NEW BARKER COMPOSITE CODES

This paper examines thenergy characteristics of new composite Bark&oJd and
Kasami codes and compares them with similar characteristics of the Barker codes.
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OPTIMIZATION OF RELIABILITY INDICATORS IN A
COMMUNICATION CHANNEL WITH MULTI  -POSITION
MANIPULATION AT A FIXED ENERGY RESOURCE

This paper investigates the strategic selection of modulation types to enhance bit error rat
performance under strict power constraints. By utilizing a developed nomogram based on Fink
and Proakis models, the study demonstrates how transitioning to-bigleermodulations can
effectively "trade" spectral efficiency for significant reliability gains without increasing
transmitter power.
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OPTIMIZATION OF MAS PROTOCOL PARAMETERS
IN WIRED AND WIRELESS NETWORKS

The article proposes an adaptive method for optimizing MAC protocol parameters for
wired and wireless telecommunication networks, which takes into account the stochastic natur:
of the channel contention process and variable traffic intensity. The developed mathematical
model is based on a Markov description of access to the environment and is extended by
Markov decision process (MDP), which allows for the formation of an optimatypdbr
controlling protocol parameters. Such a formalization provides the possibility of adaptively
changing the contention window and waiting time in accordance with the predicted network
characteristics.
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ANALYSIS OF THE IMPACT OF TRAFFIC HETEROGENEITY
ON DELAY IN TELECOMMUNICATION NETWORKS

The article proposes a mathematical approach to delay analysis based on a G/G/1 typ
model, in which traffic heterogeneity is taken into account through the effective coefficient of
variation of intefreturn intervals and the Hurst parameter. Analytical dependencies are obtained
that demonstrate a nonlinear increase in the average ddlayinsfeasing burstiness and the
degree of selsimilarity of the flow. Simulation modeling is carried out in the OMNeT++
environment, the results of which confirmed the adequacy of analytical estimates and showe
that seltsimilar traffic forms the mostritical operating modes of the system with an avalanche
like increase in delay at high loads.
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PREDICTIVE ROUTING IN DRONE SWAGS

The paper propes a predictive routing model for drone swarm MESH networks, which
takes into account future topology changes, the probability of maintaining communication
channels, and the predicted packet transmission delay. Unlike traditional approaches, the modk
provides the choice of more stable routes in conditions of high node mobility. The simulation
results in the OMNeT++/INET environment confirmed the reduction of average delay, increase
of Packet Delivery Ratio, and increase of the proportion of stable routgsaced to the OLSR
protocol.
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ENSURING RESILIENCE OF ELECTRONIC COMMUNICATIONS
NETWORKS: INTEGRATION OF RESERVATION PROTOCOLS
AND OUT-OF-BAND MONITORING

A comprehensive approach to ensuring fault tolerance of electronic communications
networks is considered. A new concept of combining classic network redundancy protocols with
an innovative system of independent @©@&Band monitoring based on the ESP32
microcontroller is proposed. It is noted that ensuring the continuity of node access to externa
networks and the possibility of implementing a fiéale administrator notification system using
the Telegram API are praded.
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odt' hz* ftesBdzj 3z dBdIlsls’ o sets ' deW stcdzgzeo O
tc' odze dBHjdZ' TCP/ I P fftes Isj, hHhts ° dgWtcOf
WikzdC y' sdzkz o Odzdzv .

[ dzvw EMmkzdzj dgdzgv dzj Hisdz' © ' 9o-Bad @ dzeigdzis s # &
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B CtosC sdzlstesdzj c® ESP32 w ¢ 09 Is ts dzts d3dzts G
Bt jotséts B dzOH dzO dzdzv .

[ CtosCtsdzlstes @) tc LEIRIZT Jd dzOW o dzsfls” €
L' wWLCE IO hdtesCddz &y dzde sMmlsw d3a Hdzw
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dz0o ‘' Is! z o JIRHEWO Y & asdysizizs @ dz®&dzz¢ L o
f " Hftced  d3Mise O (ESP32 odeicdmlssa lz* C
f' " HGdzt yj dadzv HEs BEREJ dellg to jtoj L JOmotzizts B d/dizv )
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LOBJ LY jyk® HttsOCIlsdodzd? hZsdz' ssted dze * dz
W' dzOdeinse’ olstcOIsd o' H fttsMmists® 8 B dzZOH dat

[ "sjtcOlktO:

1. z s sOCJ T VIRRRj.SCIstetsdzdad 2 1T tBgMmiEftedn] HsMist
https://microsin.net/adminstuff/cisco/vrrp.html
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COMPARATIVE ANALYSIS OF OF0 AND MRHOF OBJECTIVE FUNCTIONS
IN THE RPL PROTOCOL FOR INTERNET OF THINGS NETWORKS

The RPL (Routing Protocol for LoWwower and Lossy Networks) is widely used
in Internet of Things (IoT) deployments due to its energy efficiency and suitability for
constrained environments. A key component of RPL is the Objective Function (OF),
which determines route selection and DODAG formation. This paper presents a
comparative analysis of two standardized objective functions, OFO0 and MRHOF,
focusing on their impact on packet delivery ratio, latency, energy consumption, and
routing stability uwder different channel conditions. The obtained results allow
identifying appropriate deployment scenarios for each objective function in practical 1oT
systems.

lJtesssSCtsdz RPL (Rout-PogerPrandcbobsdsyr Nét
odStstedmilstso z° Is+ mw ) mMdmMilsi d©ZO A wdzls j§ todzj Is

jdzjteetsjWjClsdo datsfyls 5O ftedHOlsdasls H dzw
Cod3f tsdzj dzelstsds RPL ‘i ObjectiedBctidn) iz, dzC S @ o OFdz0-
BZOtwch ckzlslk IsO Wisstedidzo Odzdzvr D ODAG. v y' 2 Mo
Hotsm MISOdZH OtelsdL s9 Odzd~ Yy ' dz' sodm Wk Yy' 2,
ofdzdo dz2O@ SCtj%' y' ‘ds HsMsOaCd fOCjil' B! L
BOteh cklsdL Oy " L O t' Lddr Ed@tse COdOAEEZ. [
9  Hf s ' H dz Myd dzOtec’ ’ teSL G stelsOdzdz? Hdzw Cts
mdMmisj 508 | oT.

RPL T yJ ftieslstsCtsdz BOth tekzlsdL Oy* ftedL
BjLHicEIsto d Mg depstwided ® L dzd d50Os Is' 5B d&j 3 j o
sBYUdMdzs 0 O O sy dz Mls: ). 1' dz ¥tz Is

Oriented Directed Acyclic Graph), E wg¢°'j;

1 Oc Odz! dzd DODAG @B jHH j dzff) 2 dz0 tod

lde' ' tc tsflsdBOdz descts dBOth tekzlsk © RPL L H
Function (OF)T Odzc sted Is d3lz, wed?2 o dandoydkr dza®s (g dgC
9 HMlsOdz okL kO HEts Ctstejdzgv DODAG) ; odB ' to
parent ) ; tsf{ lstefaiO dff jdze[j2H @RPtchH Odzd = .

L MIsOdzH Otgls’ RPL fjttjHBOYjdets HO' ts ) dat
Function Zero) Is©O MRHOF (Mini mum Rank wi

95



R2 R2 R2

tdfm. 1. 1 OcDaRAGzd2 od

OFO0 W tstcd3lz BOtch tekzlsd d2O thdtse d3' dz’
Ctstcj dzgj ase s 9 zL dzO, stsBlsts-coauf€tstcd fises d | 'dzO 3,
BzHICtSEets oL dzO H B C BEOsdpjysdtiaias * dskz tindzO© dzOHndzWz {f

Rn = Rparenr + ﬂR;

H dRparent T ranke Ols? € ' o ! ARSichE dp' OO ;datk? L ©tc & § Y (
256).

v OC dd3 WRY=d&Saix Hopcount

5OCd2 § ' HE'H ROBOSCK,jdLE  Is' MW dgfL ! €t
B dz' B3Odz dzgd d3 Mz B s dd3 dzOo Odzls Oy j dzdzv d3, (SH (
Bsyj fJtedLesHdIlsd HB odeBBtelz dzj MisOB ' dz' dzed =
fjtejh CBH O|R].

MRHOF, zO o' Hd dzkz 9" H OFO, od¢C stod
Transmission Count), wWCO o9ttOmaBBolz’ 2 s "
sy ¢ kzo Odzkz Q‘dzr%Hﬁ;lsQ ajcﬂﬁsgdsg)ELGdz'L@ G Misj t
f4td dsd < Odadz" d3" ¥ O’ € " oaf! Sdi3d o kL ZOKC,
BOh tklsdL Oy' . JISHdztsuOfn oS stedmsOdzdzy ET
Bsyd ofdzdeo Olsd dzO L OtEIXRE tzY § § &) ®agt d HBP1s!
odL dZOYO' s Mw dzOflskzy dzd di3 W d dzts d3:

ETXi =

[

dﬂxdn"

Hidii 2 d3so ' todz Mls! Ik fdfi 2hdges  Wdg @l O W M ' P dzls @ ¢
s BOLdzO® o) Istod ¢ MRHBPsH todz®& O Hlgzw fyw  w ¢

PathCost = Z ETX;

| ZL e 60 RBBtedzicd®dzL dzd dPathQisd y j dzdz" o3
' dz 59 O MRHGEH QWY Iz dzd € dzj dzdzv yOflstsets f j ts,
ozl dzO o d sty fds o jizts j BB S:Odzdz? BOEh tekzlskz
ETXnew + H < ETXcurrenra
HjHTf ste" ¢ LO ¢  MisjtejL dmd.
lteddeydy W sROBEGLO dedzfC sted fils Odzdz? 5 OF 0 s O
edfy. 2.
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vy OF0: HaitxopoTIwWMi Lnsx - T
v MRHOF: CraGinvresit wasx 'ﬁ
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' WymMHum nink
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t dMatsBdlzeo Odzdz® DODAG L odCtstedfis Odzdz” o

[ dzw HisMmdz' HY J dzdaW otfdzdo kz Yy dzr s dn w iz d

9 d ¢ 5dz0O dzts BsH j dz6 9 O dzdzW z MdtcjHSOa dM ' Coo
1 OOl3j sted dBsSH j dz¥ 9 OdzdzY dzOo9 jHjdz2'© o IsOBdz. !
v OB dzdy®tc@d3j Istcd ditsH j dzt o

] Ot Od3j Iste 1 dzO0yJ dzdzv
s' &z €' Mmls! ok 30
s' dz €' Mls! Cstc] ( 1
wdzls j o Odz 6 J dzj to 1 §0O0CjlIs/ 30
vdyf ItcOW' Ck UDP
[ dutc’ o j dz wrrr 802. 15
{f OH' tsditsH j dz UDGM
vstedo Odz' mMis+ j €M 3600 c

[ sdz' HykBO®ozdz  dztsf)! HdzvW Hoetsh My jRERat" ~ o
l oss a 5%); 2. s0O0dzOde25%).L O9 OHOBd ( Packet
v wWeBMmis® fsCOLddS @ JWJjSIsdeo desfls” sy’
(PDR), fMmjtdHdw didE-EndDeldnp , L 6k dz® HPS »(ddz jQize
9 L ®bwerCgnsumptioh IsO MisOB ' dz¢ @ardnBwitchiggPtc M {c [z Is Iz dz(
Htsffdz' HYy jda@ ftojHMisOodzjdze o IsOBdz. 2.
L MlsOB ' dz dedZz Mjtej HisSO dN ° sBdHO' Yy dz
tc'" 9 jdz HBMOaCd fO0Cjls" 9. (' Lddy"w MisOdasa ¢
vsOBddywYw 2. (JLEd ISOIs

Hyg dzOtg’ 2
1 OteOd3j Istq wilsOB " dz! dzd 2 sOdzOdz L L @
OF0 MRHOF OFO0 MRHOF
PDR, % 97 98 82 93
Endto-End Delay d 120 130 240 170
Parent Switching 12 8 47 15
Power Consumptiqro 100 102 135 110

v MittjHtsodhn " L LO9aOHOBd MRHOF Hj dg3tsdzf
PDR( dzO 11% odhj). AJ fowide ‘s Mw odCsted
sBdOlsd COdzOdzd L d3j dgh s G ozt €' Mlss 5o lstst

v MlsOB ' dz' desdzs MmMjtej Hso N OFO BQAL  dz
ftesmis' 2 dzse' ¢k oadBBttk dBGOth tckzilskz.
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3. v B'dhtsfMmls' HEsMd HYjd MRHOF Hj &3tsd

-odhd?2 Packet Delivery Ratio
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APPLICATION OF MACHINE LEARNING METHODS FOR PROACTIVE
AVAILABILITY ASSURANCE OF INTERNET OF THINGS SYSTEMS

The problem of ensuring the availability of Internet of Things (loT) systems in the context
of the growing number of distributed denatservice(DDoS) attacks is analyzed. The use of
machine learning algorithms for proactive anomaly detection in network traffic and threat
neutralization prior to system failure is considered.

ltesOdzOdz' L so Odets L OB LY jyj dedg" HBMIskY dzte RS
L esMis O dzdzV C' dz Ctsfls’ tetsL f SH " dzj dzd ~ Ol O¢ Is d t
tsLedvdzzlsts o dSstedMisOdedzy Odzestedisds” @ d3OM  dzdzts
Oets BOdz' 2 E Bjteinjotdk IstcOW ' €k SO dzj 2IstcOdz' L C

1 OB judAflzr yjBjLl Jjtoj tco dats’ HsMiskzY detsfls
ZO29 0Oy dzdeo " "dr MC EZOHBOoadrR ' dW st dzOYy " 2 dats
(loT). ° Miste" BBCddz L B " dz' M j dAflds dign IS¢ wiz! &
fsBkzlssoaodnas HOILYydS &« Hts §totsdzd Bdzpcd dzv C i
fslsjdy 2dedR €' BjtOLOS. 10 y' df OR],
f "  HGdzt yjdes fcdedzdqLr dzets 10, 07 o3 dz' WicH O ¢
HisMW ¢ dzj 24, 1 B dzr wWieHO [ 1] . [ ydc
fjtejHO Is! fmw o dzd C Bs®L dz2' ¢ @6k Iz OO ddsf{3
LOBJLYJydlsd LOadMmls y! st flstsCkz HOd
HdzZ" HGeMiskzy dzs BlOMIstbTIskztc tetsL f sH ' dzj dz
sBMmMzzesolzo Odzdz' 6 ( DDoS) .

g jydWw CO0 fHtodmstets o wdzls j tedzj sk 2t y
sBydfmdzs 8 Odz! dz' 2 f slskzy dzsfls’ SO dzedL ! €&
sStcOHdy" 2 da Ctedf ssctecOW " ydz2' d3d ssHd L On
HsMiszf sd3 YyOfmlsts dzj sy dzdots toj Odz' L zo Olsd

[ dzw o dt’ hj dadzw y' ftosbd&i&PIls dH s W)
BOM d dzdzse 5 dz09 yOdzdzv ( Machi ne Learning
tcj OCIkdodssets HEts ftosOCIsdodesséts L ORdMmislkz.
DDoSOIs O¢ -filpd ijlojTdzOR t' Ldzdyw d& 3 tj OCIsdoe d
odL dz2Oyo' , ¢ tsigRd toff @Bz MddPls jL OGtetsL Z. 1 toc
mMdMmlsj &3O tcj Ockz* 9 J f" Mdzv Yyokskz Ol
ftesBdzj B, KkOCHdRE wW¢ W' CMOY' v ' LSBEE
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Mijtco" Mk (LOIteddkdSd, o  Hssead), MY tdEBys o
ltesOCIsdodzy odwoeoodzj dedzgv  jted HBOYO' OBB ¢
zO HGMiskzy dz' Mmlis: mMdMmisj d&zd . lted y! sd3sz M
fso jH dgf s9° f Olsjtcded IstcOW " Sk, odwedzvws
OlsOSd, MdMmisj 3O BB ¢ 1OGUSH @Gdzjdgy Y Hz" . s

ltesyjm oftctso OH Y j dadaw ML H dzw LOrdMml
esL Estels O Is! v 2O t' 9 dz' CteOded ydzed s h dzs
Codzstesdzj 6" & o ¢ dzg yoO LB " to d3j stedC L
o dH" " dzj dgdzv C dzt ysodnry L ds@ALOWIS @ ¢ dzOfrn) dHltts {f Gt
BsHjdz (tdm. 1).

AHaniz 3
loT npucTpor ML Mogynb BUKOPUCTAHHAM
(CeHCopM, KamepH) rPaHMYHOTO LLIMKD3Y XMapHOro
KOHTpOnnepa

tdfm. 1. ubtkzSlkkztedkd MAj®6ORJIGO] dPLS d Md dzjzdza

[ jIstsH(d "dels j dzj SIskzOdz! detsc s OdzOdz' L
odSCtstcdmistsokze Is! Mw Hdzw JW O dzcdts 2 ,03)
B lssHOR dzOB' te HOddR LBdEO I8! Mw L fyd ol
fsls' &3 dOBOC O Is! MW o dH" dzd Is dj desftfr] te1CHsdgdordz
ytseéts odSEtstedmlssoksls: v Odzestedlsdsd ML +
¢ dzy’ sy dz8 ‘st v ftesHEZSIsde dz' Milsy s H J
Hdzw o dwe dzPdg®@€ . DDo0O S

1 shdtejdddkd Odzetsttdlsd@ZOBd GOMJdzdzsce-ts dz
OlsOS¢ P dzOfls2] :

A 10 adzd?2 102 M sufgz2vC RO o QRaizsae d ISlsi ¢
Eudlsj dzj d3, L Ofmdzats o Odzd 2 ZO Isj stej &3 1 0O
dzj L Odzj ¥ ded &3 .

A SvM: Supported Vector Machiidngyg (/]
BtsH j dz dzOo YOdzdz? st Wpdplspdz] 3,026 @ d b RBC
LOHOYy S d&OmdW ' €Oy " L HoaBBRO ¢ dzOMOMJ .

A AdaBoost: ¢dzetstedld iQH O fOHesdadssiz §C
dzO o Yy O dzdz™ |, wed?2 dOeyo' sy mw dzg@ dzj Hisdz' €
sflsdd3' L zoa Olsd 7, ' f tfplsdizcff 59 dzO fy didits BSAASL
Csydzg 2 "bjteOy' ' CdzOMdW ' COltstc MisO ¢ to
ZOH odfOHSCBoaddd ff tescdasL Od3( .

A XGBoost: Xtremd y$r ®ddcesnct] Is B0 € sAQIMM
ZOBOGCO' Is! MW BHflsdd' L zo Olsd Issydz sy dz'ds
"IsjteOy’
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CdzOmdW " SOy’ L Zydlsj dzjdz®, 2 B oz 9 9 d ~o d &8 ¢
JSLiBfdvted w¢ on' HdZ HOdz .

A  Random Forest i (J diapissSsso PUzinddsi pizs
CzomdW¥ " §DBDyms Zowo®' Is* Mw L OB BGEZ HJjt] o
odBdtcOs Is! Mw H dzW dzO o Y O dzdzv ; ‘ Ltcj hIsts
tcjLEzd sOsd M " ydr Hjtj 9.

djtojJH dO2jWjClsdodz hdr Odzetstcdlsdy o 3
DDoSOIs©¢ o dH ' dzw & s d3dtels mH  ( tSfVEMg dzd -~ R aan jd %ol
hilszydzs dgj 2tetsdzdz’ dBjted " [1,2,3]. 1d¢tst
L sG] &3O C dzO fprsgj derde ,0Oy 'DBS GAN) , HESL 9 5dzW
dzz dz'! seotsets HdgW [ 2] .

1 jJtoj dgj M j-digsay | dkjiL? -talz@® jalad geH sL o sdzv L &3
o  tzp dadzw OlsOSd, odwedzwisd O detSfdE=ls dats LHAD
DDoS{ Olsjtcded ° fHtdhoduhdlsd tjO0Cy 8, "t
BOMh IsOBzo Odzdzgy * L OBj g asmisizt dz' f
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ANALYSIS OF COMMUNICATION TECHNOLOGIES OF INTERNET
OF THINGS NETWORKS IN THE SMART CITY CONCEPT

The development of Smart City infrastructure depends on reliable, efficient and scalable
communication technologies for Internet of Things (loT) networkss work analyzes access
technologies such as shoainge wireless (Wi, Bluetooth, Zigbee), Low Power Wide Area
Networks (LPWAN), cellular 1oT (NHoT, LTE-M, 5G) and wired solutions. Technical
parameters including range, bandwidth, latency, powerutopson and deployment costs are
compared. The study shows that no single technology fits all Smart City scenarios; instead
hybrid architectures are optimal for different service requirements.
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IMPLEMENTATION OF ZERO TRUST ARCHITECTURE
AND SEGMENTATION FOR PROTECTING INTERNET OF THINGS
INFRASTRUCTURE AT THE DATA LINK LAYER

The main vulnerabilities of Internet of Things devices are analyzed and the need to
transition fromtraditional perimeter defense to a zémast architecture is justified. Practical
methods for ensuring network resilience at the data link layer through microsegmentation,
isolation of inactive ports, and the implementation of intelligent local traffityars systems to
protect against cyberattacks are proposed.
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THREATS AND VULNERABILITIES IN ELECTRONIC
COMMUNICATIONS NETWORKS AND MEANS TO ELIMINATE THEM

The main threats andulnerabilities in electronic communications networks and the
means of their elimination are analyzed. Particular attention is paid to the use of artificial
intelligence.
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USING DEEP MACHINE LEARNING TO DETECT INTRUSIONS
IN IOT NETWORKS (INTRUSION DETECTION SYSTEM)

This study aims to analyze the use of deep machine learning methods for detecting
cyberattacksn Internet of Things (loT) networks. It analyzes the main threats to the security of
lIoT systems and the limitations of traditional intrusion detection systems. Particular attention is
paid to the use of deep learning models to detect anomalies in ketaffic. A comparative
analysis of machine learning methods for intrusion detection is presented, and the prospects fc
using deep learning in IoT security systems are discussed
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RESEARCH ON METHODS FOR DETECTING AND COUNTERACTING
ELECTRONIC INTERFERENCE IN UAV CONTROL AND TELEMETRY
CHANNELS USING MACHINE LEARNING

The current development of unmanned aerial vehicles (UAVS) creates a need for reliable
communication and telemetry aiels that are protected from electronic warfare (EW)
measures. Softwaiteased protection methods using artificial intelligence are becoming
particularly relevant in conditions of active jamming and spoofing, especially for small UAVS,
where hardware protgon is significantly limited by the need to ensure the necessary payload
and flight duration.

4 zyomdzd 2 tesL oadIsts¢C BJLY" ' dztslsdzd m dz' s Odz! ded n
o dSC tsted fmls Odzdz' dzOH " 2 dzd R COdzOdz' o LoaoOwLCR Is ¢
cOH' Spdfe&bktctstetsls! B (tr4). 1 tesetcOd3ds d3J stsH
OB ko Ot Is! thsBdzdests® OClskzOd dtsmis' o EZdkse OR
sO ' Hd ded SCtsteHddzOlIs (spoofing), BMsBdzde
Mzl oaszetsB dgfvy L O tcOR kZdets€ dzj sBrn " HdzsMls' L OB
dzO09 Odzls Oy § dzedzv SO sted o Odzsfls®  sdzr sIskz.

{ Mdzts o dzO B3 Is © - Hjdralz' oHdRW | deddsw tc' L dzts BO dZ.,‘

BON ddzdzsc s dzOo yOdzdz" L tSedzZvwHEZ d&O0 '~ Isj§.
o dWo dzjsgded,fndzt © Oz d&z® S &OHdz fls’ , hodh
sdkscd HB tjMmkztem o, s HeLosd' odL d

mMyj 2Ot "9 "~ ° L OMistsmizoe Odadz" .
zdwsS] oftesoOHYjdzdzw 11 [ ¢ HEBSE St dadzts
Bsdz’ ssted dze Iz, tesL h Pdaf{s:h O OtcOb " a [ F tc O
L HOIsdzd n HtS oL O d3dsH " ' . | Bdzts o dzts ¥ a3 Is
oS dzOdzdzy 3" M 2 o kZdso Of Jjdzj Clstetsd3OG dz
ltetslsy HdzvW ffodsy’ dzdesegts WEkdeC y' sdzzo Od
odt' hdlilsd dzdL ¢ Iz o Oy dedoadd 1 I$nij Asdz ' Hy dzy € d -
"HjdalsdW' SOy w O dzts B3O dz" 2 Z Isj dzj d3j Iste" °
tcsB sYyd n yomilssls (Frequency Hoppi ng)
sB yd fmdzj dzdzv .
s4dedzOdz o € OdzOdz LoOwWLGCE L 111 ¢ o3t
odGedzvH" :

r(t) = s(t) +j(t) + n(t)

Hyr(®) i ted 2 dzv Is d J(0) )t § dz@aroz n(tPisc®H dlzd 2 & ¢ Ok fr

119


mailto:nvi2010@ukr.net

h 2 ds.
[ Hdzd O3 L tsdats 0 dzd n fsCOLddC " o w e s
Md e dzOdz/ L O OH O. 1 tod 9"  HiMkzlsdztsMis (0740

fdcdzOd/ L 0o OH O & d & dz HIBR = dzO fus Iz h didf @ 1 Q]

0o B3 Mdzts” L Oo OHd vy MY oo ' HAWRIjFdadgy L
nej

) ded ) jSiEEs Y j o dMiskzf Olsd Stdlsjtc’ * d3 9adwW o
wihdzzs s+ Of OtcOls dz' sO ftosetcORdze d3j Istst
LOa OHOd. [HdOS, LO tOhbkzdas¢ tsB B Y J dz

11 [0 WEkEdSCy sdzOdz Of OtcObz§ g tj Otz L & o Eaf
B tetss . vOCdd yddsd, &@O2B' ' dh jWjiSlkde
sMsedzdos L odSitstedmMlisOdzdgy ds3 OdzeG stedIsd3’ © ¢
lted odStsted MisOdzdzy BOh d dzdzs e 5 dzO 9 y O dzdz™

X = (xl, Xg,Xg, "'an.)l

Hl BL d&zOGC O0d3d REHRdcdvedSignal&igngthindicato); SNR, BER
(BitErrorRatg ; MY j SlstcOdz! dzO J dzlstetstf " w; h d tcd daC
1 OHOYOiT MHL d2Oydisd C dzOa{o1Rd ¢z dzz dzO f tc d ¢
07 dzts tc d30 dz! dzd 27 " fipfistsdze@dz2 1O adfff Hz@z' M dzO L O9 OH O.
4 zyomdz dB3d t6d 11 [ ¢ odSCtstcedmilstso z#
ML-d3tsH j dz' . [ dzw JdzjtcetsjWjCIlsdodesets odw
fticdMmMlsteswr (Edge Al) tesL tetsB dzj dz o' hj
l 8H dzts Yy Ofy fshdisdsds dzOazq ®dzdzv L f" " HC 6"
3 SOyt 2 detse ts dzO 9 Y O dzdzW (I mitation L €
ftetslsdH" 6 SO kdedCdzgj dedzv § jtejh CtsH k2 t6j Oc
]l ste’ oadzgv dzdzy OdzetstedIsdz © BOh Jqdzdetse 5 dzO o
9 IsOB dz. 1.
v OB dzd yv 1. Olzs t8'tc o tetiztizdzy 3ON d dzdzs G 5 dzO 9 Y (

¢ &6 65t ] ]OSHO@@UBuMiikigf;; ljtjo0cq Linsd ¢ d

XGBoost/ |1 qw o dzj dedzv | I d fy s Q&Ei;% L ES ) oz e Mls
Random (Spoofing/Jamming)[ (F1 ~ gJted H 515t j Bplz‘ H ot w ¢ i) dzdf FO 2 diAS g
Forest s Isjdzjd 0.99) d 0o 1 O dzdz

tOH ' tstsB dZOH
1 O yOdzdzw B § tdLdS ~dHd
‘"Hy Odz dzts MfteOyY! tso Iz 4
fMzOBCdrn BtS| ftodtetsH ded 2
Codisf ' 6 Isjtd RBsSHEEZ o W'

1 dwe dzj dadgv
20 W' Ldyddl ity 1 dL! §d
(Edge Al)

Isolation
Forest

| dzd B 15 Cc 1 HOIlsdz Mls Il dims¢Cj

s &zOfmd ¥ oo
dz(%gNuOddssHIZdzwudq Jq‘Z%é 1 dMss dnS &zOH dz qomméi‘gfﬁz{s;ﬂt{s?x
: 7 Q My jf Hts § OH ' dzdgv A
Autoencoders) %O 5O dzd 7
wd' 50y . ) ‘
0o yOd ¢ Silsdo dzO { { [dbls‘aj ftf 1 sbtejBl

Idmt] wjtjrud ' hjde, kdf(]lsO0dtsddd T)

(Imitation fjteiBlzHBe cftsCdvislsw o' H O dzejsCidmls)

Learning)
. stststf j tcOls [ 4 Y4 dals tc O dz’ |
N et [ dad € daj dadar |1 e rEad od syl Loy v |0 OEIS MY
s’ o 11 5O sk dsils u

120



Ide' tt Odc®EgEdk' o' H oddise hsHE da
fslskydsmisj?2 11[6¢, Idfbk LOctsLd (§' HE

6jOCy' ' kO jdzjeetsmy sy do Odedz” .
O dzOd' L dz@o jHjdedR Odcstedlsds o B3ON d dac
ROMszy d t©jStskjdioy ~ hsHts & odSskdHh

- Isolation Forest - ' H j Odz' dzd 2 H dzw B CtetsC tsdzls to
ftedmMstes” © Isdflz Edge Al HdzZ?W BOL S tSGE S
BjL kZydlkjdv 1O dOHLodyO2des dzedL ' CSdd3 o
Yyj?2 Odkctstedlsd Bsyj BElsd b k@ szl 2 GG
v Ctd3B dz2Oy" L HSHOIStso dd&id dztse ' ydad o
Majority Rule) o' dz HBLoaBBdRY' JWJjCIsde dz
Gdzzh ' dzdzv, Mkl ats Ldedy k¥ yd ¢ dz ¢ fls!
"sdeso segts h Zd3lz.

- XGBoost sO ¢ dzOMmd ydz Hjtej o8 O Ytz'H'sp dz
ftcOys ¥ Is 2O BOsY slskzydadr BBtelstsadnrn §C
l sdzgd Hj dEtsdzMmistclzs Is! dzOH L 9 dsyc@rdets  da@BirpiyizC
0.998) z tesL ' L dzOo Odzdgf 2 WO dits dgRleid'Is Tzdz'e
oS tedmissa z¥ yd o d¢ df Qtazd N iS®dRAAS IS 2 dzis(C
CtstteH d dzOIs d, ® ' Hnddzj dadzv ® ' H ¢ zatcdrfilrd €. O
' dzlsjtef e Isse Odz' Mist ' M j dz Odze sted Is d3d
f OOl sted OBB MJjdemsted o Co@LhAz s+ H g0 t
OQolssdetsdzdzd = MdMisj &3 L O-dMiskz.

-] dzdBtsC dzj 2totsdzj toj 3 ¢ GO0 j W AUls dede'c
ZOL j d3dzd r MisOdzy' 2 Cjtczo Odzdzgy OBts 9 0Oy ¢
sBydmdzs s Oyodsd. K BsHj dz2' -1 @@ls dztc O 1©'dA® i
C dzOMdWB'd¢ HpldzOH dz’ sdfd EBsHEzdYy"' "’ fJtcg
jJ dzj e s 53 d o Odadaw , otsdzd f jtejojtehzs IsH
ftcdrsoOdz §OIsjtedzd t6OH' 5] dzi Clstetsdzdzdr O
hj Hts Itsets, wWC Lo' wLC BERZHJ] Ctodlsdydzts

-wdz' @y &0o yOdadzt (| mi-tsthls  dz@dz'Ldztm r i
HJdzOd3' ydztse ts fJtcj d3d ¢ Odzdz" Yyofmlilstsis ( Fr e
Yy teMisSCddizd o ddBsEcOdRRd Hts L ObtddksS (Low
zOo yOdadzy L ' HCtc' § dzj dzdzv d3, w ¢ jdz' endsdzO @
Hd dz2Od3" ydesd3dz MmjtejHtsoadh "3 sOyt 2 dzj
hodHCt fjtoj 2 BOIsd clstsoad? JjlsOdztsdadzad?2 Ht

121



Bdlslks ok ©jOCYy' ¥ &O Hdd&OK yd OBt MSO

ftosBdz) Bz " ftosC v lsweigtfidg] tzdzs Byls* " {f to
- Multi -Agent Reinforcement Learning (MARL) - j W j SIsdeo dzd 2 °
tcsLfsH' dzjdzd~= L O9 H Odz 2 WistediOIs" "tletsL Iz

MCssteHddso Odzd 53 OlSOC OB L €' dz' S8 HYJ I8
' G to, MARL HBL 9 ®IVW zdftaZ tfisdzze ®tsdz H J yJ
My " dz des 2 OHOfldodets wHlsdds L ks Is! o d¢t
tesLftsH' dz sy dshls® SO ftosfiststotso d
"Bzdz' Isjls Hs LOMBB 9 (1 Mkzftesilsde dzd € O.

[ ' IsjcOkiO

1. Gi mo®B°t Ohan <, T. (2022) . A Sur ve
Techniques for UAV Jamming and DeceptioBléctronics 11(19), 3025. DOI:
10.3390/electronics11193025.

2. Yang, J., Cui, M., Zhang, H., Ji, F., Lai, Z., & Wang, Y. (2025). "Adzaded
Anti-Jammng Techniques for UAV Communications in Adversarial
Environments: A Comprehensive  Survey.arXiv preprint  DOI:
10.48550/arXiv.2508.11687.

3. Cibecchini, S., Chiti, F., & Pierucci, L. (2025). "A Lightweight-Bhsed
Approach for Drone Jamming Detectiorfuture Internet 17(1), 14. DOI.
10.3390/fi17010014.

4. Liu, Y.-C., Lee, L:F., & Yeh, K-H. (2025). "Enhancing UAV Security with
GPS Spoofing and Jamming Anomaly Detectioddurnal of Reliable and
Secure ComputindOl: 10.62762/JRSC.2025.368867.

5. Zhou,Z., Niu, Y., Wan, B., & Zhou, W. (2023). "Artflamming Communication
Using Imitation Learning.Entropy, 25(11), 1547. DOI: 10.3390/e25111547.

122



uvrs 621. 396

R OJ wy ¢
Jrtwf v

R csJfuvuovuw t

v [ RS
R ¢l ¢t vwl 1 v

1

Jtedyodz 7.[., [JOCmddse 1. |
1 O yodeOAstse 2 " dzmisdiskzls Isj dzj Qisd3lz
mMdMmlsj &3 s1 w ' 3. we tstew o' Ctstefs €
E-mail: hrytsanzahar@lll.kpi.uamaksimov46@ukr.net

DYNAMIC ADAPTATION OF RADIO COMMUNICATION QUALITY
METRICS FOR UNMANNED SURFACE VEHICLES UNDER EW CONDITIONS

This paper determines the key quality metrics of radio communication for unmanned
surface vehicles (USVs). It shows that tieguirements for metrics are not static and should
dynamically adapt depending on the mission phase and the level of electronic warfare (EW)
threats. The necessity of balancing parameters such as-wigrase ratio, throughput, delay,
and bit error rateés highlighted, taking into account the psychophysiological characteristics of
operators.
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Dielectric resonators with whispering gallery modes (WGM) are the main
elements of a wide class of filters, delay lines, sensors and many other elements ¢
optical integrated circuits [132].
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Fig. 1. Phase (b) and amplitude (c) frequency dependencies fdiroaasional (a) infinite
lattices of dielectric resonators with tree degenerate types of eigenoscillations. The coupling

coefficients between the resonators chosen arbitrarily: (tk,cx:0,03; ki; 9,01 0,001;.
kZ 9,02 0,003; k3 =0,03 0,002; ki2 €,01 0,001; k% 9,015 0,002;
k% 9,015 9,002, kis =0,025 01002; k% 9,025 0,003, k33 =0,05 0003;
WGM usually are degenerate in frequency, which significantly complicates the
calculation of the parameters of complex structures with such resonators. The ain

of this study is to develop analytical methods for calculating amalyzing of
complex structures with DR excited by frequeitiggenerate oscillations.
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Fig. 2. Phase (b) and amplitude (c) frequency dependencies fedimensional (a) J= 2)
infinite lattices of dielectric resonators with two degenerate eigenoscillations. Here the coupling

coefficients between DR were chosen arbitrarily: (bRg); 0,04; k3* 0,04 0,000¢

k® 2,02 i0,0005 k® 0,0035 0,000; k% £,03 0,000 k% =0,005 i0,000;

ke =0,0025 0,000; k¢ 0,005 #,000; k% 0,002 0,000
kS ,0002 09,0001,

The paper considers a wide class of transmission lines constructed on thi
basis of DR with degenerate oscillations. New solutions of Maxwell's equations

were calculated and investigated; a natural classification of the eigenwaves of line
of this class wa established.
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Fig. 3. Amplitude- frequency dependencies (d, e) edighensional (a) =M =) infinite
DR lattice with two degenerate eigenoscillations. The coupling coefficients were chosen
arbitrarily:

(b, c): kg =0,0005; ki® 0,01 i0,0004 ki° =0,02 ;0005 k5° ,0035 9,000
ki® =0,015 i6;000; ki° =0,015 i6,000; ki° #,0025 i0,000; k3° 0,03 0,000z
; k3° = 0,01 6,000z k3° ,002 #,000; k5 9,005 9,000 k7 9,002 0,000
kg 99,0002 10,0001. kS 9,004 i0,000; kj? = 0,002 i8;000;;

k;‘zj $,0003 +0,000; kiiz #,001 i0,000: k3y, =0,001 i0,000;

ki;’z = 0,0003 i6,000.
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The frequency dependences of the parameters of natural waves {Ry.of
one, two- and threedimensional DR lattices with degenerate types of natural
oscillations were investigated. The possibility of significant expansibn
frequency bands with insignificant losses is shown.

Presented electrodynamicsdé6 model al
and optimization of scattering characteristics of modern optical communication
systems using WGM Dielectric Resonators.
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New systems of equations are derived, the solutions of which make it possible
to significantly simplify the calculation of coupled oscillations of complex
structures of dielectric resonators with degenerate modes.
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Fig. 1. One dimensional lattice DR) (&ith five degerate modes. (N =4; J= 5.
Dots are eigenvalues, obtained numerically, the crosses calculated using foundeded equations
Analytical solutions of equations for the distribution of amplitudes and
complex frequency parameters 2( w )iv , were found; W,- real part of

the frequency of isolated DRw; =2 f; f - frequency. The relationships between
the parameters determining the distribution of resonator amplitudes -intene
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threedimensional rectangular, as well as complex ring resonator lattices are
established.
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Fig. 2. Two dimensional lattice of the DR (a) with three degerate modes.
Dots are the eigenvalues obtained numerically; the crosses result of
calculating using proposed equations (b)Jer 3; N M 3 2.

It is shownthat in the case of zero coupling between degenerate oscillations,
the found solutions transform into known ones [2], [3].

The frequency parameters of the lattices calculated on the basis of the
proposed method are compared with the values obtained byrinaltyefinding
(Fig. 17 4, b) the eigenvalues of the general coupling matrix [1]. Analytical
expressions for the distribution of resonator amplitudes in lattices of different types
are obtained.
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Fig. 3.. Three dimensional lattice DR (a) with twegerate modes. (bJ:= 2;
N3M 1L 2Z 233 Dots are eigenvalues obtained numerically the crosses calculated using
obtained equations.

The concept of a generating lattice for a system of resonators with degenerat
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oscillations is introduced. A generating lattice is the same lattice, but with non
degenerate types of natural oscillations of the resonators.

It is shown that the natural oscillations of a resonator array with degenerate
types of natural oscillations arepresented as a set of natural oscillations of the
generating lattice with different amplitudes and frequencies of coupled
oscillations, determined from the proposed systems of linear equations.
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Fig. 4.. Ring lattice of five DR (a) with three degerate modes. {5):3; N =5. Dots are
eigenvalues obtained numerically the crosses calculated using obtained equations.

The proposed method serves as a basis fagrmeg a wide class of filters,
multiplexers, interleavers, as well as various sensors for use in modern
communication systems and the Internet of Things of the optical wavelength range
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Fast development of mobile communication systems and growth of the
number of corresponding equipment increase the demand forsrsmbind high
performance microwave filters. At present, theof filter design is welstudied
part of microwave engineering, and there are a large number of filter types anc
design techniques that can be used for designing and fabrication of filterg2]1]
Nowadays, a filter design is usually an iterativecedure involving numerous
simulations and optimization of the filter structure.

The comparison of microstrip filter design using different numerical
technigues was previously done in [3, 4]. The comparison of the analytical model
and the FEM simulation wadone in [5] for the example of the 2.4 GHz patch
antenna.

In this paper, the design of a lgwass filter (LPF) for 868 MHz ISM band is
described. If receiving of the signal is performed using a softdefieed radio
(SDR) system, then mitigation of thiggsals at higher frequencies can improve the
efficiency of analogo-digital converter (ADC) of the system.

The LPF has the following parameters: pass band frequency: 880 MHz, stog
band frequency: 1900 MHz, stop band attenuation: 60 dB, response appi@ximat
type: Chebyshev type 1, pass band ripple: 0.05 dB, input and output impedance
50 Y.

For the realization of the filter, the FR4 laminate was used. The parameters o
the material are as follows: dielectric constéht 4.4; thicknessh=1.5mm;
thickness of strip=2.540m; di ssi pati @n00Rs defined

To decrease the dimensions of the filter, butterfly stub topology was chosen.
To meet the required parameters, the filter should consist of 4 resonators. Using th
parametersf low-pass prototype, the parameters of the transmission line segments
for the edgecoupled structure can be calculated using the procedure given in [1].
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The calculated dimensions and topology of the filter are shown in Fig. 1.

2,87

Fig. 1. Topology othe filter and its key dimensions

The 3D model for the filter is shown in Fig(a). This model was used to
perform FEM simulation with HFSS software. Using 3D model, the prototype of
the filter was fabricated as shown in Figb). The size of the filtds 95x38mnr.

() (b)

Fig. 2. Filter modelling and fabrication. (a) HFSS model. (b) Fabricated filter

In Fig.3, the simulated and measured results for the insertion3gsand
return loss$,| frequency responses of the filter are shawhig. 3. The measured
results were taken using a vector network analyzer and the fabricated filter
prototype shown in Fig. 2(b). It can be seen that a good match between calculate
(simulated) and measured results takes place. The mismatch between them i
passband of the filter can be explained by the resonance nature of the return los
response around the frequencies that correspond to filter approximation poles
Since the prototype has finite accuracy of its geometry, which, consequently,
slightly dffers from the theoretical dimensions, some resonance mismatch in the
pass band can be observed.

The | SM band, for which the filter
band frequency was chosen to be 10 MHz higher than the highest frequency of th
bandto make the insertion loss smaller at it. The insertion loss value at 870 MHz
frequency is $1|a -1dB, the insertion loss value at the pass band frequency
880MHz is [S;4| & -1.5dB. Return loss is lower that5dB in the most part of the
pass band. Aie most commonly used frequency of the band isN8E&; however,
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the filter is designed to support the whole operation band.

FR4 laminate, which was used for the device, is not suited for microstrip
structures, since its dielectric constant is spcified with high accuracy and may
vary in considerably wide range (3. 8¢
such dispersion is not critical.
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Fig. 3.Frequency responses of the filter

As it can be seen from Fig. 3, FEM simulation generategedigtion with
good correspondence to the experimentally observed characteristics of the filte
and can be used for design of microstrip filters. FR4 laminate can be efficiently
used for microstrip structures at low frequencies.
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The rapd evolution of mobile communication systems, along with the
increasing proliferation of related equipment, has led to a growing demand for
compact, higkperformance microwave filters. Today, filter design theory
represents a wellstablished and mature ear within microwave engineering,
offering a wide variety of filter topologies and synthesis techniques suitable for
practical implementation and fabrication J1]2].

Despite this theoretical maturity, the practical design of microwave filters
remains a omplex and often timeonsuming task. In modern engineering
practice, the design process is typically iterative in nature, requiring multiple stages
of electromagnetic simulation, parameter tuning, and structural optimization. As a
result, achieving the deed performance characteristics often involves balancing
competing requirements such as size, insertion loss, and selectivity.

The comparison of microstrip filter design using different numerical
techniques was previously done in [3, 4]. The comparisdheoanalytical model
and the FEM simulation was done in [5] for the example of the 2.4 GHz patch
antenna.

In this paper, the design of a bapass filter (BPF) for 2.4 GHgand is
described. The parameters of the filters are as follows: pass band fhgquen
2443 MHz, pass band width: 300 MHz, stop band width: 1000 MHz, stop band
attenuation: 40 dB, response approximation type: Chebyshev type 1, pass ban
ripple: 0.05 dB, input and output i mg

For the realization of the filter, the FR4 lami@atas used. The parameters of
the material are as follows: dielectric constéht 4.4; thicknessh=1.5mm;
thickness of strip=2.540m; di ssi pati @n00Rs defined

To decrease the dimensions of the filter, hairpin topology was chosen.
To meet the required parameters, the filter should consist of 4 resonators. Using th
parameters of lowpass prototype, the parameters of the transmission line segments
for the edgecoupled structure can be calculated using the procedure given in [1].
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Thecalculated dimensions and topology of the filter are shown in Fig. 1.
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Fig. 1. Topology of the filter and its key dimensions

The 3D model for the filter is shown in Fig(a). This model was used to
perform FEM simulation with HFSS software. Using 8iadel, the prototype of
the filter was fabricated as shown in Figb). The size of the filter is 65x3Bnt.

(b)

Fig. 2. Filter modelling and fabrication. (a) HFSS model. (b) Fabricated filter

In Fig.3, the simulated and measured resfdtsthe insertion lossS};| and
return loss$4| frequency responses of the filter are shown in Fig. 3. The measured
results were taken using a vector network analyzer and the fabricated filter
prototype shown in Fig. 2(b). It can be seen that therengeanismatch between
the simulation results and measured values. The possible reasons for the mismat
may include inaccuracy of fabrication process, especially the gaps betweer
resonators, and the fact that the actual values Gfatanh dielectric constaf FR4
laminate may not correspond to the values used in the simulation.

The main operation frequency band, for which the filter was designed, is
2 4 0 0 é 28 Bhe pass band of the filter was taken 300 MHz, which is higher
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than the operation band. Aftéhe dimensions of the filter were calculated, the
optimization procedure was implemented. As a result, the return loss of the filter
was decreased to the value less #24nhdB (initial value was12.5 dB) in the pass
band.

FR4 laminate, which was usedrfthe device, is not suited for microstrip
structures, since its dielectric constant is not specified with high accuracy and may
vary in considerably wide range (3. 8E€
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Fig. 3.Frequency responses of the filter

As it can be seen from Fig. 3, theabr i cat ed prototype
return loss value that was expected from the simulation. On the contrary, insertior
loss of the filter in the pass band is smalldrdB) than the value from simulation
(-3.5 dB).
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CREATING A DATABASE TO SOLVE THE TASK OF
| NTERNAL POSI TI ONI NG USI NG THE OFI NGERF

This paperaalyses methods for solving indoor positioning tasks. It has been determined
that such tasks are best solved using=lii t echnol ogy and the O0FI
model and method for solving indoor positioning tasks are proposed.
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Global climate change causes unstable and abnormal weather, which mostly manifest:
itself as long periods of excessive heat and as a rapid change in temperature. Because of sudc
temperature fluctuationshe hydrochemical regimes of fish farm ponds may become worse, and
that may lead to fish kills. In order to prevent economic losses related to the mentioned
phenomenon, prediction of the hydrochemical regime in the pond can be used.

Hydrochemical regimenonitoring systems for fish farming are now in the active research
and development phase-§]l. However, a majority of the systems already developed are aimed
at small farms or tank aquaculture, and that does not allow one to use such systems on large fi
farm ponds.

Authors propose combining an ldkased approach to data collection and transmission
with well-established principles of condition monitoring in one system. In addition, the fish pond
ecosystem model is employed to predict pond parametersthanBxtended Kalman Filter
(EKF) is used to allow the model to adapt to changes in pond conditions based on the measure
data. Application of the EKF improves the overall reliability of the system and allowsdomg
forecasting (up to 2@0 days)Moreower, use of EKF allows one to decrease data transmission
rate and compensate for packet loss (lost data are replaced by predicted ones), thus reducing d
flow in the network, which is critical for low data transmission rates of LoORaWAN.

A pond ecosystemni its basic form contains phytoplankton, zooplankton, and fish.
Therefore, an analytical model of a pond ecosystem, based ori Votierra and Michaelis
Menton equations7], is defined by the following system of ordinary differential equations (in
the satespace form):

Pz a
é er%- —o gz -mpP oy
é hp + P u

¥=1(x)=eZ92 5 p Pz 20y (1)

e u
e € -mgF u
& FOF hy +Z F J
gapP - br(P+Z +F)+ky(Oget - O)Y

* Author to whom correspondence should be addressed
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where whereP, Z, F are biomasses of phytoplankton, zooplankton, and fish, respectively,
expressedn g/m3;0 is the dissolved oxygefDO) concentration in mg/Ltp, K, ¢, G, he, hy,
€, &, Mp, My, Mg are growth, trophic interaction, and mortality parametegs,bg, k> are
parameters of thexygen balanceDsa(T) = Osat basél £0.02(T H20))is the DO saturation level
of the water, which depends on its temperatlireindOsz; baselS the DO saturation level @0
ACX=[PZFOl'is the systemds stat eiZif@rmael,r refletthi s
key trophic and biochemical processes in the pond and allows pradittits state while being
computationally efficient for implementation in rdahe systems. Use of Extended Kalman
filtering [8] allows one to estimate values of state variaBleZ, andF that usually cannot be
measured directly.

Observability analysis was one using Lie derivatives of the measurement vector of systen
(1) h(X)=0

L2h=h(Xx)=0
Lih=@=ayP- br(P+Z+F)- ky(O- Ogy) )
L2 h(X) :dﬂt(cﬁ): ap- by(#+ 2+ #)- kb

For typical modes of pond operation, vectddh(X), BL¢h(X) and DLZf h(X) are

linearly independent relative to variables P, Z, O, and as a result, the rank of the observability
matrix O(X) is not lower than 3 (locally and under reguilibrium modes of system
functioning). That dbws one to restore states of phytoplankton and zooplankton biomass (P and
Z) from time series of DO measureme@isFish biomass F is structurally observable, but with a
| ower sensitivity compared to otherarssuliat e
instant estimates of fish biomass has higher uncertainty compared to other model paramete!
estimates, but at the same time, long trends of F dynamics can be restored reliably.

Modeling of the fish pond was performed with the following modeapetersrp = 0.8
1/day, K = 5.0 g/rfy g- = 0.6 1/day, g = 0.3 1/day, b = 0.5 g/n?, h, = 0.3 g/m3, e= 0.4, eF =
0.3, m = 0.1 l/day, m = 0.08 1/day, m= 0.05 1/day, a= 0.3 mghkEDAday
mg / ( L Acd=a0ylj 1/daykBase oxygen saturation was assumed to be 10 mg/L, medium
temperature of the water was 18 AC, wat er
temperature fluctuation period was set to 25 days. Measurement noise was 0.08, process noi
was 0.02, and iniil state vectoK, = [1.5 0.8 0.3 9.0]. Modeling results during the period of 50

days are shown in Figure 1.
15

S~

Oxygen (mg/L)

Respiratory depression level

= DO estimate
= Measured DO
Temperature Fish death level

0 I | I { I | | I i
0 5 10 15 20 25 30 35 40 45 50

Time (days)

Fig. 1. Results of DO level modeling. Measured data (magenta points) and estimation results
(black solid line) are in good agreement. D@igher than respiratory depression and fish death
levels, so any problems are unlikely to occur
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DO | evel fluctuates from 9 to 15 mg/ L, w
that, estimated data are in good agreement with measured ones fealbethdue to application
of the Kalman filter.

General structure of the proposed system is shown in Fig.2. The data flow is shown as line:
with arrows; optional components and data flows are drawn with dashed lines. Monitoring
system consists of some anbmous measurement modules, which are installed at the ponds of a
fish farm, a LoRaWAN gateway, and a server with database and dedicated software. Optionally
the system may contain actuator controllers, which allow it to make corrective actions on the
monitored. Proposed system architecture implements multilevel hierarchical data processing, an
combines lowpower sensor nodes with LoRaWAMs the lowlevel 10T network.
Hydrochemical parameters are measured using basic set of sensors: DO sensor, terapdratur
pH sensors, while architecture allows for the integration of other sensor types.

Lowerlevel firmware will be running on MCUs of measurement modules. General
functions of the firmware include water parameter measurement and automated outlier
eliminaion. The pond model with EKF and basic trend analysis should also be ingiuded
firmware. Each measurement module operates as a class A LoRaWAN deviceprohides
measurement data to higHewel software with a given period of timeligherlevel softvare
consists of the LoRaWAN network server that receives measured data, LoRaWAN application
server with a database that collects and stores those data, and client software that will provid
data visualization, trend analysis, prognosis, and correctiveuresa

In order to exclude data leak to the Internet and prevent unauthorized access to any device
that can change pond condition (e.g., inlet and discharge), use of a local network is plannec
Therefore, both LoRaWAN servers with a database should mum dedicated server hardware,
which has to operate and be available 24/7/33&tem security by default includes AE38
encryption, device authentication using either Activation by Personalization orti@veir
Activation, and custom security applied the application level. Reamhly access to collected
data may be provided from the Internet using WebSocket/MQTT if necessary. Optical fiber lines
(e.g., PON) or Ethernet using classic IP or MPLS may also be used to connect local data source
to clients thus providing high throughput, low latency, and enhanced monitoring reliability.

As for system's scalabilityyse of a single-8hannel gateway usually allows one to receive
data from 32 to 128 modulds which is enough for most aquaculture applicatiofs that,
distance between nodisrural areagan be up to 205 km, if antennae are within a line of sight.

pH sensor

DO sensor |
Thermometer

Measurement 1 C'J- Internet ) j
maodule 1.1 T },
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Measurement !
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/
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Fig. 2. General structure of the proposed system
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As shown above, even a minimal configuration using only a DO sensor allows for the

estimation of pond hydrochemical state, thereby validating the fundamental feasibility of state
reconstruction under conditions of partial observability. Proposed approach also allows one fc
explain and justify the reasoning behind every recommended correctioa. alcti the next
research stage, further system development is planned, including implementation of an expande
model that accounts for pH and temperature dynamics and field testing of the measuremer
modules.
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Methodsfor synthesis of starry sky images and calibrating star detectors
have been studied for years and remain important in the contexts of spac
navigation, digital networks, and secure data transmission. Particular attention i
paid to the infrared (IR) rangas IR star detectors enable effective operation under
nighttime and lowvisibility conditions, while also providing high sensitivity to
cold stars [1,2]. In that range, accuracy of the detector operation strongly depend
on thermal background, sensor myiand temperature fluctuations. Therefore, the
use of specialized calibration and image synthesis algorithms is essential.

A number of publications have addressed star detector calibration methods
Sun et al. [1] analyzed optical errors and calibrati@hnejues for higprecision
detectors, including lens distortion and sensor noise; however, their method is
designed for the visible range and does not account for high IR noise and therme
fluctuations. Tan et al. [2] proposed a comprehensive calibragpgmoach for
i ntegratedigystoscopebectyeit ems, but th
initial data and does not consider temperature variations or specific features of th
IR spectrum, which limits its applicability to different equipment models.

In work [3], approach to calibrating leeost platforms is presented,
however, it does not fully model the thermal background of the IR sensor er long
wave radiation, and its scalability is limited for large detector arrays. Modeling of a
high-speed star etector for inverse optical control [4] relies on limited simulation
data, does not account for dynamic changes in IR radiation, and employs
centroiding algorithms that depend on specific hardware implementations, making
them unsuitable for use with diffemt detector models. Yun et al. [5] proposed a
method for geometric calibration of star detectors in orbit; its drawbacks include
high computational demands, the requirement for-aigdiity star images, and the
complexity of onboard implementation due & noise and limited processing
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resources.

Transfer of data from the star det
during calibration is also a relevant challenge. Typically, digital data exchange
interfaces are used for this purpose. Fityatic chanels provide high bandwidth
and immunity to electromagnetic interference, which is critically important for
processing large image arrays [2,3]. However, integrating-fipgc channels into
existing hardware architectures is complicated due to cabtghldmitations.
Furthermore, additional coding and encryption procedures increase latency an
processor load, complicating rdahe operation of the star detector.

The goal of this studyis to develop a method for calibrating and tuning an
infrared (IR) star detector using synthesized images of the starry sky, while
ensuring reliable data transmission via network and-fipéic channels. The main
objectives are to improve the accuracy of star centroid determination, evaluate th
effectiveness of autochliation, and identify detector parameters that require
adjustment.

In work [6], authors of the paper focused on the synthesis of realistic star
field images for configuring star trackers. In the current study, those images are
used as a tool for calibragnand adjusting an infrared (IR) star tracker. Synthesis
of IR images of the starry sky and image processing was done using MATLAB
platform.

The aim of the numerical experiment performed was to verify the
effectiveness of signal processing methods and hef detector coordinates
correction, taking into account different stellar magnitudes and IR sensor noise
The main stages of the simulation were as follows:

1. Generation of star coordinates

2. Assignment of different stellar maigudes (intensities) to each star.

3. Modeling of the optical Point Spread Function (PSF) to simulate lens
effects.

4. Addition of IR sensor noise, including both thermal and Gaussian
components.

5. Adaptive selection of signal thresholds for detectiig f&ars.

6. Calculation of centroids and autocalibration of the detector coordinates.

7. Visualization of results using 2D and 3D graphs and histograms.

Generation of synthetic star field images follows approach presented in [6],
with improvements for IRsensor modeling, noise addition, and PSF simulation,
enabling quantitative evaluation of centroiding accuracy and detector
autocalibrationWhile the 2025 study [6] addressed image synthesis for simulation
purposes, the current work extends this methagoto the development of a full
calibration and tuning procedure for IR star trackers, representing a distinct
scientific contribution.

Centroid and calibration accuracy estimation criteria

Synthesized images of the star field were used to evaluatdfitiency of
the IR star detector calibration. That alledvone to test centroiding and
autocalibration algorithms without flight experiments.
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bright stars, low peaks to faint ones. That allows one to assess the distribution o
stellar magnitudes and the shape of the PSF visually. In Figure 1c, IR image of the
star field with centroid before and after autocalibration is shown. Red circles are

centroids before calibration, green
The histogram of pixel intensities of the IR image (Figure altjws one to
estimateover al | dynamic range of the-to-mag

noise ratio (centroid intensity relative to the background noise) for the identified
stars is shown in Figure 1€olor of the bar encodes the relative sigimahoise
level: blue isa weak signal, red is a strong one. In Figure 1f, color map of stellar
magnitudes is shown; each marker indicates a detected star, and its colc
corresponds to the normalized logarithmic intensity (see scale on the right), whick
allows one to visually asss the distribution of stellar magnitudes in the frame.

The general criteria for assessing calibration efficiency are as follows:

- Centroiding accuracy: root mean square (RMS) error of star center
detection, expressed in pixels. The target accuracyhoiR detector is 0iD.2
pixels. As shown in Figure 1c, the simulation results yield an RMS error not
exceeding 0.2 pixels, which meets the specified requirements.

- Centroid stability: standard deviation of centroid coordinates during
repeated measuremts of the same star.

-Star detection: percentage of det
in the simulation).

- Geometric reference error: correspondence between pixel coordinates an
the angular coordinates of stars in the sky.

The combination of ythetic images, 3D modeling, histograms, and SNR
analysis enables a comprehensive assessment of centroiding accuracy ar
autocalibration efficiency, as well as the identification of algorithmic limitations
for faint stars (SNR < 3). For practical implerntetion of these methods am
spacecraft, it is necessary to ensure reliable data transfer from the IR star detect:
to the computing system, which requires integration of computing architecture,
network interfaces, and autocalibration algorithms to mainggistem accuracy
and continuous operation.

RS422, SpaceWire, and Ethernet interfaces are used for data transmissio
from the detector. Fibewptic channels provide high throughput and enable
synchronization of data from multiple detectors. Error corractodes (ECC),
encryption, as well as buffering and priority queuing asedto ensure data
integrity and security.
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Integration of Artificial Intelligence in IR Star Detectors

Further development of IR star detectors involves the use of automated
calibration algorithms and atrtificial intelligence (Al), which enhances accuracy,
autonomy, and reliability of navigation systems. Convolutional neural networks
(CNNSs) enable automatic star selection, improve the centroiding accuracy of faint
stars, and @lssify noise artifacts. Training on synthesized IR images ensures
algorithm versatility and supports continuous {tak autocalibration.

The integration of optics, computing networks, and data channels facilitates
distributed computation, allows for ugday Al models during the mission, and
enables simultaneous processing of data from multiple detectors.

Future research may focus on:

- The design of hybrid algorithms combining classical methods and Al.

- The development of energyfficient neural netwdxs for onboard applications.

- The creation of standardized sets of synthesized IR images for training anc
testing.

- The integration of automated calibration systems with spacecraft
navigation systems.

A comprehensive approach that combines synthetmdeling, signal
processing, autocalibration, optics, networks, and Al enables the development o
accurate, autonomous, and adaptive IR star navigation systems for operation i
complex space environments.
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FORMALIZATION OF CONTEXT -AWARE ACCESS
CONTROL IN SDN NETWORKS BASED ON ZERO TRUST

The paper substantiates the integration of Zero Trust principles into Seieéned
Networking (SDN) to improve access security. It is shown that centralized SDN control
increases flexibility, but does not elimate risks related to implicit trust in internal users and
devices. An approach is proposed in which each access request undergoes contextu
verification, authorization, policy enforcement, and continuote/ediation during the session.
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NETOPS-BASED AUTOMATION OF NETWORK DEVICE MANAGEMENT

The paper considers the use of the NetOps approach for automating network device
management. A system based on Ansible, FastAPl and SQLite for centralized execution of
automation scenarios, configuration storage and operation monitoring is presented.
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IMPLEMENTATION OF A FAULT -TOLERANT NETWORK
ARCHITECTURE BASED ON ZEROTIER USING THE OSPF PROTOCOL

This paper proposes a fatitierant network architecture based on ZeroTier and QSPF
using multiple controllers and route metrics to ensure automatic failover and network reliability
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ANALYSIS OF VIDEO SURVEILLANCE SYSTEM
PARAMETERS AT THE INFRASTRUCTURE LEVEL

This paper analyzes key parameters of video surveillance systems at the infrastructure level
comparing solutions such as ZoneMinder, Blue Iris, and MotionEye. It highlights MotionEye as
an optimal opersource platform due to its ease of deployment, sufficienttionality, and
support for centralized server architecture. The study also examines system load factors, resour
requirements, and provides recommendations for optimizing performance, including reducing
bitrate, limiting FPS, and minimizing video tsaoding
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TELECOMMUNICATIONS NETWORK SCALING MANAGEMENT

The article proposes a Markov model for préde control of the scaling of a
telecommunication network, which describes stochastic changes in load and transitions betwee
its operating modes. The network is represented as a discrete Markov process with a transitio
matrix that determines the problties of state changes depending on the traffic intensity. The
model allows taking into account normal and peak load modes and predicting the network statc
based on istep transitions. The simulation results (OMNeT++) showed a reduction in the
response the to overload by approximately 15% compared to traditional approaches.
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